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Applying STPA: Security Strategy & Conceptual 
Engineering in the Real World (Building Blocks) 

• “Strategy” for 
Security

• Loss-Driven 
Engineering

• System-Theoretic 
Concept 
Development 
(STCD)

• Intent Specification

Leveson & Young Hillman Leveson



Our Challenge: Secure an AI Data Center 
Against Loss from Nation-State Threat Actor

Strategy

• Goals and Losses First

• Socio-Technical Constraints 

• Design Choice Guidance (Proactive)

Tactics

• Threat First

• Technical Controls-based

• Design Choice Assessment

• Mission vs protection

• Trades

System Availability

Stack & Connectivity

Design Approach

Material Flow

Human Presence



Our Approach

• What we did
• 1: Process steps + generic architecture

• 2: Aggressive pruning of unnecessary steps and features

• 3: Define controller behavior and required constraints

• Refine; repeat

• Detailed trades

Topic Decision

• System Availability Delay-tolerant, intermittent

• Stack & Connectivity   Fixed software, no networking

• Design Approach        Custom, special-purpose

• Material Flow         Restricted physical inputs

• Human Presence         Minimal on-site presence



Insights

• C-Suite Executive
• Align on strategy to create options and resolve tensions, save money 

and execute quickly (2 days vs 2 months)

• Chief Engineer
• Possible to balance conflicting security and usability demands

• Unlocking top three levels of IntentSpec enabled architecture-
agnostic design choices (data center as “factory”)

• Security Practitioner
• “General purpose + controls” approach has limited upside

• Resolved security debates with user needs in context (long-wire)

• Overall
• Generalized but accurate refinement only possible with SMEs

• Significant STPA process off-roading requires a facilitator



Questions?

Steve Comer
scomer@rand.org

Dr. William “Dollar” Young, PhD
william.young@scasdconsulting.com

Executive feedback:

“Why STPA? It's a research methodology that enables us to get from security goals and 

assumptions to concrete plans and assurances more systematically and effectively than 

other methodologies I've seen.”

“This is a novel, effective approach and a unique application of relevant tools.”
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