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Quick Disclaimer

MathWorks and our customers are early in our “STPA journey”

This brief talk will cover some of what we’'ve been working on

We are a software tool vendor, not expert STPA practitioners

We are looking to engage! Reach out: patcanny@mathworks.com



Key Takeaways

1.

Simulation and visualization
provide insights when identifying
Loss Scenarios

Leverage traceability data to
automate analysis and measure
impact of changes on analysis
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Example: A New “Level Cruise Mode”

Newly proposed “Level Cruise Mode”
which limits cyclic rate for “smoother”
ride and improved part life

[IDISCLAIMER: entirely fictional!]

Level Cruise Mode is entered when

1. “Level Flight” achieved (based on
existing algorithm) for a short duration

2. Pilot then “Permits” mode, followed by
brief delay
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HelicopterSTPAControlStructure

Pilot

P_Collective_Cmd
P_Cyclic_Cmd

Attitude & Altitude

P_Collective_Cmd
LevelCruisePermitted  LevelCruisePermitted

P_Cyclic_Cmd

Flight Control

Sensors

I | Attitude & Altitude <l < Atitude & Altitude

A

States

Collective_Cmd Collective_Cmd
Cyclic_Cmd

Cyclic_Cmd

States

Helicopter

(Preliminary) Control Structure modeled in System Composer™

Note: this is not for simulation!
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“Permit Level Cruise Mode™ Control Action




@\ MathWorks
|ldentify UCAs and establish traceability between artifacts

) Safety Analysis Manager
HOME

3 Open & Cut = .+ Add Reference - =
g o o QEE E 6'@ @3 Q > [ Edit Callbacks C |£|>
=l S = 5 C 2+ Refresh Val
New avE e Copy Add Add < RS v Add  Refresh | Find Analyze £P Clear Flags Detect Accept | Export
v &k Import [ Delete | Row Column ~ FEH View Columns Link +  Links Spreadsheet = All
FILE EDIT SPREADSHEET LIMES SEARCH AMNALYZE AMALYSE CHANGES | SHARE
System-level Hazards
31D :: Description
1 |HA Unsafe attitude (excessive turbulence or pitch/roll/yaw.
&
Pilot UCAs x
:: Pilot Action (Role) viding causes hazard :: Providing causes hazard :: Too early, too late, out of order

:: Stopped too soon, applied too long
1 Permit Level Cruise Meode.

Pilot provides Permit Level Cruise
Maode when the aircraft is not in
level flight.

& &

Note: for simplicity, only one UCA shown
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Modeling a hazard for simulation

ASSESSMENT

+ At any point of ime __.

¥ trigger: Whenever LevelCruiseEnabled = 0 is true then ...

delay: WIith no delay ...

¥ response: TOIL_pitch_rate < 4.2 must stay true for at [2ast b seconds

“Undesirable Handling Qualities” 8
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Proposed Design

!

/Initial I
entry,during:
LevelCruiseEnabled = 0;
CyclicLat = CyclicLatRaw;
CyclicLon = CyclicLonRaw;

[LevelFlight]

after(5,sec)

v ) . )
@tLevelFlight ™\ [~LevelCruisePermitted]{LevelCruiseEnabled=0;} A evelCruiseEnabled N
entry,during: = entry,during:
CyclicLat = CyclicLatRaw; LevelCruiseEnabled=1;
CyclicLon = CyclicLonRaw; ) ) CyclicLat = CyclicLatRateLim;
[LevelCruisePermitted] >O after(5,sec) _| CyclicLon = CyclicLonRateLim;
- J - J

“Level Cruise Mode” Algorithm 9
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Why would a pilot permit Level Cruise Mode when the
aircraft is not in level flight?!

10



Use Visualization Tools to Help Identify Loss Scenarios
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What is the pilot’'s role?

!

(nitial I
entry,during:
LevelCruiseEnabled = 0;
CyclicLat = CyclicLatRaw;
CyclicLon = CyclicLonRaw;

- “ The design relies on the pilot to disable the mode

[LevelFlight]

after(5,sec)

@tLevelFIight ™\ [~LevelCruisePermitted]{LevelCruiseEnabled=0;} A evelCruiseEnabled N
entry,during: = entry,during:
CyclicLat = CyclicLatRaw; LevelCruiseEnabled=1;
CyclicLon = CyclicLonRaw; ) ) CyclicLat = CyclicLatRateLim;
[LevelCruisePermitted] >O after(5,sec) _ CyclicLon = CyclicLonRateLim;
- J - J

“Level Cruise Mode” Algorithm 12



Bad timing

(nitial
entry,during:
LevelCruiseEnabled = 0;
CyclicLat = CyclicLatRaw;
CyclicLon = CyclicLonRaw;

o
[LevelFlight]
after(5,sec)
v
(AtLevelFlight I
entry,during:

CyclicLat = CyclicLatRaw;
CyclicLon = CyclicLonRaw;

What if there is a gust of wind during this delay?

Would the pilot be able to detect it?

[~LevelCruisePermitted]{LevelCruiseEnabled

3

(LevelCruiseEnabled

[LevelCruisePermitted]

after(5,sec)

2@,

entry,during:
LevelCruiseEnabled=1;
CyclicLat = CyclicLatRateLim;

| CyclicLon = CyclicLonRateLim;

\_

“Level Cruise Mode” Algorithm
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WARNING!

You are about to see the term “test case.”

Do not be alarmed.
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Simulation-Based Loss Scenario ldentification Using a “Test Case”

|=| Sudden Gust - Proposed Design

+ SYSTEM UNDER TEST*

Model: | HelicopterSTPA

» TEST HARNESS

» SIMULATION SETTINGS AND RELEASE OVERRIDES

» PARAMETER OVERRIDES

» CALLBACKS

r INPUTS

r SIMULATION QUTPUTS

+» CONFIGURATION SETTINGS OVERRIDES

» FAULT SETTINGS™®

FAULT SET / MODEL ELEMENT FAULT NAME
~ [/[Fault Set 1

HelicopterSTPNSen sor/Bias/Outport/1 suddenGust -

The beginnings of a Loss Scenario?

» ITERATIONS

|v LOGICAL AND TEMPORAL ASSESSMENTS™ |

r ASSESSMENT CALLBACK

Extend Result
EN... [NAME ASSESSMENT REQUIREMENTS

Assessment » At any point of fime, whenever LevelCruiseEnabled > 0 is frue then, with no delay, roll_pitch_rate < 4.2 must stay Nane
true for at least 5 seconds
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Link “test case” to analysis artifacts for traceability and automation

Filot UCAs x

:: Pilot Action (Role)

:: Not providing causes hazard

:: Providing causes hazard

Permit Level Cruise Mode.

&

Pilot provides Permit Level Cruise
Mode when the aircraft is not in
level flight.

&

%

H = Related to:

'EI' sudden Gust - Proposed Design

4\ MathWorks:
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Link “test case” to analysis artifacts for traceability and automation

Callbacks Editor

PreLoadFcn
PostLoadFcn
¥ AnalyzeFcn*
Default
validateWithTests
PreSaveFcn*
PostSaveFcn

CloseFen

» Help on callback predefined variables:

1
2
3

Hnr 1 = 1: sfa_spreadsheet.Rows

end

runLinkedTests(getRow(sfa_spreadsheet,i));

17
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Explore Traceability and Assess Impact of Changes

6ecd522f-cb99-4b(9-8e/74-8bf5ed545341

« STPA s iterative by nature

helicopterSTPATests

LevelCruisePermitted

« Modeling allows you to “lock down”
behavior for future use

HelicopterSTPAControlStructure

[l

Pilot'{lCAs

« Verify previously identified Loss Scenarios
are accounted for as design evolves o yoterm 1R Hozards

Safety Constraints

Traceability Graph

18



Key Takeaways

1.

Simulation and visualization
provide insights when identifying
Loss Scenarios

Leverage traceability data to
automate analysis and measure
impact of changes on analysis

4\ MathWorks'
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Next step: “extracting” data from legacy models?
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Many teams often have “legacy” behavior models

Input Panel

B—=

Command and Control

hRef

VRef

P hRef

P VRef

Command Input

P states

CollectiveM
CyclicLat
CyclicLon
CollectiveT

LevelCruiseEnabled

Helicopter Model

L

Attitude and Altitude Control

vap.mﬁejkgﬁed

Sensor

P states

output

Environment

LEy b

CollectiveM

CyclicLat

Vv

CyclicLon states
CollectiveT

statesEnv

Force Moment Computation
and Modeling

P states

Sensor

statesEnv

Environment

isualization and Scope

P states

Visualization

Instrument Panel

Copyright 2024-2025 The MathWorks, Inc.

System Model in Simulink®
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How (and should) they extract data for use in STPA?

HelicopterSTPAControlStructure
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Reach out! We are looking for your insights!

Pat Canny

patcanny@mathworks.com
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