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Background
Operationalizing Wargaming for STPA-SEC of AI
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Society is building complex cyber-physical systems

System platform Software Human operator

Mission Data

Actuation

Mission Data

Commands
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These systems increasingly include AI controllers

Commands

System platform Software Human operator

Actuation

AI models
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Commands

System platform Software Human operator

Actuation

AI models

AI is different from traditional software

Inputs
Structured features → high-dimensional raw data 

Knowledge representation 
Explicit logic → statistical models

Source of knowledge
Programmed rules → learned from data
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Commands

System platform Software Human operator

Actuation

AI models

These differences produce attack surfaces not present in 
traditional cyber-physical systems

Inject a malicious prompt to manipulate model processing 
and outputs

Create adversarial patches that systematically induce 
classification errors

Poison training data to corrupt the model’s learned 
classification model
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Commands

System platform Software Human operator

Actuation

AI models

These differences produce attack surfaces not present in 
traditional cyber-physical systems

Inject a malicious prompt to manipulate model processing 
and outputs

How can we use system theory to enhance the security of AI-enabled systems?

Create adversarial patches that systematically induce 
classification errors

Poison training data to corrupt the model’s learned 
classification model
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Red teaming: Thinking like the attacker

• Red teaming is a structured approach in which a group adopts an 
adversary’s perspective to identify how a system could be attacked 

• It has been used to with frameworks (e.g., MITRE ATLAS and NIST Predictive 
AI taxonomy) improve the security of AI-enabled systems

• However, recent SEI research (Sinha, 2025) identified two key 
methodological deficiencies of GenAI red teaming relative to cyber
1. Narrow focus on attacking the GenAI model component instead of the system
2. Lack of connection to real-world harm
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STPA-Sec: Thinking like the defender

Losses that must be prevented

Hazards that lead to losses

Unsafe control actions that lead to hazards

Scenarios that result in UCAs Safety fixes to prevent accidents
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STPA-Sec: Thinking like the defender

Losses that must be prevented

Hazards that lead to losses

Unsafe control actions that lead to hazards

Attacks that result in UCAs Security fixes to prevent attacks

Scenarios that result in UCAs Safety fixes to prevent accidents

• Accidents and attacks arise from same design flaws

• Primary difference is malicious intent

• Mitigations that address flaws may prevent both
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System thinking allows defender to shift from compliance-
to safety-oriented behavior

Traditional System theory

Blue Team Implement prescribed 
security controls

Design system to 
enforce security 

constraints

Red Team Find ways to bypass 
security controls

Design attacks to induce 
most harmful system 

behaviors 
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What if attackers used system theory too? 

Traditional System theory

Blue Team Implement prescribed 
security controls

Design system to 
enforce security 

constraints

Red Team Find ways to bypass 
security controls

Design attacks to induce 
most harmful system 

behaviors 

”... Tendency to optimize attack efficiency, often without thorough consideration of real-world impact of these 
vulnerabilities” Sinha, 2025
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Blue versus Red

• We conducted a wargame exercise
- Blue used STPA-Sec to anticipate attacks and select mitigations

- Red used system theory to design attacks and evade defenses

• To what extent can Blue select effective mitigations?

• To what extent can Red act on objectives?
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Wargame Exercise
Operationalizing Wargaming for STPA-SEC of AI
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Vignette: Perimeter surveillance using drone swarm

Agentic architecture and AI controllers allow single human operator to supervise drone swarm
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System control diagram

Agent

Human operator

ISR and Drone FlightSensors

Flight control systemComputer vision 
model 

Kinematic commands Position, Status

Tool Server

Specify intent System status, alerts

Detections

Sensor data

Mission commands Position, Status
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Blue Team used STPA-Sec

Step Blue Team Red Team
Define the purpose 
of the analysis

Identify losses and hazards. Identify subset of losses and hazards that 
attacker seeks to induce.

Model the control 
structure

Develop control structure diagram. Develop conceptual architecture with 
requirements that must be enforced to 
prevent losses.

Identify unsafe 
control actions

Identify UCAs that could lead to hazards. With incomplete knowledge of system, 
identify UCAs that could lead to hazards.

Identify attack 
scenarios

Identify attacks that could lead UCAs.
• Prioritize mitigations that generalize 

across scenarios.

Identify attacks that could lead to UCAs
• Prioritize attacks that generalize across 

architectural implementations.
• Identify reconnaissance actions needed to 

reduce uncertainty and enable execution. 
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Red Team used modified form of STPA-Sec

Step Blue Team Red Team
Define the purpose 
of the analysis

Identify losses and hazards. Identify subset of losses and hazards that 
attacker seeks to induce.

Model the control 
structure

Develop control structure diagram. Develop conceptual architecture with 
requirements that must be enforced to 
prevent losses.

Identify unsafe 
control actions

Identify UCAs that could lead to hazards. With incomplete knowledge of system, 
identify UCAs that could lead to hazards.

Identify attack 
scenarios

Identify attacks that could lead UCAs.
• Prioritize mitigations that generalize 

across scenarios.

Identify attacks that could lead to UCAs
• Prioritize attacks that generalize across 

architectural implementations.
• Identify reconnaissance actions needed to 

reduce uncertainty and enable execution. 
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Red Team used modified form of STPA-Sec

Step Blue Team Red Team
Define the purpose 
of the analysis

Identify losses and hazards. Identify subset of losses and hazards that 
attacker seeks to induce.

Model the control 
structure

Develop control structure diagram. Develop conceptual architecture with 
requirements that must be enforced to 
prevent losses.

Identify unsafe 
control actions

Identify UCAs that could lead to hazards. With incomplete knowledge of system, 
identify UCAs that could lead to hazards.

Identify attack 
scenarios

Identify attacks that could lead UCAs.
• Prioritize mitigations that generalize 

across scenarios.

Identify attacks that could lead to UCAs
• Prioritize attacks that generalize across 

architectural implementations.
• Identify reconnaissance actions needed to 

reduce uncertainty and enable execution. 
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Red Team used modified form of STPA-Sec

Step Blue Team Red Team
Define the purpose 
of the analysis

Identify losses and hazards. Identify subset of losses and hazards that 
attacker seeks to induce.

Model the control 
structure

Develop control structure diagram. Develop conceptual architecture with 
requirements that must be enforced to 
prevent losses.

Identify unsafe 
control actions

Identify UCAs that could lead to hazards. With incomplete knowledge of system, 
identify UCAs that could lead to hazards.

Identify attack 
scenarios

Identify attacks that could lead UCAs.
• Prioritize mitigations that generalize 

across scenarios.

Identify attacks that could lead to UCAs
• Prioritize attacks that generalize across 

architectural implementations.
• Identify reconnaissance actions needed to 

reduce uncertainty and enable execution. 
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Red Team used modified form of STPA-Sec

Step Blue Team Red Team
Define the purpose 
of the analysis

Identify losses and hazards. Identify subset of losses and hazards that 
attacker seeks to induce.

Model the control 
structure

Develop control structure diagram. Develop conceptual architecture with 
requirements that must be enforced to 
prevent losses.

Identify unsafe 
control actions

Identify UCAs that could lead to hazards. With incomplete knowledge of system, 
identify UCAs that could lead to hazards.

Identify attack 
scenarios

Identify attacks that could lead UCAs.
• Prioritize mitigations that generalize 

across scenarios.

Identify attacks that could lead to UCAs
• Prioritize attacks that generalize across 

architectural implementations.
• Identify reconnaissance actions needed to 

reduce uncertainty and enable execution*. 



23[Distribution Statement A] Approved for public release and unlimited distribution.SEI CERT Data Science – STPA-SEC for AI
© 2026 Carnegie Mellon University

Blue and red identified the same losses

Loss Description Blue Index Red Index
Loss of life/injury

Loss of equipment/property

Loss of mission (base defense)

Loss of sensitive information
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Blue and red identified the same losses

Loss Description Blue Index Red Index
Loss of life/injury L-1 L-3
Loss of equipment/property L-2 L-4
Loss of mission (base defense) L-3 L-2
Loss of sensitive information L-4 L-1

…but ordered them differently



25[Distribution Statement A] Approved for public release and unlimited distribution.SEI CERT Data Science – STPA-SEC for AI
© 2026 Carnegie Mellon University

Blue and red identified most of the same hazards

Blue Hazard Description Red Hazard Description
Drone fails to maintain minimum separation from other 
objects in flight

Drone too close to other aircraft 

Drone fails to maintain minimum separation from terrain Drone too close to ground/objects 

System falsely detects adversarial activity Drone unable to accurately collect & report mission data 

System does not detect adversarial activity

System transmits information on an unsecure channel Drone unable to protect mission data from compromise 

System releases information to an unauthorized entity

Drone is captured by adversary Malicious actor obtains physical access to drone

Missed! Drone becomes uncontrollable

This makes sense given that hazards don’t depend on system implementation
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Obstacle location

Update 
plan

Red used Poh’s method to create conceptual architecture

R5. Recognize and remember reportable informationR3. Translate plan into actions

R4. Direct done on route within stability constraints

R1. Determine mission plan

Fly to waypoint
RTB

Control surface adjustments

Waypoint reached

Drone 
position

Drone position
Instrument readings

Avoid obstacle

Summary of events
Event alerts
Report outage
System health notice

Set 
reportable 

info
R2. Avoid obstacles/aircraft

Aircraft

Proximity 
sensing

Sensor outputsControl surfaces

Sensor outputs
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All responsibilities Red identified exist in Blue’s system

Agent

Human operator

ISR and Drone FlightSensors

Flight control systemComputer vision 
model 

Kinematic commands Position, Status

Tool Server

Intent System status, alerts

Detections

Sensor data

Mission commands Position, Status

R1

R2

R3

R4R5



28[Distribution Statement A] Approved for public release and unlimited distribution.SEI CERT Data Science – STPA-SEC for AI
© 2026 Carnegie Mellon University

Next, we’ll focus on attacks involving alerting function

Agent

Human operator

ISR and Drone FlightSensors

Flight control system

Kinematic commands Position, Status

Tool Server

Intent System status, alerts

Mission commands Position, Status

R1

R2

R3

R4Computer vision 
model 

Detections

Sensor data

R5
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Attack Scenario 1.

UCA-05. Drone does not issue alert when unidentified individual is present 

Red Scenario. Because the system operates at a blue base, it must not issue alerts 
for friendly forces. Disguise adversary forces as blue forces so that the 
system does not issue alerts.

Blue Mitigations. AprilTag system to ID blue forces

Outcome. Attack fails



30[Distribution Statement A] Approved for public release and unlimited distribution.SEI CERT Data Science – STPA-SEC for AI
© 2026 Carnegie Mellon University

Attack Scenario 2.

UCA-05. Drone does not issue alert when unidentified individual is present 

Red Scenario. An adversarial patch is a pattern designed to optimize model error. 
Physical patches can be deployed to “cloak” objects. Place patches on 
adversary forces so that the system does not issue alerts.

Blue Mitigations. Considered adversarial training and 
input processing to degrade patch 
effectiveness

Outcome. Practical red teaming required
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Attack Scenario 3.

UCA-05. Drone does not issue alert when unidentified individual is present 

Red Scenario. The drone automatically investigates ambiguous signatures, which 
draws it away from its preplanned route. Generate ambiguous 
signatures to draw the drone away from the true threat.

Blue Mitigations. None

Outcome. Attack succeeds
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Red identified 21 potential attacks

11 10

20 1

3 7 11

Not 
RelevantRelevant

AnticipatedNot Anticipated

Partially 
SuccessfulSuccessful

Not
Successful

95% were relevant

52% were not anticipated by blue

48% were at least partially successful

So, did red or blue win?
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Red identified 21 potential attacks

1. Disguise troops to avoid detection 11. Drain drone battery

2. Divert drone with ambiguous signatures 12. RF jamming

3. Force drone collision with sub-millimeter wires 13. Overwhelm human with alerts across the set of drones 

4. GPS-denial to induce geofence violation 14. Trigger investigation across two drones simultaneously

5. Induce drone navigational helplessness 15. Induce LLM memory-poisoning using false positives 

6. Collision avoidance failure via mirror-based LiDAR spoofing 16. Create false alerts for object classification through images

7. Trigger drone fail safes through sensor failures 17. Building collision during adverse weather

8. Induce loss of reputation through GPS drift 18. Detection failure of majority classification-based systems

9. Prompt injection in physical environment 19. Adversarial patch-based alert failure

10. Initiate attack under sensor-degraded conditions 20. Compute or network flooding to slow down critical processes

Successful Partially successful Not successful
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Discussion
Operationalizing Wargaming for STPA-SEC of AI
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Conclusions and discussion

Finding 1. System theory provides an effective framework for directing red 
teaming toward high-value losses

Finding 2. Even with only black box knowledge of the system, red teams can 
use Poh’s behavioral design process to identify essential system 
responsibilities and the associated UCAs

Finding 3. STPA-Sec steers red teams toward a more holistic view of the 
system, including interdependencies across components, rather 
than focusing exclusively on attacking the GenAI component
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Conclusions and discussion

Finding 4. STPA-Sec enables blue teams to anticipate red team attacks and to 
develop mitigations

Finding 5. Wargaming exercises help to identify which mitigations require further 
research, analysis, or technical development to assess the risk of 
successful attack 
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Contributions

• Established that STPA-Sec can be applied by Blue and Red teams

• Demonstrated role of wargaming in assessing completeness of defenses

• Showed how wargaming can identify which mitigations require formal 
testing 
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