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Introduction

How can we quickly identify major weaknesses before a loss event?

Goal: Use STPA to find weaknesses in CDSS technologies and their clinical
environment.

« CDSS: Clinical Decision Support Systems

e Software tools that analyze patient data to suggest potential diagnoses,
issue alerts to prevent prescription errors, and provide treatment
recommendations for clinicians to approve

Application: Focused on U.S. Department of Veterans Affairs (VA) Health IT
systems using Oracle Cerner Millennium.
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Example Scenarios

Unsafe Control Action Examble Scenario
(UCA) P

A new modelrule is provided by the EHR vendor (not requested by clinical councils). The health IT team decides not to
implement the rule because the configuration of the EHR doesn’t match the configuration the rule is expecting. There may
be no clear documentation or metadata from the EHR vendor about the model rule (e.g., the required data elements, rule
logic, compatibility with the current system version). “That communication isn’t there, we are several versions behind on
some of their model rules, and a lot of the new rules we just don't take in at all” Feedback/information is missing from the
EHR vendor about the model rule.

Health IT team does not
accept arule request
when it is technically
feasible

Health IT team does not
fix a rule when the rule is
broken

Health IT team pulls a
data report too late after
arule is not firing as
intended

Arule is broken and not working as intended, but the health IT team does not know that the rule is broken because a ticket
has not been submitted to report the broken rule. “So, then the only way we really find out is AMS gets a ticket that [says] hey,
this rule broke because there was a change. So really, right now it’s very reactive in terms of we find out a rule breaks
because somebody starts submitting a ticket on it, and the problem is, is sometimes the rules break, but if nobody submits a
ticket, we just don’t know that.”

The data report that the health IT team pulls does not indicate when a rule is not firing as intended. The report only contains
historical data going back one month. If there is a problem with a rule that was deployed in the system two months in the
past, the health IT team will not be able to see that data. The reportis not able to be used for prospective analysis of which
rules are firing as intended. “And this is where it's that month look behind. So we have this tool, which is our audit report. We
tend to use this when a rule is new in the system. [...] So we tend to use this when a rule is new in the system, but it will walk
through pretty nicely for every step of the rule. It takes a little bit of time to pull, but the problem with this one is it's only a
month look back. So you could see here | can debug a rule very nicely, but if somebody has an issue with the rule that was
two months in the past, I'm not going to be able to see that. So this works for debugging, but it doesn'treally tell usis a rule
firing? Is the rule firing appropriately in that long-term look back? So it makes it harder to use as a kind of prospective
analysis of what rules are firing.” 17



Example Scenarios

Unsafe Control Action (UCA) | Example Scenario

The CDSS receives adequate input on both new medication orders, entered together by the clinician in
the same order session, with accurate data showing that these two medications are contraindicated
when co-prescribed. However, due to the way the control algorithm and process model are designed,
the CDSS compares each new medication only against existing active medications in the patient’s
chart and does not compare new medication #1 against new medication #2 if they’re both part of the
same transaction. So, the CDSS does not generate an alert when two contraindicated meds are
ordered simultaneously — even though all relevant data (drug-drug interaction knowledge base and
order details) were available in the system at the time of processing.

CDSS does not generate an
alert when meds are
contraindicated

Due to gaps in the feedback loop (e.g., infrastructure monitoring system does not send real-time
latency and compute utilization data to the CDSS, or the CDSS’s process model is built to assume that
CDSS does not generate an compute resources are always sufficient), the CDSS does not receive feedback/input that the system
alert when there is too much is in a high-latency, resource-constrained state. However, the server latency is critically high and/or the
server latency or not enough compute capacity is insufficient. Because of this, the CDSS continues operating as though resources
compute are adequate, does not detect the performance degradation, and does not trigger any fallback
mechanisms, warnings, or prioritization of critical alerts, ultimately not generating required alerts
because it silently times out or skips rule checks under the heavy load.

20
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Why?

W iders and staff

Vendor may never be aware of the impéct of their
change on customer systems. They do notseeitas

Process model belief: Health IT team believes

the new packages required by the new model Council

their responsibility to manage or consider how model
rules will impact specific customer sites or workflows.

rule conflict with existing VA rules and will
break them.

Decision making process: If there is a

Approve rule
change request

Technical feasibility, 1 Other communication /
Propose rule updates | ~ordination (neither control

| i
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Opportunities for Improvement
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Systemic Factors - Communication gap

Delayed / Missing Feedback:
Model Rules

 Unreliable notification of
model rule updates

* Inability to modify or
optimize model rules
directly

 Customizing requires
ownership / maint. overhead

Lack of Customization: Model Clinical Council

Rules

A

A\ 4

Health IT team <4:—-——> Vendor
! (Oracle)

|

Clinicians/providers

* Model Rules \

* Model rules account for ~1/3 of total catalog of rules
* VA is several versions behind for some model rules
* VA not always notified by vendor of new model rules, so not updated

* Many near misses from changes that break model rules (e.g., event sets, order names, code
sets)

* Model rules do not always fit within standardization (may require VA-specific tweaks)

* Due to inability to modify, the health IT team often needs to fix the model rules

* Fixes by health IT team often broken by future vendor updates

\ * Typically unnoticed, impacting end users until they submit a ticket to fix 4 /




Systemic Factors

Delayed / Missing Feedback:
Model Rules

Lack of Customization: Model
Rules

Reactive vs. Proactive

Unused & Missing Feedback

Resource Constraints

Healthcare providers and staff

Clinical Council

A A

\ 4

Lack of resources:

* Time and capacity

A

v \ 4

Clinicians/provy/

* VA has ~4000 rules, managed by only 3-4 people
* ~70% more rules than civilian side

Lack of dedicated headcount, time, capacity

\_

Health IT team i+ Dedicated headcount

High turnover
Reorgs
Loss of institutional

S [ F e —— knowledge

A 4

Clinical Decision Support

System (CDSS)

Electronic Health Record (EHR)

/

Health Information System

____________________________ 2% oo



Systemic Factors Healthcare providers and staff

Delayed / Missing Feedback:

Mlarelel FzE Clinical Council

A

1
|
|
|
1
|
|
|

Lack of Customization: Model ; 1

Rules ! Y
! Vendor

: . : Health IT team - -

Reactive vs. Proactive ! . (O racle)
! . Ticket may not be !
; v | | submitted when rules break |
1 1
. | Clinicians/providers :
| |

/Feedback to Health IT team )

* Primarily reactive. No proactive analysis available about gaps before a clinical impact
* Only aware a rule is broken *if* clinicians write a ticket in a voluntary ticketing system
 Current auditreport is focused on technical measures, not clinical effectiveness
* No long-term analysis of whether rules are firing appropriately for clinical environment
\_ * Inadequate resources to handle proactive analysis -/
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Systemic Factors . Healthcare providers and staff |

Delayed / Missing Feedback:
Model Rules

Clinical Council

A l A

Lack of Customization: Model
Rules

No ability to manage rule
clinical effectiveness

A A |
I

Reactive vs. Proactive

A 4 \ 4

Overwhelming number of rules
Rule performance data not used

Clinicians/providers

Unused & Missing Feedback

i Health IT team

———————

{ule performance data is available (e.g., alerts overridden, firing \ } — —
rate, adherence percentage) Clinical Decision

« Data contains important clinical insights (e.g., how often rules || Support System (CDSS) :

are ignored) .
- Evaluating this data is outside the team’s scope and resources  palth Information System

* There is interest, but overwhelmed by existing responsibilities
and large number of rules

* Current data summary tools highlight technical performance
not clinical effectiveness

* E.g., statistics that treat informative and actionable alerts/

the same 7




Systemic Factors . Healthcare providers and staff |

Delayed / Missing Feedback:
Model Rules

Clinical Council

Health IT team E

Lack of Customization: Model
Rules

Reactive vs. Proactive

A 4 \ 4

Most data not used

‘ Clinicians/providers Some data not clean

Rule performance data available, but nobodyto }y------------- I (could be fixed)
formally monitor: | ==--=- e \

* 10 million alerts fired in last 30 days i I

* The vast majority of alerts were overridden by //‘7 Clinical Decision |
. Clinicians | Support System (CDSS) i

Unused & Missing Feedback

- Data point 2 .
Data point 1 . yrmation System

85.1% alert override rate, across all 92% .ale.rt ovE.rrlc,Ie EIE y
agencies and all rules. e A b e i
* “There are a handful of rules that - : : .

contribute overwhelmingly to this number ufttt'onrfogm?m’fh%g% rcl:g\éeegnc(l?clfkin Impact:

and of those several are related to the OK...it’s still ted as [be] - Safet

business processes and not necessarily Overriddany T CoUnte as [being y

ellleEl Bl > e s 1ol Tigoesel - Cost/Productivity
* Norole to find the clinical override rate. ere Is no role to get override rate

. , : for actionable alerts (excluding
No role to fix the worst offending rules. k informative alerts)

-/




Alert Types and Definitions

True Alert Nonactionable False Alert
Indicates a real Alert Indicates a condition
condition that Indicates a real that is erroneous or
requires immediate | condition, but does Incorrect, and does
action to prevent not require not actually require
patient harm intervention to intervention

prevent patient harm

—
Nuisance Alert: A false or nonactionable alert

A\

/What’s an acceptable “Nuisance Alert” rate?

* Depends on context

* Above ~10% can measurably degrade human performance

* Above ~10-30% is often worse than having all alerts disabled

( Lab testing has stringent requirements; <1% is common

>

)

Adapted from “Framework for Alarm Management Process Maturity”, Association for the Advancement of Medical Instrumentation (AAMI), 2016 (in collaboration with FDA and VA)
Wickens, C. D., & Dixon, S. R. (2007). The benefits of imperfect diagnostic automation: A synthesis of the literature. Theoretical Issues in Ergonomics Science, 8(3), 201-212.



Alert Types and Definitions

True Alert

Indicates a real
condition that
requires immediate

action to prevent
patient harm

Nonactionable False Alert
Alert Indicates a condition
Indicates a real that is erroneous or
condition, but does Incorrect
not require

intervention to
prevent patient harm

——

True Alert Rate

CDSS: ~8-15%

Nuisance Alert Rate

CDSS: ~85-92%

31



CDSS Management Processes:
How are CDSS alerts and their clinical impact
managed?



Systemic Factors . Healthcare providers and staff |

Delayed / Missing Feedback:
Model Rules

Clinical Council

i Health IT team |

Lack of Customization: Model
Rules

Reactive vs. Proactive

A 4 \ 4

Most data not used
Some data not clean

Clinicians/providers

Unused & Missing Feedback

_________________________________ %_____, (could be fixed)
/Rule performance data: \/ Clinical Decision

 Data about clinical effectiveness isn’t typically Supbbort Svystem (CDSS
monitored or used for decision-making. PP y ( )
* Trends are unknown over months/years because data Health Information System

is periodically deleted
* No group to monitor current false alert rate
* No group to reduce future false alerts
* No group to report false alert statistics to other groups
* No group to examine other indications of rule clinical

K effectiveness /
34




Systemic Factors . Healthcare providers and staff |

Delayed / Missing Feedback:
Model Rules

Clinical Council

i Health IT team E

Lack of Customization: Model
Rules

Reactive vs. Proactive

A 4 \ 4

Rule detail and historical
data lost after one month

Clinicians/providers

Unused & Missing Feedback

Clinical Decision

Diagnhostic data challenges Support System (CDSS) i

Logs are temporary: Rule data logs (loopback view)
disappear after 30 days. .
No diagnostic archives Health InfO 'm athn System

* Difficult to diagnose a problem after 30 days

e Difficult to answer: “Has this malfunctioned before?”
“How often?”

Minimal records saved: The only persistent data is a
simple log of popup events that occurred (not other

Q/ents, not diagnostic info) /
35




i | ; 4 . )
Systemic Factors Healthcare providers and staff [ No effective hazard analysis

Delayed / Missing Feedback: Is being performed by vendor

Model Rules Clinical Council ’;(r)]easnetldcgpﬁactieeggidegrevent
Lack of Customization: Model 1 l ‘ \_

Rules

Reactive vs. Proactive

1
1
1
1
1
1
1
1
1
1
1
! Health IT team
1
1
1
1
1
1
Unused & Missing Feedback !
1

- * : Vendor (Oracle)
Clinicians/pAroviders i

Resource Constraints

Clinical Decision Support
System (CDSS)

Competing Priorities

Currently, many software deficiencies
are only being found after it happens in
clinical environment.

)

Electronic Health Record (EHR)

Health Information System

_______________________________ & e m -



Illil- Intitute of
CDSS Errors & Malfunctions Technology

93% of Chief Medical Information Officers
(CMIOs) report experiencing at least one CDSS
malfunction in the last year

Most CDSS errors are overlooked during rule
development, design, and testing.

Most errors are only caught in operation when
users voluntarily decide to submit a ticket.

Wright et al, 2016. “Analysis of clinical decision support system malfunctions: a case series and survey” »



How confident are you that your existing processes are sufficient to
prevent or detect all CDSS malfunctions before they reach the user?

45
40
35
30
25

20
15
10
5 -
0

Totally confident Very confident Somewhat confident Notvery confident Not at all confident

40
Wright et al, 2016. “Analysis of clinical decision support system malfunctions: a case series and survey”



System

Engineering: effectiveness
Cost Savings T
80% of flaws are
introduced early Flaws fo.und IaFE;
expensive to fix
| y
/—7 -
Define Design Build Test  Operations
Phase: required

behavior

Cost to fix: 1x 3X-8X 7X-16x 21x-78x

[ Proactive techniques } [ Reactive techniques}

(E.g., Hazard Analysis) (E.g., Reporting, Sim)

“Error Cost Escalation Through the Project Life Cycle”, Haskins et al, Proceedings of INCOSE International Symposium 2004




How are CDSS malfunctions found today?

90
80
70
60
50

40

30

20

.
0

Reviewing reports Ongoing system Noticed in my own Report from users

of CDSS testing use
performance
4 )

The vast majority of CDSS malfunctions are being overlooked by testing

and existing CDSS performance metrics
(S /

42

Wright et al, 2016. “Analysis of clinical decision support system malfunctions: a case series and survey”



How are CDSS malfunctions found today?

90
80
70
60
50

40

30

20

.
0

Reviewing reports Ongoing system Noticed in my own Report from users

of CDSS testing use

performance
“ Voluntary reports from thousands of clinical staff only amount to about
twice the number independently encountered by a single expert user
(CMIO)

"l

43
Wright et al, 2016. “Analysis of clinical decision support system malfunctions: a case series and survey”




Preventing CDSS Errors: Actual vs. Desired

Actual Desired
100% 100%
90% 90%
80% 80%
70% 70%
60% 60%
50% 50%
40% 40%
30% 30%
20% 20%
0% 0% - ]
Define Design Build Test  Operations Define Design Build Test  Operations
required required

behavior behavior "



Delayed / Missing Feedback:

Systemic Factors . Healthcare providers and staff | \)7 Government

Model Rules * There appears to be no government requirement for conjcracting
effective hazard analysis by the vendor to prevent
Lack of Customization: Model these software deficiencies.
Rules * Hazard analysis anticipates deficiencies before
they occur in operation and requires proactive
Reactive vs. Proactive measures to prevent or mitigate them.
 Hazard analysis is a standard practice in all safety- Vendor (Oracle)
critical industries.
Szl e sl Feeele  Why? Hazard analysis is far less costly than
waiting for a flaw to be discovered in operation.
Resource Constraints L

Clinical Decision Support
System (CDSS)

A

Competing Priorities

Electronic Health Record (EHR)

Health Information System



Systemic Factors | '

Healthcare providers and staff . _ Government
Delayed / Missing Feedback: ,

contracting
Lack of Customization: Model . .
Rules * There appears to be no requirement for effective

Human Factors analysis by the vendor to prevent
these deficiencies.

Clinical Counci

Reactive vs. Proactive o .
* Human Factors (HF) analysis is a standard practice

in all safety-critical industries.
« Why? Software without HF consideration tends to l I

Vendor (Oracle)

Unused & Missing Feedback

increase human workload, confusion, etc.

Resource Constraints * HF analysis addresses problems like EHR alert
fatigue and high false-positive rates n Support
Competing Priorities  HF analysis produces clear requirements to limit DSS)

these well-known factors. They must be
measured, monitored, and fixed in operation./

Electronic Health Record (EHR)

Health Information System

_______________________________ 46 - o - - =



Systemic Factors

Delayed / Missing Feedback:
Model Rules

Lack of Customization: Model
Rules

Reactive vs. Proactive
Unused & Missing Feedback
Resource Constraints

Competing Priorities

| Healthcare providers and staff :
I Clinical Council I
| 77 1 |
I Health IT team |
I yy 2

I v A\ 4 I
| Clinicians/providers [
IS S S S DS s s e e e | ees O mss sl

4 N

“One of the big things we
struggle with is [...]
finding ownership [...],
essentially a clinical
community that will be
responsible for updates”

Clinical Decision

Lack of Rule Ownership N

Support System (CDSS) i

Health Information System

o Clinical Rule Ownership (Missing Responsibility)

No tracking of changes, such as clinical guidelines, that affect rules
No continuous monitoring of clinical relevance, periodic reassessment
No systematic checks of rule effectiveness; reliant on users submitting tickets

* E.g., false-positive and false-negative rates

No checks for unintended consequences after implementation 4 -




——————————————————————————————————————————

Systemic Factors Healthcare providers and staff

Delayed / Missing Feedback:
Model Rules

Fragmented ownership
Informal only
Only for handful of rules

Incorrect assumptions
by other groups

Clinical Council

; Health IT team i

Lack of Customization: Model
Rules

A A

Reactive vs. Proactive

A 4 v

Clinicians, » "
] Super users
providers X

Unused & Missing Feedback

Resource Constraints

Clinical Decision |
Support System (CDSS) i

Competing Priorities

Health Information System
Lack of Rule Ownership /o “Super users” sometimes take ownership role N\
 Super users have strong coordination with health IT team
* Only a handful of specialties have super users (e.g., pharmacy)
* Purely informal and voluntary
 However, Super user ownership is fragmented / not clearly documented
\* Many groups have incorrect assumptions about rule ownership 9 )




Systemic Factors . Healthcare providers and staff |

Delayed / Missing Feedback:

1 1

| |

1 1

| |
Model Rules ' HRE ; ! )

i Clinical Coun“cﬂ ' Rule intent and
Lack of Customization: Model i 1 l . rationale are lost after
Rules : : deployment

! Health IT team ! oy
Reactive vs. Proactive i 1 1 i

: v v :

1 . . . . 1
Unused & Missing Feedback : Clinicians/providers :

| |
Resource Constraints * Rule intent and rationale are \ v

carefully documented during Clinical Decision Support

approval process

Competing Priorities * This is a VA strength; other orgs _ System (CDSS)
struggle
* HOWEVER, deployed rules have
* Info does exist, but not !
Missing / Inaccessible connected to deployed rules

Electronic Health Record (EHR)

Feedback: Rule Intent and
Rationale

* Currently no formal way to
recover original rule intent or

reasoning after deployment
* No rule owners to complain /

|
|
|
|
|
|
|
|
|
|
|
L3 L3 I
Lack of Rule Ownership no formal link to the rationale |
|
|
|
|
|
|
|
|
|
|

Health Information System

_______________________________ o] | .




Systemic Factors

Delayed / Missing Feedback:
Model Rules

Lack of Customization: Model
Rules

Reactive vs. Proactive

Unused & Missing Feedback

Resource Constraints

Competing Priorities

Lack of Rule Ownership

Missing / Inaccessible
Feedback: Rule Intent and
Rationale

Inadequate Learning From
Root Cause Analysis (RCA)

Healthcare providers and staff

Patient Safety

Clinical Council Program

A l A

Health IT team

A

No feedback
from RCA

A 4 \ 4

Clinicians/providers findings

Clinica)/

\_

The health IT team has not received relevant feedback or
communications from RCA investigations, particularly around adverse
events directly attributed to CDSS rules
* No formaltracking, so hard to establish history
* Many gaps encountered and reported in practice, but not explored in
RCA investigations




Systemic Factors Opportunities to Strengthen SMS

Delayed / Missing Feedback: e

Model Rules Healthcare providers and staff
Lack of Customization: Model Patient Safety
Rules program

i Clinical Council

1 A
No feedback from RCA
Lack of resources

urnover, Reorgs findings Ve n d O r
. H ea lt h IT tea m Ioss of ir;sF:itzt;gonal knowledge <
Solutions teams Competing priorities ] — gPe . > (O racle)
|

Reactive vs. Proactive

(“super users”)

Qi i ; No robust model rule
Unused & Missing Feedback . T { | Nosubmittedticket Lossof Overwhelming number of rules update process
I documfentatlon Alerts data not clean Communication gap
! e e e . or continued Loss of trust Inability to modify or
[ C l_ /p d linkage of rule Rule detail fidelity and historical L
. 1 I n I C I a n S rOVI e rS i“t‘?"t and data lost after one month optimize model rules
Resource Constraints I rationale '
e e e e e e e e e = = = = —— = = - —— I a

No rule ownership
Difficulty finding ownership
Fragmented or informal rule ownership

Competing Priorities Incorrect assumptions

A\ 4

Clinical Decision
Support System (CDSS)

Lack of Rule Ownership Legend:

Server latency
Insufficient compute

Missing / Inaccessible T Feedback

Feedback: Rule Intent and <+ -» Othercommunication/ coordination
Rationale (neither control nor feedback)

\ 4

Infrastructure (e.g., servers)

Health Information System

|

|

1

|

|

|

1

|

|

l Control action 1

1

|

|

|

1

|

|

. |
Inadequate Learning From :
|

Root Cause Analysis (RCA)



Recommendations



Opportunities

Improve model rule
coordination with vendor

Clinical Council

A

\ 4

Health IT team \1___"

Vendor
(Oracle)

| |

Clinicians/providers

ﬁmprove Model Rule Coordination with Vendor
* Investigate the reasons for the communication gaps
* Why aren’t the relevant VA teams always notified of an update?
* |sthere atechnology solution for automatic notification?
* Isit better for the Health IT team to contact vendor to get status instead of waiting?
* |sthere a better way for vendor to roll out updates?
* Establish a simple and easy-to-use process for the vendor to send model rule changes
k Document and commit to a clear process for vendor updates

~

s/




Opportunities

Healthcare providers and staff

, | Clinical Council A i
Establish clear rule . — ¥ I .
| : | I

| Health ITteam |—— Rule Owners | E

S| | -

| Clinicians/providers /—:I//Y L |

Gstablish clinical rule ownership role \

Assign responsibilities:
* Monitor relevant clinical guidelines for changes that require rule updates
* Monitor clinical effectiveness of rules
* ldentify measures to evaluate clinical impact, like override rates and false-positive rates
* |[faruleisineffective, take appropriate response
* Monitor unintended consequences of rules
k Clearly document and link rule metadata: rule owners, change history, rationale, etc. 56 /




Opportunities

Improve model rule
coordination with vendor

Establish clear rule

Healthcare providers and staff

Clinical Council

A

ownership

A 4

Health IT team

i

Clinicians/providers

57



Clinical Council

A

A

A\ 4

Health IT team

L]

Clinicians/providers

Recommendations

1) Establish clinical ownership role\

2) Improve feedback to manage rules
* Positive clinical impact of rules
* How oftenis arule followed/
accepted by clinicians?
* Negative clinical impact of rules

T T J
S I * How oftenis a rule ignored/
rejected by clinicians?

""""""""""""""""""""" 1 * Unintended clinical

System

Clinical Decision Support

(CDSS)

consequences of rules
 Clinical basis of the rule
 Clinical data that triggers the rule

A

\ 4

e E.g., PIQI

Electronic Health Record (EHR)

* Therationale and intent of the rule

Health Information System

\Changelog (history) of the rule /
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Examples of improving feedback

"/

—[ Positive clinical impact of rules

*How oftenis a rule followed/accepted by clinicians?

*When creating a rule, identify how to trackiif clinicians accept or follow the rule’s recommendation
(e.g., they click “Accept”, they submit an order that matches the recommended action, they cancel a
draft order after a rule warns about a conflict, etc.)

eMonitor the clinical effectiveness of rules.

a) When creating a rule, specify the expected changes in clinical outcomes if the rule is effective.
b) Enable automatic checks to verify if rules are achieving their clinical goals over time.
c) Identify rules that aren’t working and evaluate whether to correct or remove the rule.

)

! Clinical basis of the rule

e|dentify any clinical guidelines that the rule is based on

eFlag rules that need to be updated when clinical guidelines change
*Maintain a rule status showing which rules:
a) Require an update (we know the clinical guidelines have changed)

b) Do not require an update (we know the clinical guidelines have not
changed)

c) Status unknown (we do not know if relevant clinical guidelines have
changed)

*Report summary of rule status to leadership.

_[ Negative clinical impact of rules }

*How oftenis arule ignored/rejected by clinicians?

*\When creating a rule, define a means to determine whether clinicians ignored/rejected a rule.

a) ldeally, design all rules to enable simple feedback about whether it was helpful or not (e.g., “Accept”

“lgnore” button).

X

or

b) Avoid rules that only provide “OK” button. In addition to eliminating feedback, it reduces critical thinking and

tends to trigger a habitual response (making the rule less effective).
c) Alternative indicators (e.g., a draft order is submitted as-is after a rule warns about a conflict).

*When arule is ignored/rejected, ask the clinician why. Provide this feedback to the rule owners.
e|f arule is not helping, then rule owners should evaluate whether to fix the rule or potentially remove it.

eUnintended clinical consequences of rules
e|dentify what changes in clinical outcomes would indicate a rule is not working as intended.
eSet up automatic flagging of rules that aren’t working as intended.
*Review why the rule isn’t working take action to fix

—[ Clinical data that triggers the rule ]—

eAutomatically identify the reliability of the data driving each rule DHD
(e.g., from PIQI, Komet, DeX). d

eBefore a new rule is approved, provide feedback on the quality of

data that the rule would be based on.
eEnable checks to flag when future changes impact relevant data
(e.g., drug id changes when generic becomes available).
e|dentify which rules have not been re-evaluated since the data or

data structure or data quality changed.

" The rationale and intent for the rule when !
~| it was created )i
—| Changelog/history of the rule I
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Opportunities

Incorporate strong
proactive measures

Healthcare providers and staff

Government
contracting

Clinical Council

Health IT team

Owners

Rule

Clinicians/providers Vendor (Oracle)

ﬁncorporate strong proactive measures

Move beyond after-the-fact reports of problems during \//

linical
clinical care System (CDSS)

Perform, or require, a hazard analysis on CDSS to
reduce cost and prevent deficiencies before they have
clinical impact

|
|
|
|
|
|
|
|
|
|
|
Perform, or require, a human factors analysis to prevent !
|
|
|
|
|
|
|
|
|
|

A

software behaviors that exacerbate mode confusion,
human error, usability, and workload

 |mpact: Reduced cost and improved safety

Consider automated monitoring tools that link rules to
source guidelines or vocabularies, allowing for proactive Health Information System

Electronic Health Record (EHR)

K identification of affected rules. @ e S oo




H B Massachusetts
I I Institute of
Technology

VA CDSS Current vs. Future State

Current

$$$$

Future

$$

Primarily reactive processes Strong proactive,

(e.g., relying on operational reactive processes
reports/tickets)
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Recommendations

Model Rules: Delayed / Strengthen vendor communication about model rule changes
Missing Feedback & * Improve vendor processes to notify VA when model rules are updated.
* Investigate the reasons for the communication gaps, and establish a simple and easy-to-use way for the vendor
to notify of any model rule change

Lack of Customization

Improve proactive monitoring processes
* Move beyond purely reactive change requests; develop systems that actively monitor for external changes (e.g.,
guideline updates, new drug codes, position changes).
* Consider automated monitoring tools that link rules to source guidelines or vocabularies, allowing for proactive
Reactive vs. Proactive identification of affected rules.
Strengthen coordination between sites, councils, and deployments
* Prevent rule divergence across sites by improving coordination between councils, deployment teams, and DoD
partners.
* Avoid redundant or duplicate rules across VA sites.

Create ways to monitor rule effectiveness (e.g., override rates, false positives)
* Analyze how often rules are fired and overridden to identify ineffective or burdensome rules.
* Considerways to collect feedback from clinicians about rule usefulness (E.g., “this rule was useful” button)
Unused & Missing » Use this feedback to guide rule refinement and reduce alert fatigue.
Feedback Build tools to extract and analyze rule metadata
* Continue expanding reporting tools that allow solution teams to proactively analyze rules (e.g., searching for drug
codes, facilities, positions affected by rules).

* This approach has already shown success for pharmacy teams and should be expanded. 62



Potential Recommendations

Ensure that the health IT team is appropriately staffed and able to not only react to tickets and build rules
Resource Constraints based on tickets, but also to be able to monitor what’s already in the system and prospectively.
* Adequately staff team and hire and design team for cross-collaboration

Establish formal ownership for each rule
* Assign responsibility to specific clinical teams or solution groups for monitoring and maintaining rules
after implementation.

Lack of Rule Ownership & * Ensure eachrule has a clearly documented owner responsible for monitoring relevant clinical guideline
Competing Priorities changes.

Improve tracking of organizational responsibility over time

* Account for organizational changes that make rule ownership ambiguous over time.

* Build a way to track ownership that survives reorganizations, staff turnover, and changing structures.

Improve rule metadata and linkage to rationale
Rule Intent and Rationale * Capture and store rule rationale, origin, clinical objective, source documents, and requestorin a
Not Available structured, easily searchable format.

* Linkrule records directly to change request records (e.g., JIRA tickets)

Improve RCA integration with CDSS review
* Ensure RCA investigations examine whether CDSS rules contributed to adverse events or could prevent
similar events in the future. 63

Inadequate Learning from
Root Cause Analysis (RCA)



Other Healthcare Examples with STAMP

Search for
“health”

More:
mit.edu/psas

Papers and Publications

< Other materials available

Search: health ‘ Apply | Reset |

Note: This searches the text below and a few keywords. It does not search the content of the linked files.

Found 22 results

Safety-111 A Systems Approach to Safety and Resilience in
Healthcare and Other Complex, Adaptive Systems
Nancy Leveson
MIT Whitepaper
> Show description
Paper | Google Scholar

Jan 2026

Challenges in Deploying the Oracle Cerner EHR and Potential
Paths Forward
Nancy Leveson, Stephen Powell
MIT Technical Report
> Show description
Paper | Google Scholar

Apriil 2025

System Safety for Health Information Technology
John Thomas, Eugenia Kim, Polly Harrington, Nancy Leveson
MIT Technical Report
> Show description
Paper | Google Scholar

Sept 2025

CAST of an Adverse Event Involving Laboratory Data

Polly Harrington, John Thomas, Nancy Leveson, Stephen Powell, Alana

Keller
MIT Technical Report
> Show description
Paper | Google Scholar

Sep 2024

A Safety Management System for Health Information Technology
HIT
Nancy Leveson, John Thomas, Stephen Powell, Abigail Williams, Alana
Keller
MIT Technical Report
> Show description
Paper | Google Scholar

Sep 2025

System Safety of Over-the-Counter and Point-of-Care Testing
Naney Leveson, John Thomas, Polly Harrington, Rodrigo Rose
MIT Technical Report
> Show description
Paper | Google Scholar

Jul 2024

System Safety within Laboratory Data Exchanges Report
Nancy Leveson, John Thomas, Polly Harrington, and Rodrigo Rose
MIT/Synensys Technical Report to the FDA
> Show description
Paper | Google Scholar

Sept 2023


http://mit.edu/psas
http://mit.edu/psas
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