
System Theoretic Process Analysis applied to a new 
mobility concept for automated cargo transport in ur-
ban areas
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In Follow-Me mode, the cargo bike 
automatically follows the rider.

Follow-Me Mode

Automotive Steering 
Technology

Use of own control units 

Prototype-Development

Fleet-Management

Remote Control 

Access-Management

Evaluation of type approval
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Helios aimed to provide an environmentally 
friendly solution for (sub-)urban logistics.

Helios is a highly automated cargo bike for symbiotic mobility in urban 
and suburban environments.

Rising logistics in urban areas

Increasing traffic and environmental pollution

Environmentally friendly mobility concept

Motivation Objectives

Flexible and wide scope of application

Acceptance for (partly-) autonomous vehicles

• STPA is especially applied to the Follow-Me Mode exclusively 
• The team performing the STPA consisted of experienced Safety Experts which had only theoretical 

knowledge about the method but are experienced with other methods such as FTA and FMEA
• The analysis was performed at a very early stage in the concept phase (major decisions regarding 

technologies and architecture have not been made) 
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Besides safety concerns, STPA was applied to 
analyze the user experience and acceptance. 
L1 Loss of life or injury to people while ”Follow-Me” Mode is engaged (user and passenger)

H1: Bicycle violates the minimum safety distance to a pedestrian or the user. [L1] 

L2 Damage to property or other vehicles while “Follow-Me” Mode is engaged

H2: Bicycle violates the minimum safety distance to an object. [L2]

L3 Loss of Mission (Includes the loss of cargo and the loss of user / customer satisfaction)

H3: Bicycle cannot achieve the path that is intended by the user [L3]
 H3.1: Bicycle loses balance in uneven terrain [L3]
 H3.2: Bicycle stops w/o valid reason[L3]
 H3.3: Bicycle follows the wrong person [L3]
 H3.4: Bicycle is unable to identify user [L3]
H4: Bicycle loses Cargo when driving in follow mode [L3]

H4.1: Bicycle is making a too sharp turn when heavily loaded [L3] 
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Control structure – Iteration 1: Single control 
loop with basic elements 

ID Information

1 User enables / stops Follow Me Mode
User walks in front of the bicycle to control 
the movement 

2 Status On, off, canceled, active

3 Steering, acceleration, breaking 

4 Position, distance to driver and other 
obstacles & pedestrians 

5 Manual breaking and steering on the vehicle, 
emergency stop via remote control 

6 Bicycle position, warning signals (visual and 
acoustic) 

User 

Follow-Me 
Module 

Bicycle 
systems 

1 2

3 4

5 6
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User 

Vehicle

Activation, 
deactivation,  

direction 

Sensors

Mode Manager

Follow-Me 
Module

Actuators

Acceleration, 
Steering, 
Breaking

Camera view, 
LIDAR view, 
ultrasonic 

view, speed, 
steering angle, 

availability

Status, on, off 
canceled

Control structure – Iteration 2: Add mode 
manager and details on vehicle level
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Control structure – Iteration 3: Decomposing 
the Follow-Me Module

User 

Vehicle

Activation 
deactivation,  
direction, 
waiting mode 

Sensors

Mode Manager

Perception module

Actuators

Acceleration, 
Steering, 
Breaking

Camera view, 
LIDAR view, 
ultrasonic 

view

Status, on, off 
canceled

Trajectory module

Vehicle 
Speed, 

steering angle

Bicycle position, 
driver position, 

obstacle position

Warnings, 
bicycle 

position
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Control structure – Iteration 4: (Too) detailed 
model of the low-level control loops

User 

Vehicle

Activation, 
deactivation,  

direction, 
waiting mode 

Mode Manager

Perception module

Motor Control

Emergency 
brake 

command

Status, on, off 
canceled

Trajectory module

Bicycle position, 
driver position, 

obstacle position

Emergency brake Steering module

Camera LIDAR Ultrasonic

User Obstacles Passengers

Horn / Visual 
warning

Remote 
Control

Brake 
Cmd

Friction

Operating & 
parking brake

Friction Wheel 
Speed

Wheel 
Speed

Acc. 
Cmd

Steering 
Trq.

Inc. 
Power Acc. 

Acc. 

Steering 
angle

Steering 
angle

Steering 
Cmd.

Distance to 
passengers

Distance to 
obstacles

Distance to user 
and movement 
of user 

Distance to user, obstacles and 
passengers & movement of user 

Warnings, 
bicycle 

position
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The “right“ level of abstraction provides 
sufficient details at the right levels

Helios bike and the operational environment 

User 

Vehicle Low level 
Sensors

Perception module

Actuators

Trajectory 
execution

Trajectory planning

Perception 
Sensors

Follow-Me

Mode Manager

• Activation & 
Deactivation FMM

• Direction & Speed

• Bicycle Position
• User Vector
• Obstacle information

Target 
vector

• Acceleration
• Braking
• Steering

Emergency 
brake 

command

• Vehicle Speed 
• Steering angle

• Camera stream
• LIDAR stream
• RADAR stream

• Vehicle Status 
• FMM Status (On, 

off, unavailable, 
canceled)

• Warnings (visual 
and /or acoustic) 

• Perceptible 
vehicle behavior
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Control of the vehicle is done implicitly via the 
actions and movements of the user

Helios bike and the operational environment 

User 

Vehicle Low level 
Sensors

Perception module

Actuators

Trajectory 
execution

Trajectory planning

Perception 
Sensors

Follow-Me

 Control actions are not directly 
provided from the use to the 
bicycle 

 The user indirectly controls the 
vehicle via his movement

 UCA-Analysis of the user is 
focused on the behaviour and 
the decision process

 Modelling the perception 
module turned out to be a 
benefit when analysing UCAs 
from the sensor feedback and 
the control algorithm

Direction 
& Speed

Movements of the user are detected by the sensors 

Sensordata is provided and processed in 
the perception module
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Examples from the UCA analysis worksheet 
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User: UCAs are primarly caused by disctraction
and missing knowledge about the system 

Summarized Results of the User Analysis Analysis first iteration process

Failures 
related to the 

controller 

Inadequate 
control 

algorithm

Inadequate 
process 
model

Distraction (Using a cell phone, conversations with 
pedestrians/ customers, presorting mail)

Learn STPA Methodology

Apply/Perform STPA

Learn how the system works

identify and clarify questions

• 25 Workshops with 1 – 1,5 h each 

• 3 participants on average

• Total effort around 100h + incl. 
preparation and reworking

*Evaluation of data using similar categories described by Dr. John Thomas (MIT) in a sample analysis

• Project-related fragmented 
implementation of the analysis inefficient

• A high number of UCAs was related to L3, 
recommendation to conduct separate 
STPA analysis Lack of feedback in terms of speed, distances and load 

status

Lack of understanding or knowledge of the
system (behavior) and the system boundaries
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