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Electronic Health Records

Base EHR Capabilities

Patient demographic and clinical health
information

Clinical decision support

Physician order entry

Capture and query of health care quality
information

Capacity to exchange with and integrate
health information from other sources

Desired Impacts / Benefits

Patient care

Patient participation

Care coordination

Diagnostics and patient outcomes

Efficiencies and cost savings



Losses and Hazards

Losses Hazards

L-1: Loss of life or serious injury to the patient, H-1: Patient receives less than acceptable standard of

resulting in patient harm and/or decline in the care

patient’s quality of life (QolL) « H-1-1: EHR does not reflect patient’s condition
L-2: Loss or reduction in providers’ quality of accurately

work life (burnout) e H-1-2: EHR degrades provider QoL, leading to
L-3: Loss of reputation of the healthcare reduced staffing levels for providing acceptable
organization CElne

_ o H-2: EHR is not usable in operational, clinical contexts
L-4: Loss of patient throughput (efficiency)

* H-2-1: Necessary EHR data cannot be accessed

L-5: Loss or reduction of ability to work with and entered in a timely manner (in an intuitive
peer and academic institutions manner)

L-6: Loss of financial feasibility or  H-2-2: EHR data is misinterpreted by the user(s)
sustainability (unacceptable cost of care) H-3: Patient data is accessed and used by

unauthorized parties 3
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Examples of Unsafe Control Actions (UCAs) for Human Operators

Control Action Not providing causes hazard Providing causes hazard Too early, too late, out of | Stopped too soon,
order applied too long

Health IT team UCA-1.1: Health IT team does UCA-1.2: Health IT team UCA-1.3: Health IT team N/A as thisis a

GEICEENEICTR B8 not create a lab test alert/flag creates an alert/flag for an creates an alert/flag fora  discrete control

for a lab test. for when the patient has been unnecessary lab test when the lab test too late after a actionand nota
on a drug for <x time> and has patient does not require one system downtime [H-1, H- continuous one
not had a test within the clinical [H-1, H-2] 2]

guidelines [H-1, H-2]

Health IT team UCA-2.1: Health IT team does UCA-2.2: Health IT team UCA-2.3: HealthITteam  N/Aasthisisa
updates CDSS rule not provide an update to the updates the rule logic foralab  updates rule logic forlab  discrete control
logic for a lab test CDSS rule logic for an alert test alert with incorrect data test too late after the actionand nota
alert. when the EHR’s internal drug  (dosage, timing, lab) after a EHR’s internal drug ID continuous one
ID code has changed [H-1, H-  drug dictionary change [H-1, H- code has changed [H-1,

2] 2] H-2]




STPA: Four Classes of Formal Scenarios
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STPA: Class 1 Scenario Archetype

Control input or

external
information wrong Missing or wrong
or missing communication
Controller with another  Controller
controller
UCA: Health IT team does - :
Decision Making Process < >
not update the CDSS rule (Flaws in creation, Model L
when the drug ID code procicra]séz::\eacr;ges, (inconsistent, <
change [H-1, H-2] modification or incomplete, Unsafe or
adaptation or incorrect missing feedback .
ptation) ) 8 Class 1: Drug database
Feedback Delays ~ correctly shows drug ID
V Actuator Sensor code changed
Unsafe Unsafe
operation operation
A
. _ Incorrect or no
Delays, inaccuracies, information provided
mlssmg/mcorrc?zct Measurement
behavior inaccuracies
Controller
Controlled Process Feedback delays
Conflicting control actions > Component failures
p| Changes over time >
P input missing or wron Process output
rocess inpu g g Unidentified or contributes to
out-of-range system hazard

disturbance
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Class 1 Scenario Archetype: Unsafe Controller Behavior
The feedback/input was adequate, BUT the control action was unsafe.

“Simple” Causes

* Example:

* There was a network service
disruption that prevented the
health IT team from receiving the
input the EHR internal ID code had
changed

* E.g., Distributed Denial of Service
(DDoS) attack

More Complex Causes

Control
J Actions

Controller Responsibilities

Decision

Process

Interpretation

Making (update
Current .
(Control state (Beliefs/ process
Algorithm) e states) model)
Control [ Feedback
Actions < : >
v
Why would <controller> Goo
make this decision? @e

Other
Information

-«

Ge © Copyright 2024 John Thomas
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Class 1 Scenario Archetype: Unsafe Controller Behavior

Causes without failure examples

* Responsibilities
* R-1:Health IT team might not feel like it’s —
their responsibility or under their purview Jconotacton
. R_2: Health IT team might not have an TFeedback Regulatory bodies/agencies (ASTP/ONC)

< —» Otherinputs to and outputs from

i nte rfa Ce to Oth e r tea m S’ C reati ng a ga p i n components (neither control nor feedback) :{egu‘tatow Reports, compliance, Regulations Reports.

equirements audits compliaynce

Billing reports,

responsibilities and communication Samgargsbodiosog, | covteon | | Cometes
Payors “«—=— = Health network admin [ — >l i requirements, certification
breakdown SNOMED-CT, LOINC) certcaton cerfation
. Policies, R POTS,P licy Naming standards, Usage,
cldAARIFIR IT +Aamimn vmi itk st~ mm~Fla~e b otees || com, pliance uidelines i
o R_S. Health IT team mlght have another | = sortware, g compliance
oy ey aparoveis for prior Care facility (incl. hospitals, | _paments Health information tech vendors (e.g., Epic,Oracle
responsibility that takes precedence over s srorsion| community health, etc.) admin Cerner)
. . tests, etc. . . .
updating (e.g., direct order to freeze any and l [z,ziﬁ;':z:mng sotvarewpdnes,
rrrrrrrrr needs/requests ’ errorreports
al.l. updateS/ChangeS) Healthcare providers and staff So;tware
updates,
mainte Errors,
. .« e Clinicians/providers Health IT staff / informaticists ce,bug bugs, logs
* Control algorithms (tech) or decision-

patient historyand other

makin g rationale (h uma n) medtemton,tests, l [ e stons, | Updaterutologic || flertnotfrea i
ures

Ptinfo, Health information system (HIS)

* DM-1: The health IT team implements but ationt Other

i::oﬁ:o_ntixt’ | Clinical Decision Support System (CDSS) |<— === subsystems

doesn’t validate the rule (e.g., hard coding to 1 T (CPOE, LIS,
. | Electronic Health Record (EHR) | “«-=--> etc.)

only include the brand name but not the

generic)
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Class 1 Scenario Archetype: Unsafe Controller Behavior

Causes without failure examples

* Process models (beliefs/states) :
* PM-1: The health IT team incorrectly Jcontrotaction
believes that the rule logic accounts for the | == Regulatony bodies/agencies (ASTRIONC)

< —» Otherinputs to and outputs from

components (neither control nor feedback)

cases/equivalents of the same drug Rapor,commncs,  gnons | | Rovors,

* PM-2: The health IT team incorrectly e ] [ Standerdsbodieateg, | Coenn ||
believes the other internal group has already T
conducted the change/update to the rule I N I ey e T

Care facility (incl. hospitals, Pments Health information tech vendors (e.g.,Epic,Oracle

- rior

lo IC requested authorization | community health, etc.) admin Cerner)
services, requests
SSSSS ,etc. Rules, Operations Software updates Configuration and

staffing/budget reports, staffing maintenance, bug’fixes implementation requests,
e tm i i i o~ o oo~ rmm o T i A m o~ % resources needs/requests ’ error reports
* Int tat model updat
nterpretation or process moaet upaates ;
Healthcare providers and staff Software

* PMU-1: Process modelis too late because Ctncians/oroviders Hoalth IT staff/ informaticists momeren | | Ere
there was a lengthy approval process (red )

t . i i
Treatment, rsey:E:sn;/’reaclions Update rule logic A-lert notfired in
ta e medications, tests, P ! ¢ timely manner
atient history and other

* PMU-2: When the alert is not triggered, the ) R s il s TS
:‘:0/_0"-:“?; Inica ecision su (o] stem - - - - subsystems
health IT team may assume that the CDSS | [ T | (oPoE, L
. . . Electronic Health Record (EHR) «-=--> etc.
rule is working as intended
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Class 1 Scenario Archetype: Unsafe Controller Behavior

Causes without failure examples

Legend:

lControl action

b I nterna l. contro ue I states  Feedback Regulatory bodies/agencies (ASTP/ONC)

< —» Otherinputs to and outputs from

e (CS-2:Ifthe Health IT team is overburdened components (neither control nor feedback)

requirements audits compliance

with other priorities as part of workload, it

Payors agreements_ | Health network admin . _,| Standardsbodies(e.g., s win
M M -=== - e certification
will continue to not update the CDSS rule SNOMEDCT, LOING) _ | - cenerton | | “cmars
. Policies, Reports, policy Naming standards, Usage,
logl C fo r a n a le rt resources compliance guidelines compliance
Software,

. . . ::;f;ﬁgfsm Prior Care facility (incl. hospitals, | _ p_gv:mejfj . Health information tech vendors (e.g., Epic,Oracle

* CS-3: If communication connections are Savesa | [sorsion | community health, etc.) admin Cernen
services requests

disabled, then the health IT team can miss l [zzi:fz:z:m o
notifications or requests for the rule logic to TS ——
be updated wien, ||

rrors,
Clinicians/providers Health IT staff / informaticists ce, bug bugs, logs

resources

. oo fixes
* CS-4:If problems are not identified as —
.. e ese Treatment, smetoms, | o date rule logic 1 Alertnotfired in
critical priorities, the health IT team may not meictons tsts, M umaymarner |
. [ Ptinfo, Health information system (HIS) o
medical t
knOW to prlorltlze Patient ij::/_w_:ﬂixt’ [ Clinical Decision Support System (CDSS) |« ---» subsysi;ms
(CPOE, LIS,
| Electronic Health Record (EHR) | “—-==> etc.)
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Class 1 Scenario Archetype: Unsafe Controller Behavior
Solution Examples

Responsibilities Interpretation or process model updates

e Health IT team is responsible for ensuring e Address lengthy approval process delays via
EHR aligns to/complies with data standards a safety management system (SMS)
across all data types e Provide warning through communications as
e Health IT team is responsible for architecting part of the SMS that if a rule is not updated, it
the HIS should not be used/relied on

e Health IT team is responsible for maintaining
the subsystems of the HIS (e.g., EHR,
algorithms, models, databases, data
pipelines, interfaces)
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Why Apply STPA to Health Information Systems?

Strengthen certification and accreditation processes

Inform more comprehensive testing strategies

Inform safer EHR procurement decisions

Guide robust system design and upgrades

Facilitate communication across stakeholders

Promote safer integration with third-party modules

Enhance existing guidelines and regulatory compliance

Align with broader safety and quality improvement frameworks
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Questions?
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