> Architecture Viewpoints of STPA Analysis




ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

AGENDA:

1) Introduction

2) Methodology

3) Viewpoints and views

4) Conclusion

€ EMBRAER



INTRODUCTION ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

Architecture frameworks establishes which results are focused on a set of objectives and integrates different
perspectives for managing decisions, information, interfaces.
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INTRODUCTION ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

The STPA should be integrated into an Architecture Framework to communicate the recommendations,
requirements and scenarios to the project team and stakeholders and trace the STPA results to the respective
architecture decisions.
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INTRODUCTION ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

Embraer methodology to construct architecture viewpoints for the STPA Analysis considers:
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METHODOLOGY STEPS ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

1. Identification of the stakeholders of the STPA Analysis;

2. ldentification of stakeholders’ concerns;

Concern Description
Specialty Usage The employment of the system in the
Engineering pmbleﬂl domain.
Developmental - | Isthe aspect of formal agreements regarding
Requirements the elements
Business Development Developmental - | Is the aspect of how the element to be
Stakeholder Engineering Operational engineered will be used to achieve a result
on its context of employment

STPA facilitator
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METHODOLOGY STEPS ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

3. Definition of each viewpoint identification (Viewpoint Name);

B

Relating each viewpoint to one or more concerns framed by them (Concerns addressed);
5. Relating each viewpoint to the stakeholders that have the aforementioned concerns (Typical Stakeholders);

6. Description of how the stakeholders will use the information conveyed on a view from the viewpoint (Usage);

Concern Description
Usage The employment of the system in the
problem domain.
- VIEWPOINT NAME CONCERNS ADDRESSED Developmental - | Isthe aspect of formal agreements regarding
Requirements the el
Developmental - | Is the aspect of how the element to be
s e Operational engineered will be used to achieve a result
on its context of employment

TYPICAL STAKEHOLDERS

CONTENT REPRESENTATION!

Entity:
Relationship:
CORRESPONDENCE RULES

<The stakeholders will use
this viewpoints to identify
and validate [...]>
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METHODOLOGY STEPS ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

7. Definition of the content to be conveyed by the views of each viewpoint (Content)

8. Suggestion of alternative representations for each viewpoint (Representation)

9. Definition of correspondence rules for checking consistency of each viewpoint * [
(external and internal) ] ]
mm— .
Loss . .
Tabular, Generic diagram,
LEHEIT Block definition diagram
Constraint
Control Entity DO 3 0 RNS ADDR 0
Control Action <name>
Feedback PIC/ . DLDER
Information
o 0 NEDR A
AEEE e el o : Rules to ensure consistency
. . Entity: .
Loss Scenario e Relationship: between the entities
Operational Phase DRRESPOND accord!ng to the STPA
analysis
Recommendation R1:
Association
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RESULTS ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

VIEWPOINT NAME CONCERNS ADDRESSED
TYPICAL STAKEHOLDERS USAGE
. STPA facilitator STPA analyst will use this viewpomt to mtahze STPA
. Business stakeholders analysis, defining the losses using ConQOps as reference. After|
defining the losses, the Architect SE will validate information
with Stakeholders to define the hazards associated with each
loss.
The losses viewpoint is concerned with the identification of losses Tabular
under the scope of the analysis, their related stakeholders considering
the CONOPS/OPSCON inputs.
. Entity: Losses
+  Entity: Stakeholder
+  Entity: Stakeholder Need
*  Entity: Business Constraint
*  Relationship: Association from Losses to Stakeholder
¢  Relationship: Association from Losses to Stakeholder F5 MName Trace To Text
Need
. léﬂlatioys:lipt Association from Losses to Business ] E Laoss 01 E SH1 Stakeholder 01 Loss 01 descri Fltl on
onstrain
CORRESPONDENCE RULES ) E Loss 02 E 5H3 Stakeholder 03 Loss 02 description
i Q= i
R1: Each Loss must be associated with one or more Stakeholder. E OMN4 O P erational Meed (4
R2: If exists a Business Constraint associated to STPA analysis, loss must be linked to one or more business constrainits. —
R3: If exists a Stakeholder need associated to STPA analysis, loss must be linked to one or more stakeholders need. E SH: S.ta kEh o | d er EIE Ll:l 55 {E d ESCTI Fltl on
E Loss 03 E sH1 Stakeholder 01

LOSSES VIEWPOINT & 47 Constraint 01
VIEW
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RESULTS ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

HAZARDS VIEWPOINT SYSTEM-LEVEL CONSTRAINT VIEWPOINT

VIEWPOINT NAME CONCERNS ADDRESSED

VIEWPOINT NAME CONCERNS ADDRESSED

System-Level Constraint viewpoint Developmental - Requirements.

TYPICAL STAKEHOLDERS USAGE

TYPICAL STAKEHOLDERS USAGE

. STPA facilitator STPA analyst will use this viewpoint to define the hazards and 5 .
¢ Business stakeholders validate with Stakeholders. This viewpoint is an input for the *  STPA facilitator STPA analyst will define the system-level constraint to avoid
identification of system-level constraints and Hazardous Control ¢ Development Engineering Team hazards and discuss architectural decisions for these constraints
Actions. This viewpoint must be used to initialize the requirements analysis
for the system.
CONTENT REPRESENTATION

Entity: Hazard Tabular CONTENT REPRESENTATION

.

. Entity: Loss

¢ Relationship: Association from Hazard to Losses.

. Relationship: Association from Sub-Hazard to
Hazard

Entity: Constraint
. Entity: Hazard

*  Relationship: Association from Constraint to
Hazard

'CORRESPONDENCE RULES

CORRESPONDENCE RULES
[R1: Each Hazard must be associated with one or more Loss

[R2: Each Hazard may be associated with one or more sub-Hazards R1: Each Constraint must be able to be associated with to one Hazard at least.

= Hazards
| Name | Related Loss Text | — | JEEe D El
E Hazard 01 B 1-02 Loss 02 Hazard 01 Description i = K Cr-01 Constraint 01 K H-01 Hazard 01 L.k
— . H [~ I
H Hazard 01.01 E 102 Loss 02 Hazard 01.01 Description E E CMN-02 Constraint 02 E H-02 Hazard 02 Nt .E g
H 1-07 Loss 02 Hazard 02 Description = - g g E =
— P P -
& Hazard 02 E L-01 Loss 01 R R4 f
] 103 Loss 03 §c 88 VIEW £ Ea =
] 0% s 3 s 8ds
VIEW A
I 0 (nm [
B} £ Hazards [STPA] R B £ 05. Analysis i1
EH-'Z'IHEZEW'M s 7 i g CM-01 Constraint 01 o
H-02 Hazard 02 = S/ CN-02 i
E1. 0] Sub Hazards . - k] CM-02 Constraint 02 1 A
.. 5 H-0101 Hazard 01.01 1 7

VIEW VIEW
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RESULTS

VIEWPOINT NAME ‘CONCERNS ADDRESSED
TYPICAL STAKEHOLDERS USAGE
. STPA facilitator STPA analyst will use this viewpoint to identify the controllers,
Iled process, the between them (control actions

and feedback) and the feedback lops. It may be used to validate the
architecture decisions with the Design Team. This viewpoint is a
source for the context analysis, losses scenarios and identification of
hazardous control actions.

CONTENT REPRESENTATION

Entity: Control Entity Diagram

Control Action

Feedback

Information

Relationship: Association from Control Entity to

Control Action

e Relationship: Association from Control Entity and
Feedback

*  Relationship: Association from Control Action to
Information

‘CORRESPONDENCE RULES

R1: Each Control Action must be associated to one or more Control Entity.
R2: Each Feedback must be associated to one or more Control Entity.
R3: Each Information must be associated to one or more Control Entity.

CONTROL STRUCTURE VIEWPOINT

ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

VIEW

bdd [Package] 05. Analysis [ CuntrulStruciure]/J

«eContextual Systems
Contextual System 01

| T
Ifeedback 03
control action 03 | |
" |
«COperators «Operators
Operator 1 Operator 02
TN T
ool acton o1 |feedback 01 _ ! |feedback 02
| control action 02 |
W l i l

«System of Interests
System of Interest

system 01 : System 11
system 03 : System 03
system 02 : System 02
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RESULTS

VIEWPOINT NAME CONCERNS ADDRESSED

TYPICAL STAKEHOLDERS USAGE
. STPA facilitator STPA analyst will use this viewpoint to identify and validate

Hazardous Control Actions. This viewpoint is a source for
identifying Loss Scenarios.

CONTENT REPRESENTATION

tity: Hazardous Control Action Block Diagram
Operational Phase
: Control Action

v: Hazard

Relationship: Association from Hazardous

Control Action to Control Action

. Relationship: Association from Hazardous
Control Action to Operational Phase

. Relationship: Association from Hazardous

Control Action to Hazard

CORRESPONDENCE RULES

R1: Each Control Action must be associated to one or more Hazard.
R2: Each Hazardous Control Action must be associated to one or more Operational Phase.
R3: Each Hazardous Control Action must be associated to one Control Action.

CONTEXT ANALYSIS VIEWPOINT

ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

bdd [Package] Context[ Context Analysis ],J ffffffffffff

|NDI provided i
|

atracen «Hazardous Control Actions _"t""_ce’“_‘ «Hazards
= HCA 01 1 7] Hazard o3
| |

|Pruvided too early | too late

| «Hazardous Control Actions

| HCA 02

traces | «Hazards
T Hazard 04




RESULTS

ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

LOSS SCENARIO ANALYSIS VIEWPOINT

VIEWPOINT NAME

CONCERNS ADDRESSED

Loss Scenario Analysis Viewpoint Developmental - Operational

TYPICAL STAKEHOLDERS

USAGE

RECOMMENDATIONS VIEWPOINT

VIEWPOINT NAME

CONCERNS ADDRESSED

Recommendations Viewpoint Development - Requirements

TYPICAL STAKEHOLDERS USAGE
STPA facili STPA analyst will this vi t to identify I fo . . L . . .
ST e e T 1o oo ST, st il e i siewpot o daty s
viewpoiat. s Development Engineering Team validate Recommendations. This viewpoint is a source for
T [——— . Specialty Engineering Team the Requirements Analysis Process.
o Entity: Loss Scenario Block Diagram
& Entity: Feedback CONTENT REPRESENTATION
Entity: Infc ti . .
+ Eatity: Hasardous Control Action *  Entity: Recommendation Block Diagram
e Relationship: Association from Loss Scenario to *  Entity: Loss Scenario
Hazardous Control Action e Entity: Affected Area
e Relationship: Association from Loss Scenario to e Relationship: Association from
Fee‘“’_"d‘ . . Recommendation to Loss Scenario
* igfg::‘::::": Association from Loss Scenario to e Relationship: Association from
Recommendation to Affected Area

CORRESPONDENCE RULES

CORRESPONDENCE RULES

RI: Each Loss Scenario must be associated with one or more Hazardous Control Action.
R2: A Loss Scenario may be associated with an entity Feedback.
R3: A Loss Scenario may be associated with a control action

VIEW

bdd [Package] Loss Scenarios [ HCA 01 Loss Scenario identification ]J

R1: Each Recommendation must be associated to one or more Loss Scenario.
R2: Each Recommendation must be associated to one or more Affected Areas.

«Loss Scenarios «Recommendations

Loss Scenario 01 «customRequirementx

«Hazardous Control A

HCA 01

atracen

d="LS8-02"
Text = "Loss Scenario 02

iraces d="La-01" straces Recommendation 01
- == - - — — — — |Text = "Loss Scenario 01 T T T T T Affected Areas = "Affected Area 01,
| description” Affected Area 02, Affected Area 03"
| [ Id ="REC-01"
| Text = "Recommendation 01
| | description”
| «Loss Scenarios
Loss Scenario 02
«Loss Scenarios «Recommendation»

Loss Scenario 02

. = Id ="Ls-02"
description Text=-Loss Scenario 02 | 3% [Affected Areas = "Affected Area 01;
| description” Affected Area 02"
d ="REC-02"
| Text = "Recommendation 02
| «Loss Scenarion 7 description”
| Loss Scenario 03 |
stracen ld="L8-03" | «Recommendation»
- - - - - - Text = "Loss Scenario 03 «customRequirements
description” | Recommendation 03
efraces | Affected Areas = "Affected Area 017
d ="REC-03"
Text = "Recommendation 03
description”

«customRequirements
Recommendation 02
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Conclusion ARCHITECTURE VIEWPOINTS OF STPA ANALYSIS

Conclusion:
* Architecture views are a useful tool to manage complex developments

* Architecture views applied to STPA analysis is an effective way for integration of complex
system development

* Architecture views integrated to an architecture framework to develop a complex product
system
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