..".. L ]

t'z'ggstem e -

NetworkRail

Design & Strategy

Applying STAMP at an Enterprise Level
to Improve Human Factors Integration

Richard Bye, Network Rail and Meaghan O’Neil, System Design and Strategy






N A W = W7 o A = WA o WA .

XAXNXAXNXAXAXA XA

ST NI







o~ "’\\;

NetworkRail

N




el

Wellefiall’®
V% aw i ay



Learn and Adapt (Mental Models)

Human

Understand the Situation Decide

T B

Collect Data

Analyse the Situation Select Course of Action Act

Machine

Learn and Adapt (Process Models) )

Adapted from 1SO 9241-810:2020 Ergonomics of human-system interaction — Part 810: Robotic, intelligent and autonomous systems



Legal and Regulatory Frameworks

Work Environment

Technology

Financial Constraints and Priorities
Technical Developments and Capabilities

Railway System Context

Social Influences, Expectations and Norms
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= Network Rail Technical Authority

Head of Ergonomics
and Human Factors

-Budgets
-Priorities

= Network Rail Regions and Routes

-Strategy -Project Scope
-Policy -Project Remit
-Project Category

-Standards

-Delegated Authority

Sponsor

Sponsor's Remit and Instruction

Ergonomics

Notification of Change

Assurance

Resignalling/Recontrol Proposal

Assurance Review
y

Manager

A

-Plans

-Reasonable Opportunity
-State of the Railway

Lead Project

Route Engineers Engineer Manager

Project Lead
for Ergonomics

A

-Deliverables

New Technology

= Operations and Maintenance

Operational Requirements

User Acceptance Representatives

Technical Design

= Contract Engineering

-Contract(s)
-Technical Requirements

-Technical Design
-Human Factors Analyses
-Ergonomics Assessments

User Feedback and Acceptance

Operators

Maintainers

Discipline
Engineers

Human Factors
Engineers

A

End User Feedback

Control/Signalling
System Suppliers

= Railway Infrastructure

Signalling, Track, Civils, Electrification and Plant, Rolling Stock, etc.

Network Rail Capital Delivery Project Control Structure






Control Structures — Commonly Observed Challenges

* Cyber-physical systems
e Sensors are often identified as controllers
e There is a tendency to map the physical system

* Enterprise applications

* Documents are identified as controllers
* There is a tendency to map processes

* Variants and dynamics may be overlooked

* Mode differences
* Drift/changes over time




Control Structures — Commonly Observed Challenges

* Judgement required to determine appropriate level of
abstraction

* Feedback

e Often missing or inadequate
* ‘Dashboard view’ to make key information visible to multiple controllers

* Hindsight bias

* Once seen, insights often seem obvious — it's hard to unsee!

* STPA is complementary — it's not a replacement or a silver bullet
» Systems engineering, human factors, safety culture
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