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Objective

 

Identify losses, hazards, safety constraints and unsafe control actions of Flight Safety
Systems, detecting loss scenarios, suggesting Regulations/Standards harmonization,
and proposing Safety/Security Recommendations to minimize the effects of unsafe
events or mitigate their consequences for future Launch Operations.
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Headlines:
1) Introduction

2) Systemic Factors (Background)

3) System-Theoretic Process Analysis (STPA)
4) STAMP-STPA Results

5) Safety Recommendations for Flight Safety Systems

6) Conclusions
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FTS Control 
Structure –
NASA [44]

NASA [42]

Traditional FTS (actives by ground command) - NASA [46] Autonomous FTS - NASA [46]

Flight Safety Systems
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Extracted from [28]

Recommendations for Flight Safety Systems?

Extracted from [23] 5
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Commercial Space Transportation 
Alcântara Launch Center (CLA) / Alcântara Space Center (CEA) 

Extracted from [28]
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Identification of Losses (L) for this STPA applications
FSS.L-1: Human injury; properties damage; human life or environmental losses;

FSS.L-2: Loss of mission; loss or damage to vehicle or payload; and

FSS.L-3: Loss or damage to launch facilities.

STPA applied to Flight Safety Systems

Hazard Code System-Level Hazard Description Associated Losses

FSS.H-1 Vehicle deviates from the intended route and violates the prescribed flight safety limits.
(FTS is not activated) [FSS.L-1] [FSS.L-2]

FSS.H-2 FTS activates with the vehicle on intended route, inside prescribed flight safety limits. [FSS.L-2]

FSS.H-3 FTS activates before launch. [FSS.L-1] [FSS.L-2] 
[FSS.L-3]

FSS.H-4 FTS activates after launch but before clearing the launch center protected area. [FSS.L-2] [FSS.L-3]

Identification of system-level Hazards (H)
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Identification of Safety Constraints (SC)

Hazard 
Code

SC.
Code

System-Level 
Safety Constraints

[H-1]
FSS.SC-1.1 Vehicle shall not violate the prescribed flight safety limits.

FSS.SC-1.2 If the launch vehicle approaches the prescribed flight safety limits, then the deviation of intended route
shall be detected and measures taken to prevent the vehicle to violate flight safety limits.

[H-2]
FSS.SC-2.1 Vehicle route shall be detected in real time.
FSS.SC-2.2 Vehicle on intended route shall not be terminated.

[H-3]
FSS.SC-3.1 Vehicle shall not be terminated on-ground.
FSS.SC-3.2 The termination mechanism of an FTS shall not be capable to terminate the vehicle before launch.

[H-4] FSS.SC-4.1 After launch, the vehicle shall not be terminated within launch center protected area.

STPA applied to Flight Safety Systems
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Modeling the Hierarchical Control Structure (HCS)

Main Controllers Responsibilities Controllers  Responsibilities

FSS.C-1
FTS Operation by 
Human Operator

(Ground 
commanded FTS)

FSS.C.R-1.2 Do not provide flight termination commands with the vehicle on ground and without
ignition of any vehicle stages.

FSS.C.R-1.3 Do not provide flight termination commands before clearing the launch center protected
area.

FSS.C.R-1.4 Provide flight termination command when real-time data indicate that the performance of
the launch vehicle is erratic causing the vehicle to deviate from intended route.

FSS.C.R-1.5 Provide flight termination command when the vehicle trajectory is unknown no later than
the expiration of the data-loss flight time for the point in flight that the data was lost.

Main controllers and quantity of responsibilities identified:
08 for FTS Operation by Human Operator (Ground commanded FTS);
09 for FTS Operation by Flight Termination Unit (Autonomous FTS);
04 for Ground actuators of the FTS signal/command transmission system (Ground commanded FTS);
05 for Vehicle Sensors for trajectory data provision (Autonomous or Ground commanded FTS); and
06 Ground Sensors for trajectory data provision (Ground commanded FTS).

STPA applied to Flight Safety Systems
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Control
Action

Not providing
causes hazard Providing causes hazard Too early, too late,

out of order
Stopped too soon,
applied too long

Command the 
Flight 

Termination

from
FTS Operator 

(Ground 
Systems)

or
Flight 

Termination 
Unit

(Autonomous 
FTS)

FSS.UCA-1: FTS Operator or 
Flight Termination Unit does 

not provide Termination 
Command when the vehicle is 
out of the intended route. [H-1]

FSS.UCA-2: FTS Operator or 
Flight Termination Unit does 

not provide Termination 
Command when the trajectory 
is unknown by the data-loss 
flight time for the point in 

flight that the data was lost. 
[H-1]

FSS.UCA-3: FTS Operator or Flight 
Termination Unit provides Termination 
Command when the vehicle is still on 

intended route and the trajectory is 
available. [H-2]

FSS.UCA-4: FTS Operator or Flight 
Termination Unit provides Termination 
Command when the vehicle is still on 

ground and no vehicle stages had ignited. 
[H-3]

FSS.UCA-5: FTS Operator or Flight 
Termination Unit provides Termination 

Command after launch, but before clearing 
the launch center protected area. [H-4]

FSS.UCA-6: FTS Operator 
or Flight Termination Unit 

provides Termination 
Command too late when the 
vehicle had already violated 
the prescribed flight safety 

limits. [H-1]

FSS.UCA-7: FTS Operator 
or Flight Termination Unit 

provides Termination 
Command too early when the 

vehicle was not yet out of 
route. [H-2]

N/A

UCA – STPA applied to Flight Safety Systems
07 UCAs related with FTS Operator responsibilities to provide Termination Commands
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Loss Scenarios – STPA applied to Flight Safety Systems
a) Why would Unsafe Control Actions occur, leading to hazards?
Suppose that FSS.UCA-4 was provided by the controller:
• What are the causal factors that make the termination command to

be provided by FTS Operator or Flight Termination Unit when the
vehicle is still on ground?

(04 Loss Scenarios identified related with UCA-4)

Loss Scenarios Associated Causal Factors Rationales

[Operational commands]
FSS.LS-21: FTS Operator executes procedural actions that result 
in unintended termination command.

• Wrong or unclear flight 
termination procedures.
• Lack of operational training.

• Simulations and tests can validate the 
system.
• FTS Operator needs proper training.

[Incorrect information provided – vehicle destruction]
FSS.LS-23: The FTS Operator or Flight Termination Unit receives 
wrong internal data, informing the vehicle was ignited or exploded 
on ground.

Malfunctions at: vehicle sensors; 
vehicle transmitters; ground 
systems; data processing; 
communication data.
Incompatibility between Ground 
and Flight Systems.

• Appropriate transmission and 
receiving systems aligned with onboard 
and ground sensors can avoid miss-
information concerning vehicle status.
• Onboard and ground systems need to 
be compatible.
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Loss Scenarios – STPA applied to Flight Safety Systems
b) Why would control actions be improperly executed or not executed,
leading to hazards?
• What are the causal factors that make other components to execute a

termination command if neither FTS Operator (Ground commanded FTS)
nor Flight Termination Unit (Autonomous FTS) sent it?

(11 Loss Scenarios identified)
Loss Scenarios Associated Causal

Factors Rationales

[Process model inconsistent, incomplete or 
incorrect – execution of termination command]
FSS.LS-36: Current state of the process model to 
execute a termination command is inconsistent, 
incorrect or incomplete.

• Missing or inaccurate steps to execute a termination 
command.
• Inconsistency of process model defined to acquire 
and execute a termination command provided.
• Incapability of ground or onboard systems to 
transmit and effectively apply a termination command.

• Consistency between Process 
model and system status can avoid 
miss-information concerning vehicle 
position and public risks.
• Functional tests can avoid 
\operational failures.

[External interference – vehicle termination 
mechanism or Flight Termination Unit]
FSS.LS-54: Vehicle termination mechanism 
receives a termination signal, non-issued by FTS 
Operator neither by Flight Termination Unit, and 
the execute the Flight Termination.

• Termination Signal intentionally sent by an external 
source.
• Malfunction at Vehicle FTS termination 
mechanism, not identifying the Termination Signal was 
not sent from the FTS Operator neither from Flight 
Termination Unit (in case of autonomous FTS).

• Systems design, simulations and 
tests can avoid interferences and 
susceptibility to external control 
actions.
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Safety Recommendations for Flight Safety Systems

Once identified the loss scenarios, it is possible to associate safety recommendations (known as safety
constraints in STPA approach, that can also be interpreted as requirements for system behavior) to
avoid the occurrence of the identified loss scenarios or even to mitigate their consequences.

Associated with the 54 loss scenarios identified for Flight Safety Systems, this work proposes 80 safety
recommendations, allocating to those responsible for the execution and relating to corresponding
requirements for Launch Safety from FAA – 14 CFR Part 450, Wallops Flight Facility Range Safety Manual
and ISO 14620-3:2021.

Safety Recommendations Related Requirements Allocated To Associated LS
[FTS Operator training to command flight termination]

FSS.SR–23: The FTS Operator shall be trained to appropriately
perform functional and operational responsibilities, providing
termination commands only when it is necessary, according to the
mission and public risks associated.

ISO 14620-3:2021 - Space 
systems — Safety requirements 
— Part 3

§ 450.149 Safety-critical personnel 
qualifications.

Launch Center 
Management, 
FTS Operators 

and Testers

FSS.LS-15

FSS.LS-21

FSS.LS-45
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Safety Recommendations for Flight Safety Systems
Safety Recommendations Related Requirements Allocated To Associated LS

[FTS Operator training to
command flight termination]

FSS.SR–23: The FTS Operator
shall be trained to appropriately
perform functional and operational
responsibilities, providing
termination commands only when
it is necessary, according to the
mission and public risks
associated.

ISO 14620-3:2021 - Space systems — Safety requirements 
— Part 3: Flight safety systems
• Personnel Training
• Training of Safety Operators
Personnel at the position of Safety Operator shall receive a specific
training before taking up their duties.
The required training shall be based on the level of responsibility
and the actions to be performed.
This training must be completed by exercises to simulate normal and
degraded situations, with the application of intervention measures.

Launch Center 
Management, 
FTS Operators 

and Testers

FSS.LS-15: FTS 
Operator execute 
actions that do not 
result in termination 
command.

FSS.LS-21: FTS 
Operator execute 
actions that results in 
unintended termination 
command.

FSS.LS-45: FTS 
Operator issues an 
incorrect and unsafe 
control action.
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Safety Recommendations for Flight Safety Systems
Safety Recommendations Related Requirements Allocated 

To Associated LS

[FTS Operator training to
command flight termination]

FSS.SR–23: The FTS
Operator shall be trained to
appropriately perform
functional and operational
responsibilities, providing
termination commands only
when it is necessary,
according to the mission and
public risks associated.

§ 450.149 Safety-critical personnel qualifications.
(a) General. An operator must ensure safety-critical personnel are trained, 
qualified, and capable of performing their safety-critical tasks, and that their 
training is current.
(b) Application requirements. An applicant must—
(1) Identify safety-critical tasks that require qualified personnel;
(2) Provide internal training and currency requirements, completion 
standards, or any other means of demonstrating compliance with the 
requirements of this section; and
(3) Describe the process for tracking training currency.

Launch 
Center 

Management
, FTS 

Operators 
and Testers

FSS.LS-15: FTS 
Operator execute 
actions that do not 
result in termination 
command.

FSS.LS-21: FTS 
Operator execute 
actions that results in 
unintended termination 
command.

FSS.LS-45: FTS 
Operator issues an 
incorrect and unsafe 
control action.
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Safety Recommendations for Flight Safety Systems

Safety 
Recommendations Related Requirements Allocated To Associated LS

[Vehicle Sensor and
transmitters reliability]

FSS.SR–33: The reliability
of vehicle sensors and
transmitters shall be
verified and validated.

ISO 14620-3:2021 - Space systems — Safety requirements 
— Part 3: Flight safety systems
• Trajectory control system requirements
• Requirements
(…) the reliability of the transponder system and space-based system, such
as GPS, shall not be less than 0.995 at 95% certainty level and the
reliability of the ground equipment shall be compatible with the flight
hardware. These reliabilities shall be established by analysis of all support
test data and component test data.
• Telemetry data transmitter system requirements
• Requirements
(…) the reliability of the telemetry data transmission system shall not be
less than 0.995 at 95% certainty level and This reliability shall be established
by analysis of all support test data and component test data.

Reliability 
engineers, 

Design Team, 
Testers and 
Operators

FSS.LS-19: 
Vehicle cannot 
transmit the status 
of the vehicle 
Trajectory.

FSS.LS-20: 
Vehicle sensors 
unable to obtain 
trajectory data.
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Safety Recommendations for Flight Safety Systems
Safety 

Recommendations Related Requirements Allocated To Associated LS

[Vehicle FTS 
reliability]

FSS.SR–57: The 
reliability of Vehicle 
FTS shall be verified 
and validated.

AC 450.108-1 10.5. Consideration of FSS Reliability. (…) Thus,
the outcomes of malfunction flight where the FSS fails should be
included in the residual risk, with a conditional probability of one
minus the reliability of the FSS.

Reliability 
engineers, Design 
Team, Testers and 

Operators

FSS.LS-39: FTU cannot act
(send Termination Signal to
termination mechanism) to
complete the execution of the
Control Action.

FSS.LS-40: Vehicle termination
mechanism cannot act
(terminating the flight) to
execute the Control Action.

FAA - 14 CFR Part 417: §417.309 Flight safety system analysis.
(b) System reliability. Each flight termination system and
command control system must undergo an analysis that
demonstrates the system's predicted reliability. Each analysis
must:
(2) Demonstrate that each system satisfies the predicted
reliability requirement of 0.999 at the 95 percent confidence
level.
Technical Regulations for Launch and Flight Safety [32]:
4.2 Flight Termination Systems Requirements
4.2.1 General: The reliability of Flight equipment of FTS shall not
be less than 0.999 at 95% certainty level.
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Safety Recommendations for Flight Safety Systems
Safety Recommendations Related Requirements Allocated To Associated LS

[FTS Operator time delays]
FSS.SR–42: The amount of time for decision of the FTS
Operator and the reaction time shall be accounted for time
delay analysis.

FAA - 14 CFR Part 450:
AC 450.108-1
10.4.4 Safety Officer Decision 
Duration

Operators

FSS.LS-32: Operational delays
to take a decision about the
Flight Termination and reaction
times of FTS Operator.

[Time Delay Analysis – vehicle FTS transmission]
FSS.SR–66: Time delays of the Vehicle FTS to receive,
validate and transmit the Termination Command, including
also delays associated with the related hardware and
software, shall be accounted at time delay analysis, and
considered for flight termination decision procedure.

FAA - 14 CFR Part 450:
AC 450.108-1
10.4 Consideration of Time 
Delay
10.4.1 Hardware Delays
10.4.2 Software Delays
10.4.3 Communication Delays

Design Team 
and Testers

FSS.LS-42: The issued control
action delays to be enforced by
the Flight Termination Unit.
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Safety Recommendations for Flight Safety Systems
Safety Recommendations Related Requirements Allocated To Associated LS

[Non-issued termination commands at ground systems]

FSS.SR–75: Ground Control Systems shall be designed and
tested to avoid the provision of incorrect, undesired, or
inadvertent termination commands.

FAA - 14 CFR Part 417:
- §417.303 (d)
- §417.303 (f)
Wallops Range Safety Manual:
- 4.3.2.7.4 (B)
- 4.3.2.7.4 (D)
ISO 14620-3:2021 - Space systems 
— Safety requirements — Part 3

Reliability 
engineers, Design 
Team, Simulations 

and Testers

FSS.LS-48: Ground 
systems transmit a non-
issued termination 
command.

[Prevent from inadvertent initiation of termination
mechanisms]

FSS.SR–77: Vehicle FTS shall be designed and tested to
prevent inadvertent initiation of termination mechanisms
(electro-explosive devices).

FAA - 14 CFR Part 417:
- D417.19 (f)
- D417.19 (k)
- D417.35 (o)
- D417.37 (c) (1)
- D417.41 (c)

Reliability 
engineers, Design 
Team, Simulations 

and Testers

FSS.LS-50: Vehicle 
FTS termination 
mechanism performs a 
non-issued termination 
command.

20



DEPARTMENT OF AEROSPACE SCIENCE AND TECHNOLOGY
Sovereignty in the form of Science and Technology

INDUSTRIAL FOSTERING AND COORDINATION INSTITUTE
Wings for a strong industry

Safety Recommendations for Flight Safety Systems
Safety Recommendations Related Requirements Allocated To Associated LS

SECURITY [Avoid FTS inactivation by external
interferences at vehicle FTS]

FSS.SR–74: Vehicle FTS antenna receiver shall be
designed to receive, verify, and transmit to the
termination mechanism only the termination
commands sent by the FTS Operator through the
Launch Center Ground systems. Overcoming
interferences from external sources.

FAA - 14 CFR Part 417 
[29]:
- D417.27 (j)
- D417.29 (c) (6)
- D417.31 (c)
- D417.31 (j)
- E417.19 (f)
- E417.11 (j)

Design Team, 
Simulations, and 

Testers

FSS.LS-47: By interferences caused
by external sources, the Vehicle FTS
antenna receiver (actuator) does not
receive or validate termination signals
issued by FTS Operator.

SECURITY [Avoid external interferences]

FSS.SR–80: Vehicle termination mechanism shall
be designed not to execute the flight termination if it
is not confirmed that the received signal was verified
and transmitted by the Flight Termination Unit.

-
-
-

Design Team, 
Simulations, and 

Testers

FSS.LS-54: Vehicle termination
mechanism receives a termination
signal, non-issued by FTS Operator
neither by Flight Termination Unit, and
the execute the Flight Termination.
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Applicability for the Brazilian Aerospace Industry 
The results of this STPA will be utilized in practical application for:

• Implement new safety requirements at the Brazilian Space Regulations for Launch
(REB-02) from the Brazilian Space Agency (AEB).

• Update the Safety Operational Manual from Alcântara Launch Center (CLA) and
Alcantara Space Center (CEA) in order to avoid the loss scenarios identified or mitigate
their consequences.

• Review the Evaluation and Acceptance Processes implemented by the Industrial
Fostering and Coordination Institute (IFI) for authorize Launch Operations and the
testing or flight of space systems.
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• Implement personnel qualifications/trainings to perform verifications and parallel analyses.

• Increase the amount of qualified personnel.

• Upgrade the computational systems used for the EVAP.

• Review EVAP procedures for adequacy to new Regulations from the Brazilian Space Agency.

• Review internal modal processes and procedures to improve and optimize the analyzes.

• Define deadlines that are expected for the EVAP.

• Define instructions for handling of sensitive information.

• Upgrade the data exchange systems.

• Specify internal trainings for the conduction of EVAP of space systems and operations for launch.

Improvements to IFI and Brazilian Air Force 
conducting Launch Evaluation and Acceptance Process (EVAP) 
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REB 02 and FAA 14 CFR Part 450 – Regulations
• No Security Requirements, even for flight safety systems to be used for flight abort.

• Does not requires redundancies, neither were found single fault tolerance requirements, even for flight

safety systems to be used for flight abort.

• No requirements or safety constraints for ground operations during lightning, could result into FTS

activation and human injury.

• No requirements for grounding to prevent inadvertent ground ignition by electrical discharge.

• It’s not presented the acceptable MoC to determine the safety critical systems and operations.

• There are cases (ex. § 450.143) that are not defined minimun reliability for the safety critical systems.

• REB 02 does not define deadlines that are expected for be delivered the EVAP documentation.

• REB 02 does not define deadlines for AEB processing the EVAP.
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Further Analysis
• The analyses of this dissertation can be extended and further detailed by the identification of loss 

scenarios and the proposition of safety recommendations for launch vehicle operations and for 
certification and approval processes.

• Regarding the HCS, further analysis can be conducted to segregate them, resulting in the generation of 
Hierarchical Control Structures for the development phase; for the activities and preparations of the 
operation; for the control actions and feedbacks necessary during the execution; and also another HCS 
for the activities after the operation.

• Additionally, the STPA of this study can also be complemented with the analysis of other control actions 
presented in the Hierarchical Control Structures, identifying even more UCAs and loss scenarios, 
finishing with the proposition of safety recommendations.

• Considering space systems and operations, the STPA can also be applied to ground support equipment, 
to space vehicle (payload) operations, in-orbit service, launch approvals process, others launch 
vehicle systems and similar equipment, system, processes, or operations.
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Conclusions
• Applying STPA for FSS, from the 03 losses detected, it was identified 04 system-level hazards, resulting in

the proposition of 07 system-level safety constraints. HCS was modelled based on the 43 responsibilities
that was associated to the main controllers and stakeholders detected. By practical application of the STPA,
it was possible to identify 07 UCAs related to termination commands to be provided by operators (Ground
Systems) at human-controlled FTS or from Flight Termination Unit (Onboard System) at autonomous FTS.

• Based on the 07 UCAs identified for FSS, it was possible to detect 32 scenarios that can lead to losses.
Considering conditions when control actions are improperly executed or not executed, it was possible to
detect other 22 scenarios that could result in losses. Casual factors and rationales were correlated for each
of these 54 loss scenarios.

• Based on the 54 identified loss scenarios, casual factors and rationale; this study proposes 80 safety
recommendations for FSS, correlated with correspondent requirements for Launch Safety, pointing
out possibilities to include requirements and improve current regulations.
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Conclusions
• The results of this analysis propose possibilities for launch vehicle developers, certification authorities and

launch centers management to act in order to modify certification/approval processes,
acceptance/readiness review evaluations, operational procedures, design of launch vehicles and/or ground
systems to avoid unsafe actions and undesired system behaviors, or even to mitigate these unsafe
actions consequences.

• The recommendations obtained can be utilized to improve space system design, vehicle and ground
support equipment productions, launch operations and launch approval regulations and processes.

• The analyses of this research can be extended and further detailed identifying more loss scenarios and
safety recommendations; improving the HCS; and applying STPA for other space systems and
operations.

27



DEPARTMENT OF AEROSPACE SCIENCE AND TECHNOLOGY
Sovereignty in the form of Science and Technology

INDUSTRIAL FOSTERING AND COORDINATION INSTITUTE
Wings for a strong industry

Headlines:
1) Introduction

2) Systemic Factors (Background)

3) System-Theoretic Process Analysis (STPA)
4) STAMP-STPA Results

5) Safety Recommendations for Flight Safety Systems

6) Conclusions

28



DEPARTMENT OF AEROSPACE SCIENCE AND TECHNOLOGY
Sovereignty in the form of Science and Technology

INDUSTRIAL FOSTERING AND COORDINATION INSTITUTE
Wings for a strong industry

Objective

 

Identify losses, hazards, safety constraints and unsafe control actions of Flight Safety
Systems, detecting loss scenarios, suggesting Regulations/Standards harmonization,
and proposing Safety/Security Recommendations to minimize the effects of unsafe
events or mitigate their consequences for future Launch Operations.
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