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TRANSPONDER & TCAS DIAGRAM

* Secondary surveillance
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* Provides primary flight
details to ATC
Controller

* Provides proximity
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PILOT’S PRIMARY FLIGHT DISPLAY (PED)

I ILS (Instrument
Landing System)
GClideslope
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SOME TRANSPONDER FAILURE CONDITIONS
S e e

Loss of
transponder
data to ATC

All
phases

Malfunction
of
transponder
data to ATC

IFR

Loss of aircraft transponder data
on ATC screen.

Slight reduction in safety margins
and increase in flight crew
workload to maintain safe
separation.

Incorrect aircraft transponder data
displayed on ATC screen.

Misleading position data
presented to controller. Significant
reduction in safety margins and
increase in flight crew workload to
maintain safe separation.

MIN

MA]

ATC and flight crew will
recognize a loss of transponder
data and revert to an existing
procedure/primary radar.

ATC and flight crew conduct
regular cross-check of
assigned flightpaths/levels
which will identify incorrect
transponder data to the flight
crew/ATC.

This failure may significantly
mislead the controller/flight
crew or may take some time to
be recognized (delayed
awareness of failure).

The overall assumption here is that the aircraft will not violate safe separation constraints!

The assumptions
bound the failure
effects,
classifications and
design level or rigor.

But are they valid?




TRADITIONAL REQUIREMENTS GENERATED

= Loss of Transponder shall occur less than or equal to 1E-5 failures per flight hour

= Malfunction of Transponder shall occur less than or equal to 1E-5 failures per flight hour

= Transponder shall be developed to at least DAL C MAJOR FAILURE
CONDITION

Training and policy

= Flight manual instructions, likely to follow an established procedure in the event of
loss/malfunction

= Regular simulator training requirement for flight crews to practice lost transponder scenarios

= Flight crew and ATCO readback of assigned squawk codes and instructions — to highlight
errors

(1) The level of reliability, redundancy, and design rigor is reduced by the assumptions made in the failure
condition assessment!
(2) There is absolutely nothing about the ATC controller, or their equipment in these requirements! @






STPA STEP 1. LOSSES AND HAIZA

RDS

L1: Loss of life or L2: Destruction of/ L3: Monetary loss
serious injury to physical damage to due to airspace
aircraft occupants aircraft structure infringement

H1: Aircraft violates H1: Aircraft violates H1: Aircraft violates
minimum separation minimum separation minimum separation
from other traffic. from other traffic. from other traffic.

H2: Rircraft violates H2: Rircraft violates H2: Rircraft violates
minimum separation minimum separation minimum separation
from terrain. from terrain. from terrain.




STPA STEP 2: CONTROL STRUCTURE

ATC Operator

Course Instructions a )
Airspeed Instructions Focusing on QNH
Altitude Instructions Readback and altitude Airspeed
Emergency Instructions Fault Diagnosis feedback for this Standard Altitude
Sauawk Code Reported Altitude 1 Colrse
i i i exampie
QNH (altitude callbratll:o[rcl) \ P J Aircraft Identification
v
Flight Crew
A
Squawk Codel Y Status
: ' Alerts
Airspeed Changes Airspeed Mode Selection
Altitude Changes Altitude Transponder
Course Changes Course N g
Configuration Changes Aircraft Data lISpee
QNH Setting Status Status A|t|tUde
Etc. TCAS mode Course
v Aircraft Data

Physical Aircraft

@




STPA STEP J: IDENTIFY UNSAFE CONTROL ACTIONS (UCAS)

Control Not Providing Causes | Providing Causes Too early, Too late, Out Stopped too soon, Applied too
Actions Hazard Hazard of oxrder long

ATC Provide ATC does not provide

ATC provides incorrect ATC provides QNH too ATC continues providing

ONH updated QNH when FC | ONH that does not match late after crew executes incorrect QNH too long after
is using outdated QNH |J environmental conditions maneuvers based on conditions have changed
wrong QNH
FC Set QNH FC does not Set QNH FC provides incorrect FC provides QNH setting FC continues using incorrect
when aircraft is using ONH setting that does not too late after conditions ONH too long after
outdated QNH match environmental have changed environmental conditions do not
conditions match QNH
ATC Issue ATC does not Issue ATC Issue Control ATC Issue Control ATC continues Issue Control
Control Control Instructions Instructions for aircraft Instructions too late after  Instructions too long after ...
Instructions  when the aircraft is in not in the current sector a conlflict arises
controlled airspace ATC stops Issue Control
ATC Issue Control Instructions too soon before...
Instructions in a way to
creates a conflict with
another aircraft
FC Course FC do not provide FC provide Course FC provide FC stops Course Change too
Change Course Change Change to conflicted Course Change too late to soon leaving the aircraft on a
from conflicted flight flight path in current after conflict with other conflicting flight path. [H1, H2].
path in current sector. [HI1, H2]. traffic is

sector. [HI1, H2]. irrecoverable. [H1, H2].



UCA: ATC does not provide
updated QNH

when FC is using outdated QNH

——————————

——————————

. Decision ! | Process !
L. Making _ | L. Model__
A
Provide | Feedback to
updated I detect wrong
QNH I ONH?
|
|
|
|
|
v |
! Flight Crews |
1 |
: U () B
Flights bo-ommtee- |
I |
' Aircraft |
| 1




STPA STEP J: IDENTIFY UNSAFE CONTROL ACTIONS (UCAS)

Control Not Providing Causes | Providing Causes Too early, Too late, Out Stopped too soon, Applied too
Actions Hazard Hazard of order long

ATC Provide ATC does not provide ATC provides incorrect | ATC provides QNH too ATC continues providing
ONH updated QNH when FC || QNH that does not late after crew executes incorrect QNH too long after
is using outdated QNH match environmental maneuvers based on conditions have changed
conditions wrong QNH
FC Set QNH FC does not Set QNH FC provides incorrect FC provides QNH setting FC continues using incorrect
when aircraft is using QONH setting that does not too late after conditions QONH too long after
outdated QNH match environmental have changed environmental conditions do not
conditions match QNH
ATC Issue ATC does not Issue ATC Issue Control ATC Issue Control ATC continues Issue Control
Control Control Instructions Instructions for aircraft Instructions too late after  Instructions too long after ...
Instructions  when the aircraft is in not in the current sector a conflict arises
controlled airspace ATC stops Issue Control
ATC Issue Control Instructions too soon before...
Instructions in a way to
creates a conflict with
another aircraft
FC Course FC do not provide FC provide Course FC provide FC stops Course Change too
Change Course Change Change to conflicted Course Change too late to soon leaving the aircraft on a
from conflicted flight flight path in current after conflict with other conflicting flight path. [H1, H2].
path in current sector. [H1, H2]. traffic is
sector. [H1, H2]. irrecoverable. [HI1, H2].

A4



STPA STEP J: IDENTIFY UNSAFE CONTROL ACTIONS (UCAS)

Control
Actions

Not Providing Causes
Hazard

ATC Provide ATC does not provide
ONH updated QNH when FC
is using outdated QNH
FC Set QNH FC does not Set QNH
when aircraft is using
outdated QNH
ATC Issue ATC does not Issue
Control Control Instructions
Instructions | when a conflict arises
ATC does not Issue
Control Instructions
when the aircraft is in
controlled airspace
FC Course FC do not provide
Change Course Change

from conflicted flight
path in current
sector. [H1, H2].

Providing Causes
Hazard

Too early, Too late, Out
of order

Stopped too soon, Applied too
long

ATC provides incorrect
ONH that does not
match environmental
conditions

ATC provides QNH too
late after crew executes
maneuvers based on
wrong QNH

FC provides QNH setting
too late after conditions
have changed

ATC continues providing
incorrect QNH too long after
conditions have changed

FC provides incorrect
ONH setting that does
not match
environmental
conditions

ATC Issue Control
Instructions in a way to
creates a conflict with
another aircraft

FC continues using incorrect
QONH too long after
environmental conditions do not
match QNH

ATC Issue Control
Instructions too late
after a conflict arises

ATC continues Issue Control
Instructions too long after ...

ATC stops Issue Control
Instructions too soon before...
ATC Issue Control
Instructions for aircraft
not in the current sector

FC provide Course
Change to conflicted
flight path in current
sector. [H1, H2].

FC provide

Course Change too late
to after conflict

with other traffic is
irrecoverable. [H1, H2].

FC stops Course Change too
soon leaving the aircraft on a
conflicting flight path. [H1, H2].



Procedure to detect altitude errors is to compare FC reported Belief that altitude / QNH STPA Step 4:
altitude with transponder reported altitude (A>300ft) configuration is correct Loss Scenarios

ATC Operator ! Decision-Making

Process Model
7Y
Reports similar altitude _ ) Similar altitude
as equipment UCA: pr?\(/gldl\leH as flight crew
reported upon check-in incorrec
(rep P ) settings ATC
: , equipment
Belief that they Flight Crew < pA
are flying at Sttt it r Belief that QNH and -
: _ May report similar
correct altitude
o P _rczc_e_s:c, _I\/I_o_d_el_ i alt readings arz altitude as flight crew,
__________________________ : app\:gﬁé':ttsdan but both are incorrect
No need to make Decision-Making :
altitude change | [c========--=---- 1 e Pressure
. : Incorrect altitude
UC.A' provide | altitude UCA: provide (uncalibrated)
altitude controls = " incorrect ONH
that are too : '(%f’a'\%ag?f_r) settings q
i Transponder
HAZARD: high/low : p
Aircraft too I RADALT 3

close to other

aircraft / terrain Physical Aircraft lllustration credit:
Simplified diagram: Rodrigo Rose

not all details are shown here




CHALLENGING ASSUMPTIONS

Collision highly
Trar£22c5>7der Existing procedures FC workload is unlikely due to
T d't' l malfunction are adequate to manageable multiple layers:
ra. l lOIla ed b maintain safe (nothing else is training,
recoghized by separation going on) procedures,

FCand ATC redundancy, etc.

ATC may believe Multiple UCAs Multiple scenarios

ti;asgﬁzzs eRr e(l):;i%lét where unsafe where workload is c aEr\]/%rg tllfcﬁ q
L actions may not higher than
S o bercomidty  opeced(non o310
plausible FC or ATC standard ops) P

€



Loss of aircraft transponder data on ATC

SO WHAT? - ATC and flight crew will recognize a
loss of transponder data and revert
- transponder MIN b0 e exisking ; .

data to ATC Bhght reduction in safety margins and dar
increase in flight crew workload to FREEE
mzintain safe separation.

Remember our FHA hazard
classifications?

ATC and flight crew conduct regular
cross-check of assigned

Allphases  IFR  1no5mect aircraft transponder data
= et Hightpaths/levels which will identify

petierEsian I e incorrect transponder data to the
ight +ATC.
Malfunction of fight crew
transponder Misleading position data presented to MA]
data to ATC controller. Significant reduction in

This farlure may signifhicantly
muslead the controller/fhight crew or
may take some hme to be
recognized (delayed awareness of
failure].

safety margins and increase i fhght
crew workload to maintain safe
separation.

= Would we consider driving up the severity with the loss / malfunction failure conditions?
What would realistically be achieved?

= Could we introduce new functionality to provide better feedback?
= What would this new functionality be?

= Where in the traditional approach would we do this?




STPA RECOMMENDATIONS GENERATED e

Aircraft Feedback to Flight Crew:\

Course Instructions
Airspeed Instructions
Altitude Instructions
Emergency Instructions

ATC Operator » Aircraft could provide alternate
method for Flight Crew to
validate QNH setting provided

Readback by ATC
Fault Diagnosis » Aircraft could alert crew if QNH

NH (al gq“a‘l’."t‘f Code Reported altitude setting disagrees with alternate
QNI (altitude cal ratgcl)v source of altitude (tricky without
_ generating nuisance alerts)
Flight Crew /
Squawk Code Status
: ' Alerts
Airspeed Changes Airspeed Mode Selecti
Altitude Changes Altitude Transponder
Course Changes Course N g
Configuration Changes Aircraft Data Irspee
QNH setting Status Status Altitude
Etc QNH Disagree TCAS mode Course
R Aircraft Data

Physical Aircraft

@




STPA RECOMMENDATIONS GENERATED

/Aircraft-Aircraft Coordination:\

ATC Operator

All aircraft operating in a
terminal area should be using
same barometric ALT.

Course Instructions
Airspeed Instructions
Altitude Instructions
Emergency Instructions

Readback
Fault Diagnosis

e Aircraft could cross check
QNH setting with nearby
aircraft and alert FC if

\ discrepancy detected

Squawk Code Reported altitude
QNH (altitude callbrat;;r;) Aircraft Id
-V
Flight Crew
Squawk Codel Y Status
_ : Alerts QNH Cross-
Airspeed Changes Airspeed Mode Selection Check
Altitude Changes Altitude Transponder ‘ EEEEEN l>
Course Changes Course N g
Configuration Changes Aircraft Data Status A:;;Sgg
' Status atu
QNH setlt_zl?cg TCAS made Course ch er
v Aircraft Data aircraft
Physical Aircraft




STPA RECOMMENDATIONS GENERATED

ATC Operator

Course Instructions t / \ 4 4
Airspeed Instructions Feedback to ATC: )
Altitude Instructions Readback * ATC could be provided Airspeed
Emergency Instructions Fault Diagnqsis enhanced feedback to Standard Altitude
_ Squawk Code Reported altitud determine if any aircraft Course
QNH (altitude CallbratlEOtn) are U.S].ng an incorrect QNH Aircraft Identification
c.v 0r 110 ——¢ ONH Setting
_ « Alert ATC if Aircraft-
Flight Cr¢ Aircraft check detects
4 \B\ discrepancy
Airspeed Changes Airspeed Mo v I
Altitude Changes Altitude Transponder ‘ EEEEEN l>
Course Changes Course N g
Configuration Changes Aircraft Data Stat A:[;Sgg
NH settin Status atus
0 Eth TCAS mode Course ch er
v Aircraft Data aircraft

Physical Aircraft







MEANS OF COMPLIANCE GUIDANCE (RC 25.1309-1B)

N .
@.. Advisory
Circular

Subject: S

This advisoj
compliance]
FEquipment,
supplement
compliance]

"...quantitative assessments of the probabilities of crew or
maintenance errors are not currently considered
feasible. If the failure indications are considered to be
recognizable and the required actions do not cause an
excessive workload, then for the purposes of the analysis,
such corrective actions can be considered to be
satisfactorily accomplished." (5-5)

"...Reasonable tasks are those that can be realistically
anticipated to be performed correctly when they are
required or scheduled.” (8-1)

Questions STPA helps us consider:

Recognizable to whom and with what
training? Test pilot or line pilot?
Excessive workload under what system
conditions?

How do we determine which tasks are
reasonable? Are there situations in
which tasks are not reasonable?
(conilicting feedback, mental model
flaws, etc)

Realistic under which circumstances?
What if tasks are not performed
correctly?

@



MEANS OF COMPLIANCE GUIDANCE (RC 25.1309-1B)

e Advi

U.S. Department v I s 0 ry

of Transportation -

Federal Aviation I rc u a r

Administration

Subject: System Design and Analysis Date:t DRAFT AC No: 25.1309-1B

— "...meeting the 1 x 10~ per flight hour quantitative
ms s« probability guidance alone Is not sufficient to show

el compliance with the intent of the "extremely improbable™
requirements of 25.1309(b) if relevant experience

complian|
Indicates the failure condition can occur.” (A-2)

Are these failure conditions or a loss of
functionality?

Subsystem intentionally deactivated for
maintenance (MMEL)

Transponder configured incorrectly
ATC provides incorrect QNH

Flight crew enters incorrect QNH

Poor visibility inhibits crew’s ability to
visually confirm runway

ILS down for maintenance

ATC has no feedback to indicate QNH
is incorrect

ATC SME comment on our UCAs: “I’ve seen all of these happen on a regular basis.” @



System Design and _ 2 Flightcrew Human
Analysis for Safety A ' B Factors Assessment
AC 25.1309 BT o sl e o T AC 25.1302




IN CONCLUSION

System Design and il & *Y Flightcrew Human
Analysis for Safety AR N T : Factors Assessment
AC 25.1309 VAL b AC 25.1302




NOTE: The aviation system is

QUE S TI N ? very complex with many
. NS operational details and
. subtleties we didn’t have time
to address today.
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