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Aim
• To facilitate wider application of STPA for medical device design

• To demonstrate the ability to advance medical device design 
with STPA

• To highlight key STPA analysis decisions and pitfalls
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Agenda
• Automated External Defibrillator (AED) -- the medical device 

of interest

• STPA of AED (cardiac arrest resuscitation) -- examples and 
shareable lessons

• Next-generation AED functions derived from AED STPA
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Automatic External Defibrillator (AED)
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Common Steps to Operate All AEDs
1. Power ON the AED
2. Attach electrode pads
3. Analyze the rhythm
4. Clear the victim and press SHOCK button

(American Heart Association, 2000)

An AED . . .
• helps people who have a sudden 

cardiac arrest, which occurs when 
the heart suddenly stops beating 
regularly 

• detects an abnormal rhythm 
• delivers an electric shock through 

the chest to the heart
(American Heart Association, 2023)
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STPA Step 1 – Losses and Hazards
• Traceability
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STPA Step 1 – Losses and Hazards
• Traceability
• Analysis scoping

• L4, H4 omitted for this work
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STPA Step 1 – Losses and Hazards
• Traceability
• Analysis scoping

• L4, H4 omitted for this work

• Constraints

• Keeping them at the system (vs. component) level
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STPA Step 2 – Control Structure
The entire cardiac arrest resuscitation system has many components
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STPA Step 2 – Control Structure
The entire cardiac arrest resuscitation system has many components
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A comprehensive analysis should consider multiple aspects and 
perspectives.  Rescuer as “controller” with its own mental model

STPA Step 2 – Control Structure
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A comprehensive analysis should consider multiple aspects and 
perspectives.  Rescuer as “controller” with its own mental model
• Initial Installation, Using AED, and Post-Use Maintenance

STPA Step 2 – Control Structure
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A comprehensive analysis should consider multiple aspects and 
perspectives.  Rescuer as “controller” with its own mental model
• Initial Installation, Using AED, and Post-Use Maintenance

• Selected Rescuer, AED, and Patient perspective as it more interactions to 
consider

STPA Step 2 – Control Structure
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CS evolved based on understanding of actual uses and STAMP diagramming 
conventions
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STPA Step 2 – Control Structure
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CS evolved based on understanding of actual uses and STAMP diagramming 
conventions
• Moving Patient if required
• Change to correct “Place Pads on Patient,” as initial control action was predicated on 

the instruction sequence in the manual – Made us think: “Is that really how it works?”
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STPA Step 2 – Control Structure
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STPA Step 3 – Unsafe Control Actions
Documenting "no hazard" statements

• Initially, these CAs do not seem to present a hazard, can be pruned from analysis
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STPA Step 3 – Unsafe Control Actions
Documenting "no hazard" statements

• Initially, these CAs do not seem to present a hazard, can be pruned from analysis

Or Can They????

• Easy to give up to quickly with analysis
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STPA Step 4 – Loss (Causal) Scenarios
Capturing intuitive "causal scenarios"; enriching them based on STAMP 
conventions

• Assessed how to document potential redundancy with other UCAs
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STPA Step 4 – Loss (Causal) Scenarios
Capturing intuitive "causal scenarios"; enriching them based on STAMP 
conventions

• Assessed how to document potential redundancy with other UCAs
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STPA Evaluation – Loss (Causal) Scenarios
Defining subcases to causal scenarios
• Whether to explicitly define these subcases is an analysis decision.  

The decision can be made from whether explicit statements will be 
useful, e.g., to identify solutions to eliminate/mitigate the causal 
scenarios
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More Shareable Lessons While Doing this Analysis
• Reassigned UCAs from one UCA column to another as analysis 

proceeded (e.g., was Not Provided” but now “Incorrect Timing/Order”)

• Handling UCAs that can be accommodated into existing UCAs

• Inclusion or exclusion of Causal Scenarios based on analysis scope

• Accommodating assumptions about possible Rescuer impairments 
(visual, aural, etc.)

• Relationship between Causal Scenarios where one provides a deeper 
level of understanding of another

• Assess different use cases – are there only two Rescuer types (child or 
adult)?  How to handle a person of short stature (Little People)
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Next-generation AED functions derived from AED STPA
• Additional functions that can be fulfilled with AED
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Next-generation AED functions derived from AED STPA
• Additional functions that can be fulfilled with AED
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Next-generation AED functions derived from AED STPA
• Additional functions that can be fulfilled with AED
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Forthcoming J-3187-5: System Theoretic Process 
Analysis (STPA) Recommended Practices for 
Evaluations of Safety-Critical Systems in Healthcare 
APPENDIX – STPA and Medical Devices
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Aims to provide expanded guidance to safety 

practitioners working in the healthcare device 

space to enable more effective and holistic 

system engineering outcomes

Supplements existing SAE guidance on applying 

STPA... provide a concise set of proven 

techniques practitioners have successfully 

applied when using STPA on safety-critical, 
human-interfacing healthcare systems

Interested STPA Practitioners are welcome to 

join the SAE STPA Task Force to help develop 

this planned Recommended Practice

Coming Fall 2024 - SAE J3307

System Theoretic Process Analysis 
(STPA) Standard for All Industries
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QUESTIONS??

markv.ssegroup.011@gmail.com

L_wong@mit.edu

(Additional Slides Follow)
2024 MIT STAMP Workshop 24
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STPA Evaluation – Loss (Causal) Scenarios
Improving Loss (Causal) Scenarios as we proceeded with analysis

• Deciding if Loss (Casual) Scenario is well defined, or requires more thought

• Assess how to document potential redundancy with other UCAs
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STPA Evaluation – Loss (Causal) Scenarios
Updating UCAs as we proceeded with Loss Scenario analysis
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STPA Evaluation – Loss (Causal) Scenarios
Assessed how to document potential redundancy with other UCAs

272024 MIT STAMP Workshop



©

STPA Evaluation - Next Generation AED Impact
What to assume about

• Rescuer training and capabilities

• AED Capabilities

282024 MIT STAMP Workshop

How can AI help 
in future design?
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