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Introduction

® Software development companybased in Republic of Korea

® Software needed forthe engineering process
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Teamer

Safety &Security Analysis Software (Flagship Model: STPA)
Supports blended analysis with CAST, FMEA, and FTA

Userconvenience features

ALM(Application Lifecycle Management) Software
Supports maintaining traceability for requirements and outputs

Project and process management

Oriented to support efficient and detailed STPAofcomplex systems
Computerization and visualization of signal flow

Support for Common Cause Failure (CCF) analysis
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Introduction

VisualPro?

Software
that supports integrated safety

and securityanalysis FMEA FTA

fora single system.

CAST HARA

STPA TARA
VisualPro
© Customer Regions
Q EU ®; KOREA ® JAPAN % USA
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Key Features VWAY

@ Convenience Features (STPA)

© Automatic report generation
(Word, PPT, Excel)

Autonomous Driving Integrated Control System

© Reusable features
for Control Structure, UCA, Loss Scenarios.
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@ Traceabilityand Dashboard (STPA)

Key Features

Total Number of Case
O o 7
[\ Hazards 9

Constraints 9

[} Controller Constraints ] G 0%

(3) Loss scenario 735 0%

Countermessures 23 || 7

Ratios of UCA Flags

6 1 Relation Rate

Loss Scenario

Red Flag
Blue Flag
Vellow Fl
Vellow Flag <
%
Red Flag
aa%
Blue Flag
e
[t
s
100% 100% 100% 100% 100% oo 100%
Losses Constaints Controler Constrants Countermeasures

Unlinked Items

Countermeasure Solve Rate

Unsolved

1%

Solved
%

[LS-8-10] Optical Inteference: Using light or lasers to bind cameras
1L5-9-3] Data Ijection: Inserting maliious data packets into the original stream.

Solved
Unsolved

Attackers introduce false data into sensors such as radars or cameras, preventing them from detec
1L5-8-6) Signal Mimicking: Producing signals that sensors Interpret as legitimate data.

1L5-8-7] Replaying Data: Capturing and retransmitting sensor data to create a fase environment.

&) Attackers inerfere with sensor operation, preventing it from collecting vald data.

Radio Frequency (RF) Jamming: Overpowering the radar’ frequencies so it cantinterpret reflections,
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Dashboard of STPA data
and analysis status.
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Traceability Visualization

from Loss to Countermeasures.




Support CAST procedures (CAST)

Key Features

o1 Cremeaiproces
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You will soon be able to trythe CAST evaluation version.

61 Emergency
Managomont

Drawing Safety Control Structure
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Countermeasures

Countermeasure

Regulary calbrate and maintain al sensors invalved i the detection and
(CHIConoe o e sbnees 1 osre et resings and ey
detection of anomaiis.

phse:conpbnion e ogms K oféeaos i s o
emergency response, system falures, and the han rdous materials
o e v hcovenees g et mton

Related Analysis

[Provimate Events] [£-1] The plat had been shut down for a short, scheduled maintenance stop (called a pit stop) to replace the catalyst pelets and was being restarted

Physical Process] C-2] The plant was no fitted with pressure relief valves that would have prevented

unaay. Those that were installed were not designed for the rapid pressure increases that occurred

Energy released during the warming of the reactor led to unforaseen chemical reactions betueen the warming up liquid (ethylbenzene) and the catalyst pellets in the cy zones. As
Pesingtoo place, th thy/baenebaga o reactith cn fthectalt et aru chromate) gentatio hest. T tybniandspatd this et nthearers it
[Physical Process] [US-2] were suffcently wetted. In the dry zones, however,this heat did not issipate due to the lack o ethylbenzene. The resuit was that n the dry zones, the catalys pelets heated up
ooy, e hre s locald devlopman of vy ht ressor tsport. he heepos s ok sumatialy deteced o o ot bt s ot tprshe
sensors in the reactors.
The design of the entie safety management system should be evaluated and improy
contolSrcureFae] R3] maragement ytem Shoudbe crely eamned f ensre ot
raded off at inappropriatey low levels.
et supnsion ofhe Hghest 1k s s needod nckdng tumaronds Seguatrs e 1 overse nd rr it it rocecurs e belng e for e st
ngerots sctes s it the sfey marsgene syt s cpraing fechaly and ol s o s Opratng e it s dos s prdode g
Hmproerment rogram] cR10 someting et gy requtes a more gt clcto o st thatr prtome. Thr s nee o betr ekt rscecres and averigh of ety
e ffchvences. The requiators should system-level supervision to ensure that what they are doing is effectie in preventing accidents ke the
Shel Hoerdk eoson
Fiethe deinfatues contrbutin to st Detamine b thes flaws g through h desn prcess and o bt the desin nd the dsgn dow procecse.
. oy e desin book s that s undertandale b thse wh re wtng the worknstctionsan nldes  the nformatin esded o sl paate talatrs ofhe
mprovement rogram CRIOL o0 4220 102 e work nstructon eview pocess by Shll ejoctsanlTechnlogy  enure th instrucions are complte and 33 Aoviow and Fpro
hazard analysis process used by Shell Projects and Technology.

I additon, the ntagration of the safety management system and the business
zard and risk-related information is not being effectively communicated to dacision makers by being

Improvement Program] [CR4] - Hazard analysis and risk assessment methods need to be improved

{Provimate Everts) (flare). But preventing the liquids from entering the flare

i atomatic prtection st vas trgered that vas desighed o proventied fom et he et g e
a1 prevented the gases in the system from being ciscahrged, ncreasing prasure n the reactor

The contents of the reactor and it assoclated separation vessel were eleased into the wider environment. Sections of the reactor were blasted across 250 meters while other debris

{Proximate Events) -7 ¢ ater found 800 meters away. The explosion could be heard 20 kiometers

Physical Process] 1C-2] The plant was ot fitted with pressure rellef valves that would have prevented a runaway. Those that were Installed e not dsigned for the rapid pressure Increases that occurred

{Physical Process] [PR-4) Provide indicators (alarms) of the existence of hazardous conditions

Physical Process] [PR-5) Convert released chemicals into a non-hazardous or less hazardous form

Traceability for countermeasure.
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VisualPro Roadmap VWAY

Roadmap

Thinksafety first

 Develop enterprise version of VisualPro

Enterprise

fordata centralization and simultaneous analysis. Version
for co-work

* Develop SysML’s BDD, IBD, Drill-Down for MBSE.
® BDD,IBD,
Drill-Down

* Developintegrated environmentaldevelopment
forblended effective analysis. ® Integrated
« Official Release of the CAST SO

O OO

Development
&CAST
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