Challenges for Introducing STAMP/
STPA




Safety is an emergent property of
systems, not a component property.
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Complexity and Highly Integrated Systems
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Summary

« The STAMP/STPA shall be considered in the context of
Systems Engineering and Systems Thinking for
Architecting Complex and Highly Integrated Systems

« Its potential is increased if applied since the initial phases
of the development (SE lifecycle)

« It requires a cultural change in the majority of the
organizations

« Itis important to influence the Certification Authorities to
include the STAMP/STPA as a complementary and/or
alternative means of compliance

» CyberSecurity: Embraer submitted and White Paper incorporated in the ED-203A
* ASTM: Embraer/MIT are submitting a Standard Guide for Part 23
» S-18: Boeing/Embraer/MIT are developing and AIR (Aerospace Information Report)

« Identifying, selecting and training the appropriate persons
In the organization to apply this methodology is a key point
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Systems Engineering Culture Change
Scott Jackson Rules

1. Respect Tribal knowledge.
2. Don’tignore existing processes.

3. Don’t throw the baby out with the bath water. Take
advantage of the SE that already exists.

4. Always be prepared to justify SE on the basis of the value-
added for the effort expended.

5. Make your process lean, but don’t sacrifice the content.

6. A champion is essential for the introduction of SE into a
traditionally commercial organization.

7. Use existing commercial terminology if it applies.

Jackson, Scott — Introducing Systems Engineering into a Traditionally Comercial Organization



Systems Engineering Culture Change
Scott Jackson Rules

8. Gain buy-in from top management.

9. Be rational.

10. Be satisfied with incremental progress.
11. Train, train, train.

12. Take advantage of IPD both for its own qualities and for the
introduction of SE.

13. Stand firm.

Jackson, Scott — Introducing Systems Engineering into a Traditionally Comercial Organization



Systems Engineering Culture Change
Gentry Lee’s Critical Behaviors

Intellectual Curiosity —

ability and desire to learn
new things

Ability to See the Big

Picture —yet get into the
details

Ability to make system-
wide connections

Comfortable with
uncertainty and

unknowns

Behavioral
Characteristics of

Comfortable with change

a Good Systems
Engineer

Proper Paranoia — expect
the best, but plan for the

Diverse Technical Skills -
ability to apply sound

technical judgment worst
Exceptional Two-way Strong team member and
Communicator leader
Appreciation for Process — Self Confidence and
rigor and knowing when Decisiveness — short of
to stop arrogance

NASA — The Art and Science of Systems Engineering



