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The United States Coast Guard

* Worldwide Operations 24/7/365
— Missions
— People
— Equipment
— Activities

Systems are characterized by the interaction of hardware,

software, data, humans, processes & procedures
MIT= USCG Photographs
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FM System Improvement & Business
Process Re-engineering

« USCG Core Accounting System (CAS)
— Primary FM software application
— Used to record (and report) full-range of FM transactions
— Significant reliability, supportability & auditability issues

— Goal: replace owned/hosted w/ commercial off the shelf
system (COTYS)

» Business Process Re-engineering
— Enhance delivery of mission support services
— Align “mission support” and “operational” models
— Improve internal controls of funds/resources

ihsllistain unqualified audit opinion
MIT:
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Thesis Research Questions

- What challenges will the USCG’ s new FM software
application and re-engineered business processes create
for front-line operating units?

« What system analysis methods may help identify the causal
factors that create the challenges, and mitigate or abate
them in the new USCG FM system?

Research focused on evaluation of front-line

operational unit procurement activities
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SYSTEM DEVELOPMENT SYSTEM OPERATIONS
Why STPA?
Congress and Legislatures Congress and Legislatures
- Government Reports Government Reports
[ J M I T_ S D M I ’ ' ‘ Legisiation Lobbying Legislation l Lobbying
C u r rl C u u Hearings and open meatings Hearings and open meetings
Accidents Accidents
. - - Government Regulatory Agencies Government Regulatory Agencies
o Ap p I I Cab I I I ty to Industry Associations, Industry Associations,
User Associations, Unions, User Associations, Unions,
U S( : G F M S St e m Insurance Companies, Courts Insurance Companies, Courls
Regulations - )
y Standards ga:ﬁlc:hr:n r;r:' ggﬂi'::s Accident and incident reports
Cantification 18 ropa ) Operations reports
1 ih Legal panalties AT Certfication Maintenance Reports
 Availability of = psrs s || G
Company istleblowers
SafetyHAT Marssemen oo
Salety Policy Staius Reports mpany
Standards l Risk Assessmenis Management
Resources Incident Reports Safaly Policy Cpssitins i
Policy, sids. Project Standards
Resources
— Management
Hazard Analyses Operations
Safely Standards T Hazard Analyses Safety-Related Changes Management
L] Progress Reports Pr
ogress Reports ’ Change requests
Design, WO e Audit reparts
Documentation Problem reports
, Operating Assumptions
Safaty Constraints Tast roports Operating Pr
ting Procedures
Standards el Asabaes CPET TR | Operating Process
Test Requiremants =
Review Results Human Controller(s) J
Implementation
and assurance Automated
Salety Revised Controller
Reports T oparating procedures
az alyses —
I [Actuator(g)] [Sonear(e) |
Manufacturing Decumertation e~ rephacornents
Management Design Rationale
Process
Wark safety reports Maintenance
Procedues | audits and Evolution Problem Reports
?.-orlx h:gs Incidents
inspections Change Requests
Manufacturing Parformance Audits

Leveson, Engineering a Safer World, 2012
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Generalized USCG Control Structure

System Development

System Operation

Commandant
Vice Commandant
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Deputy .
Commandant Sapl Resourdes Operational
- Commandant Commander
for Mission .
for Operations (Area)
Support
5 |
F Y F 3
L 4
—" > o
i Dlrec'tcl'r = Districts
Logistics
™ :
Y A
MNotes:
Black Solid Arrow Lines Indicate Formal Relationships
Gray Dashed Arrow Lines Indicate Informal or Ad Hoc Lines System of Interest
of Communication b4 A
Red Solid Lines Differentiate Between System Development Field
and System Operation Operating
Units
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USCG FM
System Control
Diagram

Research analyzed a

generic product/service
procurement transaction

Controller

Controlled
Process
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SafetyHAT

Main Menu

Welcome to the Transportation Systems Safety Hazard Analysis Tool
(SafetyHAT). This tool will guide you through hazard analysis using the
System-Theoretic Process Analysis (STPA) method.

Please complete the Preparatory Steps before accessing the forms below.
The Preparatory Steps can be reviewed using the "Review Preparatory

Steps” button at the bottom of this screen. A control structure diagram can

be uploaded using the "Upload Control Structure Diagram" button at the
bottom of this screen.

Complete the forms in the order presented below to ensure a complete
analysis.

n ' ——
VV’ V e The National Transportation Systems Center

Enter System Information
1. Components
2. Connections

3. Control Actions
Conduct Analysis

4, | Accidents or Losses

5. Hazards

Unsafe Control Action
- Analysis

7. | Causal Factor Analysis

Export Analysis

8. Export Data

Advanced
Options

Review Preparatory

This form allows you to enter the components of your system.

This form allows you to enter connections between the components of your
system.

This form allows you to enter specific Control Actions issued by controllers in
your system.

This form will allow you to enter accidents (or losses) specific to your system.

This form will allow you to enter hazards specific to your system.

This form will guide you through evaluating Unsafe Control Actions and
potentially related system hazards.

This form will guide you through evaluating Unsafe Control Actions and
potential causal factors.

This will compile the STPA results and export the data to MS Excel.

Locate Additional
STPA Resources

Upload Control
Steps Structure Diagram

STPA

Loss

Hazard

UCA

CF

MITS
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USCG System Losses (Accidents)

“Accident: An undesired or unplanned event that results in a loss,

including loss of human life or human injury, property damage, STPA
environmental pollution, mission loss, etc. ”-Leveson

*Operating Unit cannot meet operational # LOSS
requirements or commitments. l
*Violation of USCG Financial Management Hazard
Laws and/or policies. l
UCA
CF
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SafetyHAT Input Form (Step 4)

Accident (or Losses) Input Form step: (1)—(2 )—(3 )—@)—(s —(6 )—(7)—(3)

xisting Syst

Add New System Accident or Losses

Existing System Accidents (or Losses) Enter System Accident (or Loss):

Operating Unit cannot meet operational requirements or commitments

Sort: Order Entered |[¥||&| A-7 |¥||&

olation of USCG Financial Management Laws and/or policies i . i
Enter Detailed Description of the Accident (or Loss):

A break-down in the financial management/procurement system results in the inability of
the front-line operating unit to perform its missions.

Delete Existing Modify Existing Save As New
. Step 3: Step 5: View Control
Reti to M M = = Cl F
eturn to Main Mendu Control Actions System Hazards Structure Diagram ose Form

| [N
"‘ Form Guidance
‘!u" ” e The National Transportation Systems Center

MITS
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USCG System Hazards

‘Hazard: A system state or set of conditions that, together with a
particular set of worst-case environmental conditions, will lead to STPA
an accident (loss). ”-Leveson

Commitments or obligations are not in line with

USCG financial policy Loss
Commitments or obligations are recorded in l
excess of funding limitations #| Hazard
*Operating unit has missing and/or inoperable l
equipment, services, or supplies; or lacks

gualification UCA
*USCG contracts are executed prior to l
sufficient funds being appropriated or CF
committed
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SafetyHAT Input Form (Step 5)

Hazard Input Form

Existing System Hazards

Sort: Order Entered |[¥||&| A-Z |¥||&
Commitments or obligations are not in line with USCG financial policy, spend plans, or congl
Commitments or obligations are recorded in excess of funding limitations

Financial commitments or obligations are inaccurately or improperly recorded in the financi

1

] qualifi
unds being appropriated or committ

ed

Step &
System Accidents or Losses

Return to Main Menu Step 6:

Unsafe Ctl Action Analysis

Vo/se
v /4 ” The National Transportation Systems Center

Step: (1 )—(2 )—(3)—(4 —°— 3 —Gh—@

Enter System Hazard:

Operating unit has missing and/or inoperable equipment, services, supplies; or lacks qualific:
Enter Detailed Description of Hazard:

The procurement of products/services did not occur in a manner that enabled the operating

unit to obtain supplies or services to repair assets or maintain a required state of readiness
and/or crew qualification.

Delete Existing Modify Existing Save As New

View Control

. Close Form
Structure Diagram

Form Guidance

MITS
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USCG Unsafe Control Action (example)

* The request was initiated in the financial STPA
management system, but contained data
errors, or possibly incorrect routing for 1
transmittal to the next level 0SS

« The product/service requested is l
incorrect--i.e. wrong vendor, incorrect Hazard
funding level, wrong quantity, incorrect l
unit cost. or Fotal am_ount, or incorrect -l UCA
accounting information l

CF
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SafetyHAT Input Form

(Step 6)

Unsafe Control Action (UCA) Analysis

Current Control Action
Select Controller
Procurement Request Manager

Control Action: 1 of 1
Initiate Procurement Reguest (PR) in CAS

Control Action

i
Analysis Completed

Existing Unsafe Control Actions
Select Unsafe Control Action Category Complete Add Note
Provided, but executed incorrectly ]

Existing UCAs for Selected Control Action and UCA Category

The reqg

Step 5: Step 7:

Return to Main Menu v
System Hazards Causal Factor Analysis

Vojise
v /4 ” The National Transportation Systems Center

Step: (1 )—(2 )—(3 )—(4 )—(s —e—: 7)—(8)

Unsafe Control Action Analysis

Enter or Select a Detailed Description for UCA

The request was initiated in the financial management system, but contained data errors,
or possibly incorrect routing for transmittal to the Ievel|

(All UCAs for Selected Controller)

Financial commitments or obligations are inaccurately or improperly recorded in the finan
Commitments or obligations are not in line with USCG financial policy, spend plans, or con,
USCG contracts are executed prior to sufficient funds being appropriated or committed

Delete Existing Modify Existing Save As New

View Control

. Close Form
Structure Diagram

Form Guidance

MITS
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Causal Factors

« STPA with SafetyHAT revealed 205 STPA
causal factors
- SafetyHAT data export used to generate L 0SS
reguirements & assign responsibility for l
hazard mitigation in the FM system
Hazard
- Some causal factors related to changes l
over time; System Dynamics modeling
used to quantify negative system impacts UCA
ﬂ| CF
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Causal Factors (examples)

« Excessive workload, job pressure, or STPA
distraction could prevent the funds
manager from recording the obligation in LOSS
CAS In a timely manner. (External l
Disturbances)
o , Hazard
« Lack of training, poor job performance,
Improper prioritization of tasks, or lack of l
feedback regarding the status of the UCA
system prevented the service from being l
ordered within the required time. -| CF

(Process Model)

system design and management = ... | Leadersh ip, Innovation, Systems Thinking



SafetyHAT Causal Factor Analysis (Step 7)

Causal Factor Analysis

Unsafe Control Action Details
Controller 4of 4
Procurement Request Manager

Description 4 of 4

routing for transmittal to the level.

UCA Analysis

" Previous Record
Completed

Existing Causal Factor Analyses
Sort: Order Entered |* | |%| Component Name A-Z |¥ ||«
Existing Causal Factors for Selected Unsafe Control Action

Component Name or
Causal Factor Connection From Connection To

Process model or calibration incomplete or inc) Procurement Request

Actuator inadequate operation, change over til Request in CAS (A)

Controlled component failure, change over tinr) Core Accounting Systel

Sensor inadequate operation, change over tim| Request Notification ir

Sensor to controller signal inadequate, missing Request Notification ir Funds Manager

Step 6: Step 8:

Reti to Main M : i
eturn to iviain ienu Unsafe Ctl Action Analysis Export Data

Vojise
v /4 ” The National Transportation Systems Center

Step: {'_1::“«[ 2)—(3)—(a)—(5)—(6 mom:j::a )

Associated Hazards:

Operating unit has missing and/or inoperable equipment, services, sup

The request was initiated in the financial management system, but contained data errors, or possibly incorrect

Next Record

Causal Factor Analysis
Select: Component or Connection
Component

Causal Component
Procurement Request Manager

Component Type Controller

Select the Appropriate Causal Factor
External disturbances

Enter or Select a Causal Factor Description

Add
Note

Excessive workload, job pressure, or some form of distraction caused the PR manager to

inaccurately make the request--i.e. introduce errors.

(All Causal Factor Descriptions for Selected Component / Connection and Causal Factor)

Delete Existing Modify Existing

View Control
Structure Diagram

Causal Factor Diagram

Save As New

Close Form

Form Guidance

MITS
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SafetyHAT Utility & Future Research

- SafetyHAT facilitated a very thorough review of a complex
socio-technical system

— Intuitively guides users through STPA
— Easy to analyze results using Excel data export

— Traceable requirements generation

system design and management Leadership, Innovation, Systems Thinking



SafetyHAT Utility & Future Research (con’t)

« Causal Factor guidewords can be modified to analyze
systems in other domains or applications

« Thesis research, including system dynamics modeling, will
help inform the implementation of USCG FM application &
BPR

Operating Unit Requests: Requests Made | Requests Completed | Pending Requests | Inaccurate Transactions

600

450 /J\/\
e
5 /
2

150

T T T T

0 3 10 15 20 23 30 33 40 43 30 b ] 60 63 70 73 80 83 50 g3 100

Time (Waek)
Proevrement Requests Made : Bassline Simlation 10%: Feductonin Werlibres
Procvrement Requests Completed : Baszsline Simwlation 107 Feduction in Waorldors
Pending Requast Bacldos : Bassline Simulation 109 Raductionin Woddfores
Izecvrake Trmactions Comgletad : Basaline Sinuwlation 10%0 Reduction in Worldors
MITS
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Question & Discussion
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Background

MITS
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Generalized Findings

- Hazard Analysis methodology proved useful for ID’ ing
deficiencies in a complex socio-technical systems

- Simulations provide valuable insight into system behavior
— Informs design & resource allocation decisions

« Strong sponsorship critical to prepare the system for the
changes that are needed

— There must be a common understanding of the problem and
consensus on how to resolve it

* The re-engineered CG system must have robust channels
for feedback & communication

system design and management Leadership, Innovation, Systems Thinking



System Feedback

System Communication & ‘

- Feedback Mechanism
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System Dynamics Model
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Discussion Topics

Most significant challenges of the current state?

— System limitations

— Liabilities

— Inefficient processes /work-arounds

— Other.....7

Perceived hazards that exist in the “to-be” state?

— Resource constraints (workforce capacity, IT/network, Bl)
— DOI Solution

— System feedback & communication mechanism

— Training (OFF and/or business processes)

— Metrics

— Other....?

Most significant challenges regarding implementation of the “to-be” state?

system design and management Leadership, Innovation, Systems Thinking



