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Introduction

My main role?
What does BAE Systems Saudi Arabia do?

Our agenda will cover the following topics:
« BAE Systems Saudi Arabia Hazard Management

 How can STPA be applied to BAE Systems Saudi Arabia Hazard
Management?

« STPA In practice
« Conclusion
* Question
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BAE Systems Saudi Arabia Hazard Management - 1

— BAE Systems Saudi Arabia Management of hazards in a Service Safety
Environment

----- ta
>10to < 100
Hazard
REM H/1to9
(as applicable) Class C - Minor
o injury, minor
REM
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BAE Systems Saudi Arabia Hazard Management - 2
Hazard 1D Title
H1 Enterprise Safety, Governance & Assurance
o Inappropriate Application of Legislation,

Regulation & Standards
Unsuitable Condition/Standard of

H3

Al Components
operational H4 Integrity of Technical Data
hazards will H5 Configuration Control — Approved Data
be part of H6 Configuration Control —Equipment
those top U fA d Material, C t
level hazards 17 se of Approved Material, Components or
Data
H8 Competence & Training

H9 Operational Working Environment
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BAE Systems Saudi Arabia Hazard Management - 3

Using this typical Hazard
Risk Matrix

Severity
Probability | Catastrophic | Critical | Marginal | Negligible

Frequent B
Probable
Occasional
Remote
Improbable
Incredible
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STPA adopted in a Service Environment - 1

IMP

Control
CxX &

Control
Owner

REM H/1to 9

(as applicable)

Control
CXX &

Control

REM Owner
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STPA adopted in a Service Environment - 2

Hazards
H1/H9

Cause

ZXX

Cause

ZXX

Add a
new
Control
CXX

Add a
new
Control
CXX
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Applying STPA on a live project

STPA
application on
a Hawk T-165 Perspective Views of the Dome
Flight
Simulator on a
Main
Operating
Base in the
Kingdom of
Saudi Arabia

RSAF Hawk T-165 CDR

Approved for Public Release
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Process Sequence -1

Activity
2- walk
to dome
stairs

See next slide for a 3D view perspective of the Dome

@) Bremg
Instructor Operating r _
System (IOS) Exit

o Instructor e Student

Approved for Public Release 9
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Process Sequence - 2

RSAF Hawk T-165 CDR -~
Perspective Views of the Dome

Activity 6 —

Artist representation onby
Not to scale
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Process Sequence -3
See next slide for a 3D view perspective of the Dome
b
s
=
Exit

o Instructor @ student
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Process Sequence - 4
'RSAF Hawk T-165 CDR -
Perspective Views of the Dome
Activity 11

climb the
stairs

Activity 14 " inside
- Goto dome

stairs

Artist representation onby
Not to scale
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Process Sequence - 5

stairs
Activity
16 — Get

out using

exit door
Exit Exit Exit

o Instructor Q student
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System Interfaces
Instructor Stairs | Stairs Commun
System Interfaces . Inside ication | Safe
Operating start end Strap
(From/To) . . Dome Channels| Zone
System point | point Jtools

Instructor Operating
System

Stairs start point

Stairs end point

Inside Dome

Strap

Communication
Channels/tools

Safe Zone

NA

Approved for Public Release
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Start Point 4 point

Chairs Stairs End

)

Communication

Inside
Dome
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Activit Assoociated Activity Behavior
From Activity To vity : Control ity R V! Causes Pre HRI Class Risk Post HRI Class Risk
- - - No |~ hazard - - Categories - - - -
Start .
10S Movement . 2 Provided NA NA NA NA NA
point
Start .
10S Movement point 2 Not provided NA NA NA NA NA
i
Start .
10S Movement point 2 NA NA Provided Too soon NA NA NA NA NA
Start .
10S Movement point 2 Provided Too late NA NA NA NA NA
Start
10S Movement point 2 stopped Too soon NA NA NA NA NA
Start C1- Risk
. Movement End point 3 H1/ H2/ H9 I Provided NA NA NA NA NA
point Assessments
Lack of proper
Start C1- Risk Frequent Improbable
. Movement End point 3 H1/ H2/ H9 I Not provided working qu / P ,/
point Assessments . Catastrophic Catastrophic
environemnt
. Improper X
Start C1- Risk Improbable, Incredible/Cat
i Movement End point 3 H1/ H2/ H9 I Provided Too soon holistic view P _/ : _/
point Assessments Catastrophic astrophihc
assessment
Start C1- Risk Lack of proper Improbable, Incredible
. Movement End point 3 H1/ H2/ H9 Provided Too late . P .p P . / . /
point Assessments configuration Marginal Marginal
Lack of proper
Start . C1-Risk p P Probable/ Improbable /
. Movement End point 3 H1/ H2/ H9 stopped Too soon working . .
point Assessments . Catastrophic Catastrophic
environemnt
Inside
End point] Movement 4 H1/ H2/ H9 See C1
Dome
C2 - Proper
Inside | Movement and Strapping Trainin
' vemen Strap 5 |H1/H2/H7/ HS pping Training Provided NA NA
Dome Strapping along with post and
pre checks
C2 - Proper
Inside | Movement and Strapping Trainin Student fallin Frequent Improbable
_ Strap 5 |H1/H2/ H7/ H8 pping 8 Not provided : ne quent/ P /
Dome Strapping along with post and while operation Catastrophic Catastrophic
pre checks

Approved for Public Release
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From Activity To Ac,t\:\é'ty As;:igart:d Control Activity Behavior Categories Causes Pre HRI Class Risk Post HRI Class Risk
Lack of proper
Start point| Movement End point 3 H1/H2/H9 C1 - Risk Assessments Not provided working Frequent/ Improbable /

environment

Catastrophic

Microsoft Excel
Worksheet

Catastrophic

Approved for Public Release
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Analysis - Summary

75
o

60 -

64

o)
=

50 A
40 -
30 A
20 A
10 -

Systems Examined Safety risks Safety Control
Identified issues ldentified
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Class Risk
= Ei

Marginal
.

Incredible/ Microsoft Excel
Worksheet

Activit Assoociated Activity Behavior
From Activity To 4 Control v oet Causes Pre HRI Class Risk Post HRI
- - No |~ hazard |~ - Categories -
" Lack of proper
Start C1- Risk Fi t, I babl:
? Movement End point. 3 H1/ H2/ H9 s Not provided working requen / mproba e_/
point Assessments . Catastrophic Catastrophic
environemnt
. Improper .
Start C1- Risk Improbable, Incredible/Cat
. Movement End point 3 H1/ H2/ HS Provided Too soon holistic view P _/ ,/
point Assessments Catastrophic astrophihc
assessment
Start C1- Risk Lack of I babl I dibl
@ Movement  |Endpoint| 3 |H1/H2/HO s Provided Too late ck of proper | - Improbable/ ncredible/
point Assessments configuration Marginal Marginal
Lack of proper
Start ! C1-Risk Prop Probable/ Improbable /
. Movement End point 3 H1/ H2/ H9 stopped Too soon working . !
point Assessments . Catastrophic Catastrophic
environemnt
C2 - Proper
Inside | Movement and Strapping Training . Student falling Frequent / Improbable/
Stra 5 H1/H2/ H7/ H8 Not provided
Dome Strapping P /H2/ Wi/ along with post and p while operation Catastrophic Catastrophic
pre checks
C2 - Proper
Insid: Movement and Strapping Trainin Student fallin, Remot: Improbabl
© ove . @ Strap 5 H1/ H2/ H7/ H8 PP Ag @ g Provided Too soon . entta . e e/. P e./
Dome Strapping along with post and while operation Catastrophic Catastrophic
pre checks
C2 - Proper
Insi; Movement an rapping Trainin, nt fallin, Rem Impre |
side oveme ,ta d Strap 5 H1/ H2/ H7/ H8 Strapp .g @ g Provided Too late Sn_‘de tfa ) s e ote/. probab e./
Dome Strapping along with post and while operation Catastrophic Catastrophic
pre checks
C2 - Proper
. ing Traini falli
Inside Movemer?t and Strap 5 H1/ H2/ H7/ H8 Strapperg raining stopped Too s00n Stlfdent al |‘ng Frequent( Improbablet/
Dome Strapping along with post and while operation Catastrophic Catastrophic
pre checks
C3 - Calibration and
Lack of proper
Movement and regular checks and L N
. Commun . communication Probable/ Incredible/
10S establish L 9 H3/H7/HS assurance to Not provided . N
I ication toolsets Marginal Marginal
communication adherance to . R
N . functionality
instruction manuals
C3- Calibration and Lack of proper
Movement and Commun regular checks and commun‘:ca:’ion Improbable/
10S establish . 9 H3/H7/H9 assurance to Provided Too soon Remote/ Marginal P .
L ication toolsets Marginal
communication adherance to N .
. . functionality
instruction manuals
C3 - Calibration and Lack of proper
Movement and Commun regular checks and communpica':ion Improbable/
10S establish L 9 H3/H7/H9 assurance to Provided Too late Remote/ Marginal P!
- ication toolsets
communication adherance to . :
. . functionality
instruction manuals
C3- Calibration and Lack of proper
Movement and regular checks and ’? p_
. Commun communication Probable/
10S establish L 9 H3/H7/HS assurance to stopped Too soon ) .
L ication toolsets Marginal Marginal
communication adherance to : :
. . functionality
instruction manuals
Start C4- Emergenc Not aware of Frequent, Improbable,
10s Movement ° 10 |HI/H2/H3/HO geney Not provided ! quent/ P /
point Response Planning fire event Catastrophic Catastrophic
Start C4 - Emergenc Notable to exit Frequent/ Improbable/
10s Movement i 10 |HY/H2/H3/HY eney Provided Too late to Assembly auent/ i’ >
point Response Planning Point Catastrophic Catastrophic
Not able to exit
Start C4 - Emergenc Occassonal/Catastr Improbable/C
108 Movement ) 10 H1/H2/H3/H9 gency . stopped Too soon to Assembly / P N /!
point Response Planning Point ophic atastrophihc

Approved for Public Release 19



BAE SYSTEMS

INSPIRED WORK
dyigo wll

Filtered Analysis - Summary

64

70 -

o1

60 -

30 -

20 -

10 -

Safety risks Safety Control Safety Control
Identified issues ldentified  issues Reduced
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Conclusion

Through doing this exercise with a very small scaled
project, my comments are as listed below

1. Takes long time to do.
2. Needs an Engineering Systems Thinking Approach

| would recommend it to be in conjunction with another
Hazard Identification tool. Not in isolate.

It should be implemented at the initiation design phase.
It identifies secondary safety risks — control behaviors ‘
Can be understood by non-safety experts. o s
Doesn’t require extensive training.

W

AL SAUDI AR FORCE

N o 0o b

It is to be noted that BAE Systems Saudi Arabia Safety
Training is assessing the usage and adoption of STPA
perceiving recommendations provided.

Approved for Public Release 21



BAE SYSTEMS

INSPIRED WORK
dyigo wll

Questions

« Thank you

« Any Questions
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