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Motivation

* |dentifying the factors that could lead to the loss
of quality is difficult for large, complex systems

* Traditional design methods such as Failure Modes
and Effects Analysis (FMEA), Fault Tree Analysis
(FTA), and Robust Design have been proven
effective at the component level but are less
effective for factors that involve interactions
between components, software flaws and
external noises



Motivation

Recent growth of a class of warranty claims for which
there was a customer complaint (low power, smoke)

but no failed component, or a failed component was

determined to be an effect rather than a cause

— 60% of the issues were design related

— Estimated 42% would have been predicted by FMEA
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Adaptation of STPA for Quality Losses

STPA DEFINITION PROPOSED DEFINITION
SAFETY QUALITY LOSS
TERM TERM
Accident “An undesired and unplanned L.oss or LLoss Event “LLosses can be economic
(but not necessarily losses, losses of human
unexpected) event that results lives, losses of function,
in (at least) a specified level of losses of time, etc.”
loss (called a loss event)™
Hazard ““A state or set of conditions Undesired system state A state that can lead to a
that, together with worst-case loss of the system’s
external conditions can lead to ability to deliver
an accident.” requirements
Safety “The property of being free Quality (Any emergent “Ability to deliver
from accidents or unacceptable property of interest, requirements at a ““high”
losses.” e.g. Manufacturability, level, as perceived by
could be substituted for people relative to other
Quality in this case.) alternatives that deliver
the same requirements.”’
Unsafe Lacking the attribute of safety Inadequate ILacking the attribute of

quality




Case Study — Technology Change to an
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Functions
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The behavior of
the component of
interest and the
interactions with
other components
known for the
current product
system

Are there any new
or undesirable
behaviors of the
component or
interactions as a
result of the
change?



Preparatory Step 1: Identify the Losses
and Undesired System States

e Losses: Failure to meet regulated emissions,
System is over-designed (material cost), System
is under-designed (warranty cost)

UNDESIRED
SYSTEM LOSS PROCESS PRIORITY'
STATE
USS1 Cost — System over-designed Design & Manufacturing 3
USS2 Failure to meet emissions Design & Operating 1
USS3 Failure to meet emissions Design & Manufacturing 1
USS4 Failure to meet emissions Design & Operating 1
USSS Failure to meet emissions Design & Operating 1
USS6 Failure to meet emissions Operating 1
USS7 Failure to meet emissions Operating 1
USS8 Cost — System under-designed | Design 2
USS9 Cost — System under-designed | Design 2
USS10 Cost — System over-designed Design 3
USS11 Cost — System under-designed | Design 2
"Legend: 1-highest priority, 3-lowest priority
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Preparatory Step 2: Construct the
Hierarchical Control Structure
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Hierarchical control
structure sub-divided
into three areas:

— Design process

— Manufacturing process
— Operating process

Detailed control
structures developed
for each of the three
areas



Control Action Interactions
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Analysis Step 1: Identify the
Inadequate Control Actions

 Due to on-going product development, details of
the inadequate control action analysis have been

omitted

* Following Analysis Step 1, the inadequate control
actions were mapped to the undesired system
states
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Analysis Step 2: Identify Causes of
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Additional Guidewords Used in the
Case Study

Inappropriate,
ineffective or missing
control action

Actuator

Controller

®

Control input or
external information
wrong or missing

@ Inadequate control
algorithm

(Flaws in creation,
process changes,
incorrect modification
or adaptation

Component failures

HW Changes over fime

Process model

inconsistent,
incomplete, or
incorrect,

or applied outside of
its validated use

region

Inadequate or
missing feedback

Feedback delays

out-of-range

©

disturbance

Inadequte
operation

Delayed
operation

Controller 2

Controlled Process

Unidentified or

Conflicting control actions
_—
Process input

> @ Component failures

Changes over time

missing ar wrong

Process input
delayed

Unidentified or
out-of-range
disturbance

Sensor

: Inadequte
operation

Incorrect or no

information provided
Measurement
inaccuracies
Feedback delays
—

Process output
contributes to
system hazard

Unidentified
or out of
range
disturbances
on the
controller

Component
failures of the
controller

HW changes
over time of
the controller

Controlled
process input
delayed

Process model
applied
outside of its
validated use
region



Conclusions from Case Study

* Use of STPA allowed the design teams to identify
more causal factors for quality losses than FMEA
or FTA, including component interactions,
software flaws, and omissions and external
noises

e STPA was also found to be complementary to
Robust Desigh Methods

e Use of STPA was effective for analyzing the
complete hierarchical structure of the system for
solutions to potential causes of quality losses
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