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System Theory
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Data — Information — Knowledge — Context
[D.1.K.C.]

Data is the lowest level of abstraction, collected by
"sensors" and leading to describing “something” or a

process.
Information is a medium level of abstraction, processed
by "brain"” and an exciting "model” and leading to
understanding of "something" or a process.

Knowledge is the highest level of abstraction, processed
by "brain" and an exciting "model" and leading to action

related to "something" or a process.
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One Picture - Two Perceptions
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D.I.K.C., Perceptionand Process Models?

Perception is the process of attaining awareness or
understanding of the situation by organizing and interpreting
sensory information.

Whos Perception? Who Creates it? Who Controls it? Etc...
“End User”?
“Scientists”?
Low Level Controller?
Medium Level Controller?
High Level Sociotechnical Controller?
High Level Environmental Controller?
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A wider look at STAMP

(System-Theoretic Accident Model and Processes)

Data — Information — Knowledge — Context
[D.I1.K.C.]

System Theory
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Environmental System of Systems

The Rock Cycle
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Modern Battlefield and the Environment
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me “New” Ideas about System Boundaries

Egocentric ——> System-centric
Sociotechnical ——— Environmental-Sociotechnical




Effort vs. Importance*

Effort Expended Importance
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A wider look at STAMP

(System-Theoretic Accident Model and Processes)

Data — Information — Knowledge — “Context”
[D.I.K.C.]

System Theory
Hierarchical Safety Control Structure
Process Models

Safety Constraints
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Where starts

Example Safety Control Structure

| SYSTEM DEVELOPMENT |

Congress and Legislatures
Government Reports
Lobbying
Hearings and open meetings
Accidents

Legislation 1

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

System safety
Engineering?

~
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gegu'am"s Certification Info.
Ctan_?ard_s Change reports
\ Lertl Ilcatlor;' Whistleblowers
egal penalties Accidents and incidents
Case Law
Company
Management
Safety Policy Status Reports
Standards Risk Assessments
Resources Incident Reports
PO”C!, stds. Proiect

Standards
Test Requiremel

Safety Standards l ] Hazard Analyses

Documentation

Safety Constraints

Implementation
and assurance

Management -~ |
Hazard Analyses
Safety—Related Changes
Progress Reports Progress Reports

Design,

Test reports

Operating Assumptions
Operating Procedures

| SYSTEM OPERATIONS |

Congress and Legislatures
Government Reports
Legislation Lobbying
Hearings and open meetings
Accidents
Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Regulations
Standards
Certification
Legal penalties
Case Law

Accident and incident reports
Operations reports
Maintenance Reports
Change reports
Whistleblowers

Company
Management

Safety Policy
Standards
Resources

Operations Reports

Operations
Management
Change requests
Audit reports
Problem reports

Work Instructions

Operating Process

Hazard Analyses

nts ;
Review Results

Human Controller(s)
Automated
Controller

Safety Revised
Reports operating procedures
H Anal
——— o Software revisions [Actuator(s) | [Sensor(s) |
Manufacturing Documentation Hardware replacements
Management Design Rationale ;hysical
rocess
Work safety reports Maintenance
Procedufes | audits and Evolution Problem Reports
work logs Incidents 16
inspections Change Requests

Manufacturina
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Environmental-Sociotechnical System
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Chance Occurrence - Unavoidable Accident

Resulting from:
hurricane
flooding
earthquake
volcanic eruption
Virus pandemic
Fire
Dust storm
Any unexpected / extreme environmental conditions
etc.
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ACC' Hierarchical Safety Control Structure

Using STAMP

Enough
D.I.K.C. at
each system
level?

——-f-------
Inadequate Enforcement

|| of Safety Constraints on
Process Behavior

Develop !
D.I.K.c. Frncess
Metrics!
° Hazardous System State [€
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Gen%ﬂ\mrsafety management/systeﬁ

Level N+1 Goals, Policies, Constraints, Control Commands

Reference Channel¢ Measuring Channel (Feedback) T

Level N Operational Experience

Policy :
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e BilasedPolicies
L et } Epla““i“g} « Partial correct Policies
* Wrong Policies
\ j e Unrealistic Policies
 Disastrous Policies

Checking & - ) ° EtC i
Corrections mplementation
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System Dynamics perspective on Forest Fire
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ount Carmel [Israel] forest fire (2010)
a very expensive lesson in risk management and safety
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Reckoning without one’s host

(die Rechnung ohne den Wirt machen)

To act, plan, or conclude without adequate consideration of
significant factors or circumstances;

to fail to take into account the role of others, particularly those whose
position would make their input determinative.

This early meaning, dating from the 1h century, has been totally
lost in the now figurative one indicating shortsightedness
Improvidence, or lack of foresight.
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[D.I1.K.C.]
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Control between levels ntrol

enough D.I.LK.C. to

creattRiE e » Process Models

1. Goal Condition

/4
1 J 2. Model Condition
3. Action Condition
Model of e
= 7 4 ObSEI.”V.ablhty
Condition
Control Accidents occur when model of
3 Actions 4Feed ack process is inconsistent with real state
of process and controller provides
v inadequate control actions

Controlled Process o
Feedback channels are critical

-- Design

-- Operation
Daniel Hartmahn ~ STAMP2013 P 27




A Classification of Control 2 D.I.K.C. Flaws leading to Hazards

//\ - /
= » Control input or — - .
Flaws leading to Hazards | . iciaiinformation Missing or wrong
AT communication
Controller with another Controller
controller
Inadequate Control Process < >
Algorithm Model <
: (Flaws in creation, ] (inconsistent, Inadequate or
Inappropriate, process changes, incomplete, or missing
ineffective, or incorrect modification or incorrect) e
missing control adaptation) Eeabat
S Feedback
v Actuator Sensor | Delays
Inadequate Inadequate
operation operation
A
Delayed Incorrect or no
operation information provided
I Measurement
Controller inaccuracies
Controlled Process
l »| Component failures Feedback delays
Conflicting control actions
: : — Changes over time >
Process input missing or wrong Process output
p.) Unidentified or contributes to
out-of-range system hazard

disturbance

Daniel Hartmann STAMP2013 28



/ '

A wider look at STAMP

(System-Theoretic Accident Model and Processes)

Data — Information — Knowledge — Context
[D.I1.K.C.]

System Theory
Hierarchical Safety Control Structure
Process Models

Safety Constraints

Daniel Hartmann STAMP2013 29



N

Safety Constraints

Should be based on D.1.K.C.:
Data, Information, Knowledge & Context

Based on D.|.K.C. Each component in the control

structure has
Assigned responsibilities, authority, accountability
Controls that can be used to enforce safety
constraints

Based on D.|.K.C. Each component’s behavior is

influenced by
Context (milieu) in which operating
Level of Data, Information, Knowledge about current

state of process
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elationship Between Safety and Process Models
Depending on D.I.K.C. and level of D.I.K.C.

Accidents occur when models (because of D.I.K.C.) do not match
process and:

Required control commands are not given
Incorrect (unsafe) ones are given
Correct commands given at wrong time (too early, too late)

Control stops too soon

Explains software errors, human errors, component
interaction accidents, and errors due to level of DIK ...
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Physical element

Damage threshold _4

Lower extreme

Time

Average
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evels of D.I.K.C,, ution of
D.I.K.C. Levels of Processes & Hazards

Cosmological Climate? > | ?
Hierarchical Safety Control Structure

Geological Climate —> ;
: i I |
Contemporary Climate —- :
i A A i
| Y L |
Weather > i
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Process Behavior

] { Inadequate Enforcement

Climate Change

Process

Hazards related to U,,

Climate Change 3  Hazardous System State
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Control actions inadequately “coordinated” among multiple

controllers

Boundary areas: Environmental conditions are “normal”

Human Controller

A

onment as Contrc

A

Sociotechnical Process

Environmental Process

Overlap areas : Environmental conditions are “extreme”

Human Controller

»
>

A

\ 4

A
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Dutch: Living / Building with Nature
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