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Abstract

Modern complex systems are increasingly expected to exhibit emergent properties such as
safety and securitgven as they become more complex, interconne¢ted reliant on software
than ever beforeBecause of this evolution in the characteristicshafsesystemsthe methods
available todayfor developing system architecture® longerprovide systems engineers with
adequate design support As a resultit is becoming increasingly challengirigr systems
engineers ¢ developsystem architectures thagxhibitemergent propertiedike safety.

Thisthesisaddresseghis problem bydeveloping asafety-driven architecture development
framework that enables thedesign of emergent properties such as safety into a system
architecture from the beginninglhekey ideais thatthe results from aazard analysis process
known as Systems Theoretic Process Analysis (SSiA)d drive design decisions. The
framework therefore starts with amitial STPAanalysis of the system to determine how unsafe
or undesirable behavior could occi@#ructured and systematiprocessesare thenprovidedto
help systems egineersuse the STPA results tievelop therequired control behaviorof the
system andexplore possible system architecture options to implement that control behavior.
This framework therefore enables systems engineers to make more informed early architectural
design decisionglriven by safety consideration3his framework is applied tan Urban Air
Mobility (UAM) case study to demonstrate thatptovides the necessary design support to
enable the development and refinement ah ar traffic managementATM) architecturefor
UAM.

When creating a systemrchitecture assumptionsnayalsoneed to be madeo mitigatethe
inherent uncertaintiesand lack ofdetailedinformation about the systenat that early stageof
design However theseassumptionsre used as the basis fdesigndecisionsand itisimportant
that they remain valid toavoid flaws in the architecture arisingvhen underlyingassumptions
become invalid. Thushis thesis also devel@and demonstratea supporting frameworko help
identify these underlying assumptionand ensue they remain valid both during system
development andafter the system is placed into operation.

Thesis SupervisoNancy G. Leveson, Ph.D.
Title: J.C. Hunsakdtrofessor of Aeronautics and Astronautics
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Chapter 1Introduction

1.1 Motivation

Developing complex systems today is becoming more challenging than ever betanese
of both an evolution in thecharacteristics of these system&cha greater emphasis omnhe
properties that these systems must exhilit]. On the one handthe demand for greater
functionality and greater productivity has given risesgstems withmore components that are
more interconnected and interdependent thaystems of the pagR]. In addition,there is an
increasingdesire touse automation and software to augment enhance the capabilities of
these systemsExamples of this includ¢he development of selflriving vehicles by the
automotive industry[3], the wide variety ofautomation and autonomous functionbeing
introduced onboardcurrent andfuture aircraft [4, 5] and the development ofTerrainRelative
Navigatiorthat was used tguide thef | Y RA y' 3 Mark rolePdrsev@aiicein 2021[6].

On the other handthese systemsarealsoincreasingly expected to exhibit properties such as
safety, security and sustainability. For example, in the automotive industry, there is much
greater emphasis on functional safety and cybersecurity tafag result of th@otential safety
concernsassociated witlseltdriving vehicle®perating on public roads8]. Similarly, in the space
industry, the increasing number ofpacecraft operated by governmerand commercial
organizationshasresulted inincreagd attention being paid to redung debris and pollution in
spacefor the safetyand sustainabilityf future space missior{3].

Properties like these are known &snergent Properties because they are the resuli.ef ,(
they emergefrom) thebehavior of the system and thateractions between system components
[2, 8]. Asystem will only exhibthese propertiesf it is designed t@achieve the required behavior
while avoidingundesirablebehavior andnteractionsbetween components

Oneset of early design decisions that haveimportantinfluenceonthea @ 3 4 SYQa o6
FNB GK2a$S YIRS (2 ONXD[9).0ASstemAztbtectirSiy definedladNab K A
abstract description of the entities of a system and the relationships between those eif@lies
It is therefore important to developan appropriatesystem architecture¢o ensure thatthe
desired emergent properties like safetare exhibited by a systemJnfortunately, current
methods for developing system architecturds not provide sufficientsupportfor designng a
system architecture tachieveemergent properties like safety.

The goal of thislissertationisto address this problem bgeveloping an alternative approach
to architecture development that is more suitable fmchitectingmodern complex systems and
that helps systems engineer® be more successful in designing emergent properties tinear
systemarchitecturesfrom the beginning

SKI ¢
G |

K
SO

1.2 Challenges in Architecting Complex Systems

To design a system architecture to achieve emergent properties such as safety and security,
systems engineers need to be ableitentify the requirements necessary tachieve those
properties.Theycan then determine thdehavior andstructure of the systenmeededto meet
those requirementd2]. Unfortunately,as systems have become more complex and software
intensive, current methods for developing system architectutesve become limited in their
ability to helpsystems engineemnakeappropriate design decisions

11



Onelimitation of current methodsds that they are notdcusedenoughon thesafety-relevant
interactions ina systemMany current method$ocustoo much onthe physicalcomponentsand
interfacesof a systemThe important safetyrelated interactionghus becomehidden amongst
the myriad of system components and interfacéds a result, it can be difficult for systems
engineers tdully comprehend how their design decisions will impact the behavior oyiseem,
andthey may inadvertently introduce flaws in the system architecture as they create it

Anotherlimitation of current methods is that thelack a systematic process fiolentifying
potential architecture optionsAlthough these methods suggegtneral design principlds use
such as maximizing modularity or minimizing couplj@@, 11, 12], they provide minimal
guidance on when to apply which design princip&gstems engineers afeus left tomakethese
decisions using theexperienceand engineering judgement

Finally, the last limitation of current methods is their reliance on quantitative metrics for
evaluating andcomparingarchitecture optionsHistorically,detailed system architecturesave
beencomparedusingquantitative physicalmetricssuch as mass or thermal performands].
However,for properties like safetyit is much harder tadentify similar types ofmeasurable
guantitative metrics especially during the early stages of system development

1.3 A SystemsTheoretic Approach to Architecture Development

To address these limitations, a new approach to architecture development is needed that
provides more support to helpystems engineerdesign emergent propertielke safetyinto a
system architecture from the beginnirig, 14]. This research proposes Systems Theory as the
foundation for this new approach.

SystemsTheory is uniquely suitable because it recognizes the importance of considering the
system as a wholmstead of just focusing on the individual componenitsaddition,a keyidea
in Systems Theory is that emergent properties are realized when sufficient constraints are
enforced on the interactions between componentd/hen these constraints are adequately
enforced,the necessary interactions occur while undesirable interactions are av{2i&tl

This is an important characteristic of emergent properties because it suggests that to achieve
them, the system musincludesufficient controlover thebehavior ofthe system components
and theinteractions betweerthem to preventundesirable behavior. For example, to ensure the
safe operation of a selfdriving vehicle, there must be adequate control to ensure the vehicle
navigates safely on public roads without colliding with objects or other road users while getting
passengers or cargo to the correct tleations at the desired timeBecause Systems Theory
focuses on control in a systemprovides a useful theoretical foundatidar a new approach to
architecture developmenthat provides more appropriate desigrsupport to help systems
engineergdesign emergent properties like safety ird@system architecture

In [15], an initial version of a systerstteoretic approach to architecture development was
developed.A key strength of th@pproachdeveloped in15] was that it providedyuidancefor
usingthe results from a hazard analysis method called Systems Theoretic Process Analysis (STPA)
to identify system requirements and the requirexystemlevel behavior However,a major
limitation was that it lacked a similarly structured and systematic process for creating
architecture options and comparing them. As such, this research aims to e#tenditial
systemstheoretic approach developed [di5] andaddress this key limitation.

12



1.4 ResearclObjectiveand Contributions

The goal of thiglissertationis toimprove the ability of systems engineers to design emergent
properties like safety intca system architectureby extendingthe initial systemsheoretic
approach developed ifl5]. The objective of this researatan therefore be stated as follows

Research Objectivelo create an architecture development framework th@abvides structured
and systematic processfor creating andassessingystemarchitectures

To addresshe challenges described in Sectibr2 and achieve the research objectiviere
arethree main contributions of this research.

Contribution 1: A structured process for comparing identified architecture options based on
safetyrelevant criteria to support the development of a preferred architecture option

This contributionaddresseshe reliance of current methods oquantitative metrics for
evaluating and comparing architecture options. Especially during the early stages of déwmgn,
many design details about the system are not yet knowrgan bechallengingto identify
appropriatequantitative metrics foproperties such as safepnd evaluatehe performance of
an architecture with respect to ttsequantitativemetrics.

Instead of relying on quantitative comparisons of system architectures, this research
develops a structured process for performing a qualitative, cordr@nted comparison of
architecture options. By analyzing each architecture option under considerasiolg STPA, the
identified scenarios can be compared to determine the benefits and tradeoffs of each
architecture option. Ultimately, these benefits and tradeoffs can be used to inform a decision
about the preferred architecture that best achiesthie desired emergent properties.

Contribution2: More structuredand systematiprocesssfor developingand refiningthe system
behavior andarchitecturenecessaryor safety and other emergent properties to be achieved

This contribution addressesthe lack of appropriatedesignsupport provided by current
methods This lack of supporis the result ofcurrent methodsnot focusng enough on the
control-oriented interactions in a system armhly suggeshg general design heuristids help
systems engineersreate a system architecturd.o address these limitationshe architecture
development frameworkleveloped in thiseseart focuses first omefining the control behavior
that a systemmust achieve to successfully exhibit properties such as safetyly after the
required behavior is defined sssystem architecturereatedto implement it.

To create the required control behavidhis research extends éguidanceprovided in[15]
to create a more structureg@rocess for identifying the required control elementhe process
alsodefines how to iterateon the behavioral designThis iteratiorallows systems engineers to
both fix anyflaws and more thoroughly explore the behavioral design sptarea system.

Once therequired behavior has been defineithis researchdevelops a more structured and
systematic proces$or using STPAo iteratively identify architecture optionsthat are worth
evaluatingand comparingUsing insights gained from the analysis of these options, the process
helps systems engineers ilacrementallydevelop and refinghe system architecture

13



Contribution 3: A supporting framework for identifying and accounting for assumptions made
during architecture development

Especially whedesigningnew systems that do not yet existarlydesign decisions are made
under significant uncertainty. For examptae environment in which tlat systemwill operate
may not befully known. Tomakedesign decisions despitBese uncertaintiesassumptionsare
typically Y RS F 62dzi gKI G { &Sperathgdndronment naghtie in gnke 2 NJ
future [16]. However,the effectiveness of those design decisions becomes contingent on the
underlying assumptionszamaining validIf an assumption becomes invalithe effectiveness of
the associated design decis®may becompromisedandflaws may arise in the systemsign

For this reason, althougthis researchis primarily focused omow to make appropriate
architectural deign decisionsa supporting frameworkfor identifying and accounting for
underlying assumptions wadsodevelopedand demonstrated

1.5 Case Study: Air Traffic Management and Urban Air Mobility (UAM)

To demonstrateand evaluatethe architecture development framework created in this
researchthe frameworkis appliedio developan air traffic management (ATM) architecture for
the National Airspace System (NAS) to enable the implementation of Urban Air Mobility (UAM).
This section provides a brief overview of the architecture problem to be solved.

UAM is a relatively new mobility concept that envisions using small aircraft to transport
passengers or cargo on demand witamurbanarea[17, 18], similar to the ride hailing services
provided by Lyft and Uber today. To realize this novel transportatamtept, oneof the major
challengs of interest in this research is the integration of UAM into the NAS.

There is broad recognition that tleentralized approachsed tomanage air traffic in the NAS
todaywill not feasibly accommodate the addition of UAM fligfit8, 19, 20, 21, 22, 23] because
they havevery differentcharacteristicshanti 2 R & Q &c. ForlexaimpleMaMTs Bxpected to
operate at a higher traffic densitfaster pace of flight operationand perform flightamore on-
demand compared to R | @dularly scheduled commerciair traffic[18, 19, 23]. In addition,
UAMaircraft are anticipated to spend most of their flight time flying low and slow over densely
populated urban area§l8, 23]dzy’ f A 1 S { 2 R that Sp@ndrhoat N9 théiNiigt ime Git
high altitudes away from densely populated areas.

The existing ATM architecture was not built to manage air traffic with these characteristics.
From a workload perspectivahe current ATM architecturalependson human air traffic
controllers having centralized control over air traff?d] andthey would be overwhelmed bythe
increased traffic density and pace of UAM flight operatifi®. In addition, the current ATM
architecture relies on havingnoughtime andextra space to respond tonexpectedincidents
such aseemergencies or weatheattisruptions However,with the increased traffic densities and
the low and slow flighbf UAM aircraftover populated aregghere will bemuch less time and
space available to respond thsruptions oremergenciesvhen they arise.

For these reasond,is necessary tee-design the ATM system architecture to accommodate
UAM flightswithout compromising the level of safetyf the NASThe goal of this case study is
thereforeto develop an appropriate ATM system architecture that will be abkafelymanage
UAM flights alongside existing aviation operations.
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Becausehe ATM system is extremely complekneeds to be designed incrementally to
ensure that the development effort remains intellectually manageablbis dissertation
therefore developsthe ATM architecture for UAMver two design iterations to demonstrate
how this architecture development framework can be useddevelop andrefine a system
architecturebased on incremental insights about the architecture gained during prior iterations.

1.6 Hypotheses and Evaluation

This researclexplores two main hypotheseand their evaluatiorprovides support for the
first two research contributions described in Sectibd. While Contribution 3 is demonstrated
as part of the UAM case study, no formal evaluatigmeisormed.

Hypothesis 1:A systemgheoretic approach can identify relevant criteria for comparing
architectures and evaluating their ability to achieve emergent properties

This hypothesis is evaluated @hapter 4 where the first design iteration ahe UAM case
studyis performed to create an initial collision avoidanE&Marchitecture for UAM. As part of
this design iterationtwo architecture optionsare compared(1) a centralized collision avoidance
architecture and (2) a decentralized collision avoidance architeciiure.benefits and tradeoffs
identified forthese two architecture optionssing this architecture development framewake
then comparedto the benefits and tadeoffs identifiedin similar comparisas that have been
performed in the existing literaire. This evaluation demonstrates thttis frameworkidentifies
not only the benefits and tradeoffs that have been found in the existing literature but also
additionalones that provide anore comprehensive understanding of trariousways that an
architectureoptionis able or unable tachieve safety.

Hypothesis 2A systemgheoretic approach can support making informed design decisions to
iterativelydevelop andefine the architecture for a system

This hypothesis is evaluated@apter 3oy completinga second design iteratidior the UAM
case study to refine the initial collision avoidance architecture created in design iteration 1. After
both design iterations are complete, thgrogression of the ATM architecture over the two
iterations is evaluatedThis evaluation demonstrates that the framewakablesincremental
refinement of a system architecturand provides the necessargupport to help systems
engineers make informed design decisiassthey make these refinements

1.7 Scope

This research is scoped in several ways to ensure appropriate depth of fecss. he
architecture development framework created in this research is intended to be used during the
concept and architecture development phase of the systems engineeringdél[25, 26]. The
framework begins after stakeholder analysis is complete and assumes that a prioritized set of
stakeholderneedsanda (i I G SYSy 4 2 F { KsSalready availdbie e fraddeidrd? a S
ends with the selection of a system architecture that is intended for usewnstream detailed
system design and verification and validation activitigsus this research will not consider the
process of eliciting and prioritizing stakeholder needs or the process of verifying and validating
the system. This research will also not consider the creation d#tailed systendesign This
ensures that thdocus of this researctemainson early-stage system architecture development
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Second this researcHocuseson the processof developing a system architecture addes
not considerthe tools and methods for documenting This specific focusnsures thata clear
processs definedfor creatingsystem architectursusing this new approach before considering
the methods and tools needed tsupport that process.Thus architecture description
frameworks such as the Department of Defense Architecture Framework (D¢DAB)y The
Open Group Architecture Framework (TOGRB] will not be considered. Similarlthe use of
specific modeling languages such as the Systems Modeling Language ([@9$&te) also not
included within the scope of this research.

Finally,the framework created in thisesearchfocuses primarily on designing safety into
system architecturesin addition topreventing traditional losses such as loss of life, injory
damage to propertyit also includs broader notions of safety such as loss of missAdthough
the author believes this architecture development framework could be applied to design other
emergent properties into systems besides saféiys research focuses primarily on safety.

1.8 Organization of Dissertation
The remainder of this dissertation is organized as follows.

Chapter Zeviews the available literature froseveralengineering discipline® identify the
different types of approaches that are currently used to develop system architectures. The
limitations of these approaches are discussed to idesfigcificgapsthat this researchmeeds to
address Then,an overview of systems theognd STPAs providedto justify their useas the
foundation forthe architecture development frameworgreated in this research

Chapter 3describes the development of the safedyiven architecture development
framework First,the overallapproach to architecture development is described by applieg
concepts from systems thearyhen,an overview othe safety-drivenarchitecture development
frameworkis provided followed bya description of the processes contained witkin

This architecture development frameworks then applied over two design iterations to
develop an ATM architecture for the NAS that can manage UAM air traffic alongside existing air
traffic. The first design iteration focuses on developing a Hegkl collision avoidance
architecture for the N& to show how th safetydriven architecture developmerframework
can be used to generate a system architecture based on hazard analysis r€halfger 4
presents the results from this firgkesigniteration.

The second design iteration then focuses on refining the selected-léngh collision
avoidance architecture in iteration 1 to obtain a more detailed definition of the collision
avoidance architecture for the NASThis design iteratiorshows how the safety-driven
architecture developmentframework can also be used to incrementally refine a system
architecture. The results from this second design iteration are presentEthapter 5

Chapter @develops and demonstrateke supporting frameworkhat was developed to help
identify underlying assumptions during the architecture development process and account for
them as the system architecture is developed.

Finally,Chapter 7summarizesthe conclusionsof this dissertation discusses some of its
limitations anddescribes possible directions for future work
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Chapter 2Literature Review

Although the process of developing a system architecture is typically considered to be a
systems engineering activity, Systems Engineering is not the only discipline that has created
methods and approaches for developing architectures. In the late 19604 8n0s, as the size
and complexity of software systems beggwowing there was recognitiomhat methodswere
neededto facilitate the creationof good software architecture$30, 31]. Later, assystems
engineers began to contend with similar increases in size and complexity of more general
engineered systems, many of the ideas for architecting software systems were adapted by the
Systems Engineering community to dedigese engineered systemblore recently, the field of
Product Design, which is closely related to Systems Engineatsweveloped methods for
creating good product architecturg32].

As a result of these past research efforts, a wide variety of different methods for architecture
development already exist. Instead of simply coming up with yet another new architecture
development method in this research, it is important to evaluate thegsting methods to better
understand the limitations that make them-dlited for designing modern complex systems that
have the characteristics described@hapter 1 These limitations can then be used to inform the
development otthe new framework

2.1 Current Methods for Architecture Development

In this research, four main types of approaches were identifidtie disciplines identified in
the previous section (1) Decompositiotbased methods, (2) Reudased methods, (3)
Quantitative methodsand (4) Flowbased methods.

2.1.1 DecompositionBased Methods

One of the most commonly used approaches for developing system architectures is
decomposition. Decomposition, also known as analytic reduction, is the process of dividing up a
system into its constituent parts or functiofi$0]. Not only do decompositichased methods
exist in all of thedisciplinessurveyed in this researchbut decomposition is also the foundation
for processes recommended in safety standards such as ISO B@2d 1SO 214484].

For example, in software engineering, one focus in the 1970s was on modularity and
identifying effective ways to divide a software program up into mod{8&s36, 37]. Two main
ideas were proposedrhe firstisinformation hiding where the goal is to divide a system up into
modules such that design decisions contained within one module are hidden from thi@6gst
The second is stepwise refinement where the goal is to incremernliziige a software program
into a series of subtasks, gradually makimgre detailed design decisiofi37].

In Systems Engineeriagnd product desigrdecompositionis also commonly used identify
the system requirements anfiinctions[26, 32, 38, 39] and one populargroup of methodsfor
doing thisis Model-Based Systems Engineering (MB@&Ejhodologies.In a widely cited 2008
paper[40]x 9aiGSTly NBOASsE &AE 2F GKS Y2ad LR LA |
ObjectOriented Systems Engineering Methodology (OOSEM#aNd otherq12, 41,42, 43, 44].
Although each method contains slight variations, they all follow an overall process likathat
shown inFigurel to generate system requirements, the necessary functi@ml the system
architecture to implement those functions
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The result of this decompositidoased process is a system architecture that is typically
represented using an objedriented model thatalsofocuses primarily on theomponents(i.e.,
objects)and the interfaces between them\s an exampld;igure2 showsthe block diagram for
a satellite drawn usingn objectoriented modeling language called Systems Modeling Language
(SysML.[29]. InFigure2, the satellite is represented in terms of the objects or componeetg.(
electrical power subsystem) and tierfaces between theme(g.,data flows, power cables).
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Figure2: Examplesystemblockdiagram for asatellite drawn in SysML (frorf29])
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Limitations of DecompositieBased Methods

These approacheould be used talesign simpler systems of the pdsicause those systems
contained components that behaved relatively independently of each othera result, it was
possible to assume that a system could be divided up into comporiitse identifying and
analyzing the interactios. It was also assumed th#te system design will be successful if the
behavior of each system element is well understood dvas clearly definednterfaces.
Unfortunately, these assumptienare not necessarilyvalid for i 2 R & Q & -in@rivel ¢ I NB
complex systemp, 9, 45]. Instead the design process needs to be more focusedhancontrot
oriented interactionsin a system As discussed irChapter 1 it is these control-oriented
interactionsthat determineif the systencan adequately enforce the safety constraints dimais
exhibit the desired emergent properties.

One of thekey limitatiors of decompositionbased approacss isthereforethat the methods
and the underlying system models they dseus too heavily on the components and interfaces
in a systemThe controtoriented aspectsf the systenthusbecome obscured or hiddemaking
it more difficult for systems engineers to recognize the critical interactions that défeeontrol
behavior of the systemFor example, the block diagram of the satellite Aigure 2 shows
YdzYSNRBdza LIKEeaAOlt AYyGSNYOlA2ya o merdddythat KS &t
ensure the satellités at the rightorbital altitudeand in the right orientation to fulfilh mission.

Anotherkey limitation istheir lack of guidance for how toreatethe system architecturer
identify possible architecture option8ecausedhere aretypicallymultiple ways to divide up a
system into componentg26, 39], rules of thumbknown agpartitioning heuristicare sometimes
used to helpsystems engineerdecidehow to divide up the system into moduleSor example,
Design Structure Matrices (DSN®] helpidentify ways to modularize a system thatnimizes
the connectbnsd S 6 SSy Y2RdzZ S& yR YIFIEAYAT S& | Y2RdzZ S
examples of partitioning heuristics suggested in program design and MBSE methodologies
include:

Maximizing cohesivene$$l, 47]
Information hiding[11, 35]

Enabling component reusfl1, 47]

4. Minimize difficulty in making chang@kl]

Unfortunately, these heuristics do not alwayead to a good system architecture for any
system Asystems engineemnust thereforeknow when to apply whicheuristics[48]. However,
decompositionbased methods typically offer little guidanead include minimal systefevel
analysego help systems engineschoose the right heuristic(s) for a given systé&mor example,
many of the MBSE methodologiasesystem use cases to inform the decomposition of a system
into functions[11, 42, 47].

In summary, decompositichased methodsare limited in their ability to support the
development ofsystem architectures for modern complex systefmistwo reasons. Firsthe
underlying objecioriented system models do not adequately emphasize the comtrieinted
aspects of a systensecondthey lack a systematic process foeating the system architecture
or identifying possible architecture options

wn e
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2.1.2 ReuseBased Methods

Another approach to architecture development that has received significant research
attention in systems engineering and software engineeismgusebased methods. Reudssed
methods are an approach to architecture development that idéegifundamental aspects of a
system design thatan bereused(like a templatgto solve commonlypccurring design problems
The goal of these methods tis help ®ftware enginees or systems enginesito more quickly
identify useful architecturedy leveraginghe lessons learned from pasdesignefforts.

In the mid to late 1990s, design patterd®] or architectural style§30] were createdto help
capture and share design experience about how to structure a software systa&ssence, they
defined a configurable or rasable system mod9, 50]that couldbe tailored to suit a specific
system being designednd they have sometimes helped to identify less obvious system
structures that a software developer might not have identified on their ¢48j.

Another reusebased method in software engineering that is similard@signpatterns is
software design frameworks. Software design frameworks describe a commonly occurring
problem and therequired objectsand system structur@eededto solve that problenf51]. In
addition,theyalso contain the code for a reusable main program and the developer decides what
components to plug into if51, 52]. A commonly cited example of a software design framework
is the Model/View/Controller (MVC) framework for implementing a graphical user inteffdde

The concept of reusable architecturesd patternshas also been applied in Systems
Engineering for creating system architectures. For example, INCOSE and NASA both recommend
using reference architectures when creating the system archited28e39]. Like patterns,a
reference architecture is system architecture for a previous system thayatems engineer can
use tohelp decidehow toarchitect a new system

INCOSE has alsaplored the use of pattedbaseddesign methodsn systems engineering
and theirMBSE patterns working gro{ip0] created PatteriBased Systems Engineering (PBSE).
In PBSE, a pattern is a reusable or configurable system model. PBSE is thus an extension of
traditional MBSE methodologies with additional methods for managing patterns and configuring
them to suit the neds of a particular projed60, 53].

Another reusebased method that has been proposed in systems engineering is Platforming
[54]. Platforming is defined as the sharing of components or processes across a family of products
with the goal toreduce thedevelopment costsand lead times bysharing thee costs across
multiple products[54]. For example, the automotive industry uses platforming to create families
of vehicles thatll usea common foundational vehicle platforfa4].

Limitations of ReusBased Methods

Although there are potential benefits to using redsased methods to create system
architectures, there are also important limitations to consider. First, although the use of-reuse
based methods is often motivated by the ability to share design knowledgespeed up the
design process, these benefits have not been empirically validated. In a 2012[pajethang
and Budgen reviewed the literature on software design patterns up to 2009. Although they found
good support for the claim that using patterns improves communication between software
developers and maintainers, they found mwidencethat patterns are effective at helping
novices learn about design by sharing design knowledge. They also found inconclusive evidence
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that the use of patterns has any impact on the productivity of developetse quality of the
software they produce. In fac{56] notes that reuse has resulted in significant accidents in
aerospace systems in the past.

Another limitation when using patterns or reference architectures is that it can be challenging
for systems engineers and software developers to make decisions about which patterns to use in
their design. This is becauswdies have found thaocusng on reuse may not necessarily be
the best approach for all systenfts5] and choosing which patterns to appstill requires some
prior design experience. Zhang and Budgen highlight this probldsb]iwhen they note that
software developeréirst need to gain experience by seeing how others applied a paltefore
they canknow how and when to usthat pattern in their own designfb5].

Finally, the use of patterns or reference architectures assumes that a good architecture has
already been identified for a given problefar new versions of existing systems or new systems
that bear significant similarities to existing systems, patterns or reference architectures may be
useful to avoid having to start a design from scratch. However, for new systems that have never
been builtbefore (such as UAM),égoock architecturewill not be availableThis makes patterns
and reference architecturesfdimited use when designing new types of systems. Furthermore,
attempting to use gattern and reference architectureouldlimit the opportunities for systems
engineerdo come up with new architectures that might perform better for their specific system
than the pattern or reference architecture.

In summary,the main limitations ofreusebased methodsare that many of the claimed
benefits have not been validated and these methods can be challenging to apply because they
provide little guidance on how to select the best pattern or reference architecture for a given
system. In addition, although these methods nieybeneficial for systems that have established
some amount of design precedent, they are limited in their ability to help systems engineers
design new types of systems where a good architexhas not yet been identified.

2.1.3 Quantitative Methods

In the decompositiorbased and reuseased methods reviewed above, the focus is primarily
on choosing théest way todecompo® a systeminto modulesand t is this choice that drives
the creation of a system architecturélowever, these methods typically only consider a few
possible architecture options.

Analternative approach is to perform tradespace exploration. A tradespace is defined as the
set of architectures represented on a space defined by two or more mdfiriijsQuantitative
methods aim to explore thearchitectural tradespace for a system more thoroughly
systematically identifiyng possible architecture options artien quantifyingand compaing the
performance ofthese options with respect to a set of performance criteria. This quantitative
comparison allows the system designer to make a dhitaen decision about which option is the
best. Thus, in quantitative methods, the performance critehisve the creation (and selection)
of a system architecture. Theere three main types of quantitative methods: (1) enumeration
and evaluation methodg2) optimization methodsand (3) simulation methods.
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Enumeration & Evaluation methods

The main goal of enumeration and evaluation methods is to first identify all feasible
architecture options and then evaluate and compare the performance of each one. One simple
way to enumerate architecture options is to use morphological matrjté A morphological
matrix is essentially a table where each row represents a deggiable,and each column
represents an alternativealue (option¥or that design variable. Architecture options are created
by selecting onevalue for each design variable. For more complex system architectures, an
alternative approach is to represent the design variables and the connectimhonstraints
between them using graph[57, 58, 59]. The graph ithentraversed and values for each design
variable are choseto create architectureptions.

Oncethe architecture options are enumerated, the performance of each architecture option
must then be evaluatedwith respect to a set of performanametrics One commorevaluation
approach is to usedesignesprovided equations that specify the relationship between
architectural features andhe selected performance metrigs8, 59]. Alternatively, a method
called Value Assessment of System Architectures Using Rules (VASSAR) propus&dite
architectureoptionsbased orthe extentto which itsatisfesthe stakeholder requirementb7].

Once the performance of all architecture optiohasbeen evaluated, they can be compared
to identify tradeoffs between them. This comparisos@netimesdone graphically using pareto
front plots [10, 57, 58, 59]. A pareto front plot is essentially a scatter plot wheech point
represents an architecture option arttie axes represent the performance metrics (etgtal
utility and cosj that the architecture optionare evaluated againstor exampleFigure3 shows
a pareto front plotgenerated froma retrospective analysis of different mission architectures
developed in the 1960s for the Apollo progr@d®]. Eactpoint represents anission architecture
option that is plottedbased on its mission success probability (a measure of utility) and initial
mass to low earth orbit (IMLEO) (a measure of cost).
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Figure3: Paretoplot for possibleapollo missionarchitectures (reproduced frorf69])

The pareto front plot thus helps a systems engineer to visualize the tradespace and quickly
identify the architecture options with the best performance. It can also keldentify tradeoffs
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between architecture options that have similar overall performanioet exhibit better
performance on one metric at the cost of worse performance on another metric.

Optimization Methods

While evaluation and enumeration methods provide good coverage of the tradespace for a
system, they can require a significant amount of time and computatimsdurceso evaluate
the large number of architecture options that are generatéd.reduce tlese costsoptimization
methodsidentify the best (optimal) design for a systemitgratively searching tharchitectural
tradespace At each iteration, the goal te identify architecture options that offeéncrementally
better performancethan the archiecture optionsfound in previous iterationslteration stops
whenthe architecture option with thebest performance has been found

One example of an optimization method used in mechanical engineering and product design
is Axiomatic Desigf60], a mathematical approach to system desigmere a system designer
must selectthe design parameterghat definethe system Matrix-based design equatiortben
define how thedesign parameters satisfiie functional requirement$60].

Using these matribased design equationgxiomaticDesign provides two design axioms to
help a designer choose the bedtsign parameters for their systenhe Independenceixiom
focuses on maximizing the independence between the functions of the system. Based on this
principle, a system designer should seléesign parameterthat minimize the coupling between
the functional requirementsThelnformation Axiom, then, provides a quantitative approaébr
determining how good the design s/ calculatingthe probabilitythat a system successfully
achieves its desired performaneeth respect to the functional requirements.

While axiomaticdesign has beeapplied successfully to the design of physical systems, it is
more difficult to apply to other types of system design because of its narrow focus on functional
independence and information content. In addition, axiomatic design tends to be focused on
design within a specific disciplinghereassystems engineenseed toconsiderthe concerns from
multiple disciplines simultaneously when selecting an optimum design.

To address this need to optimize across engineering disciplines concurrently,- Multi
Disciplinary Design Optimization (MDO) methadsre created Instead ofmakingdiscipline
specific design decisionsequentially (e.g, structural design then thermal desigr), MDO
methods optimie the system desigaver the constraints of multiple disciplines simultaneously.
These methods were initially used to design aerospace systems where strong coupling between
engineering disciplines made it challenging to design systene discipline at a timé1].

In MDO the design problensiformulatedmathematicallyusing equations that define (1) the
design variables and the rangepdssiblevalues, (2jhe objective functiorused tocalculatethe
performance of an architecture option based on the values of the design varjabidg3)the
constraint functions used to quantify the constraints that an architecture option must meet to
be considered feasiblg 3].

Once the problem has been formulated, a wide varietgifferent optimization algorithms
can be used to identify the optimal values for the design variaf#@$provides a good overview
of the different classes of optimization algorithms and how to select which algorithm to use based
on the characteristics of the objective function and constraint functions. Although many of the
optimization algorithms used by MD@ethods are designed to solve for continuous design
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variables such as length or mass, there are also optimization methods that are designed
specifically for optimization problems involving discrete design varigbi$4].

Simulation Studies

Finally,a third type of quantitativenethodfor analyzing and evaluating system architectures
issimulation studiesAlthoughsimulation studieslo nothelp tocreatearchitecture optionsthey
provide a way toevaluate and compare them bgoperainge a system virtually Systems
engineerscan then obtain quantitative data abouti KS | aLJSOda 2F || aeadsSvyQz
interest before any software or hardware is developé&mulation studiescanthusbe used to
compare different architecture optiongperated in the same simulated environmentsmenario

Smulations are becomingan increasingly populatool for evaluating the behavior or
performanceof a wide variety of different systemarchitectures[1] and they have been used
extensivelyin the ATM literatureto evaluate ATM architectures and concept&iven the
relevance of these methods to the UAM case studgd in this dissertatiorthis sectiorprovides
a briefoverviewof the different types okimulation studies in the ATM literature

The methods used to analyze ATM concepts today can be divided into three main categories.
The first catgory isphysical NAS modetlat were developed to model specific areas of the NAS
such as runways, airports or terminal airspace at a high level of detail. These models are typically
used to analyze the impact of changes to airspace structure or airport layout on performance
metrics suchas capacity or delay65]. However Odoni notes if65] that these models do not
adequately analyze safety.

Thesecondcategory of models are functional NAS models that model the NAS as a whole but
at a higher level of abstraction and for a specific function such as conflict detection. There are
two main types of functional NAS models: (1) Confioéoretic Models and (2Human
Performance ModelsControl-theoretic models use mathematical abstractiorderived from
control theoryto model air trafficnanagement as a control systeifihe goal of these modeis
to identify algorithmic ways to enable multiple decisioraking agents to collectively control and
coordinate the movements of aircraft to resolve conflicts and avoid colli&8)$7, 68].

By contrast, human performance models were developed to model the cognitive functions
and decisiormaking of air traffic controllers or flight crenBecause the current air traffic control
system is so humaaentric,human performancenodelswere neededto analyze the impact of
changes such asew ATM concepts or procedures on human performance metrics such as
workload[69, 70, 71].

Finally, he third category isimulation frameworks that provide the infrastructure needed to
integrate different models into a complete simulation of air traffic flowing through the N&S
73, 74, 75]. These frameworks enable performance metrics such as throughput, tapaci
closest point of approach between aircraft to be calculatbtbre recently, a new type of
simulation framework called Ageftased Modeling and Simulation (ABNIB), 77] providesa
more dynamic approach to simulation. By modeling the interactions and degisaiing of each
agent to match what would occur in the real world, they are used to predict overall system
behavior and performance.
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Limitations of Quantitative Methods

While quantitative methods have been applied successfully in the aerospace and automotive
industries to creat@nd analyz@hysicabr more detailedarchitectures, these methods are more
challenging to apply when developing other types of architectusash as conceptual or
functional architectures

One key reason is that it is much harder to identify relevant quantitative metrics for
evaluating architectures at the conceptual level compared to the physical level. For example,
massandcost arecommonguantitative metrics for evaluating a physical architecture. However,
it ismore challengingo identify suitablemetrics to quantify the safety or security of a conceptual
or functional architecture becaussafety and security are nghysical properties.

BEven if quantitative metrics exist, the performanceasfonceptual or functionarchitecture
with respect to a given metric ishallenging tcevaluate. This is because in the early stages of
system design, many of the design details needed to calculate quantitagiecsare not yet
known. For example, mass and ceanbe calculated foa physical architecturbut are much
harder to calculate foa conceptual or functionathat only definesa set of functions and the
interactions between them, not the details of how they are implemented.

These issues suggest that creating system architectures, especially during the early stages of
system design, is a fundamentally different type of problem solving activity than creating physical
architectures and different techniques are required78]. DeRemer and Kromake this
observationin [79] when they statehat:

{ GNHzOGdzZNAYy 3 | I NBS O2ffSOGA2Y 2F Y2RdzZ Sa (2
different intellectual activity from that afonstructing the individual modul§#9, p. 80]

In summary, quantitative methods enable more systematic and thorough exploration of a
tradespace compared to decompositimased or reusdased methods when creating physical
system architectures. However, because thieguire architectures to be evaluated strictly in
terms of quantitative metricsit is challenging to use quantitative methods tvaluae
conceptual or functional architectusefor emergent properties like safety

2.1.4 Flow-BasedMethods

The last type of approach to architecture development is flmged methods. Flowased
architecture development methods are typically used to design systems where the primary goal
of the system involves flolwased properties such as efficiency or throughg-or example, a
logistics network might belesigned using flodbased methodso maximize the speed and
efficiency with which packages can be transported from source to destination. Similarly, a
communications networkmight be designed using flebbased nethods to maximize the data
throughput or the number of clients thatan be served

How-based methods model the system as a network of nddes a graph)through which
items, energy or data flow througfthese graptbased models are then used identify how
best to link the node$o achieve the desired propertieBlow-based methods have been used to
design mission architectures and space logistics netw{@®s utility, and transit infrastructure
networks in a city81] as well as software systerfizl, 82].
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Limitations of FlouBased Methods

While these flowbased methods have been successfully used to design systems to achieve
flow-based properties such as efficiency or throughput, they aoé suitable fordesignng
systems to achieve nefhow-based properties such as safétycausehey only focuon the flow
interactions between nodes of the system. However, as discuss€tapter 1it is the controt
oriented interactions in a system that give rise éonergent propertiesThus, likethe object
oriented models used in decompositidrased methods, flovbased modelslo not focus enough
onthe essential contrebriented interactions that enable emergent properties such as safety to
be achieved.

2.2 Limitations of Current Approaches

In sectior2.1, a wide variety of architecture development methods were reviewed. Based on
the limitations discussed for each category of methods ke limitationsthat are addressed by
this researctare as follows.

First, the modeling approach underlying many of the architecture development methods do
not model the controloriented interactions in the system that are critical to ensuring that
emergent properties such as safety and security are achieved. Ginjectted system models
focus too much on th@hysicalcomponentsand interfacesn a system while flonbased system
models focus too much on flow interactions. As a result, it is much harder for system designers
to reason about thenecessary functions and contrimteractions that should be included in the
system design because they are obscurethegesystem models.

Second, although many of the architecture development methods recognize the importance
of deciding how to divide up a system into components, they typically offer little guidance on
how to make that decision for a specific system. Some methods @RSE methods) offer a
variety of heuristics that a systems engineer can use to inform how they decompose their system.
Other methods rely on the use phtternsor reference architectures that a system designer can
customizelike a template In either case, hoawer, little guidance is provided on how to decide
which heuristics to apply and there is heavy reliance on the experience of the system designer to
make these decisions. Furthermore, for new or novel systems that have never been designed
before, usefulheuristics patterns or reference architectures may not exist yet because a design
precedent has not yet been established.

Third, many of the current architecture development methods evaluate architecture options
using methods that are not suitable for conceptual or logical architectures created at the early
stages of system design. This limitation arises because these methqdse architecture
options to be evaluatedisingquantitative criteria that are easiest to identify when creating a
physical system architecture. However, some desirable emergent properties do not have
associated quantitative criteria that can be easlfined. Furthermore, even if quantitative
criteria are identified, it is much harder to quantitatively evaluate the performance of stalye
conceptual or logical architectures with respect to those criteria because many of the design
details have noyet been decided

These limitations thus suggest that there is a need to develop a more structured and
systematic approach for designing emergent properties syetem architectureshat can be
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applied starting at the early stages of system desifins research proposesgsing Systems
Theory as the foundation for this new approach.

2.3 Introduction to Systems Theory

To design emergent properties into modern complex systems, the design process needs to
avoid the limitations discussed Bections2.1 and 2.2 by using a approach that is focused on
the controloriented aspects of a system and emphasizes the need to consider the system as a
whole. Instead of relying on decompositicarchitecture development needs to take a holistic
control-oriented approach based on systems theory.

As dscussedin Chapter 1 architecting modern complex systemg achieve emergent
properties such as safetys challenging because they afeecoming more complex and
interconnected.Because of the increased coupling between components, their behavior is no
longer independent and depends on both the inputs received from other components as well as
the context or environment they are operating iJnfortunately, decompositioiased
approaches overemphasize the independence of the componf8s84], making it more
difficult to identify or analyze the emergent behaviors or properties of the sy$g&e@) 84].

Systemgheory was created in response to this need to view systems more holistiltally.
recognizes that the properties or behaviors of the system are not just the sum of the behaviors
of the componentsand thatthe & & & (i S Y Q a defiesd&oh #é enddonment in which it
operateg[83, 85]. For this reason, Systems Theory emphasizes considering the system as a whole,
including the context or environment in which the system operates.

Systems theory also recognizes that the behavior of a system arises from circular loops of
causeandS FTFS OO NBf I 0A2yaKALIA AyaildSIR 2F fAySIEN OK
2F OANDf Sa 0 dzi [88,9. 73 Bs$eadiofiuNderstahding thée Belyasicr éf a system
in terms of one event leading to another (a linear view of causality), Systems Theory views a
aeaidsSyQa o0SKI@A2NI I a 0 Sontifudusik opdrdtingBoyil@ Hepd8s,6é FSSR
87]. As a result of these circular loops of caasel effect, behavior in one part of the system can
eventually influence another part of the system even if they are not directly coupled or connected
to each other[45]. For this reason, the behavior of a system arises from the structure of its
control and feedback loog88].

There are two pairs of key concepts that form the foundation of Systems Theory: Hierarchy
and Emergenceand Communication and Conti@, 8]. First, in systems theora systentan be
organized into hierarchical levetsich thatthe properties associated with th&ystemelements
at one level arise (i.eemerge) from the interactions between the parts at thext lower level
[2, 8]. Extending these ideas to engineered systems, any complex system can also be organized
into hierarchies of subsystems, functions or components. Emergent properties such as safety
thus arise from the interactions between the system components at the leslelw[2].

This leads to the second pair of key concepts: Communication and Control. To ensure that
the necessary interactions between system components occur, components at one level of the
hierarchy can apply controls onto the level below to constrain the intevastthat occur at the
lower level [2, 8]. The enforcement of these constraints thus ensures that the required
interactions occur and undesirable interactions are avoided. In addition, the implementation of
these controls requires the communication of both controls down to the components below as
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well as feedback up to the controller. Communication and controltegefore the means by
GKAOK O2yaidNIXAyGa 2y | [AeadsSyQa oSKIF@A2NI I NB

2.4 Overview of STAMP and STPA

SystemsTheoretic Accident Model and Processes (STAMRxscdent causality model that
is based on Systems Thed8}. As in Systems Theor$TAMPemphasizes the importance of
considemgthe system as a whol& his includes not just the technical aspects such as hardware
and software but also the human operators, the social and organizational aspects as well as the
aeaidsSyQa 2LISNIYGAy3T SYDANRYYSY i emdrgéntpropeRiasi A 2 y =
such as safety arise from the interactions between the system components. This holistic view of
a system enables STAMPéxplain howaccidentsor undesirable behaviomight occur due to
non-linear or indirect causes, design and requirements flaasd human factors issuen
addition to component failure

STAMP also treats safety as a control problem rather than a reliability probbstead of
focusing on preventing component failure, STAMP focuses on preventing accidents or
unacceptable losses by ensuring the necessary interactions and behaviors occur and undesirable
interactions or behaviors are avoided. This can be done by idamgifgnd enforcing sufficient
O2yaidNIAyda 2y GKS aedaidisSyQa oSKIFE@A2NI FyR GKS

Based on this concept of safety as a control problem, STAMP models the controls in a system
using a hierarchical safety control structure that contains a controlled process and the various
O2YyGNREtSNBR GKIFG OFy AYyTit dzbhig i Busteatdd idgungdd NB f G KS

Controller

Control Process
Algorithm Model

Control Actions Feedback
(via actuators) (via sensors)

Controlled Process

Figure4: Asimple control loop (fronfi89])

Under this paradigm, a controller enforces the system constraints by applying appropriate
O2y iNRf | OGAzya G2 O2yGNBE | &d2aidSYyQa oSKIF QA2
turn, the controller receives feedback abotlte effect of those controls on the system. This
concept of control is interpreted broadly. Although the controls could be technical or physical
controls, they may also be social or organizational controls.

Process models are another important and unique aspect of STAMP. Process models (also
known as mental models for humans) are important for the safe operation of a system because
they are used by controllers to make decisions and select appropriate cautiohs. For this
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reason, controllers must receive adequate feedback to keep process models updated over time
G2 I @2AR YI1Ay3 dzyal FS RSOA&A2Y&a o6lFlasSR 2y |y
mental model of their aircraft is inconsistent with the actual aftrstate, they may provide

control inputs that are unsafe in the context of the actual state of the aircraft.

Based on this theoretical foundation, a hazard analysis technique called SyBbemetic
Process Analysis (STPA) was created. STPA takes a more generalized view of accidents and losses.
Although a loss may involve human death or injury, it may alsovawher types of losses such
as equipment, mission, financial or information losses. This enables a wide variety of control
oriented emergent properties to be analyzed using STPA includeigtainability [90] and
scalability]91]. Figure5 shows the four steps in STPA.

STPA

1) Define 2) Model 3) Identify 4) Identify
Purpose of = the Control = Unsafe Control ! Loss
the Analysis Structure Actions Scenarios

Identify Losses, Hazards ---——%—__l _____%___I

Define

System —. .
boundary LEnwronment

_____T____

Figure5: The STPprocess (fronj89])

STPA analyzes the control loops in a safety control structure to proactively identify potential
flaws and causes of accidents during development before an actual accident [R@jurEhese
flaws and causal factors are identified as Unsafe Control Actions (UCAs)umad scenars

.80l dzaS 2F {¢t! Qa F20dza 2y ARSYGATeAy3ad LRGS)H
be used to inform how a system should be designed or how to improve an existing design to
mitigate or prevent the UCAs and scenarios. However, a more structuceg$s is needed for
usingthe STPA results to create and assess architecture options.

2.5 Past Research Using STAMP and STPA for Architecture Development

In addition to the safetydriven approach to architecture developmehiat wasdeveloped in
[15], there have beerseveralother research efforts that have also applied STAMP and STPA to
architecture development. This section provides a brief overview of these past research efforts
to highlight some specific aspects of architecture creation and assessment that a systems
theoretic architecture development framewoshouldaddress.

Comparing Architecture Options Using STPA
One way that STPA has been used in architecture developmentdralgzea series of
architecture options that have already been created and compare the results. For example,
Kharsansky used STPA to compare three architecture options for controlling and managing a
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constellation of satellites in terms of the reliability and safety of the architecture as well as the
ability to scale the architecture to larger constellation sig4d.

Similarly, France used STPA to compare four architecture options for an automated park
assist system where each architecture option gives the automation an increasing level of control
over the vehicle and the parking taf]. France then compared the different architectures in
terms of the number of driver and automation UCAs identified for each of@ah

As a final example, Horney used STPA to analaarchitecture options for controlling the
formation shape of one or more unmanned aircraft that are tethered to a lead hypilated
aircraft[93]. In one option, the human pilot decided the formation shape and in the other, the
tethered unmanned aircraft decided the formation shape. Horney then compared the two
options in terms of the identified UCAs and scenarios and used them to highlight teetjabt
challenges of each optid®3].

These past research efforts all employ a common strategy for comparing architecture
options They identify a series of architecture options first, evaluate each one with respect to a
set of predetermined criteria (e.gnumber of UCAs or scenarios) and then compare them based
on those criteria to determine the benefits and tradeoffs of different options.

Although these research efforts are an improvement over the traditional methods for
architecture development, there are two key limitatioriSrst, more guidance is needed on how
to systematically identify the architecture options to eealuatedinstead of jususing heuristics
or experience For example, Kharsanskaypd France defined architecture options in terms of
different levels of automation, a heuristic that is commonly used when deciding how much
automation to include in a system. Instead of just relying on heuristics or past experience, a more
systematic praessis neededor identifying what architecture options should bensidered

Second, more guidance is needed on identifying the criteria by which architecture options
should be assessed. Instead of just comparing architecture options in terms of the number of
different types of UCAs or scenarios identifiadmore structured process is neede help
identify appropriatemetrics of interest for a specific system

Using STPA to Improve an Architecture

Another way that STPA has been used in architecture development is to analyze an initial
architecture using STPA and use the results to inform changespmve thatarchitecture.
When done iterativelythe architecture can be improved incrementally.

One method that does this is called Systehmgoretic Early Concept Analysis (STEZH)
STECA is based on systems theory and extends STAMP and STPA to analyze the Concept of
Operations (ConOps) for a system early in the design process. STECA focuses on systematically
identifying missing information, undocumented assumptions and inconsistertonflicting
information in the ConOps and formulating mitigation strategies to address theddtems[94].

To do this, STECA first models the system based on the ConOps using a control structure. It
then defines a set of formal equations that can be usedrtalyze the control structure for gaps
in a mathematically rigorous manner. Three main gaps are analyzed: (1) completeness in the
definition of the control loops, (2) constraintglly accounted forand (3) consistency araarity
where responsibilities or control actions are shared by multiple controllers in the control
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structure[94]. STECA then provides a process for modifying the control structure to remedy any
gaps that are identified. The STECA analysis and design process is illustridedst

GENERAL,
SYSTEMS-THEORETIC SAFETY-DRIVEN DESIGN
CONOPS ANALYSIS

ConOps ¢
\ Identify System Hazards

e Demonstration: Section 4.2

| Derive System
Safety Constraints
¥ e Demonstration: Sec 4.2

Identify Control Concepts
e Description: Section 3.2

e Demonstration: Section 4.3 Y
Derive Refined

Safety Constraints

o Description: Sec 3.4

e Demonstration: Chapter 5

Y 7

Identify Hazardous Scenarios

and Causal Factors

e Completeness Criteria: Sec 3.3.1

e Analyze Safety Resp: Sec 4.4.2

e Coordination & Consistency: Sec 3.3.3

e Demonstration: Section 4.4 Y
———,[Refine, Modify

.| Control Structure

" | @ Description: Sec 3.4

e Demonstration: Chapter 5

Figure6: STECprocesslow diagram (from94])

Another method that uses the results of an STPA analysis to improve an initial system
architecture is the conceptual architectubmsed approach described by Levesofil#]. In this
design process, an initial system architect(oalled a conceptual architecture) is analyzed using
STPA to identify UCAs and scenarios that describe potential causes of unsafe system behavior.
Changes to the system architecture can then be identified that will mitigate or eliminate the
identified UCA®r scenarios and the STPA analysis can be updated to reflect the new version of
the system architecture. If14], this process is applied to the design of a Thermal Tile Processing
System (TTPS) robot.

The TTPS robot is an automated vehicle that was intended to be used to refurbish thermal
tiles on the space shuttle after a space flight. In essence, the robot consisted of a mobile base to
move from one location to another and a robotic arm that servitedthermal tiles on the space
shuttle. To prevent the mobile base from tipping over while the robotic arm was extended, the
mobile base included stabilizer legs that needed to be deployed and secured before extending
the robotic arm[14]. An initial architecture for this robot used separate controllers to control the
movement of the robotic arm and stabilizer legs as showrignire?.
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Figure?: Initial wstemarchitecture for TTP®bot (from[14])

An STPA analysis of this initial architecture found that poor coordination between the two
controllers controlling the robotic arm and stabilizer leggas associated with numerous
hazardous scenarios. For example, the stabilizer legs could be retracted before the robotic arm
was fully stowed or the robotic arm could be extended before the stabilizer legs were fully
deployed either ofwhich could cause the robot to tip over

Based on these STPA results, Leveson finds that many of these hazardous scenarios could be
preventedby using the same controller to contritie stabilizer legs and robotic arm instead of
usingseparate controllerg14]. Having the same controller be responsible for controlling both
the stabilizer legs and robotic arrmakes it easier to coordinate ther movemens. This
alternative architecture is shown Figure8.
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Figure8: Alternativearchitecture for the TTP®bot (from[14])
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This example illustratelsow information about how a system might behave can inform the
development of its architecture. Because the STPA analysis identified that coordinating the
movement of the robotic arm and stabilizer legs would be critical for ensuring safe system
operation, abetter architecturewas identifiedthat used the same controlleto control both
parts. This functionagroupingmakesit easier to ensure that unsafe behavior would be avoided.

Both STECA and the conceptual architectsed approach are useful because they help
systems engineers to identify information that can inform changes to the architecture. By helping
to highlight flaws or inconsistencies asystemarchitecture,both STECA and the conceptual
architecturebased approaciprovide systems engineers with useful information that can guide
and inform their design decisions. Itis this type of design support thatety-drivenarchitecture
development framework should also ste to provide.

However, both STECA and the conceptual architedvaseed approach require an initial
ConOps or conceptual architecture to be defined first to perform the initial analysis on. That
initial architecture is then modified to address any flaws that are founstead of creating an
initial architecture and then addressirany flaws, it would be preferable to create an initial
architecture that avoids as many of the flaws as posdibia the beginning

2.6 Summary

This chaptersurveyeda wide variety ofarchitecture developmenmethodsand identified
several key limitations to be addressddrst,many of these methodsdo not focus enough on
the controloriented interactions that are critical to ensuring that emergent properties such as
safety are achieved. Second, they primarily on general heuristics to guide the creation of a
systemarchitectureandtypically offer little guidancen how to make tbhse design decision®r
a specific system. Finally, they relg quantitative criteria for comparing architecture options
even thoughit can be difficult to identify appropriate quantitative criteria for emergent
properties like safety, especially during the early stages of development.

Insteadof these traditional approaches, systems theory and STAMP offer a more suitable
approach for designing emergent properties like safety into a system architecture from the
beginning.. SOl dzaS 2F {¢t! Qa F20dza 2y ARSYuGAFeAy3
analysis provides useful information that can be used to inform decisions about how a system
should be architected to achieve safety and other emergent properfleg. next chapter
describeghe architecture development framewotkat wasdeveloped tostructure the process
of using STPA results to inform architectural design decisindscreate a system architecture
that best achieves the desired emergent properties
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Chapter 3A SafetyDriven Approach to Architecture Development

As described irChapter 1 this research aims to develop a framework #&mchitecture
developmentthat enablessystems engineers tesign emergent properties like safety into their
system architecturesTo address thelimitations of current methods that were described in
Chapter 2 this framework will need to providethree main types of supportFirst,instead of
simply relying on decomposition to identify the system elemetitis framework needs to help
systems engineeneason about what functions and interactions will need to be included in the
system architecture to achieve the desired emergent properties. Segosidad of just relying
on design heuristics, thframework needs tchelp generate relevantlesigninformation that
systems engineers can use to infotneir architectural desigmlecisions Finallyjnstead of only
using quantitative metrics tevaluate and compare architecture optiorigjs framework needs
to help identify relevant evaluation criteria that systems engineers and analysts can use to
determine how wellan architecture option achiewdhe desired emergent propertie8ecause
this framework is focused on easbfage architecture development, itagsoimportant that these
criteriacan be identifieceven when few details about the system are known

To meet these needand enable systems engineers to design emergent properties into
systems Systems Theory provides suitabletheoretical foundation for this framework.This
chapter is organized as follows. Firdte concepts from Systems Theddescribed inSection
2.3) are applied todefine a systemaheoretic approach to architecture development. Then, an
overview of the framework is providddllowed by the details of how each part of thernawork
was developed.

3.1 A SystemsTheoretic Approach t@Architecture Development

In any architecture development effort, the overarching goal is to determine how the system
should be designed to achieve the desired emergent properties while avoiding undesirable
behavior. Ultimately, this requires dalingwhat functions the systemeeds toperform, what
interactions are needed between functions, what the components of the system should be and
how they should be structuredTo create a systemheoretic approach to architecture
developmentthe concepts from systems theory can be apptiedach of these design decisions

As discussed in Secti@rB, one of the keyconcepts fronSystems Theory Kolismc the idea
that the behavior of a system depends dhe context it operates inApplying thisconceptto
architecture developmentherefore suggests that systems need to be designed as a whole. This
means that design decisions should account for both the interactions between functions or
components of the system as well as the interactions between the system and the environment
in which it opeates. These interactions are an especially important aspect of the system design
because the desired emergent properties obgstem can only be achieved if the necessary
interactions are designed into a system while avoiding undesirable ones.

Similarly, @plying the concepts of hierarchy and emergence as well as communication and
control suggestsemergent properties can be designed into a system by enforcing sufficient
constraints to control the behavior of the system components and the interactions between
them. This requires that the system desigontainsthe right components arranged in an
adequate hierarchy with the necessary communication (feedback and control acticas)itve
the system goals while enforcing constraints on how thossggoan be achieved
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A systerdevel design process should therefore assist system designers in créegisgstem
architecture by helping them to identify the necessary interactions (ecgntrol actions and
feedback) and the required system structure. This will ensure that components at a particular
level of the control hierarchy are designed to exert adequate control over the components at the
level below.

3.2 Overview of he SafetyDriven Architecture Development Framework

Based on the overall approaakescribed in the previous sectipm new frameworkfor
developing system architectures calléte SafetyDriven Architecture Development Framework
(SDADRyas developed tdnelp systems engineedesignemergent properties liksafety intoa
system architecturefrom the beginningof architecture development Conceptually, the
frameworkconsist of 3 mainpartsas illustrated irFigure9.

Initial STPA identifies how unsafe system
behavior could occur

defines the control
behavior needed to enforce safety constraints

Y

Structural Design Process defines system
architecture that implements control behavior

Figure9: Conceptuabverview ofsafety-drivenarchitecture development framework

Thekey overarchingdea is that a system should be designed to prevent unsafe or undesirable
behavior. Thus, the firgiart of thisframeworkis to perform an initial STPA analysis of the system
to identify preliminary information about how unsafe behavior of the system might occur. One
of the strengths of STPA is thatanalyzes a systemdtudingthe context in which that system
operates. Thus, using STPA resultdrige design decisions ensures thfitose design decisions
accountfori KS &aeaidsdSyQa 2LISNIGAy3 O2yiSElGO®

This framework appliethe existing STPA process with no changes. However, because few
design details are known during easiage design, this initial STPA is performed at a-lagél
of abstraction to minimize the number of assumptions that need to be made about the system
during the analysisThis initial abstract definition of the system can then be refined as
architecture development progresses.

Once potential unsafe system behaviors have been identified, thepaekof the framework
definesthe control behavior needed to prevent those unsafe behaviDesveloping the control
behavior beforeexploring and comparing architecture options allows systems engineers to
determine what the desired behavior of the system should be before creating a system structure
to implement it. Thus, the behavioral desigi a system serves as a cognitive steppingstone to
supportlater reasoning about what the prefegd system architecture might be.
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A Behavioral Design Procesass therefore developed tprovide a structuredprocessfor
using the causal scenarios identified by STPA to define the necessary safety constraints and the
control loops that are needed to enforce them. The output of {hest of the frameworkis a
Conceptual Architecturea controtoriented systemmodel that represents the various control
elements that are needed in the system and the relationships between them.

Once the desired control behavior has been defined, the paai of this frameworknvolves
creatinga system architecture to implement that desired behavia.do thisa Structural Design
Processvas developed t@rovide a systematic process for deciding how to allocate the control
elements to either new or existing system components to create the system architecture.
Because there can be numerous options for how to allocate the control elements to achieve the
sane desired behavior, this process helps systems engineers to systematically explore and
compare different architecture options to identify the one that best achieves the desired
emergent properties.

The remainder of this chapter elaborates on ttletails of thebehavioral and structural
design processedhis framework is then applied to develop and refine an ATM architecture for
UAM inChapter 4and Chapter 5

3.3 The Behavioral Design Process

The purpose of the behavioral design process is to define the control behavior that is needed
to enforce the necessary safety constraints and ensure unsafe or undesirable behavior is
prevented. However, designing an adequate control behavior can be tiffwwo because
modern complex systems typically require numerous interdependent safety constraints to be
enforced. The behavioral design may therefore need to contain many control functions and
interactions to adequately enforce all the safety constrairturthermore, the interdependence
between control functions makes it difficult to ensure that design decisions made to avoid one
type of unsafe behavior do not inadvertently lead to another.

For these reasons, a structured and iterative process is needed to help systems engineers
incrementally refine the required control behavior and evaluate it to ensure that feEesot
introduced as the behavias designed.FigurelO provides an overview of the behavioral design
process.

Behavioral Design Process

—> Define System Requirements

Y

defines the control ]
behavior needed to enforce safety constraints Create Conceptual Architecture

Y

— Update STPA Analysis

Figurel0: Overview obehavioraldesignprocessto define requiredcontrol loops
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3.3.1 Defining System Requirements

The input to this behavioral design process is the causal scenarios identified by the initial
STPA. As shown kgurel0, this process starts by usitigose scenarios to identify appropriate
system requirements. Consistent with STAMP principles, the system requirements define the
safety constraints that will need to be enforced to prevent the unsafe behaviors described in the
STPA causal scenarios. Thesguirements are intended to be solutiameutral and should only
state what constraint(s) need to be enforced. The requirements should not describe how the
constraints should be implemented or who should enforce the constraibecause those
decisions will be made later in the development process when additional design information is
available to make a more informed decision.

Asan example, considea simpk, abstractedversion ofan Air TrafficControl (ATC)}system
where Air Traffic Managemenis a controller thatmonitors the movement of aircraft in the
airspace and issues @oordinationcontrol action toprevent collisions byoordinaing the
movement of aircraftThe control structure for this simple ATC system is showAigarell.

Air Traffic Management

Position
Coordination
Intent
Aircraft 1 Aircraft n

Figurell: A simple control structure of the air traffic control system

Figurel2showsan example ohowthe Coordinatiorcontrol actioncan be analyzed to derive
a collision avoidanceequirement Regl.

Unsafe Control Action (STPA): Air Traffic Management (ATM) does not Coordinate Aircraft
Movements isi i isi i

h Loss Scenario (STPA): ATM receives feedback about a potential collision but is
preoccupied addressing other collisions and does not address this one

b Reg-1: ATC system shall coordinate the movement of aircraft to
resolve all potential conflicts

Figurel2: Example requirement derived from initial STPA analysis (control action in red)

As illustrated irFigurel2, each requirement defines a constraint that, when enforced in the
system, would prevent or mitigate one or more scenarios. By doing this for all the scenarios
identified in theinitial STPA analysis, a set of system requirements are defined that, when
implemented, will adequately control the hazards.
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3.3.2 Creating the Conceptual Architecture

Once the system requirements have been define@anceptual Architecturis created to
model the control loops that are needed to enforce the safety constraints described in the
requirements. Unlike the system architecture which models the physical components and
relationships between them, the conceptual architecture doesnestessarilynodelthe physical
components. Instead, is a functional control structure thanhodels the control behavior that
the system will need to exhibit in terms of the requdreontrol elements and the relationships
between them.

Inspired by the elements of a basic control loop, a conceptual architecture includes four main
types of control elements as shownkigurel3. The creation of each control element is therefore
a design decision that needs to be made. By defining these four types of control elements,
adequate control loops can be created to enforce the safety constraints described in the
requirements.

Controller

Responsibility: What should be done to enforce a
safety constraint?

[ | €
) @ Process Model Parts: What !nformatlorj QQes a Feedback/Inputs:
Control Action(s): controller need to carry out this responsibility?
» What action(s) can be » What feedback or inputs
@ taken to effect control? @ are needed? )

. Who is the target of a » Where do the required

control action? feedback/inputs come

' from?
> Controlled Process

Figurel3: lllustration of thefour types of control elements in a conceptual architecture

Defining Control Responsibiliti@Sontrol Element 1)

Creating a conceptual architecture starts with identifying ¢batrol responsibilities that that
system will need to perform. To ensure that all safety constraints described in the requirements
are enforced, these control responsibilities are derived from the system requirements. However,
not every system requiremergenerates a new control responsibility becauwssinglecontrol
responsibility mayhave multiple system requirementghat specify different aspects ats
required behaviorFor examplepne responsibilityof the ATM system is tprevent collisions
between aircraft However, b gecify how this responsibility should lmarried out,numerous
requirements are needed to describghat feedback is neededhe factors that should be
considered when modifying the path of an aircraft to prevent a collision,henwd quicklythose
decisions should be made

For this reasongroups of related system requirements are used to dettive control
responsibilities ad their corresponding constraints thaspecify restrictions on how those
responsibilities should be performeéigure 14 illustrates how this is done for eight generic
system requirements to generate two control respornliiies and six constraints
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"Eeq-1 (Control) ----=-=-=-=-=--~-~- » Responsibility Resp-;\'
A
L ) o . i )
Req-2 (Constraint) Constraint RC-1 System
— Req-3 (Constraint)---------- » Constraint RC-2 Requirements
— Req-4 (Constraint)---------- » Constraint RC-3 Group 1
— - iNt) = === == == == > i
\_ Req-5 (Constraint) Constraint RC-4 Y,
4 - N
Req-6 (Control) - ----~--~-~---~- » Responsibility Resp-2
System
tﬂeq-? (Constraint) = == === ===« » Constraint RC-5 Requirements
Req-8 (Constraint) - - ----- -~ - » Constraint RC-6 ) Group 2

Figurel4: Deriving control responsibilities and constraints from system requirements

To form theseaequirementgroups, each system requirement is first categorized as either a
control requirement or a constraint requirement. Control requirements describe a control
decision or control function that needs to be performe&ly contrast, constraint requirements
describe restrictions or constraints @tceptable ways thaa control decision should be made
or the expected response of the controlled process in the system.

Once the system requirements are classified, they can then be organized into groups where
each group consists of one control requirement and the constraint requirementagpy toit.
This is illustrated by the blue and gremguirements on the left side dfigurel4. Grouping the
requirements like this ensures that related requirements are considered together when the
control behavior is developed. For each group of requiremethts control requirement is used
to generatea control responsibilityand the constraint requirements are used to generate
responsibilityconstraints(RCsjhat are associated with the control responsibility

Continuing thesimple ATC systeexamplellustrated inFigurell, consider the thresystem
requirements shown ifablel that describe several aspects of how air traffic should be managed
to prevent collisions. To the right of each requirement is its classification.

Tablel: Example classification of system requirements

Requirement Category

Reqgl: ATCsystemshallcoordinate the movement of
aircraft toresolve potential conflicts

Reqg2: ATCsystemshallaccount for operational
constraints when selecting coordination

Req3: ATCsystemshallensure that aircraft have receive
the coordination being communicated

Control Requirement

Constraint Requiremerg

All three of the requirementsn Tablel pertain to the same aspect ddir traffic control
coordinating the movement of aircraft to prevent collisions. However, -Ratgscribes the
control decision to be maderdsolving potential confliclswhile Reeg and ReeB describe
constraints on the inputs that should be considered when making that decision.
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Using he three requirements shown irifable 1, a control responsibility (Resp) for
preventing conflictandits associated behavioral constraints (R@nd R&) can be generated
asshown inTable2. Thesystemrequirement used to generate eachsponsibility or constraint
is linked in red.

Table2: Example control responsibility and constraints

Control

Responsibility Respl: Coordinate the movement of aircraft to prevent confligieg1]

RG1: Account for operational constraints when selecting
coordination[Reg2]

RG2: Ensure that aircraft have received the coordination being
communicatedReg3]

Constraints

Defining Process Model Parts, Control Actions and Fee@@aokrol Elements 2, 3 and 4)

Once the control responsibilities and associated constraints have been generated from the
system requirements, the process model parts, control actiand feedback can then be defined
based on what is needed to carry oedchresponsibility andneet its behavioratonstraints.
Figurel5illustrates how this is done.

Decisions made Model information
using information in Process Model kept updated by Feedback
Parts (PM) | (FB)

Responsibility Resp-1

Constraint RC-1
Constraint RC-2
Constraint RC-3

Conirol enacted via Control Actions
(CA)

Figurel5: Identifying theother control elementgrom responsibilities and constraints

As illustrated inFigurel5, the responsibilities and associated constraints fargt used to
generate the process model parts and control actions. Process model pantgin the
information needed by a controller to make appropriate decisions when carrying out a
responsibility. Thusthe process model partor a given responsibilitgan be generated by
considering what information will be needed tmake the decision described by that
responsibility and it@ssociated constraints. Similarly, the control actioas be generated by
consideringvhat output(s) might be needed byhat responsibility to eable effective control.

Asdescribed in STAMIT) addition to having the right information in the process model to
make appropriate decisiong,is alsoimportant thatthoseprocess model parts are kept updated
over time and this requires appropriate feedback. Thus, for each process modelthmart,
necessary feedback required to keep it updasdubuld be identified.

Asa concreteexample of how process model parts, control acti@rs feedback are defined,
Figurel6 shows low these control elementare generatedfor Respl, RCL, and RE that were
shownin Table2. Tocontinuemaintainng traceability,the responsibility or constraint that was
used to identifyeachcontrol element idinkedin red
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Resp-1: Coordinate the movement of aircraft to prevent conflicts [Reg-1]

Constraints: Process Model:

RC-1: Account for operational constraints when PM-1: Planned trajectory [Resp-1]

selecting coordination [Req-2] PM-2: Possible trajectory modifications [Resp-1]

RC-2: Ensure that aircraft have received the
coordination being communicated [Reg-3]

PM-3: Operational constraints [C-1]

PM-4: Acknowledgement of trajectory
modifications [C-2]

Feedback:
Control Actions: FB-1: Planned trajectory [PM-1]
CA-1: Trajectory FB-2: Operational constraints [PM-3]

modifications [Resp-1] .
FB-3: Acknowledgement of trajectory

modifications [PM-4]

v

Figurel6: Example control elements generated for responsibility Riesp

As shown irFigurel6, coordinating the movement of aircraft (Re$prequires identifying a
conflict based oithe planned trajectories of aircraft in the airspace (Mipdated byFB1) and
then modifying those trajectories (€13 to resolve that conflict. In addition, to account for
operational constraints (RO, Resgl must know what they are (P{8, updated byFB2).
Similarly, to ensure aircraft have received their trajectory modifications2)R®esgl must
receive confirmation that the aircraft received thajectory modificationNPM4, updated by FB
3). This example therefore illustrates that this procedkows systems engineers to carefully
define a control loop for each responsibility by deciding the varaandrol actions and feedback
that are needed to carry out each responsibility and meet its associated constraints.

Defining Control Actiomargets and Feedback Sources

By following this process for each of the defined responsibilities, the process model parts,
control actions and feedback associated with each responsibility can be generated. However,
they cannot be assembled into a conceptual architectyeeuntil the targets of each control
action and the sources of each piece of feedbaddefined. To define the control action targets
and feedback sources, the process model parts eodstraintsassociated with the various
responsibilities can be compared and the following rules can be applied:

1 Feedback sourceare the responsibilities or controlled process that have the required
information in their process model

1 Control action targetsare the responsibilitiesor controlled processvhose decision
making must include the information in that control action

By applying these ruleso the control actions and feedback associated with each
responsibility, the relationships between responsibilities (and the controlled process) can be
defined in terms of the control actionsd feedback that are exchanged between thdfigure
17illustrateshow this is done for three generic responsibilities.
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Resp-1

Process Model Parts:
PM-1, PM-2, PM-3, PM-5

FB-1 (info for PM-1) ]
CA-1 FB-2 (info for PM-2) CA-2 FB-3 (info for PM-3)

FB-5 (info for PM-5)

Y Y

Resp-2 Resp-3
Constraint: Process Model Parts: | (info for PI-5) | Constraint: Process Model Parts:
» Consider <CA-1>in « PM-1 » Consider <CA-2> in o PM-3
Resp-2 decision making + PM-2 Resp-3 decision making +» PM-5
« PM-4 « PM-6
» <CA-3> executed by » PM-5 » <CA-4> executed by
controlled process controlled process

-~ A

FB-3 (info for PM-3)

CA-3 FB-4 (info for PM-4) CA-4 FB-6 (info for PI-6)

Controlled Process

Process Model Parts:
PM-3, PM-4, PM-6

Legend: CA: Control Action | FB: Feedback |
Figurel7: Definingcontrol action targets and feedback sources

By applying the feedback sources rutevo responsibilities (or a responsibility and the
controlled process) wilbe connected by feedback if they share the same process model part.
Thus, irFigurel?7, Resglreceivedeedback FR., FB2, and FB5 from Resp2 because those two
responsibilitiesshare process model parts P, PM2, and PM5. Similarly,Resp2 receives
feedback FBl from the controlled proces®ecause the controlled process and R&sghare
process model part PM. Thissame reasoning also hovthe feedback sourcewere determined
for the feedback between Resp and Resfl and betweenResp3 andthe controlled process

Note that in some cases, there might b@ra than one responsibility that could serve as the
feedback source for piece of requiredeedback In such cases, a systems engineer will need to
choosewhich responsibilitylsouldserve as the feedback sourder example, ifrigurel7, Resp
1 needs to receive feedback BBfor PM5, and either Resp2 or Resp3 could provide that
feedback because they both have PN their process modeln Figurel7, Resg2 is chosen as
the feedback source. Howevdrecause this behavioral design process is designed to be iterative,
this decision can be revisited and changed later if needed.

Next, by applying the control action targets rulieyo responsibilities (or a responsibilignd
the controlled process will be connected by a control action if the constraint for one
responsibility requires that it make use of information contained in a control action provided by
another.For example, ifrigurel?7, Respl provides control action GAto Resg because of the
Resp2 constraint that requires GAbe considered inRespQa RSOAaA2Yy Y1 Ay3o
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2 provides control action CAto the controlled process because of the R&sponstraint that
requiresCA3 to be used to influence the behavior of the controlled process. This same reasoning
is also how the control action targetgere determinedfor the control actions between Resgp

and ResgB and between Resp and the controlled process.

In addition,Figurel? also illustrates how control inputs (i,dateral coordination) between
two responsibilities might be definetf.two responsibilities share a common process model part
that is not associated with a control actidhgen lateral coordination or a control input is needed
between them to ensure that #ashared process model pamtmains consistent between them
and does not become misaligngab].

As a concrete examplef how these rulesare appliedfor a specific systegrconsider how
Respl identified forthe simple ATC examplhaight receive the required feedback defined in
Figurel6 and what the target of its control action might be. The feedback sources and control
action target forthe feedback and control actions associated viRispl are shown inFigurel8.

Resp-3: Ensure Coordination Options Are Available

Process Model:

PM-5: Proposed trajectory modifications

h

r
FB-4: Proposed
Trajectory Modifications

Resp-1: Identify & Resolve Conflicts

Process Model:
PM-1: Planned trajectory
PM-2: Possible trajectory modifications

PM-3: Operational constraints

PM-4: Acknowledgement of trajectory modifications

F 3

FB-1: Planned trajectory

CA-1: Trajectory FB-2: Operational constraints

modifications FB-3: Acknowledgement of

trajectory modifications

Y

Aircraft

Figurel8: Identifying control action targets and feedback sources

For Resql, FB1, FB2, and FB3 all involve feedback about the aircraft and therefore that
feedbackisobtained directly from the aircraft. Similarly, @As intended to change the trajectory
of aircraft to resolve a conflict and therefore @As provided to the aircraft.

Figurel8also introduces a second responsibility R83p illustrate how Resfi might be a
feedback source for another responsibility. R&ps a responsibility that receives proposed
trajectory modifications and confirms that an aircraft will always have adterrirajectories
available if the proposed trajectory modifications were implemented. Retperefore needs to
know what trajectory modifications are being proposed @BM Since Resp is identifying
trajectory modifications to transmit to the aircrafhd has possible trajectory modifications in its
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process model (PN2), Resgl is therefore the source of feedback about proposed trajectory
modifications to Resf.

Having defined the various control elements and the feedback sources and control action
targets, the control elements can now be assembled to create the conceptual architeOture.
assembled, the conceptual architecture looks similar in structure & dbntrol structure in
Figurel?. The conceptual architecture therefore represents the desired control behavior of the
system in terms of the responsibilities that will need to be performedtaeaontrol actions and
feedback that are exchanged between them and with the controlled process

In addition, ing the traceability that was maintained throughout this process thus far, each
element in the conceptual architecture can be traced directly back to a requirement and an STPA
scenario that motivated its inclusion. Thus, this process also helps to cap&design rationale
underlying the inclusion of each element in the conceptual architecture.

3.3.3 Updating the Initial STPA and Refining the Conceptual Architecture

Finally, the last step of this behavioral design process is to update the STPA analysis of the
system based on the conceptual architecture thveds created to refine the causal scenarios
identified in the initial SPTA analysiBhis STPA update providassystems engineerith an
opportunity to evaluate the conceptual architecture they have created to identify any flaws that
might have been inadvertently introduced and the ways in which the conceptual architecture
might not adequately control the system taads identified at the beginning of STPA.

Based on the updated and refined set of STPA scenarios, systems engineers can then decide
if any of those scenarios could be mitigated or prevented by changing the conceptual
architecture. For example, if a scenario describes a missing piece of feett@adagnceptual
architecture should be modified to add the missing feedback. Sometimes, the STPA scenarios
may also highlight a problem with how the behavior of a responsibility was designed and that
may prompt a reformulation of that responsibility to ttp improve its behavior. Once the
necessary modifications have been madehe conceptual architecturethe STPA analysis can
then be updated again to determine if the change had its desired effect and if any new unsafe
behaviors were introduced.

By iterativelyupdating the conceptual architecture and then updating the STPA analyisis
behavioral design procegsves systems engineers the opportunity to iterate ondesign of the
conceptual architecture and explore the behavioral design space for a system. This iteration is
intended to be performed until no further improvements to the conceptual architecture can be
made. It is at this point that a system designer can proceeddathuctural design process where
a system architecture is created to implement this conceptual architecture.

3.4 The Structural Design Process

Once the conceptual architecture is created, the fipait of this architecture development
frameworkis to create a system architecture to implementging the structural design process
The goal of this structural design process is therefore to identify the system architecture that best
achieves the desired emergent properties.

To create a system architecture that implements the conceptual architecture, the main
design decision that must be made is who is assigned to perform each of the responsibilities.
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Once the responsibilities have all been assigned, the control actions and feedback associated with
each responsibility can be assigned accordingly to the same controller. This ensures that each
controller is provided with the appropriate control actioffise., authority) and feedbackto
perform their assigned responsibilities.

Thus, in thisapproach an architecture optionrepresents one possible way to assign the
responsibilities (and their associated control actions and feedback) to either existing or new
controllers in the system. A generic example of how an architecture option is created is shown in
Figurel9.

[ Controller 1

ry Responsibility 1
l h 4 I

Responsibility 2

[ Controller 2 } [ Controller 3

A I
Y ¥

[ Controlled Process

Responsibility 3

l

} Responsibility 4

Figurel9: Generic example of how an architecture option is created

The generic system shown iRigure 19 has 3 controllers which collectively control a
controlled process and there are four responsibilities thathneed to be assigned tat least
one controller. Thus, one possible architecture option is:

1. Assign Resf to controller 1
2. Assign Resf to both controller 1 and controller 3 (shared responsibility)
3. Assign Resf and Resy to controller 3

AlthoughFigurel9illustrates one possible assignment of these responsibilities, it is not the
only one. Thdaradespaceof possible architecture options is therefore defined by all possible
assignments of responsibilities to controllers. However, tilidespace grows exponentially with
the number of responsibilities and controllers in the system.general, fora system withn
responsibilities andn possible controller assignmentthe number ofpossible architecture
options (i.e, the size of the tradespacd) is defined by Equatiod. Note that this equation
assumes each responsibility is only assigned to one contrdflelaxing this assumption and
allowing a responsibility to be assigned to multiple controllers further increases the value of

0 a p

Thus, m the case of the generic exampleFigurel9, withn = 4responsibilities to be assigned
and m = 3 possible controllers to assign them to, theaee theoretically N =81 possible
architecture optiongagain, assuming no sharing of responsibilities between contrallEms)a
real system with many more controllers and responsibilities, there could be an overwhelming
number of potential architecture options to consider in the tradespace.
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Because the architecture tradespace grows exponentially with the number of responsibilities
and controllers in the system, it will not be feasible or practical to exhaustively explore every
architecture option before selecting the best or preferred onestéad of exhaustive
enumeration, a process is needed to guide the exploration of different architecture options and
to highlight those architectures that are worth exploring and comparing.

To do this, an iterative structural design process was developed to help systems engineers
systematically explore alternative architecture options and incrementally improve the system
architecture based on what they learn about the behavior of differechaecture options. An
overview of this process is shownHigure20.

Structural Design Process

—> Create Architecture Options

A J
Structural Design Process defines system Analyze Architecture Options Using
architecture that implements control behavior STPA

Y

Scenario-Based Comparison of
Architecture Options

Figure20: Overview of the structural design process

3.4.1 Creating Architecture Options

The inputs to this process are the conceptual architecture and the causal scenarios from the
updated STPA that weiridentified in the behavioral design procesRecall that irthat process,
any scenarios identified in the updated STPA that could be mitigated or prevented by making a
change to the conceptual architecture were addressed. However, there are also some scenarios
that might only be possible to mitigate or prevent with @ustural change. It is from these
scenarios that architecture options oft@rest can be identified.

The first step in this structural design process is to use the causal scenarios to identify
potential responsibility assignments that could help to mitigate or prevent tHarother words,
the goal is to identify what responsibility assignments might be preferabtausehey help to
mitigate or prevent unsafe behavioFor example, if a scenario involves two responsibilities
having inconsistent information about the same process model part, one way to prevent that
scenario occurring could be to assige tlesponsibilities to the same controller to avoid having
the same process model part being needed by two diffemnttrollers

For these scenarios wheeepreferredresponsibilityassignmentould mitigate or eliminate
the occurrence of that scenaridhese preferencesare recorded asassignment constraints
Examples of different types of assignmepnstraints are shown ifmable3.
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Table3: Examples of different types of assignment constraints

Assignment Constraint Typ¢ Constraint Notation
Assigning a responsibilitg one preferredcontroller:

Preferred controller RespX =0

constraint Shared assignment of a responsibilitymaltiple controllers:
Note:G.and G are RespX =6 ~ 0

controllers ina system Multiple assignment preferences for a responsibility:

RespX=0 = 0 ~ 0
Same Controller Constraint| RespX = ResjY

leferenF Controller WS HELIWS & LJ
Constraint >

Once these assignment constraints have been identified, they can then be used to decide
what architecture options are created and explored. This is done by first creating a baseline
architecture option that assigns responsibilities to controllers in a thay satisfies as many of
the assignment constraints as possible. Then, for each assignment constraint that is not satisfied
by the baseline architecture option, a change is made to the responsibility assignments to satisfy
that assignment constraint. Thugifferent architecture options are created as changes are made
to the assignment of different responsibilities.

3.4.2 Analyzing and Comparing Architecture Options

Once architecture options have been created, tleenaining twosteps in the structural
design procesareto analyze and compare the architecture options to understand how different
responsibility assignments change the behavior of the architecture. This information can then be
used to inform followon architectural design decisionsigure21 illustrates how architecture
options are analyzed and compared.

o Architecture Option Identified Scenarios
STPA Analysis of Ay - SaTE )
Architecture Options A, ‘ SC-2,5C-3,5C4
A, ) SC-2, SC-4
|

| Consolidate 1
I to create I
I master set I
Identified Scenarios

e SC-1

Creation of Architecture sC-2
Comparison Table

Architecture Options | gyajuation

A, A, A, Criteria

SC-3

SC-4

Figure21: Comparing architecture options based on STPA scenarios

47



As shown irFigure2l1, STPA ifirst used to analyze each architecture option to determine
what unsafe behaviors might occur in each architecture option. Since these architecture options
are different implementations of the conceptual architecture, the STPA analysis performed at the
end of the behavioral design process canupelated andefined again here to reflect the specific
architecture option being analyzed.

From the STPA analysis of each architecture option, causal scenarios are obtained. Some of

these causal scenarios might be unique to the given architecture option while othersauight
for multiple architecture options. For example, in the upper tablé-igfure21, scenario ST is
only identified for architecture option Aand SG3 is only identified for A. However,SG2 is
identified for both Aand A.

Regardless of which architecture option the scenario is identified for, all the scenarios
identified from the analysis of each architecture option are combined into a master scenario set.
This master set is then used to instantiate anchitecture comparison tablerhe lower half of
Figure21shows a generic example of what an architecture comparison table looks like before it
is filled out andTable4 shows what that architecture comparison table looks like once it is
completal for the generic example iRigure21.

Table4: Generic example of an architecture comparison table once completed

Identified Scenario Occurs? Evaluation
Scenarios Ar Ao As Criteria
SCl Yes [Assumption] [Assumption] ECL
SG2 , Yes Yes EG2
[Assumption]
SG3 Yes =G3
[Assumption] [Assumption] EC4
SCG4 Yes Yes Yes N/A

As shown ifTable4, the architecture comparison table has 3 main parts:

1. Identified scenariosOne row is created for each scenario in the master scenario set

2. Scenario occurrenceOne column is created for each architecture option being
comparedand each celd2y G Aya I a@& S a whetheNthessgefagio (i 2
occurs for that architecture option

3. Evaluation criteria’A short phrase describing a contr@lateddifference in behavior
betweenthe architecture options

Filling out this architecture comparison table starts witbcidingwhether each scenario
occurs for that architecture optiari-or example, in the first row dfable4 scenario S@ occurs
for architecture option A(because it was identified for that architecture optias shown in the
upper table ofFigure2l) but is resolved or does not occur fos &nd A. By contrast, in théhird
row, scenario SG occurs forarchitectureA. but does not occur foA and A.
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When deciding if a scenarmccurs for ararchitecture option, it is important to record any
assumptions used to make that decision, especially if it is decided that a scdaasimot occur
for an architecture option. IMable4> (G KS &S | & &dzYLJi A 2 yAssurhpds§ RSy 2
placeholders in the cel® 2 y (i | A V. A&t i§ Enpoftantt@ capture these assumptions because
if that architecture option is chosen for further development, the ability of that architecture to
resolveor avoidthat scenario becomes contingent on those underlying assumptions remaining
valid. Thesupportingframeworkdevelopedater inChapter @hen describehow to ensure they
remain valid as the development of the system progresses.

Once these determinations have been matiey can be used to identithe controtrelated
differences between architecture optionsor each scenario, the behavior of each architecture
option inthat scenario is compared and &valuation Criteriofis generated that describdbe
control-related differencgs) in behavior that differentiates the architecture optionsor
example, one difference in decision making between centralized and decentralizedl AT
architectures that has been identified in the literaty@6] could bedescribed by the following
evaluation criterion.

Example evaluation criterionResponsiveness of trajectory modification decisions to prevent
loss ofseparation when resolving a muhircraft conflict in densely populated airspace

By doing this for each of the scenarios in the master set, the evaluation criteria that are
generated highlight the various contradlated differences between the architecture options.

When generating the evaluation criteria, note that each scenario does not necessarily
generate a unigue evaluation criterion and it is possible that multiple evaluation criteria might
be identified for a given scenario. This might occur if there is mag fhaspect of the scenario
where differences in behavior are observed between the architecture options. For example, in
the third row ofTable4, criteria EE3 and EE€} are both derived from the same scenaric®C

Note alsothat not every scenario will have an evaluation criterion generated for it because
there may be some scenarios that are found to occur for all architecture optBoenario S@
(the last row ofTable4) is an example of this his resulivould suggesthat the unsafe behavior
described in that scenario is not prevented or mitigated by any of the architecture options and
therefore no meaningful contralelated difference in behavior is observed between architecture
optionsfor that scenario Thus, as shown ifable4, no evaluatiorcriterion is generated.

To help guide an analyst or systems engineer in generating an evaluation criterion from a
given scenariokigure22 shows the general structure of an evaluation criterion

Evaluation Criterion Structure:

Example:Responsivenessf trajectory modification decisiornto preventloss of separation
when

<Characteristicef <Control Aspectto prevent<hazard>when

[1] [2] [3] [4]

Figure22: Structure of arevaluationcriterion

As shown irFigure22, an evaluation criterion consists of four parts, each of whichvides
control-relevantinformation to support the comparison of architecture optionshe first two
parts (items 1 and 2fescribewhat is different about the control behavior tiie architecture
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options in thescenario under consideratioi€onsistent with theconcept of control in systems
theory and STAMP, there are fdDontrol Aspectthat should be considered: (#liecision making,
(2) process models, (3gedback and control inputs, and @ntrol path. TheCharacteristicthen
describes a property oattribute of that aspect of controlTable5 provides some example
characteristics for each control aspelibte that the characteristidssted inTable5 are intended
to be used asexamples only ando not represent arexhaustive list of every possibédtribute
or property that could be identified.

Table5: Examplecharacteristics for each control aspect

Control Aspect Example Characteristics

Responsiveness of decision making

Frequency or complexity of decision making

The needability to make a decision (rertainsituations)
Ease otoordinating two related decisions

Decision Making

Level of situational awareness available or needed

Ability to ensure adequate update of a process model part
Level of uncertainty associated with a process model part
Ability to maintain alignment of two related process model parts
the same process model part across two controllers

Process Modd

= =4 4 -8 4 -a_9_-°

Timeliness of feedback or control input

Feedbaclkand Ability to interpret/process/verify/respond appropriately to
Control Inputs feedback or a control input

1 Use of acertain type of feedback or control input

= =4

Vulnerability of a control path or control action

Potential for conflicbetweentwo related control actions or the
same control action issued by two different controllers

1 Responsiveness of controlled processxecutingcontrol action

1
Control Path T

The latter two partof an evaluation criterion (items 3 and d@scribe theconditionsunder
whichthe control behavior described in the first two padscurs Thisincludes the Hazardthat
the control behavior is intended to prevent and ttf8cenario Contexn which that control
behavior is occurring. Combined, these two parts describe why the control behavior is needed
and the circumstances in which it is occurrengd both are derived from theausal senario
under considerationThe hazard iderivedfrom the traceability maintained in STPA between the
scenario and theystemlevel hazardand the scenario context @erived from the scenario itself.

Once the architecture comparison table has been complédteel gvaluation criteria and the
results inthe comparison table can based to identify benefits and tradeoffs between the
architecture options For each evaluation criteria, if a scenario does not occur for that
architecture option, tlere is a benefifor that architecture optiorwith respect to thatevaluation
criterion (e.g, better, more responsive, more timelyhlowever, i ascenario does occur for that
architecture option,then there is a tradeoffor that architecture optionwith respect to that
evaluation criterion. For exampl@&able6 shows how the comparison table frable4 would be
used togenerate benefits and tradeoffsr the three generi@rchitecture options
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Table6: Comparison results f@eneric evaluation criterian Table4

Evaluation Criteria Benefit *+) or Tradeoff §)

AL A As
EC1 @
EGC2 @ @
EG3 @
Ecs ©

By analyzing the comparison results like this, a systems engineer can study the different

controk-NB f I 4 SR

aLIS o6 a

2T | aeaidsSyQa

0SKI OA2NJ Y2N

and tradeoffs of different architecture options anohderstand what parts of the architecture

contributed to those benefits or tradeoffs.

Once the comparison results have beggnerated systems engineers have two options for
how to make use of these results. One option is that they could decide that one of the
architecture options being compared is the best architecture they can find and therefore they
choose one of those options as tlsystem architecture to move forward with for further
development. Alternatively, they could decide that there exists one or more additional
architecture options that might be better than the ones that haveeatly been identifiedFor
example,an architecture option representing aombination or hybrid of the responsibility
assignments in two of thalreadycompared architecture options might lw®nsideredIf this is
the case, they can continue iterating through this structural design process by creating those
additional architecture options and then analyzing and comparing those new options using this
same process until they believe they have found the lmegheir preferred system architecture
to move forwad with for further development.

3.5 Summary

This chapter introduced the safetiriven architecture developmenframework that was
developed to enable systems engineers to design safety and other desired emergent properties
into their system architectures from the beginning of development. Unlike existing approaches
to architecture development, this new approach does noyreh decomposition to create the
system architecture. Instead, it is based on systems theory and focuses on helping systems
engineers to analyze and design the contrdented asgcts of the system to ensure that
appropriate controls are implemented in the system architecture. This ensures that the system
can adequately enforce the necessary safety constraints to avoid unsafe or undesirable system

behavior.

The key idea behind this safedlyiven architecture developmerftameworkis to use STPA
results to inform behavioral and structural design decisions and there are three main parts to the
framework First, an initial STPA analysis of the system identifies preliminary information about
how unsafe behavior could occur. Théme BehavioralDesignProcesgrovides a structured way
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to define the desired control behavior of the system modeled as a conceptual architecture.
Finally the Sructural DesignProcesgrovides a systematic way to explore and compare different
system architecture options for implementing the conceptual architecture. Putting all three parts
together, the full safetydriven architecture developmeritameworkis shown irFigure23.

Step 1
Initial Analysis of System Using STPA

|

Step 2
Define System Requirements

!

Step 3
Create Conceptual Architecture

!

Step 4
Update STPA Analysis

l

Step 5
Create Architecture Options

y

Step 6
Analyze Architecture Options Using STPA

!

Step 7
Scenario-Based Comparison of Architecture Options

System Behavioral Design

System Structural Design

Figure23: The fullsafety-drivenarchitecture developmenframework

In the next two chapters, this safetyriven architecture developmerftameworkis applied
to develop @ ATMsystem architecture for th&lASthat will enable the integration dJAMinto
the airspace alongside existing air traffic.
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Chapter 4Design Iteration 1. Developingn Initial ATMArchitecture

Since the 1930gommercialcivil air traffic in theNAS ha®eenmanaged usin@ centralized
ATMarchitecture[24] whereAir Traffic Control (AT@primarily responsible for keeping aircraft
safely separated, especially those flying under Instrument Flight Rules AREfugh this
centralized architecturéas enabled a safe NA&is far,it will be challenging to continue relying
on it while introducing UAM. This Isecause, s discussed i€hapter 1the characteristics of
UAM air trafficare challengingconventionalapproaches used tensurethe safety of the NAS

Because of these challenges,significant amount ofesearchhas beendone to define
potential new ATM conceand architectureshat could feasiblymanage UAM air trafficThese
includemoredecentralized ATM concepts suchfase Flighf97], Distributed Air/Ground Traffic
Management (DAG M) [98], and more automated approaches tATM[66, 67, 99]. NASA and
the FAA havalso both published concept of operations documents fdAM [17, 100] that
describes the infrastructure thatill be neededandthe airspace structure that might hesed to
safely manage UAM air traffic

Despite the wide variety afiew ATMarchitecturesthat have been proposedhe methods
used to analyze or evaluate theaechitecturesfor safetyface the same challengeescribed in
Section2.2. Often, thesafety of theseATMarchitecturesis evaluated only after they have been
created In addition, it can be difficult to evaluate the spfeof these ATM architecturessing
guantitative metricsgspeciallyearly in the development process.

For this reasorthe goal of this first design iteration is &pply the architecture development
framework developed irfChapter 3o developan ATM architecture for UANhat accounts for
safety considerations from the beginning. This will be dbgpedentifyingand then comparing
different possible architecture optiont inform a decision about what the preferred ATM
architecture for UAM should be.

Because thé&TMarchitecturesdeveloped in the existing literature hapeimarilyfocused on
collision avoidancehis design iteratiowill focus onthe same By aligning thdéocusof this first
design iterationwith that of previous comparisasmof ATM architecturesthe resultsobtained
from this case studganbe compared to those the existing literature tevaluate the ability of
this framework toidentify suitablecriteria for comparingrchitecture options

The remainder of this chapter is organized as followsst,an initial STPA of the NAS
performed todetermine how unsafe behaviomight occur when UAM air traffic is introduced
into the airspace. Then, NAS system requirements for collision avoidance and a conceptual
architecture that meets those requirements developed. Finallytwo architecture options to
implement the conceptual architecture are evaluated and compared to determine the benefits
and tradeoffs betweethem. These benefits and tradeaffare then compared to thosdentified
in the existing literatureFinally,the benefits and tradeoffs are used to inform a decision about
what the preferred ATMarchitecturefor UAM should be

4.1 Initial Analysis of the NAS Using STPA

STPA begins with the identification of relevant losdeazards and systerdevel safety
constraints Because this case study focuses on the safe management of air, tth#fisystem
boundarymatchesthat of the NASoday and includeghe variousaircraft and operators, the
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people and components needed to manage air tratiied the FAAThe lossesand hazardslso
correspond to those othe NASand are presented inTable7 and Table8 respectively. Tie
systemlevel safety constraintderived from those hazardse presentedin Table9.

Table7: System losses

Loss ID Loss Description

L-1. | Loss of life or injury

L-2. | Loss or damage to aircraft or equipment

L-3. Nonachievement of mission

L-4. | Excessiverserironmentalimpact(beyond<TBD>level)

L-5. | Loss or damage of criticalfrastructure

L-6. | Loss of critical community needs

L-7. | Loss of public acceptance of UAM

Table8: System hazards

Hazard ID| Hazard Description Loss Link
Aircraftdo notmaintainminimum separation (t@ther L-1, -2, L-3, L5,
HL. flights orsurface objects) L-7
H-2. Flight operationsire harmful to occupant health -1, L3, L7
Missions (e.g., transportation, police operatiosannot be | L-3, L-4, -7
H-3. completedwithin acceptable performance limi{e.g,
within a specified period of time, within delay tolerance)
Environmermal effects offlight operatiors exceed acceptable| L-4, L-7
H4. levels (e.g.noise,emission$
H-5. Criticalpublic or aviatiorinfrastructure becomes inoperablg L-2, -3, L-5, 1-6
Publicsafetyis compromised (e.gbecause emergency L-1, -2, L-3, L5,
H-6. services aircraft are unable to fulfill their mission or airspg L-6, -7
exclusions are not maintained)

Table9: Systerdevel safety constraints

Constraint ID| Constraint Description Hazard Link
Cl. Aircraftmust not violate minimum separation standards irf H-1
flight (to air and surface objects)
G2. Flight operations must ndie harmful to occupant health | H-2
G3. Missions must be completeaalithin acceptable performanc¢ H-3
limits
G4. Environmental effects of flight operations must not excee H-4
acceptable levelse(g, noise, pollution)
G5. Critical infrastructure must remain operable H-5
G6. Flight operations must not compromise puld@afety H-6
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Once the losses, hazardmd safety constraints have been identified, the next step in STPA
is to create the control structure. Theontrol structureused to modethe NASs shown irFigure
24. To minimize the number of assumptiomeeded to create this initial control structure, the
NAS is modeled at a high level of abstractom this control structure will be incrementally
refined & architecture development progresses

[ Regulators (e.g. FAA, etc)

A A
Rules & Regulations
Regulations Reports Reports Certifications

Audits

Model of flight modes for each | Ajr Traffic Management
aircraft

(e.g. IFRVFR, phase of flight)

Model of controller
assignment for each aircraft

Process Model Updates

Model of location and intent of Model of airspace structure Regulations R
aircraft in airspace & & routes Certifications eports
Decision Making .
Audits
Flight Plans
S Requests Directions Clearance Requests
Coordination
Reports Clearances Aircraft Track
Advisories Intentions
v Reports v
UAM Aircraft and Operators Existing Aviation Aircraft & Operators

e.g. Commercial Airlines, General Aviation, Emergency Services, efc

Figure24: NAS control structure

Since the goal is to analyze the NAS with UAM integrated into it, the lowest level of the control
structure includes botHJAM aircraft and operators as well &isting aviationaircraft and
operators, includingcommercial airlinesgeneral aviation (GA) aircraft, and emergency services.
The next level up in the control structure is Air Traffic Management, an abstract controller that
encapsulatesall ATM responsibilities necessary to safely manage and control both existing
aviationair trafficas well as UAMIr traffic. Note that this astract controllerdoes not imply that
a decision has been madebout whether UAM air traffic is managed by the same entity as
existirg aviation air traffior a separate oneThat decision should be made as part of developing
the ATM architecture for the NAS. This abstract contraiesimply anodel abstractiorused to
enable abroader analysis of air traffic managementtive NAS Finally, the highest level of the
control structure includes federal regulators such as the Federal Aviation Administration (FAA).

It is worth noting that the control actions and feedback associated with UAM aircraft and
operators(left side ofFigure24) are modeled more abstractly than those associated wittsting
aviation operationqright side ofFigure24). This reflects what is already known or commonly
assumed about howhe NAS mightaccommodate the introduction of UAMt is commonly
assuned thatthe management of existing air traffic will remain similar to how ATC works today
[18]. Therefore the interactions between ATM and existing aviation aircraft and operadogs
modeled to reflect those interaction®day. However becausethe interactions between ATM
and UAM aircrafhave yet to be determinedho assumption about existing operations or a-pre
existing operational concept is made. Instead, the interactions between ATM and UAM aircraft
and operators are modeled abstractly using a control action calledrdinationand generic
feedback calledRequesteind Reports Later in thedevelopment processthese abstract control
actions and feedback will be refined into more detailed ones based on the desired ATM behavior
generated using thifamework
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The third step in STPA is to generate UCAs. Since the focus of this research is on designing the

ATM system to manage UAM air traffic, t®ordinationcontrol action highlighted in red in
Figure24was analyzed to identify UCAs and scenarios. It is well recognized that the NAS will need
to exhibit not only safety bualsoother emergent properties such as throughput and efficiency
Thus, the UCAs (and scenarios) generated during this initial @rRénstrate howmultiple
emergent propertiecan be analyzeth an integrated manner. A selected set of example UCAs
involving safety, throughput, and efficienage presented here to illustrate how these properties
were consideredUCAL.15 ar UCAL.28 alsoillustrate how UCAs can affect multiple properties
(e.g., safetyand throughput). The full set ofUCAs and scenarigan be found irAppendix A

Examples of UCAs Involving Safety Concerns

UCAL.1: Air Traffic Management does not coordinate the interaction between two UAM
aircraft or a UAM aircraft and another airspace user when a collision between them is
imminent [H1, H3]

UCAL.2 Air Traffic Management does not coordinate air traffic in the airspace to assist UAM
aircraft in an emergency Hi, H2, H3]

UCAL.29: Air Traffic Management coordinates the interaction between @werafttoo late
to prevent violation of minimum separation between themt], H2, H3]

Examples of UCAs Involving Efficiency Concerns

UCAL.4: Air Traffic Management does not coordinate air traffic to allow UAM aircraft to
access the airspace when UAM aircraft need to execute a migsgtihe UAMaircraft meet
the criteria foraccess to tht airspace [FB]

UCAL.8: Air Traffic Management does not coordinate the movements of UAM aircraft when
they interfere with the operations of other NAS usersljH+3]

UCAL.31: Air Traffic Management coordinates air traffic to allow UAM aircraft access to the
airspace too late after the time window in which UAM aircraft need that acce8$ [H

Examples of UCAs Involving Throughput Concerns

UCAL.15: Air Traffic Managementoordinates air traffic to allow UAM aircraft to access the
airspace when the NAS does not have sufficient capacify HH3, H-4]

UCAL.28: Air Traffic Management provides coordination to UAM aircraft that does not
satisfy priority needs (e.gan aircraft running out of fuel needs access to an airport sooner
than one that has plenty of fuel) fH, H2, H3]

UCAL.39: Air Traffic Management restricts air traffic for too long after environmental effects
of system operation have returned to acceptable leJels]

The last step of STPA is to generate causal scenarios for each of therld€&seral example
causal scenarios are presented here for kICIAand UCA. 8. Theseexample scenarios illustrate
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that by starting the STPA analysis early in the development process at a high level of abstraction,
a wide variety of different types of scenarios can be identified.

Example Scenarios for UQA

UCAL.1: Air Traffic Management does not coordinate the interaction between two airerhén
a collision between them is imminent{H H3]

CS1.1.2:-2: Air Traffic Management has received feedbabtloutthe potential conflict but does
not issue coordination becauseis preoccupied with other tasks and does not have the capacity
to process the feedback it receiveair Traffic Managemertherefore does not recognize the
potential conflictand does not provide coordination to prevent it

CS1.1.22: Air Traffic Management does not receive feedbadiout the potential conflict
because here are more aircraft in the airspace than Air Traffic Management is capable of
detecting and tracking simultaneouslis a result, it receives incomplete feedback about the
aircraft present in the airspace.

CS1.1.41.2: Air Traffic Management provides coordinatiand it isreceived by the aircraft but
is not effective in preventing violation of minimum separati®his might occurif the aircraftis
preoccupied with another task aridunable to execute the coordination provided by Air Traffic
Managementin a timely mannerlt may also occur if therovidedcoordinationis incorrect or
insufficientfor resohing the conflict

Example Scenarios for U8

UCAL.8: Air Traffic Management does not coordinate the movements of UAM aircraft when they
interfere with theoperations of other NAS users-liH-3]

C$1.8.1-2: AlthoughAir Traffic Management receiséeedbackabout this interference, itloes

y20 A&aadzsS O22NRAYIFGA2Y 06S0OIFdzaS ! AN ¢NFFFAO
impact on other NAS users is negligible or tolerable by the other NAS users and therefore there
is no need to issue coordination to reduce the impact.

CS$1.8.2-4: Air Traffic Managemerdoesnot receive feedback that UAM aircraft are interfering
with the operations of other NAS users because the impact to their operations occurs gradually
or there is a small impact to a large number of NAS users and Air Traffic Management does not
receive feedback abouhe overallextent of the impact to the operations of other NAS users.

C$1.8.4-2: Air Traffic Management provides coordination when UAM aircraft interfere with the
operations of other NAS users. The coordinated solution is received by the UAM aircréft but
does notpreventthe interference becausé was provided byAir Traffic Management at the last
minute.

4.2 Developing the Collision Avoidance Conceptual Architecture

The nextpart of this architecture development frameworis the behavioral desigprocess
where a conceptual architectures developed tcadequately control the hazards anpevent
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undesirable behaviorAs dscussed at the beginning of this chaptéhis design iterations
primarily focused on safety and the collision avoidance aspect of air traffic management. Thus, a
conceptual architecture for collision avoidance was developed to mitigate or prevent the UCAs
and scenarios that will lead to-H (i.e, violation of minimum separation). Although not
demonstrated in this research, this same process can be applied to control the other hazards.

4.2.1 lIdentifying NAS System Requirements for Collision Avoidance

The behavioral design procestarts with identifying the system requirements that describe
the safety constraints necessary to mitigate or prevent the scenarios identified using STPA from
occurring.Figure25 shows examples of how system requirements wederived fromspecific
UCAs and scenarios in the initial STPA analyaiseabilitybetween scenarios and requirements
is recordedusing the linkd: y RR¢ & & & i &he $quare bracesThis traceabilityecords the
rationale for each requirement by linking it to the scenario that each requirement is intended to
mitigate or prevent.

Tablel0then shows some additional examples of collision avoidance requirements that were
generated. The full set of collision avoidance requirements generated for this design iteration is
presented inAppendix B

UCAL.1: Air Traffic Management does not coordinate the interaction between two UAM
aircraft or a UAM aircraft and another airspace user when a collision between them is
imminent[H-1, H3]

CS$1.1.1-2: Air Traffic Management has received feedback about the potential conflict bu
does not issue coordination becau$és preoccupied with other tasks and does not have t
capacity toprocess the feedback it receivesir Traffic Managemenherefore does not
recognize the potential confli@nd does not provide coordination to prevent[[®Reg3,
Reg4]

CS$1.1.2-2: Air Traffic Management does not receive feedbatiout the potential conflict
because here are more aircraft in the airspace than Air Traffic Management is capal
detecting and tracking simultaneousls a result, it receives incomplete feedback about
aircraft present in the airspacf® Req8]

Req3: ATM system shadinsure that sufficient capacity is available to detect and coording
all aircraft that have or will need access to the airspdz®l.1.1-2]

Reqg4: ATM system shatloordinate the movement of aircraft to resolve any potential
conflicts[CS1.1.1-2]

Reg8: ATM system shatinly allow as many users to access the airspace as it is capable
detecting, tracking and coordinatif§$1.1.2-2]

Figure25: Exampésof how solutionneutral, systerdevel requirements are generated
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Tablel0: Additional examples of system requirements

Req ID | Requirement
REG6 ATM system shadinsure that acceptable coordination options are always avail
o for aircraft to avoid violation of minimum separation

ATM system shadiccount forintended movements of aircraft in addition to curre
Req10 : . : .

trajectories to detect potential collisions

ATM system shaknsure that information about the intent, mission, accepta
Regll | operational impacts and future intended movements of aircraft is available, doe

contain errors and is keptpdated

ATM system shattoordinate the movements of other aircraft to prevent violati
Regl12 | of minimum separation with an aircraft that is unable to communicate or

responding

ATM system shallensure that aircraft haveacknowledged receipt ofthe
Reg13 0 ) .

coordination being communicated

ATM system shaéinsure that coordination provided to the aircraft does not cat
Reqgl7 I o - .

addtional violation of minimum separation

ATM system shalensure that any proposed coordination has new alternative
Re83 , . : L o

trajectories available before issuing the proposmbrdination

4.2.2 Creating the Conceptual Architecture
Once the system requirements have been generated niet stepin the behavioral design

processs to createaconceptual architecture to define the control behavior that will ensure UAM

air traffic is safely manage@s described i€hapter 3this is done by firatategorizinghe system
requirementsas eithercontrol requirementsor constraint requirements. As an exampleble
11 shows how the ten requirements shownhkigure25and TablelOare categorized.
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Table1ll: Exampleategorization ofontrol requirement and constraint requirements

Category Requirement

Re3: ATM system shadinsure that sufficient capacity is available to
detect and coordinate adircraft that have or will need access to the
airspace

Reg4: ATM system shatloordinate the movement of aircraft to resolve
any potential conflicts

Control Req6: ATM system shadéinsure that acceptable coordination options are
Requirements | always available for aircraft to avowblation of minimum separatian

Req8: ATM system shatinly allow as many users to access the airspace
it is capable of detecting, tracking and coordinating

Regl11l: ATM system shalinsure that information about the intent,
mission, acceptable operational impacts and future intended movemen|
aircraft is available, does not contain errors and is kegputated

Re@10: ATM system shaliccount for intended movements of aircraft in
addition to current trajectories to detect potential collisions

Req12: ATM system shafloordinate the movements of other aircraft to
prevent violation of minimum separation with an aircraft that is unable tg
communicate or notesponding

Req13: ATM system shalinsure that aircraft have received the
coordination being communicated

Req17: ATM system shalinsure that coordination provided to the aircraf
does not cause another violation of minimum separation

Re@83: ATM system shalinsurethat anyproposed coordinatioras new
alternative trajectories available before issuing fv@posedcoordination

Constraint
Requirements

Of the ten requirements shown ifablell, thefirst five requirementgblue rows are control
requirements because they describe specific control functions or decigiaheeed to be made
By contrast, thdatter five requirements(green row$ describe constraints or specifications for
how conflicts should be resolved.

Once the requirements have been categorizedontrol or constraint requirements, groups
of requirements can then be created where each group is defined by a control requirement and
the related constraint requirements that apply to it. A control responsibility and associated
responsibility constraints can thdre generated for each group. As an exampleg4 describes
the needto prevent conflicts andRegl0, Regql2, Regl3, Regl7, and Reg83 all describe
restrictions on how conflicts should be resolvekhus these six related requirements can be
grouped together.

Table12 shows the control responsibility and associated constraints that are derived from
these requirementsand eachresponsibility and constraint isaced to the requirement it was
derived from using the links in the square braciee four other control responsibilities identified
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in this design iterationare shown inTable13 and werederived from the other four control
requirements listed iMablell.
Table12: Example derivation of control responsibility and associated constraints
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Tablel3: The four other control responsibilities for collisianoidance

Control Requirement Control Responsibility

Req3: ATM system shadinsure that the number of
active flights in the airspace does not exceed its Resp2: Ensure sufficient capacity i
capacity to detect and coordinate any eminent available

collisions between any aircraft in the airspace

Req6: ATM system shadinsure that acceptable
coordination options are always available for aircraf
to avoid violation of minimum separation

Resp3: Ensure coordination option
are available

Re@8: ATM system shatinly allow as many users to

. o : Resp4: Manage access to the
access the airspace as it is capable of detecting, P g

tracking and coordinating airspace
Req11: ATM system shadinsure that information Resp5: Manage airspace state
about the intent, mission, acceptable operational information
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impacts and future intended movements of aircraft i
available, does not contain errqrand is kept
updated.

Having defined these fiveesponsibilities andheir associated constraints, the required
process model parts, control actiorsnd feedback can then be identifieflable14 showsan
example ofthe control elements defined for Resp Tablel5 showsan example othe control
elements defined for Resp. The full set of control actions and feedback for all five
responsibilities in this design iteration are showrApppendix B

For each of the feedback and control actiong able14 and Tablel5, the feedback sources
and control action targets are also identifietsing the process described in Secti®d. In
addition, traceability betweeneach control elementand the responsibility or associated
constraint that was used to generateistrecorded using the links the square braces

Tablel4: Identifying process model parts, control actipaad feedback for Resp
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Tablel5: Identifying process model parts, control actipaad feedback for Resp
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Having defined the five control responsibilities andith@rresponding controactions and
feedback,an initial conceptual architecture for collision avoidance carcteatedand this is
shown inFigure26.
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Figure26: Initial conceptualarchitecture

As shown irFigure26, this conceptual architecture now provides a more detailed definition
of what needs to be contained in the ATM architecture to safely manage UAM air tragicivé
control responsibilities listed ifable13NBE FAY S (GKS 2N} y3aS a! ANJ ¢NF FF
specifythe control actions and feedback needed to safely manage air traffic. Starting at the
bottom of the orange box, the first row of responsibilities are Résimd Respt. Respl is the
responsilility for identifying and resolving conflicts, and Rekig theresponsilility for managing
access to the airspace and ensuring that aircraft only enter UAM airspace when they meet the
requirements for operating in it.

Above these responsibilities is Reshe responsilility for managing information about the
state of the airspace. This includes ensuring that aircraft track and trajectory data is not tampered
with and that any erroneous track data for an aircraft is reported so that the other responsibilities
can account fothose errors in their decision making.

Finally, the topmost row of responsibilities includes Re3pand Res{8. Resg is the
responsilility for ensuring there is sufficient capacity to mandbe air traffic thatneedsaccess
to the airspace and can initiate a traffic management program to help manage temporary surges
in air traffic if necessary. Re§pis the responsiliity for receiving proposed trajectory
modifications and confirming that an aircraft will have alternate trajectories available if the
proposed trajectory modificationare implemented. Res3 therefore prevents aircraft from
being placed on a trajectory with no options to change it if needed.

Although all five responsibilities iffigure 26 are O2y 4G AYSR A GKAY (GKS
Management (ATM ,&his does notnecessarilymply thatthe current ATMsystemwill be used
to implementthe responsibilities needed to manage UAM aircratft.
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4.2.3 Updating the Initial STPA Analysis

Having created the initial conceptual architecture showRigure26, the initial STPA analysis
of the NASan be updated to reflect the design decisions that have been made thus far. To do
this STPA update, the losses and hazards remain the same and the UCAs and scenarios are refined
to reflect the design details in the conceptual architectuter example, the UCAs and scenarios
identified for the abstractCoordination control action can be refined now thalrajectory
Modificationshas been identified as one of the more specific control actitms&ddition, new
UCAsandscenarios may also be identifiethis STPA updattherefore providesan opportunity
to determine what unsafe behaviors might occur in the conceptual architecture.

When the initial conceptual architecture shownkigure26 was analyzed, several instances
of missing control elements were identified, and changes were made to the conceptual
architecture to address these issues. This section discusses one example of a change that was
made based on the updated STPA results &ed presents the final conceptual architecture that
was created after several rounds of iteratidrhe full updated STPA can be foundppendix C

Onedesign flaw irthe initial conceptual architecturéhat was identified by STPA was the
inability to adequately prevent a collision between two aircraft if track and trajectory information
is not available for an aircraft before it enteesn area ofairspacewhere UAM aircraft are
operating Tablel6 shows how thenitial STPA was updated to identifyismefined scenario and
the additional requirement that was derived from it.

Tablel6: Example of missing feedback identified by updated STPA analysis

Original UCAL.1: Air Traffic Management does nobordinatethe
interaction between twaaircraftwhen a collision between them is imminen

Updated UCAL.1.1: Respl does nofprovide Trajectory Modificationahen
the trajectories of two aircraft are in conflict

UCAUpdate

Original Scenario C81.2-5: The Air Traffic Management is not aware of

future intended movements of the aircraft and wrongly assumes that the
aircraft will continue on their current trajectories. Based on this informatio
the Air Traffic Management wrongly believes that a collissomot imminent.

. Refined Scenario CE1.1-2.1: Resplis not aware of the planned trajectory
Scenario of the aircraftbecauseat leastone of the two aircraft enters the UAM
Update environment without its tracking and trajectory information having been fu
received. This could occiirthe aircraftis allowed by Resp to enterthe
UAM environment before tracking and trajectory information can be fully
collectedby Resgb. As a resultRespl either does not know the aircraft is
there or has the wrong belief about the trajectory of that aircraft and
therefore wrongly believes that no collision is imminent

Additional Re88: ATM system shadinsure that tracking and trajectomformationis
Requirement| presentfor an aircraft before it enterthe UAM operating environmerfCS
1.11-2.1]
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As can be seen ifablel6, CS1.1.1-2.1occurs because the availability of track and trajectory
information is not considered by Redpbefore allowing an aircraft entry into UAM airspace. In
other words, there is missing coordination between Résnd Res{d to ensure that an aircraft
can beadequatelytracked,and its trajectory is known before it enters UAM airspace. This missing
coordination is highlighted by the orange arrows in the partial control structure shown on the
left side ofFigure27.

Resp-5

Resp-5
Manage airspace state information

Manage airspace state information

Incoming | | Aircraft info
Aircraft | | available

Aircraft Track | | Request

Aircraft Track | | Request
- Al ft Track
Resp-4 , Aircraft Track Resp-4 Aircraft | | e
Manage access to the airspace Aircraft Manage access to the airspace Trajectory | | Request
Trajectory | | Request planned
Flight Plan ) planned Flight Plan Ops Constraints i
Flight Plan| | podifications Ops Constraints | | trajectory Flight Plan | | Modifications P trajectory
) ) ) Aircraft | | Reject aircraft
Ops Constraints| | Approve/Reject Alrcraft | | Reject aircraft Ops Constraints | | Approve/Reject Capabilities tralj:k/trajectory
access Capabilities | | track/trajectory access

Preferred

flight plan | | Fiight plan
modifications | | modification

Preferred |

flight plan| | Flight plan
modifications| | madification

options options
‘ UAM Aircraft & Operators ’ [ UAM Aircraft & Operators
(a) Initial Conceptual Architecture (b) Revised Conceptual Architecture

Figure27. Zoomedin view of changes made tResp4 and Resyb due to Reg88

Thus, to mitigate this refined scenariReg88 was added to ensure that track and planned
trajectory information are available for all aircraft before an aircraft is allowed access to UAM
airspace. The conceptual architecture was then updated to add the necessary control action and
feedback betweeriResp4 and Resd to meet this new requirement. Thus, as shown on the right
side ofFigure27, in the revised conceptual architecture, Respow provides feedback to Resp
5 about any aircraft inbound tairspacewhere UAM aircraft are operatingnd Resgh must
confirm to Resg! that aircraftinformation (e.g, aircraft track and planned trajectory) is available
before Resp! allows the aircraft to enter UAM airspace. This modification to the conceptual
architecture therefore meet®e@88 and resolves C51.1-2.1

4.2.4 Revised Collision Avoidance Conceptual Architecture

Figure28shows the revised conceptual architecture for collision avoidance that was created.
Compared to the initial conceptual architecture shownHFigure 26, this revised conceptual
architecture contains the same five responsibilities. However, changes were madmé&otthe
interactions between the responsibilities avell aghe control actions and feedba@xchanged
with the aircraft based on the scenarios identified in the updated STPA.
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[ Regulators ]

‘ Airspace Access
Priorities
Air Traffic Management (ATM)
Initiate traffic Resp-3:
5 rogram i A
~ Resp-2: . prog Ensure coordination options are
Ensure sufficient capacity is available available

Consolidated airspace state T

Initiate traffic
program Alternate Trajectories
Resp-5 Current| | Initiate traffic
Manage airspace state information poikicacjfiprodisin ;
p g Alternate trajectories
= 7 Iy ropose:
gi?: s;):gasttea(‘je Consolidated trajectory | | confirmation/reject
Incoming p Trajectory | |airspace state modifications | |trajectory modifications
Aircraft| | aircraft Info Modifications | | Ajreraft not
yAvailable ‘ écommumoatlng )
Confirm conflict free traj.
Resp-4 Trajectory modifications Resp-1:
Manage access to the airspace Prevent conflicts
Incoming aircraft
N
|
Request
Flight Plan Aircraft Track | | Aircraft Track
Flight PI Modifications ) ) oF
L an Aircraft Trajectory Acknowledge trajectory modifications
Preferred Approve/Reject Preferred Trajectory Modification
referrex iact i
fight ;Llan access Ops Constraints Reason for trajectory deviation modification options
modifications Flight plan Aircraft Capabilities | | Reject aircraft aason for doviation
modification options track/trajectory

UAM Aircraft & Operators Existing Aviation Aircraft &
Operations

Figure28: Revisedonceptualarchitecture forcollisionavoidance

4.3 Exploring and Comparing NAS Architecture Options

Having defined a suitable conceptual architecture for collision avoidance, the structural
design process can now be used to identify a NAS system architecture to implement this
conceptual architecture.

4.3.1 Identifying Assignment Constraints

First, assignment constraints need to be identified becaitlsy inform the architecture
options that are created. These assignment constraints are generated using the causal scenarios
from the updatedSTPA analysaf the conceptual architecture that wa®nducted at the end of
the behavioral design process.

The discussion in Secti@n2.3showed how some of the causal scenarios identified in the
STPA analysis of the conceptual architecture could be prevented or mitigated by making changes
to the conceptual architecture. However, there were amme scenarios that could not be
prevented bychanging the conceptual architectudeut could be mitigated by making an
informed choice about how to assign the various responsibilities. It is from these scenarios that
assignment constraintf.e., preferred assignmentsyre derived.Table17 shows four example
scenarios, the assignment constraints derived fremchscenarioand thereasoning that led to
eachassignment constraint being defineddditional example®f assignment constraints are
shownin Appendix Gogether with theSTPA scenarios.
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Tablel7: Examples of assignment constraints derived frgpdated STPA scenarios

UCAL.1:Respl does not providerajectoryModifications when the trajectories of two
aircraft are in conflict

: Assignment Reasonfor Assignment

Scenario . .
Constraint Constraint

CS1.1.2-1.1: Thepotential conflictis Avoids the need to
recognized an®Respl attempts to communicate across
resolve the conflict. However, Re8p controllersin the control
does not confirm that the trajectory Respl = Resf8 | structureto receive
modifications still have alternate confirmation that alternate
trajectory options. As a result, Redps trajectory options are
unable to issue trajectory modifications available

CS1.1.12-1.2: Although feedback abouw . -
otential conflictis receivedRespl is Dlstr_lbutlng the deC|s_|on
P Respl = making among the aircraft

precccupied with resolving one set of AA NIONJ & & | could help reduce workload
conflicts and therefore does not issue |.. o . S
I A N NJ 7| and increase decision

trajectory modifications taesolvethis making capacity
other conflict. g cap

CS$1.1.1-2.3: Respl does not receive
feedbackaboutthe potential conflict

becauset does not receive timely Respl = about detected ground

feedback on the presence of'new groun A NITNI & & | hazards and could make
hazards (e.ga new construction crane). |.. | 4 N NI F| faster and more accurate

It thereforedoes not believe a collision is . .
L e trajectory modification
imminent and does not modify aircraft - .

. . decisions to avoid them
trajectories

C$1.29.1-1.3: Although the imminent

Unlike ATM, aircraft have
better access to feedback

collision is recognized, the process of Under high density traffic
generating a resolution repeatedly gets situations, ATM would be
interrupted by new conflicts due to the better able to anticipate
density of air traffic. As such, before the| Respl =ATM future conflicts and can pre
trajectory modifications can be issued, emptively avoid them

they need to be recalculatechd thus the instead of only reacting to
trajectory of aircraft are not modified conflicts as they occur

until it is too late to avoid a collision

The scenarios listed in the left columnTablel7 all involve the behavior of Redp For each
of these scenarios, it was decided that there was a preferred assignment ofIRkapwould
potentially better mitigate the scenario. For example, scenarid @3-1.1 describes inadequate
communication between Resp and Resi3 that would be easiest to prevent if the two
responsibilities were assigned to the saomntroller in thecontrol structureso that theydo not
need to communicate across controllers. Thus, RespResgB is the assignment constraitu
indicatethis preferencefor Respl and Resy3 to be assigned to the same controller
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Similarly, scenario C51.1-1.2 describes a situation in which a period of high workload while
resolving a conflict leads to Re§pbeing unable to resolve a second imminent conflict. This
suggests that Resb is vulnerable to disruptions in decision making that could potentially be
alleviated if that decision making was either only assigned to the aircraft or shared between ATM
and the aircraft so that the aircraft could sometimes help to make those decisions. Thus, the
assignment constraint Bespl = A NIONJ & ! A NONJ T i

From the 55 scenarios identified in the STPA analysis of the conceptual architecture
(performed at the end of the behavioral design procegsyas determined tha28of them could
potentially be mitigated by a preferred responsibility assignm&ablel8shows the assignment
constraints that were identified and the number of scenarios that could potentially be mitigated
by each constraint.

Tablel8: Assignment constraints identified from updated STPA scenarios

# | Assignment Constraint Notation # of
Scenarios
1 | Assign Resfh and Res{3 to same Respl = Resf3 2
controller
2 | Assign Resfh to ATM Respl = ATM 5
3 | Assign Resf either to UAM aircraft or | Respl = A ND"NJ,- T a 21
share itbetween UAM aircraft and ATM|™ | A NONJ T U

4.3.2 Creating Architecture Options to Explore

Based on the information ifable18, assignment constraints 2 and 3 were explored first
because they impact the greatest number of scenarios. Based on these two assignment
constraints, wo candidate architecture options for how to assign Réspere created and the
responsibility assignments for each option are showihablel9.

Tablel9: Responsibility assignments fovd architecture options

Option A Option A2
Resp. ID| Responsibility Centralized Decentralized
Collision Avoidance Collision Avoidance

Respl | Identify and resolve conflicts ATM Aircraft
Resp2 | Ensure sufficient capacity is availabl ATM ATM

Resp3 Ens.ure coordination options are ATM ATM

available
Resp4 | Manageaccess to the airspace ATM ATM
Resp5 | Manage airspace state information ATM ATM

As highlighted inTable 19, note that the only difference between the two architecture
options is the assignment of Re&p This was done to ensure that any differences in behavior
could be directly attributed to the difference iassignment ofRespl. For the other four
responsibilities, they are assigned to ATM in both architecture options to mirror the architecture
OKFG A& dzaSR Ay G(G2RIF@2@Qa FANJI GNI FFAO O2y (NPt
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Architecture option Aassigns Resp only to ATMand t represents a centralized dsion
avoidance architecturevhere ATM is responsible for identifying and preventing conflicts.i$his
SaaSyaAartte GKS alryYS I NOKAGSOOdz2NBE GKIFG A& dza S
assigns Resp only to the aircraft and it represents decentralized cdlision avoidance
architecture where the aircraft are responsible for identifying gméventing conflicts. This
architecture is comparable to the Free Flight concept that was proposed by the German
Aerospace Center and others in the early 20(0x1]. A and A. therefore representdiverse
architectures for collision avoidan@d comparing thencanprovide insight intchow best to
assign the various responsibilities.

To illustratethe differences in these tweystem architectures, simplified control structures
for architecture optionsAs and A are shown irFigure29 andFigure30 respectively Bothfigures
show a zoomedn version of the control structure iRigure24to focus on the differences in the
ATMuaircraft and aircrafaircraft interactions between architecture options. In each figure, Resp
1 is shown in orange and thi@ajectory Modificationsontrol action (the main control action for
Respl) is highlighted in red to show how its location in the control structure changes between
architecture options.

In addition, because each aircraft has the same interactions with ATM, the control actions
and feedback between ATM and the aircraft are only listed for one aircraft in the control
structure and it is implied that they apply to the other aircraft as well.

Air Traffic Management (ATM)

» Resp-2: Ensure sufficient capacity

» Resp-3: Generate alternate trajectories

» Resp-4: Manage access to the airspace

» Resp-5 Mainatain consolidated airspace state

A ~

Acknowledge modifications
Trajectory modifications Flight plans

Approve Access Request Aircraft Track
Flight Plan Modifications Planned trajectory
Alternate Trajectories Operational constraints

Aircraft capabilities

---------- L L P e

h 4 A

Aircraft Controller Aircraft Controller

Y h J

Aircraft Subsystems

Aircraft Subsystems

[ h
Ll L}
Ll L}
Ll L}
Ll L}
Ll L}
Ll L}
Ll L}
Ll L}
1 L}
1 Control Inputs 1 Control Inputs
Ll L}
L} L}
L] ]
L] ]
L] ]
L] ]
L] ]
L] ]
L] ]
L] ]

Aircraft n

Figure29: Zoomedin control structure for architecture optioni;A
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Air Traffic Management (ATM)

+ Resp-2: Ensure sufficient capacity

+ Resp-3: Generate altemate trajectories

+ Resp-4: Manage access to the airspace

+ Resp-5: Mainatain consolidated airspace state

A
Approve Access Request Flight plans
Flight Plan Modifications Planned trajectory
Alternate Trajectories Operational constraints
Initiate Traffic Program Aircraft capabilities
Consolidated airspace state Proposed trajectory modifications
Incoming Aircraft Aircraft Track
A v ¥ T :

Aircraft Controller » Aircraft Controller

~

Trajectory Modifications
Acknowledge Modifications
Trajectory modification options
Preferred trajectory modification

Control Inputs

Y Y

Aircraft Subsystems Aircraft Subsystems

1
1
1
1
.
Control Inputs
1
1
1
1
1
1

! Aircraft 1 Aircraft n

Figure30: Zoomedin control structure for architecture optionA

4.3.3 Evaluating and Comparing Architecture Options

Having created theseno architecture options, they can now be further analyzesing STPA
and compared. For con@sess this section will focus on the comparison results derived from
the STPAanalyses of each optiomMAs an exampleTable 20 shows four scenarios and the
comparison results derived from them for the two architecture optidrtge full comparison table
showingall the STPA scenarios that were used to compare these two architecture optinree
found inAppendix D
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Table20: Architecture comparison table féour example scenarios

Scenario
Scenario Occurs? | Evaluation Criteria
AL | A

Although the imminent collision is recognized, Responsivenessf
<controller(s) performing Resp> gets repeatedly trajectory modifications
interrupted bychanging flight conditions aritl ves decisions to prevent loss
constantly needs to modify its solution. As a resul of separation wherilight
a final solution is not selectadhtil it is too late to conditionschange
preventa collision rapidly
<Controller(s) performing Resgp> do not receive Timelinessof ground
feedback about the potential conflitecause they hazards feedbacto
are unable to receive timely feedback on the prevent loss of
presence of new ground hazards (eanew Yes separation when
construction crane). As a result, it does not beliey [AZ] resolving a conflict
collision is imminent and does not try to modify involving terrain or
aircraft trajectories to avoid the collision ground obstacles
<Con'_[roll_er(s) performing Reépfissue_ tr_ajectory Vulnerability of
mod|f|cat|ons_that do no'F re_sult in coll|§|on. providing trajectory
Howe\(er, during tr_gnsr_nlss_lon to the aircraft, part modifications to prevent
the trajectory modification is dropped (e,glue to a| Yes .
communicationgerror). As a result, the aircraft only [A3 loss of sgparatlon when
receives part of the trajectory modificationand communication(path)
that causes a confliakith another aircraft €rrors occur

_ o Frequency and
Althc_)ugh feedback about the po_tentlal conflict is complexity of trajectory
_recelve(_j, <control|e_r(s) performlng Resp do not modifications decisions
issuetrajectory modifications because they are Yes
preoccupied with resolving one set of conflicts an| [Ad] to prevgnt loss of
do not attend to feedback about a subsequent se separation when

resolving a conflict

Table 20 shows that this scenaribased comparison of architecture options can identify
evaluation criteria that cover multiple areas of control. The first and fourth criteria involve
decision making, the second criterion involMfegdback,and the third criterion involves the
control path.Toillustrate how the evaluation criteria ihable20 were derivedthe difference in
behavior of architecture optionsifand A in the first and secondscenarios aregllustrated in
Figure31andFigure32respectively.
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Air Traffic Management (ATM)

Air Traffic Management (ATM)

1
|
|
Aircraft Aircraft !
Trajectory Track Trajectory || Track |
Medifications Modifications !
Ops Ops 1 Repeatedly
Constraints Constraints 1 Revised
1 Aircraft 1 Controller Coordination Aircraft 2 Controller
Aircraft 1 Controller Aircraft 2 Controller 1
|
Control Flight Control Flight | Control | [ Flight Control | | Flight
Inputs Conditions Inputs Conditions I Inputs Conditions Inputs Conditions
(Changing) (Changing) I (Delayed) | | (Changing) (Delayed) (Changing)
|
Aircraft 1 Aircraft 2 I Aircraft 1 Aircraft 2
Subsystems Subsystems I Subsystems Subsystems

A1: Centralized Collision Avoidance

No unsafe behavior

Air Traffic Management (ATM)

A2: Decentralized Collision Avoidance
Unsafe Behavior Identified

Figure31: Behavior of A(left) and A (right) in scenarid of Table20

Air Traffic Management (ATM)

1
|
|
. _ I
Trajectory | | |dentified Trajectory | | |dentified 1
Modifications conflict Modifications conflict I
(Delayed) | | (Delayed) (Delayed) | [ (Delayed) I
|
1 Aircraft 1 Controller |Coordination | Aireraft 2 Controller
Aircraft 1 Controller Aircraft 2 Controller | Resp-1 Resp-1
|
Clontrol Detected CI?]ntl::sl Detected 1 Control | [ Detected Control
nputs | | ground hazards P ground hazards | Inputs | | ground hazards Inputs
(Delayed) (Delayed) I
Aircraft 1 Aircraft 2 | Aircraft 1 Aircraft 2
Subsystems Subsystems Subsystems Subsystems
(Detects ground (Detects ground | (Detects ground (Detects ground
hazard) hazard) | hazard) hazard)

A1: Centralized Collision Avoidance

A2: Decentralized Collision Avoidance

Unsafe behavior identified No unsafe behavior

Figure32: Behavior of A(left) and A (right) in scenari@ of Table20

First, considerscenario 1 Figure31). In this scenaripflight conditions(e.g, operational
constraints, weatheetc.) are changing rapidly and therefore tlaeceptableconflict resolution
options are changing as well. Under these conditions, unsafe behavior is observed for
architecture option Abecause when Resbis assigned to ATMTM is the sole decision maker
and canquicklyadapt its decision makings theflight conditionschange In addition,ATM has
broader situational awareness of the state of the airspacd emuld anticipate some of these
changes. As a result, it can select appropriate trajectory modificatand issue them to the
aircraftwith minimal delay. By contrast, in option where Resgl is assigned to the aircraft, the
aircraft must coordinatewith each otherto collectively make safe trajectory modification
decisions. Therefore, when conditions are changing rapidly, the aircraft will liesg to
repeatedly revise their coordination to select appropriate trajectorgdifications based on the
updated flight conditions. This repeated revision of coordination can therefore delay their
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selection of trajectory modifications and therefore delay the aircratakingappropriate control
inputs toresolve the conflict.

Comparing the behavior of architecture options #&nd A in this first scenaridherefore
shows that the main behavioral difference betwe#rem is the responsiveness with which
trajectory modification decisions can be made when flight conditrange rapidlySpecifically,
architecture optionA; enables more responsive decision making thanTAs therefore leads to
the formulation of the evaluation criterion for scenario 1 that is showmable20.

Next, considescenario 2Kigure32). In this scenario, the aircraft detect a ground hazard that
was not previously knowand recognize that their traject@sconflict with that detected ground
hazard.Unsafe behavior is observed for architecture optiarbdcausevhen Resgl is assigned
to ATM,ATM musfirst receive feedback about the ground hazard frtiva aircraftbefore it can
identify the conflict andlecide how taesolveit. Thus, because ATM is dependentthe aircraft
to provide this feedback about ground hazards, there delay before ATM can issue trajectory
modificatiors. Depending on the length of the delay and the distance to the ground hazard, there
may not be enough time to resolve the conflict before a collision oc&yontrastjn option
Ao, as soon as the ground hazasddetected the aircraft can begin coordinating to resolve the
conflid and no unsafe behavior occulsie to communications delay

Thus, omparing the behavior of architecture options @nd A in this second scenarghows
that the main behavioral difference between them is ttimeliness with which ground hazards
feedback is receivedrhen resolving a conflict involving terrain or ground haza&jsecifically,
architecture option Aenablesmore timely feedback aboujround hazards than:AThisleads
to the formulationof the evaluation criterion for scenario 2 that is showTable20.

As these decisions are made, it is also important to recorduamaerlying assumptions used
to make these decision3.able20 also shows thaeachtime it is decided that a scenaridoes
not occur foran architecture optionanyassumptionghat wereused to make that decisioare
identified and theassumption IB are indicated in italicized text in the corresponding cdlhe
assumptiondinked inTable20are shownin Table21.

Table21: Examples of assumptions underlying comparison decisions

ID Assumption

It is assumed that ATM will not have to coordinate conflicts as frequently becaus
A-1 | has broader situational awareness of the future state of the airspacecantetter
resolvemultiple conflicts over longer time horizons a more coordinated fashion.

It is assumed that)AMaircraft would have onboard sensing capable of detecting
A-2 | ground hazards with enough range to allow time for the aircraft to respond to avg
collision with the ground hazard

It is assumed that with the aircraft sharing responsibility for preventing conflicts w
A-3 | ATM, a component failure (e,gan ATM or on one of the aircraft) should not
compromise the ability of other aircraft to prevent conflicts

It is assumed that even if an initial set of aircraft are preoccupied with resolving g
A-4 | of conflicts,anynew aircraft would identify the conflict and coordinate its own set ¢
trajectory modifications to avoid the other group of aircraft
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As discussed briefly @hapter 3 it is important to identify these assumptions because the
ability ofanarchitecture to prevent a specified scenario is contingent on these assumptions being
valid. Thus, if one of these architecture options is chosen for further development, then any
downstream design decisions must not violate the assumptions associatethattarchitecture
option. Chapter gorovides a more detailed discussion of htmensure that these assumptions
remain validas the design process progresses.

In this design iteration, a total afineteen evaluation criteria were identified across all
aspects of control. Thessvaluation criteria highligled key benefits andradeoffs inthree main
areas of control: (1Jlecision making, (Feedback anaontrol inputs and (3)control path. The
remainder of this section will discuse benefits and tradeoffs identified iach of thesareas
of control. Thelist of all nineteen evaluation criteria can be founddppendix D

Decision Making Tradeoffsr CollisiorAvoidance

The first finding from this comparison is thée two architecture optiongxhibitimportant
differences inthe ability of ATM or the aircraft to make safe and appropriate trajectory
modification decisions to resolve conflict§able 22 shows thefour evaluation criteriathat
highlight these differences

Table22: Comparison resultshowingdecision making tradeoff®r collision avoidance

ID Evaluation Critera Benefit (+) or Tradeoff §)
Ao

decisions whemesolving a conflict

EC4 | Ability to make appropriatdrajectory modification
decisiongo prevent loss of separation whanultiple

A
EC1 | Frequency and complexitgf trajectory modifications e
conflicts occur

EC5 | Responsivenessf trajectory modificationdecisiongo
prevent loss of separation whemsolving a multi @
aircraft conflict in densely populated airspace

EC6 | Responsivenessf trajectory modifications decisions t
prevent loss of separation whehe state of the @

airspace changes rapidby a conflict involves

restrictive operational constraints

The firsttwo rows of Table22 (EC1 and E&}) show thatwhen Resgl is assigned to the
aircraft (as it is in A, the ability of the systemto make appropriate trajectory modification
decisions is improved in two key waysrst by assigning Resp to the aircraft the frequency
and complexity of the decisions made by each aircraft is lowhis is becausallowing the
aircraft to perform Resyl distributes the decision making for conflict resolutiods a result,
multiple groups of aircraftanresolve smaller conflict sets in parallel, making it easier to select
appropriate trajectory modificationsThis is paosible when the traffic density is lolwecause
conflicts are more likely taoccur further apart in space and therefore can be resolved
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independently By contrast, when Resbis only assigned to ATM, ATM is the sole decision maker
and must resolve all conflicts of any size that might occur at any time.

The other improvement is thavhen multiple conflicts occur, they can be better resolved by
the aircraft than by ATM. This is becaulstributing the decision making to the aircraftiows
the aircraftto resolve different conflicten parallel By contrastwhenRespl is assigned t&TM,
ATMmustresolveall the conflictsby itself.

However,the latter two rows of Table22 also showthese benefits may not be realized by
architecture Aundersome challenging air traffic conditiortSsC5 showsthat if the traffic density
is high assigning Resp to ATM (as it is iA1) allows ATM tanakemore responsive (i.etimely)
trajectory modification decisions. SimilarlZG6 shows that if the state of the airspace is
changing rapidlyor a conflict involves multiple restrictive operational constraints (eam
emergency, fuel or battery range limiggc.), assigning Resp to ATM (as it is inshallows ATM
to makemore responsiverajectory modification decisiongArchitecture option Acanachieve
these benefits because under thesgore challenging air trafficonditions, it is necessary to
coordinate the resolution of these conflicts to avoid causing secondary conflicts. Thus, when
Respl is assigned to ATM ¢ a Br@ader situational awareness of the state of the airspace
allows it tomore easilynake multiple simultaneous trajectory modification decisom resolve
many potential conflicts while accounting for all relevant operational constraiirisaddition,
I ¢ a lB@ader situational awareness allovwtsto more easily anticipate future changes to the
state of the airspace and prempt future conflicts or problems before thesan occur. By
contrast, f the aircraft are performing Resh their more limited situational awareness of the
state of the airspace makes it harder for themanticipate future conflictsIn addition, their
ability to make timelydecisiors may be impairedby the need to coordinatetrajectory
modification decisions with other aircratft.

Taken togetherthe abovecomparisorresults show thatwhen traffic density is low or in less
challenging air traffic circumstancesssigning Resp to the aircraftis beneficial becausthis
architecture option lowers the frequency and complexity of trajectory modification decisions and
enables better resolution of conflicts when multipgienflictsoccur at the same time. However,
when air traffic circumstances become more challenging ,(éhggh traffic density, strict
operational constraintsetc.), assigning Resp to ATMenablesbetter coordinatedand more
timely trajectory modification decisions to be made to resolve any potential conflicts.

Decision Making Tradeoffs for Efficient Management of Airspace

Althoughthis design iteration was primarily focused on safety, several evaluation criteria
were also identifiedhat involved efficiencyThe comparison of these two architecture options
showed that architecture option £enablesbetter decision making foensuring(1) efficient use
of the airspace an@2) that highpriority flights receive the necessapyecedenceto complete
their flights. Table23 shows the two evaluation criteri@eCG7 and EEB) that illustrate these
differencesin behavior.
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Table23: Comparison resultshowingdecision making tradeoffs for efficiency

ID Evaluation Criteria Benefit #+) or Tradeoff {)
A1 Ao
EC7 | Responsivenessf trajectory modifications decisions tg
enable aircrafto complete missions whereducing @
spacing between aircraft to accommodate additional §
traffic
EC8 | Responsivenessf trajectory modification decisions to
inability to complete missions whemhighpriority flight @
needs to begiven precedencéor missioncompletion

As shown immable23, architecture option Aexhibits more responsive decision making when
making trajectory modifications to reduce the spacing between airemadto ensure that a high
priority flight cancomplete its mission without interference from other, lowpriority air traffic.
These two benefits of option:Aare achieved becausehen Resgl is assigned to ATM (as it is
in A)), ATM has broader situational awareness of tugrent andfuture state of the airspaceAs
a result, ATM is better equipped than the aircraftrtmketrajectory modification decisiont
either make more efficiat use of the airspace taccommodate more aircrafir prioritizea high
priority flight.

In addition! ¢ a Q& theBsyst8m i& i serve the needs of all airspace usessfair and
consistent mannerThus, ATM is less likely to act unfairly toward any particular airspace user and
will prioritize flights that need that priority in a consistent manner. By contrdsRespl is
assigned to the aircrafsome aircraft may select trajectory modifications that protect thaim
selfinterest (e.g. efficiency of their own trajectory) at the expense of other NAS users.

Feedback and Control Inputs Tradeoffs

Another interesting finding from this comparison was that there is a tradeoff between
needng to receivecontrol inputs from other controllerén the control structurepand the ability
to receive timely environmental feedback to inform trajectory modification decisidable24
shows the comparison results for thed relevant evaluation criteria that illustrate this tradeoff.
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Table24: Comparison resultshowingfeedback and control inputs tradeoffs

ID Evaluation Criteria Benefit (*+) or Tradeoff {)
A

of separation whenesolving a conflict

EC13 | Timelinessof operational constraints feedback to
prevent loss of separation wheaperational
constraints are changing frequently

EC14 | Timelinessof aircraft capabilities, flight conditions an
operational constraints feedback to prevent loss of e
separation whenesolving a conflict

EC15 | Use ofdconfirmation of trajectory modificatiorsinput e
to prevent loss of separation wharsolving a conflict

EC16 | Use ofomutual agreemert input to prevent loss of
separation whemesolving a conflict involving @
numerous aircraft and/or densely populated airspac

A
EC12 | Timelinessof ground hazards feedback to prevent lo @

The first hreerows of Table24 (EC12, EG13, and EE14) show thatwhenRespl is assigned
to the aircraft (as it is in architecture optiorp)Aone of the benefits is thait is easierfor the
aircraft to obtain timely feedback orenvironmental or flight conditions such asircraft
capabilities, flight conditions, operational constrained ground hazardsThis is especially
important if operational constraints or flight conditions are changing frequemhghitecture
option A exhibits this benefibecause when Resbis assigned to the aircraft, the aircraft have
direct access to data about these conditions throughboard sensors (an assumption that is
recorded in thecomparison result®f this architecture optionand direct communication with
each other By contrast, when Resbis assigned to ATM, ATisldependent on the aircrafar
other third-party sources (e.g., weather providing services dtzprovide feedback about these
elementsand therefore! ¢ a &bdity to receive timely feedback is poorer compared to the
aircraft

However, the last two rowsf Table24 (EC15and EEL6) shows thatvhenRespl isassigned
to the aircraft(as it is in 4), one of the tradeoffs is that it becomes necessarydceivetwo
control inputs beforetrajectory modifications can be selected. The firstcanfirmation of
trajectory modificationsThis input is necessailyecause coordination is needed between Resp
1 and Res{3 to ensure that a proposed set of trajectory modifications has alternate trajectories
available before those trajectory modifications are provided to the aircraft. Recall tHadtin
architecture options, Resp is assigned to ATM. Thushen Resgl is assigned to the aircraft,
the aircraft need towvait for ATM to confirm their proposed trajectory modifications before they
can execute them, and this could potentially slow down the ability of the aircraft to resolve a
conflict. By contrastwhen Resgl is also assigned to AT{ds it is in A, coordination between
Respl and Res{3 occurs within ATM and input from anotheontrol elementis not required.

The other control input is mutual agreement betweaircraft This inputis necessary
because when Resbis assigned to the aircraft, the aircraft must work togettecoordinate
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their selection of trajectory modificationg his coordinatiomnsures that the modifications they
select do not conflict with each other in addition to not conflicting with othearbyaircraft. By
contrast, when Resfh is assigned to ATM, this mutual agreement is not needed because ATM is
the sole decision maker anttednot coordinate its decision with any otheontrol element

Control PattBenefits of Architecture Optiors A

The last interesting finding from this comparison was that theme some important control
path benefits of architecture optionfover option Athat arise because the decision making
associated with Resp is distributed among the aircraffable25 shows theevaluation criteria
that illustrate these benefits

Table25: Comparison resultshowingcontrol path tradeoffs

ID Evaluation Criteria Benefit (+) or Tradeoff {)
A A

EC17 | Vulnerability of providing trajectory modifications to
prevent loss of separation whencomponent failure @
compromises decision making

EC18 | Vulnerability of providing trajectory modifications to
prevent loss of separation whesrrors with the e
communications path occurs

EC19 | Responsivenessf execution of trajectory
modifications to prevent loss of separation when @
trajectory modifications haveeen issued

The firsttwo rows of Table25 (EG17 and EEL8) show thatwhen Respl is assignedo the
aircraft(as itis in 4), the control pathisless vulnerable tcommunications errors or component
failures thatcould lead to compromised decision makingtchitecture A exhibits this benefit
because, when Resbis assigned to the aircraft (as it is in)Athe inability of one or a group of
aircraft toresolve a conflict or accurately transmit trajectory modifications does not necessarily
compromise the ability of other aircraft to do sbhus even if one aircraft is not communicating,
the other aircrafthave the capability tananeuver to avoid the nowommunicative aircratft,
thereby still successfullpreventing a collisionBy contrastwhen Resgl is assigned to ATM, if
ATM is unable to resolve a conflict or accurately communicate its trajectory modifications to the
aircraft, the ability of architectwe option A to perform adequate collision avoidands
significantly compromised because one else is assigned the responsibilityesolve collisions.

In addition, the third row ofTable25 (ECG19) shows that when Resb is assigned to the
aircraft, the aircraft are likely to bemore responsive inexecuting the selected trajectory
modifications. Architecture 2Aexhibits this additional benefit because, when Résg assigned
to the aircraft,they are the ones selecting trajectory modifications and therefore know that they
will soon need to execute those trajectory modifications. By contrast, when-Respssigned to
ATM, ATM could identify and resolvecanflict, but the aircraft may be delayed in executing
Il ¢aQa &St SOdSR { Nitleep Sd @eddeupidd2nr other Qdsks ar@l yiginot
attend to the trajectory modifications right away.
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4.4 Evaluation of Comparison Results Againgidiing Literature

Having generated a set of benefits and tradeoffs by comparing a centralized and
decentralized ATM architecturéghe goal of this section is tevaluatewhether the framework
wasable to identifyrelevantcriteria for comparing architecture optionds discussed in Section
2.2, one of the limitations of current architecture development methasithat they are heavily
reliant on quantitative metricswhich arechallenging to identifyduring the early stages of
development forevaluating emergent properties like safety. Thtlis comparison seekio
determine if this framework overcomes ithlimitation and can generaterelevant qualitative
criteria for comparing@rchitecture options.

As discussedt the beginning of this chapter]though this research employs a noyvebntrot
oriented approach t@omparearchitecture optionsseveral studies in the existing literature have
already compaed centralized and decentralized ATM architectures. tihe existing ATM
literature, severakimulation studies haveomparedid KS LISNF 2NX I yOS 2F G 2RI
centralizedarchitecture) with several proposed decentralized ATM architectures such as Free
Flight and Distributed AiGround Traffic Management (DAIB/). In this section, the benefits and
tradeoffs discussed in Sectidr3.3are compared to those identified in the existing literatioe
determine (1) if the benefits and tradeoffs found in previous simulation studies are also found
using this approach and (2) if this approach is able to identify additional benefits and tradeoffs
that are relevant for deciding how best to assign the control responsibilitieshgeve emergent
properties such as safety and efficiency.

One of the challenges in performing this comparison of results iglleaxistingstudiesthat
this research ideing comparedo are not of the same type. Thieamework proposed in this
research employSTPA (gualitative analysisnethod) to analyz@roposed architecture options
whereas the existing ATM literaturesessimulation studies (a quantitative analysis method.
a result the centralized and decentralized architectures analyzed in this reseaeadefinedat
a relativelyhigh level of abstaction whereasthe architectures analyzeth the existing ATM
literature are defined at amuch more detailedevel to enable theirimplementation in a
simulation Consequentlythe benefits and tradeoffs identifieth this researctare qualitative
andless detailedvhile thebenefits and tradeoffs identified in the existing literatuaee typically
guantitative andmore detailed.

For these reasons, this comparison focugesarilyon the qualitative observationsmade in
the existingliterature rather than on the quantitative findingk ensure the same types of
findings are being compareddowever, to ensure this evaluation does not unfairly discount
guantitative results, a qualitative finding is also considered to have been found by the existing
literature if it could have reasonably been identified using the quantitative results of andse
study.In addition, this comparisoro€uses onlyn qualitative observations thadre at the same
level of abstractiomas those identified in this researciThus,the more detailedbenefits or
tradeoffsthat areidentified insome ofthe existing literatureare not considered.

It isalsoworth noting that this evaluation only includes a limited numbeexisting research
studies and is not meant to be an exhausiteenparison to all studies comparing centralized and
decentralized ATM architectures. Howevegpetition of some of the findings across studies
suggests thathey are convermg toward a common set of benefits and tradeoffs thaill be
usedfor this evaluation.
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Quantitative Comparison of Benefits and Tradeoffs

Table26 shows thenumber of benefits and tradeoffs identified by the existing literature and
usingthe framework developed in this researarouped by thealifferent aspecs of control.
Table26: Comparingesultsidentified in existing literature and this research

Control Aspect Found in Existing FoundUsing This
Literature Framework
DecisionMaking 5 8
Process Models 1 3
Feedback and External Inputs 0 5
Control Path 3 3
TOTAL 9 19

Table26 showsthat of the nineteenbenefits and tradeoffs identified usirtge architecture
development framework developed in this resea(éppendix ), only nine werealso identified
by the existingliterature. At this level of abstraction, all the benefits and tradeoffs that were
identified by the existing literaturgvere also found using this frameworkurthermore except
for the control path, thisSrameworkidentified more benefits and tradeoffs in each of the control
aspects than the existing literature. In fact, benefits and tradeoffs related to feedback and
external inputs are not identified at all in the existing literature whereas this research idsntifi
five of them. Together, hese results suggest th#tis frameworkidentifies more benefits and
tradeoffs with better coverage over the various aspects of conth@n the methods used in

existing research

This is important because, as discussed at the beginninghapter 3 the ability of an
architecture to achieve the desired emergent properties is dependent on its abibiyequately
0SKIF@A2NI 2 | @2AR dzyal ¥S
aspects of controbnsures that all aspecthat contribute to achieving adequate contrare
considered when identifying the benefits and tradeoffs of each architecture option.

While the quantitative differences shown irable26 are encouraging,htey are not enough
by themselves to establish the contributi®af this research. This is becaygeaddition to being
able to find more benefits and tradeoffs, it is also important to establish that the benefits and
tradeoffs that are foundare alsorelevantfor understanding the behavior of an architecture to
inform downstream design decisions. For this reasba,remainder of this section qualitatively
compares the benefits and tradeoffs identified in this research to those identified in the existing
literature. In the remainderof this section, three main qualitative benefits of this architecture
development framework are discussed

O2y i NP f

4dKS
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Qualitative Comparisof: Focus oriControtRelated Differences

One of theimportant qualitative differences between the benefits and tradeoffs identified in
this research compared to those identified in the existing literature istth@deidentified in this
research are more focused on contrelated differences in behavior between the architecture
options.To illustrate thisTable27 shows several benefits and tradeoffs identified in the existing
literature (left column) and thequivalentonesidentified using this framework (right column).
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Table27: Examples comparing degree of focus on coretdted differences

Benefit/Tradeoff Identified

Benefit/TradeoffIdentified in Existing Literature . )
UsingThis Framework

a5SOSYUdNI £ AT SR I LILNE I OK
UKFY GUKS OSY uNG2fpAlb2d R I LIl |n acentralized collision avoidance

GCKS OSYGNItATSR &GNI GS] architecture ATMmakesmore
secondary conflicts] over the entire range of traffic responsive rajectory modification
RS Y & 196, . B25F decisiongo prevent loss of

" separation when the state of the
dThe centralized conflict resolution produced a total { @irspace changes rapidly or a
odw: 2F A0Syl NAR2a SAGK | conflict involves restrictive
the decentralized architecture produced a total of 3.4 OPerational constraints
2F A0Syl NA2a ¢ A G[KO3fp27TR &S|

In adecentralized collision
avoidancearchitecture the aircraft
havemore limitedsituational
awarenes®f airspace statéo
prevent loss of separation selectir
trajectory modifications under
challengingir traffic conditions

For the decentralized free flight concepthe
estimated mean probability of collisions per 20 minut
aircraft flight equals 5.22x19 which is equal to a
probability of collisions per aircraft flight hour of
1.6x10*¢ [104, p. 9] which the authors deem to be a
high risk of collision

As shown inTable27, the benefits and tradeoffs identified in the existing literature are
typically focused ornthe aspectsof an! ¢ a & & ®eh&/vr@hat are quantifiable and
observable However, these quantifiable differences in behawlornot necessarily descrilibe
control behavior of an architecturd=or examplethe left column ofTable27 shows that the
differences between centralizeghd decentralized architectureare typically reported in terms
of quantitative metrics such athe numberor percentageof conflicts or collisionsthat were
detectedor the probability of collision.

By contrast, the benefits and tradeoffs identified using this framevawekmore focused on
the control-related differences in behavior between architecture optioRer example,sshown
in the first three rows offable27, instead of just observintipat the decentralizedrchitecture
had more collisions or more secondary collisions than the centraleetiitecture this
framework identifies that it i ¢ a dbifity tomake more responsive.€.,more timely) decisions
in a centralized architecturthat enables it tomore adequately resolve any potential conflicts.
Similarly, in the last row ofable27, instead of just observing that decentralized architecture
has a higher probability of collision, this framework identifies that it is because the aircraft have
more limited situational awareness the airspace state that they are more likely to inadequately
resolve a conflict.

Qualitative Comparisof: Determining theSurce ofObserved 8havioralDifferences

Another important qualitative difference between the befits and tradeoffs identified in this
research compared to those identified in the existing literature is thét easier to determine
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what aspect of the ATM architecture contributed to the identified benefit or trade®f.
illustrate this difference, consider the followitgo exampledrom the existing literature

First, in [104], the authors offer the following explanation for their finding that the
decentralized free flight concept has a high risk of collision:

¢CKSNB LIS NBR (2 0SS FTAGOS RAFFSNBYy(d O2tfAaA2

due to a growing number of multiple conflicts that could not be solved in time under the

operational concept adoptedl04, p. 9]

In this first example, although the authors {04] describethat the collisions occurred due
02 G0KS 3ANRgAY3I yYdzYoOSNI 2F YdzZf GALIX S O2yFf AOGa 2
free flight concept could not resolve those conflicts.

The second example is [h02], where the authors offer the following explanation for why
the decentralized approach had more collisions than the centralized approach:

This can be explained by the increased number of messages required by this approach,
which [is] associated with the communications overhead, [resulting] in a larger time to
reach an agreemedr{102, p. 192]

In this example the authors of[102] include in their explanatiorthe element of their
decentralized architecture that contributed to the observed increase in collisibes the
communications overhead). However, they do not offer further explanation of why the
communications overhead occurs.

These two exampledlustrate that in the existing literaturdt can bedifficult to determine
what aspects of the ATM architecture contributed to those benefits and tradeBjfsontrast,
the framework developed in thiesearchmakes it easier to determinghy an identified benefit
or tradeoff occurs becaussachone is derived from a specific STPA causal scenario that includes
details about what control structure elements are involvé&tius, each benefit and tradeafan
be easily traced to specific element(s) in the system architeckwe exampleTable28 shows
oneof the benefitsof a centralized architecturnat wasidentified in this researchnd the causal
scenario that it was derived from

Table28: Demonstrationof how acausal scenariexplains an identified benefit

A centralized collision avoidance architectesdhibitsmore
responsive trajectory modifications decisions to prevent loss of
separation when the state of tharspace changes rapidly or a
conflict involves restrictive operational constraints

Benefit

Although the imminent collision is recognized, <controller(s)
performing Resfl> gets repeatedly interrupted by new conflicts d{
Associated STPA to the density of air traffic. As such, before the trajectory
CausalScenario modifications can be issued, they need to be recalculated ansl th
the trajectoriesof aircraft are not modified until it is too late to ena
the new trajectories to avoid a collision

ComparisorResult occurin architecture optionA; (centralized architecture)
for This Scenario DOESccur inarchitecture optionA; (decentralized architecture)
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Table28 illustrateshow the causal scenario associated with a benefit or tradewkes it
easierto determinehow one of the architectures might exhibit better or worse behawviare of
the benefits of a centralized collision avoidance architecture identified by this framework is that
it exhibitsresponsive trajectory modification decisiomfen the state of the airspace changes
rapidly or a conflict involveestrictive operational constraintsThis benefit is observdeecause
when ATM resolves conflicts centrallyjt can pre-emptively resolve multiple conflicts
simultaneouslywithout needing tointerrupt its decision making foeachnew conflict as they
occur. Therefore,no unsafe behaviarelated to this causal scenarmecursin architecture option
Au. By contrast, when the aircraft resolve their own conflicts, any new conflictsanges to the
conflicts they are resolving will interrupt their decision making and require them-gvaduate
their trajectory modification decision§hus,unsafe behaviorelated to this causal scenarnimes
occur in architecture option A

Qualitative Compariso8: Consideration of Different Air Traffic Contexts

Finally, the last qualitative difference between the benefits and tradeoffs identified in this
research compared to those identified in the existing literature is that the ones identified in this
researchwere derived from a broadeconsideation of different air traffic contexts.This
difference was observed becaus®any of the simulation studies in the existing literature that
were considered in this comparisoe.g.,[96, 102, 105, 106]) only considered nominal air traffic
conditions involving varying levels of air traffic density. 8l 101, 103] considered off
nominal conditions such as input/output errors, component failures, delaylight crewsnot
flying the aircraftaccording tahe trajectories needed to prevent a collision

By contrastthe scenarios generated in the various STPA analyses performed in this design
iteration included the following air trafficontexts:

1 High or low traffic density

1 Nominal, degradedand emergency conditions

1 Interactions between different types of air traffic/aircra&..,emergency response
flights, highpriority flights etc)

1 Inclement weather conditions

1 Airspace that includes restrictions.§.,temporary flight restrictions (TFRS)

Thisframeworkenables benefits and tradeoffs to be derived from a broader consideration of
air traffic contexts because architecture options are compared based on the qualitative causal
scenarios generated by STPA. Thus, different air traffic contexgs ttaffic density, weather
conditionsetc.) and different combinations of those contexts can be easily included iJhas
andcausalkcenarios when performing STHAis is more challenging to doarsimulation study
becauseeach new context or combination of contexts requires an additional execution of the
simulation or additional development effort to incorporate the new context or combination of
contexts into the simulation.

4.5 Designinghe Preferred Collision Avoidance Architecture

Finally,to conclude this design iteratiora preferred collision avoidance architectufer
managing UAM air traffioeeds to bedesignedbased on the insights gained from comparing
architecture options Aand A.
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As discussed in SectidiB.3 architecture option Aexhibits benefits thaare desirablef the
airspace is anticipated to routinely have high air traffic dengitychallenging air traffic
conditions This is because in architecture option, Assigning Resp to ATM centralizes the
responsibility for resolving conflicts with ATWhis allow®ATMto makebetter coordinated more
timely, and more responsiveonflict resolutiordecisiondecauset has the necessary situational
awareness of the overall state of the airspace to resolve multiple conflicts simultaneously. ATM
can also more easily anticipate future changes to the state of the airspace and act accdalingly
pre-empt future conflicts or problems before they occur.

However, the tradeoffs associated wigrchitecture optionA: are that ATM is required to
make complex and frequent conflict resolution decisions because it is solely responsible for
preventing all potential conflictdn addition,the control path for issuing trajectory modifications
is vulnerable to disruptions becausd Mmustmake all conflict resolution decisions abeable
to transmit appropriate trajectory modifications to the aircrafthus, § @ RA & NHzLJG A 2 ¥
ability to make timely decisions or transmit trajectory modifications to the aircveduld
significanty compromiseits ability to adequatelyresolveconflicts.

On the other handSectiord4.3.3alsoidentified that architecture option Aexhibits benefits
that are desirable if the airspaceasticipated to routinely have only low air traffic densifhis
is becausavhen the air traffic density is lowess coordination is requireth resolvedifferent
sets ofconflicts Thus, becausarchitecture option A distributes the responsibility for conflict
resolution to the aircraft they canmake less complex andessfrequent conflict resolution
decisionsby resolvingdifferent sets of conflicts in parallel instead of resolving thaith
simultaneously. In addition, the control path is less vulnerable because the inability of some
aircraft to perform adequate collision avoidance does not compromise the ability of other aircraft
to do so. Furthermore, the aircraft can more easily receiveely feedback about aircraft
capabilities, flight conditionsand operational constraintsThey cartherefore make quicker
decisiongo modify their trajectories in response to changing environmental conditions.

However,the main tradeoff associated with Ais the need for the aircraft to coordinate
among themselves to select appropriate trajectory modification decisions. Because the aircraft
must coordinate among themselves to select appropriate trajectory modifications, how quickly
the aircraft can make tjactory modification decisions depends significantly on (1) the number
of aircraft involved in the conflict, (2) the density of the surrounding airspaue (3) the number
of operational constraints of the aircraft involved in the conflict that must be considered. If any
of these factors are highe(g.,conflict involving many aircraft, dense airspace, numerous tight
operational constraintsetc.), the aircraft may be significantly slower than ATM at making
trajectory modification decisions becauey need to coordinatehosedecisions.

Unfortunately, the trafficconditionsin UAM are unlikely to be predictably high density or low
density at any given time. This is because thelemand nature of UAM flights means that flights
may occur with limited advance notice. As a result, there may be tiwiesn air traffic is
unexpectedly lightand the behavior ofthe decentralized architecture would be preferable.
However, there may be othéimeswhena sudden unexpected surge in air traffic causes a period
of very high traffic densityand the behavior of the centralized architecture would be preferable

For this reasonthis research proposes a hybrid of the twachitecture options.ristead of
just selecting either Aor Ay, this research proposes more flexiblesharedcollision avoidance

85

A



architecture lesignatedasarchitecture optionAz) where Resgl is assigned teither ATMor

the aircraft. By sharing the collision avoidance responsibility between ATM and the aircratft,
either ATM or the aircraft could decide tesolve a conflictlepending on who is better equipped

to make the necessary decisions in each situatiime full control structure foarchitecture
option Az is shown irFigure33.

Federal Regulators (e.g. FAA)
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Figure33: Control structure foarchitecture optionAs

Because the traffic circumstances in UAM are likely tayp@gamic andunpredictable,the
benefit ofarchitecture optionAs (where ATM and the aircraft share responsibility for preventing
conflicty is that it coulddynamically allocate that responsibility dependingtbe prevailing air
traffic circumstancesFor example, when traffic density is highar emergencyarises, ATM
could resolve conflicts instead of the aircraft. This would allamtoAbe capable of making
responsive and better coordinated tegjtory modification decisions in high density traffic
situations like in A However, if only a few aircraft are involved in an isolated conflict, the aircraft
could resolve that conflict instead of ATM. This would allewofoffer the same benefits as,A
These benefits include a reduction in decision making complexity and frequency when selecting
trajectory modifications, the ability to receive timely feedback about environmental conditions
and a less vulnerable control path for providing trajectory rfiodtions.

It is worth noting thathese benefits ofAz are contingent on two key assumptions. First, it is
assumed tha#s can be feasibly implementedlring detailed system design and that none of the
required system elements are impossibledisign oimplement.Second, it is also assumed that
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there areno significant tradeoffs ofs (e.g., mode confusiorthat might negate the expected
benefits These two assumptions are important because if either of these assumptions are not
true, the expected benefits of this shared collision avoidance architecture may natatieed,

or it will require far more development effort to realize them than anticipated.

These two design assumptions therefore represent two open design issues that need to be
explored toconfirm thatarchitecture option A (the shared collision avoidance architectiiie
the preferred ATM architecture for UAMFor this reason, a second design iteration was
conducted in this research to refikbe shared collision avoidance architectucedeterminethe
feasibility ofimplemening it and better understandany potential tradeoffs.This work will be
presentednextin Chapter 5

4.6 Summary

This chapterdescribed the result®f the first of two design iteratios performed in this
research In this first design iterationthe goal was toapply the safetydriven architecture
development framework described in Chapter 3to develop an initial collision avoidance
architecture that willbe able to safely manage UAM air traffito do this, the NAS was first
analyzed at a high level of abstraction to identify a set of sydeml collision avoidance
requirements. Those requirements were then used to create a conceptual architecture that
defined the control behavior that would be needed to ensure safeeration with respect to
collision avoidance.

Two architectureoptionswere then created and compared to determine the preferred way
to implement the conceptual architecture in th&TMsystem architectureArchitecture option
As wasacentralized architecture option whe®TM was responsible for collision avoidajeed
architecture option A was a decentralized architecture option wheréhe aircraft were
responsible for collision avoidance.

The comparison of thesevb architecture options showed that the preferred architecture
option depended on the air traffic circumstances that would be encountered. If traffic density
was expected to be high, architecture option Would ensure better coordinated and timely
trajectory modification decisions. By contrast, if traffic density was expected to be low,
architecture option Awould enable reducedecisionmakingcomplexity and a less vulnerable
control path for providing trajectory modifications.

Thesebenefits and tradeoffsvere then compared tdhe benefits and tradeoffs identified by
comparisons of centralized and decentralized ATM architectures in the existing literathise
comparison showed that this framework identsgienore benefits and tradeoff¢hat covered
more areas of contralhan the existing literature In addition, a qualitative comparison of the
benefits and tradeoffs identified by this researtththose identified in theexisting literature
showed thatthis frameworkoffers three additional benefits. Firstthis frameworkgenerates
benefits and tradeoffs that are more focused on cortrelated differenceswhich enhances
safety understandingSecondthis framework makegt easier to determinevhat aspects of the
architecture give rise to the observed benefits and tradeoffhird, this framework allows
benefits and tradeoffs to be derived from a broader consideration of different air traffic contexts.
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These results thereforprovidesupportfor hypothesis 1 of this dissertation adeémonstrate
that the framework developed in this researchncalentify relevant criteria for comparing
architecture optionsand evaluatinghe I N K A (i &ilityi tdatBeveCemergent properties.

Hypothesis 1A systemgheoreticapproach can identifyelevantcriteria for comparing
architecture options and evaluating their ability to achieve emergent properties

Finally,to conclude this first design iteratiothe preferred collision avoidance architecture
for UAM wagdesigned Becaus&JAM flights are expected to occur @emand instead of being
scheduled in advance, itis unlikely that traffic density will always be predictably high.diagy
based on the insights gainé®m comparingarchitecture options Aand A, architecture option
Az was proposedthat assignsthe responsibility for collision avoidande both ATM and the
aircraft Thisarchitecture option woulcenable theATM system to adapt its collision avoidance
behaviorand vary the extent to which identified conflicts are resohNsdA™ or the aircraftto
suit the prevailing air traffic circumstances.

However, the selection @rchitecture optionAz assumes thait can be feasibly implemented
and that there are no significant tradeoffs thabuld compromise the safety dfzsand negate its
expected benefitslt is therefore important to validate these assumption® confirm if A is
indeed thepreferred ATM architecture for UAM. Thus, a second design iteration is needed to
refine architecture option Ato better understand the feasibility of its implementation and its
tradeoffs.The next chapter presents the results frahis second design iteratian
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Chapter 5Design Iteration 2: Refining the Collision Avoidance
Architecture

In design iteration 1, the goal was to select the collision avoidance architecture for managing
UAM air traffic in the NAS. By applying taehitecture development framework developed in
Chapter 3 a shared collision avoidance architecture was selected where the responsibility for
resolving conflicts (Res)) is shared between ATM and the aircraft. However, the selection of
this architecture as the preferred option was contingenttaro key assumptionghat it could
be feasibly implemented and th#he tradeoffs would not outweigh the expected benefits.

So, to investigate the validity of éseassumptiors, a secondlesigniteration was conducted
to refine the shared collision avoidance architecture that weesatedin design iteration 1. The
goal of design iteration 2 can therefore be stated as follows:

Iteration 2 Goal:Define how ATM and the aircraft will share responsibility for collision avoidance
and work together to adequately resolve conflicts

This chapter presents the results of this second design iteration. Birggst accidents
introducedto illustrate how unsafe behavior can occur an existing ATM architecture with
shared responsibility for collision avoidancehen, the shared collision avoidance architecture
developedin design iteration 1 ignalyzed using $RAto identify how unsafe behavior could
occur. The results from this STPA analysis are then usedetelop a refined conceptual
architecture for shared collision avoidancéNext potential architecture options for
implementing thisrefined conceptual architecture arereated and corpared to identify the
potential benefits and tradeoffdzinally, the results from both design iterations aexiewed to
evaluate the ability of the framework to help systems engineers incrementally rafgsyestem
architecture and make more informed design decisions.

5.1 |lllustration of Unsafe BehaviarThe Uberlingen Accident

The shared collision avoidance architectatevelopedin design iteration 1 represents a
more collaborative approachihan exists todayfor sharing the responsibility for collision
avoidance between ATM and the aircraft. However, the concept of sharing collision avoidance
responsibility between a grourbased controller and an airborne controller is not entirely new.
The use of the Traffic Collision Avoidance System (TCAS) onboard commercial aircraft to augment
the collision avoidance capabilities of grodbdsed A Traffic Control (ATCis a simpler version
of a shared collision avoidance architecture that is already opegati the NAS. Although this
system has helped to prevent numerous raidl collisions, some have still occurred. It is
therefore informative to study what could go wrong in this simpler version of shared collision
avoidance involving ATC and TCAS to infdvenhiazard analysis of what could go wrong in the
more collaborative shared collision avoidance architecthed this research is @posing to use
for UAM

BackgroundBrief Overview of TCAS

TCAS is a collision avoidance system installed on commercial aircraft that is designed to help
identify and prevent miehir collisions between aircraftl07]. It does this by monitoring the
airspace around an aircraft and warns pilots if a nearby aircraft presents a collisioNthskigh
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backup collision avoidance system in cases when a conflict is not identified and resolved by ATC.
When a potential conflict is identified by TCAS, there are two types of alerts it canfif3lie

The first is called a traffic advisory (TA) that simply warns the flight crew that a nearby aircraft

may be a collisionsk,but no actionis requiredto be taken The other type of alert is a resolution

advisory (RA) that includes a recommended maneuver (to either climb or descend) to prevent a

collision. FAA regulations and the operations manuals of many airlines require that if flight crews

receive an RA from RS, they are to execute the recommended maneuver even if that RA is

contradictory to an insuction provided by ATGRigure34 shows a simplified control structure

that illustrates how TCAS works within the ATC system.

Air Traffic Control

Verbal feedback . .
. . . Directions Verbal feedback
Directions from flight crew from flight crew
TCAS
I Resolution C‘r’qoer:;;;:’” Resolution
Flight | Advisory Advisor Flight
ght | TCAS TCAS y ,| e
Crew Crew
Control Sensor  Transponder Transponder  Control Sensor
In puts Data Data Data In puts Data
v Y
Aircraft Subsystems Aircraft Subsystems
Aircraft 1 Aircraft 2

Figure3dY { AYLIX ATASR O2yiNRt &0GNHZOGdzZNBE 2F (2RIe&Qa !

Although ATC and TCAS deth responsible for identifying and resolving collisions, their
responsibilities are not completely overlapping because TCAS only attempts to resolve conflicts
that might occur within a limited period of time. By contrast, ATC will attempt to resolve any
conflict that it identifies. Thus, if ATC identifies a conflict well in advance of a collision occurring,
ATC will provide directions.@g, climbs, descents, turigo the flight crew and the flight crew will
provide control inpil & (2 GKS FANDNI Fd G2 OFNNE 2dzi ! ¢/ Q
identify a conflict soon enough, TCAS might identify that conflict and issue an RA to resolve the
conflict. If an RA is issued, the flight crew similarly will need to provide doimjpats to the
aircraft to comply with the RA.

Figure34illustrates two noteworthy features of how TCAS is integrated into the ATC system.
First, there is no direct feedback or communication of any kind between TCAS and ATC. TCAS
therefore operates entirely independently of ATC and the only way ATC recedddmtkabout
a TCARA is when the flight creprovidesthat feedbackverbally via radio communications.

The other noteworthy feature is that this architecture makes it possible for flight crews to
receive conflicting instructions about how to maneuver the aircraft and thegtdecide which
instructions to execute. For example, if a conflict is identified at the same time by both ATC and
TCASATC and TCABuldchoose different ways to maneuver the aircraft to resolve the conflict
This would result in thdlight crews receing conflicting instructions. To avoid confusion, flight
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crews are expected (by procedure) to always comply with the TCAS RA, even if that means
ignoring ATC instructions. Tlpslicyensures a consistent set of instructions are executed.

The Uberlingen Accident

On 1 July 2002, Bashkirian Airlines flight 2937 and DHL flight 611 collided with each other
over Uberlingen, Germany while under the control of Zurich Air Traffic Cqa®8]. Just prior
to the accident, both aircraft were cleared to cruise at 36000 feet but the Zurich air traffic
controller handling those flights did not realize that he had cleared two aircraft on conflicting
flight paths to cruise at the same altitude.

Less than a minute before the crash, the Zurich air traffic controller recognized that the two
aircraft were in conflict and chose to resolve it by keeping flight 611 at 36000 feet and instructing
flight 2937 to descend. This decision alone was adequatievayuld have resolved the conflict.
However, very shortly after flight 2937 begins its descent, the TCAS on both aircraft identified
the sameconflict. Unfortunately, because TCAS operates independently of ATC, TCAS chose a
different way to resolve the cdhct and instructed flight 611 to descend while instructing flight
2937 to climb. As a result, although the flight crew of flight 611 only received instructions from
TCAS to descend, the flight crew of flight 2937 received conflicting instructions:tarciias
from Zurich ATC to descend and an instruction from TCAS to §li@édh This scenario is
illustrated in the simplified control structure shownkgure35.

Zurich Air Traffic Control
No direction Unable to inform ATC of Descend
provided TCAS-directed descent
i Descend Climb i
Flight |, TCAS TCAS imb__, Flight
Crew Crew
Descend Descend
Aircraft Subsystems ‘ Aircraft Subsystems
DHL Flight 611 Bashkirian Flight 2937

Figure35: Control structure showing conflicting instructions in the Uberlingen accident

Faced with this scenario, the flight crew of flight 611 followed established procedures and
complied with the RA from TCAS instructing them to descendébrtunately, because the flight
crew of flight 2937 had been trained differently than the flight 611 flight crew, they did not follow
the same procedure of always complying with the TCAS RA. Instead, they chose to ignore the
TCAS RA and follow the insttion from Zurich ATC to descend. As a result, both aircraft
descended toward each other, resulting im&d-air collision108].

As has been published everalreports following the accidenfl108, 109] there were
numerous factors that contributed to the accident. However, focusing on the role of the ATC
architecture in this accident, two factors are relevant. First, because TCAS and ATC operate
independently of each other, TCAS provides no feedback to ATC if an RA is geaachtbey

91



do notcoordinate to decide if TCAS or ATC is resolving the conflict. Instead, both TCAS and ATC
independently try to resolve the conflict and it is up to the flight crew to resolve any conflicting
instructions that are provided to them.

Second, this architecturdor integrating ATC and TCAl®pends on the flight crews
consistently following a fixed procedure and always complying with the TCAS RA. Thus, when the
flight crews do not follow this procedure consistently (in this case due to differences in training),
this Uberlingen accident becoragossible.

Implications for designing the shared collision avoidance architecture

The Uberlingemccident illustrates how even in a relatively simple shared collision avoidance
architecture, independent decision making and conflicting instructions can lead to unsafe conflict
resolution decisions and inadequate collision avoidance. This suggestdothdéite more
collaborative shared collision avoidance architecture selected in design iteration 1, it will be even
more important to design it to avoid unsafe behavior because it contains more opportunities for
AYylFRSldzZ 0S O2f t AaA 2TC systén? AhR ks YeOdpiseingared/to TCASE & Q &
shared collision avoidance architecturequiresa more advanced airborne collision avoidance
systemthat is given larger scope and expanded authority to resolve conflicts. Unlike TCAS, the
shared collision avoidance architecture selected in design iteration 1 allows the aircraft to resolve
any conflict in trajectories instead of just conflicts withida¥ A 4§ SR N} RAdza 2F GKS
position. In addition, aircraft can make any change to theirettyry instead of just climbs or
descents.

For these reasons, the purpose of the STPA analysis that will be presented in the next section
is to analyze the shared collision avoidance architectui@btain some initial information about
how unsafe behavior like what happened in the Uberlingen accident could lead to inadequate
collision avoidance. Those analysis results can then be used to refine the conceptual architecture
to ensure thatthis shared collision avoidance architecture is designed to preaecitlents like
the Uberlingen acciderftom occurring

5.2 STPA Analysis of Shared Collision Avoidance Architecture

To refine the shared collision avoidance architecture, the STPA analysis that was performed
in design iteration 1s updatedagainto consider all the ways in which ATM and the aircraft might
be unable to adequately resolve conflicts. As with previous STPA analyses in this research, the
losses and hazards are the same as those identifiédlihe7 and Table8 respectively. However,
a zoomedin version of the control structure created in iteration 1 (showrFigure33) is used
because the goal of this analysis is specifically to refine how ATM and the aircraft will need to
work together to adequately resolve collisiorSigure 36 highlights the area of the control
structure from iteration 1 that will be zoomeuh on andFigure37 shows the zoomedh version
of the control structure that will be used in this design iteration.
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As shown irFigure37, the zoomedn control structure now models each aircraft as being
comprised of an aircraft controller and the physical subsystems of the aircraft. This highlights the
fact that to resolve a conflict in this shared collision avoidance architecture, itr@ficontroller
may either be given trajectory modifications selected by ATM or it may work with the controllers
of other aircraft to select appropriate trajectory modifications for themselves. Regardless of how
the trajectory modifications are selectethe aircraft controller eventually needs to decide what
control inputs to provide to the aircraft subsystems to execute the trajectory modifications. Thus,
by zooming in on the interactions between ATM and the aircraft, the control structure shown in
Figure37 better focuses the analysis on how the collective behavior of ATM and the aircraft may
lead to inadequate resolution of conflicts.

Because this architecture requires ATM and the aircraft to work together to resolve conflicts,
ATM and the aircraft are essentially collaborative controllers working as a team. Thus, STPA
Teaming [32] was used to analyze thejectoryModificationscontrol action to determine how
ATM and the aircraft collectively providing (or not providing) trajectory modifications could lead
to unsafe behaviorThe remainder of this section presents examples of the analysidts,and
the full STPA eaming analysisanbe found inAppendix E

Consistent with the STPPeaming process [32], after creating the control structure to model
the system, the next step is to generate unsafe collaborative control actions (UCCAS). As shown
in Figure37, either ATM or the aircraft can provide tAeajectory Modificationgontrol action.
Table29 shows the three main combinations ofishcontrol action that were considered to
identify type 12 abstracted UCCAs. Ttaa-right column ofTable29 also describes the types of
unsafe behaviors that are covered by each combination.
Table29: Combinations of control actions considered to identify typ2 WCCAs

# Either ATM or While the other | Unsafe Behavior€overed
the aircraft
1 Do?rsr;}gg:)or\;lde Doisrg}gét%rr(;wde Identifies how a collision might remain
Modifications Modifications unresolved by both ATM and the aircraft
MS Does r?ot provide Identifies how either ATM or the aircraft might
2 Trajectory Trajectory rovide unsafe trajectory modifications
Modifications Modifications | P J Y
Does not provide Provides
3 Trajectory Trajectory Duplicate- Same as #2
Modifications Modifications
Provides Provides - . ) . L
— — Identifies how conflicts or inconsistencies in
4 Trajectory Trajectory trajectory modifications might occur
Modifications Modifications J y g

For each of these combinations of control actions, multiple abstracted TAY2&@CAs were
identified andTable30 shows examples of these UCCHNste that UCCA7 isessentially the
UCCA involved in the Uberlingen accident discuss&eation5.1
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Table30: Example Type-2 UCCAs for shared collision avoidance architecture

Either ATM or

Modifications

Modifications

ID . While the others | Context
one ofthe aircraft
. .. | when the trajectories of two aircraft are
UCCAL Does not provide | Does not provide| ;| conflict[H-1]
Trajectory Trajectory p— _ . —
UCCA3 | Modifications Modifications | Wnenthe trajectory of an aircra
conflicts with an obstacle or terraii-1]
when the modifications will result in a
UCCALL | Provides Does not provide| secondanycollisionwith another aircraft
Trajectory Trajectory [H-1]
Modifications Modifications when the modifications will cause a
UCCAL4 - :
collision with an obstacle or terrafif-1]
Provides Provides . .
UCCAL7 | Trajectory Trajectory when the trajectory modifications

conflict with each othefH-1]

For UCCAs where neither ATM nor the aircraft provide trajectory modificagogsWCCAL

and UCC#A), no further refinement of these UCCAs is needed because no additional detail is
required to identify scenarios for those UCCAs. However, the other UCCAs can be refined and

Table31shows examples of refined UCCAs for t1CAnd UCCAY.

Table31: Example refinedype 12 UCCAs for shared collision avoidance architecture

ID SubID ATM Aircraft 1 Aircraftn Context
Provides Does not when the
- provide
UCCAlLL1 Trajectory Traiector modifications
Modifications J i y will result in a
Modifications
UCCALl secondary
—Doegdnot Provides collisionwith
UCCAL1.2 piT:Z\'/écteor Trajectory another
jectory Modifications aircraft[H-1]
Modifications
Provides Provides %ﬂ
UCCAL7.1 | Trajectory Trajectory provide
Modifications | Modifications Trajectory
Modifications | When the
Doesnot Provides Provides traje.cf[ory.
- - - modifications
UCCAL7 provide Trajectory Trajectory . :
UCCAL7.2 , P P conflict with
Trajectory Modifications | Modifications
L each other
Modifications [H-1]
Provides Provides Provides
UCCAL7.3 | Trajectory Trajectory Trajectory
Modifications | Modifications Modifications
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As shown in the first two rows dfable31, UCCAs where either ATM or the aircraft (but not
both) provide trajectory modifications can be refined to consider UCCAs where ATM provides the
unsafe control action (and the aircraft do not) and UCCAs where the aircraft provide the unsafe
control action(and ATM does not)n Table31, UCCALL.1 is an example of the former and UCCA
11.2 is an example of the latter.

Similarly, UCGAY can also be refined to consider three UCCAs:

1. ATM and one of the aircraft provide conflicting trajectory modifications (UCCH

2. Two aircraft select conflicting trajectory modifications (UEGA)

3. ATM and the aircraft all select conflicting trajectory, some or all of which are
conflicting (UCGA7.3)

For Type 31 UCCAs, this analysis assumes that Trajectory Modifications is a discrete control
action that simply indicates to aircraft what their new trajectory should be. Thus, only one type
of Type 34 UCCA was considered: one controller provides trajectory modifications before the
other controller provides trajectory modification3able32 shows two examples ofype 34
UCCAs and@lable33 shows the three refined UCCAs identified for UQG8A

Table32: Example Type-8 UCCAs for shared collision avoidance architecture

# Either ATM Then the | Context
or the other
aircraft

whenATM and the aircraft are attempting to
resolvethe same conflicfH-1]

When ATM and the aircraft are modifying
trajectories for different reasonfgH-1]

UCCAIL8 | Provides Provides
Trajectory Trajectory
UCCAL9 | Modifications| Modifications

Table33: Examples of refined type8UCCAs for UCQR

Trajectory Modifications Then trajectory
SubiD provided by Modifications provided by Context
UCCA18.1 ATM Aircraft n whenATM and the
UCCALS.2 Aircraft n ATM aircraft are attempting
) : to resolvethe same
UCCAL8.3 Aircraft 1 Aircraft n conflict[H-1]

Once the UCCAs have been identified, causal scenarios can then be developed. To illustrate
how this was done for the shared collision avoidance architecture, example scenarios for three
UCCAs are presented in this section.
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Example scenarios fa(fCCAL

UCCAL: Neither ATM nor the aircraft provide trajectory modifications when the trajectories of
two aircraft are in conflict [F1]

CS2.1.1-1: The aircraft attempt to resolve the conflict and ATM does not. However, when the
aircraft attempt to verify with ATM that their selected trajectory modifications will have alternate
trajectory options available, ATM does not confirm this and thereforeatineraft are unable to
selecttrajectory modifications before the collision occurs.

CS2.1.1-2: ATM allows the aircraft to resolve the conflict. However, if the conflict involves a large
number of aircraft or numerous operational constraints, it may take too long for the aircraft to
coordinate among themselves to resolve the collision. As a raseither ATM nor the aircraft
issue trajectory modifications to prevent the conflict.

CS2.1.1-4: ATM and the aircraft both assume the other is better equipped to resolve the conflict
or they each wrongly believe the other will resolve the conflict. As a result, each waits for the
other to resolve the conflict and neither of them selects trajectorydifioations to preventt.

Example scenarios for UCCA 1

UCCALL1.1: ATM provides trajectory modifications (and the aircraft do nethen the
modifications will result in a collisidi-1]

CS2.11.1.1-1: ATM selects trajectory modifications that contain secondary conflictes this
believing that it would be faster to issue these first and thesolvethe secondargonflictslater.

However, ATM becomes busgsolving other conflicteand does not returrin time to resolve
these secondary conflicts before a collision occlgrthermore, the aircraft believe ATMill

resolvethem and don't try to resolve them otheir own.

CS2.11.1.2-2: Other aircraft are about to but have not yet modified their trajectories and
therefore ATM has not received any feedback that the trajectories of some aircraft are about to
be modified when it begins to identify its own trajectory modifications. If it do&sreceive and
process feedback later that the trajectories of some aircraft have been modified, ATM will
identify trajectory modifications based on the outdated aircraft trajectories and select trajectory
modifications that it does not iize are in conflict with the updated trajectories of some aircraft.

CS2.11.1.3-1: ATM correctly selects trajectory modifications that will not result in a collision.
However,during transmission to the aircrafsomeof the trajectory modificatios aredropped
(e.g, due to a communicationserror) and only some of the aircraft receive trajectory
modifications. As a result, aircraft that did receive trajectory modifications maycoofiict with
those that did not receive trajectory modificatiortdowever, since the aircraft believe that ATM
is managing the collision, they do not checkdbmodificatiors and simply executéhem.
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Example scenarios for UCCA 1

UCCAL7.1: ATM and the aircraft both provide trajectory modifications when they conflict with
each otherfH-1]

CS2.17.1.1-1: Both ATM and a UAM aircraft identify a potential conflict with another aircraft
that is not equipped to perform sefeparation. The UAM aircraft proceeds to resolve the conflict
under the assumption that the other aircraft will not change trajectory arelable to identify a
solution first. However, ATM can control that other aircraft (e.gy coordinating with
conventional ATC). Thus, although ATM knows the aircraft has already selected trajectory
modifications, ATM provides what it believes to be a better solution but that conflicts with those
of the aircratft.

CS2.17.1.1-6: Multiple sets of conflicts are occurring and ATM and the aircraft have received
feedback about them and are attempting to resolve them. While the aircraft are each only
attempting to resolve their own local conflict, ATM is resolvalgthese conflicts together
because it believes it can resolve them more efficiently. As a result, although the aircraft have
selected trajectory modifications already, ATM provides a conflicting set to the aircraft.

CS2.17.1.2-1: Both ATM and the aircraft identify a potential conflict and attempt to resolve it. If
they both select trajectory modifications at about the same time, neither ATM nor the aircraft
will receive feedback that the other has already selected trajectory nuadifins before they

provide their own. Thus, they both provide trajectory modifications that conflict with each other.

5.3 Developing the Shared Collision Avoidance Conceptual Architecture

Having analyzed the shared collision avoidance architecture using-T€HRANg, the
identified scenarios can be used to refine the conceptual architecture created in design iteration
1 to define the control elements that are needed to adequately manage shared collision
avoidance. Because this design iteration is focused on deciding how to implement shared
collision avoidance, Resdp(the responsibility for resolving conflicts) will be refinethiis design
iteration to determine the more detailed sutespmsibilities that will need to be performed.
Figure38 shows a refocused version of the conceptual architecture created in design iteration 1
that highlights Resfi that will be refined.
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Figure38: Iteration 1conceptual architecture with Resp highlighted for refinement

This section describes how this refinement of Résig done. First, additional system
requirements are generated that define the additional safety constraints necessary to ensure
safe shared collision avoidance. The augmented set of system requirementsesr used to
definea refined set obubresponsibilities of Resp and the process model parts, control actions
and feedback that are needed for each sesponsibility. Finally, the sefesponsibilities are
assembled to create the refined conceptuathaitecture.

5.3.1 Additional System Requirements for Shared Collision Avoidance

Based on the scenarios identified using STBAming, additional system requirements can
be generated that describe the additional safety constraints needed to ensure safe shared
collision avoidanceTable34 shows three examples of how requirements are derived from the
scenarios andlrable 35 shows several more examples of system requirements generated to
prevent unsafe behavior arising from shared collision avoidafiee full set of additional system
requirements generated in this design iteration are listed\ppendix F

Note that C.17.12-1 (second row offable34) is essentially the scenario that occurs in the
Uberlingen accident. Thus, by identifyitigat scenario now during developmerihe necessary
system requiremergcan be generatednd the right control elements can be designed into the
ATMarchitectureto prevent an accident like the Uberlingen accident from occurring.
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Table34: Examples aflerivedsystem requirement$or shared collision avoidance

Scenario

Derived Requirement

CS2.1.1-4: ATM and the aircraft both assume the other is

better equipped to resolve the conflict or they each wrongly
believe the other will resolve the conflict. As a result, each
waits for the other to resolve the conflict and neither of the|

Reg121: An explicit decision
must be made about who is
resolving a potential conflict

selects trajectory mdifications to prevent the conflict.

CS2.17.1.2-1: Both ATM and the aircraft identify a potential
conflict and attempt to resolve it. If they both select
trajectory modifications at the same timeeitherreceives
feedback that the other has already selected trajectory
modifications before thg select their ownThus, they providg
trajectory modifications that conflict with each other.

CS2.17.1.1-6: Multiple conflictsoccur, andATM and the
aircraft are attempting to resolve them. While the aircraft a
each only attempting to resolve their own local conflict, AT
is resolvingall these conflicts together because it believes it
can resolve them more efficiently. As a result, although the
aircraft have selected trajectory modifications already, ATN
provides a conflicting set to the aircraft.

Req123:If multiple

potential resolutions to a
conflict are identified, an
explicit decision must be
made about which trajectory
modificatiorsto execute

Reg¢124:Under <TBD>
conditions, to better
coordinate the resolution of
conflicts, it must be possible
to temporarily require that
all trajectory modification
decisions be made centrally

Table35: Additional examples afystem requirements for shared collision avoidance

Requirement

If either ATM or the aircrafts unable to resolve a potential conflict, the other
must be able to take over anésolveit.

Re¢103

Re@104 | Conflicts must continue to be resolved even if the ability of ATM or one aircra

do so is compromised.

Any aircraft within <TBDdistanceof anidentified conflict must be included in
coordination to ensure secondary collisions are avoided.

Re¢108

Re136
Reql144

Trajectory modification decisions must account for aircchingingrajectories

Air traffic priorities must be determined and adhered to consistently when ma
trajectory modification decisions

The ability of aircraft to execute their planned trajectory to the required
navigational performance must be monitored and modifications reconsidered
they are unable to execute their planned trajectories sufficiently accurately

Req145

5.3.2 Creating the Refined Conceptual Architecture for Shared Collision Avoidance

Once these additional system requirements have been generated, refined responsibilities can
then be identified. To do this, the additional requirements derived from the STda#ning results
are combined with the original requirements used to define Respcreate an expanded set of
requirements.
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From this expanded set of requirements, nesguiremensgroups are

formedAswas done

in iteration 1, each requirement group is defined by a control requirement and the constraint
requirements that apply to it. The difference in this iteration is that the control requirements are

more detailed than those in iteration More detailed control responsi
responsibility constraints can then be generated for each group.

biles and associated

Table36 shows an example of one requirement group and théned responsibility and
constraints that were derivedl'able37 summarizes the six responsibilities that were identified
in this iteration to refine Resf. The full set of control actions and feedback for all six

responsibilities in this design iteration are showrAppendix F

Table36: Example derivation of refined responsibility and associated constraints
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Table37: The six refined sulesponsibilities of Resp

Control Requirement ControlResponsibility

Reg4*: ATM system shaitlentify and resolve any
O2y Tt A00 @oAGK 'y I ANDODNI F|Respl.l Identify andresolve
between two aircraft trajectories or a conflict of an potential conflicts

aircraft trajectory with terrain

Re@121: There must be an explicit decision on who wil Respl.2: Decide which
be resolving a conflict controller is resolving a conflict

Req123:If multiple potential resolutions to a conflict ar
identified, an explicit decision must be made about wh
trajectory modification instructions to execute

Re145: The ability of aircraft to execute their planned
trajectory to the required navigational performance mu
be monitored and trajectory modifications reconsidere
if they are unable to execute their planned trajectories
sufficiently accurately

Req144: Air traffic priorities must be determined and | Respl.5: Prioritize air traffido
adhered to consistently when making trajectory inform trajectory modification
modification decisions decisions

Re@124:Under <TBD> conditions, to better coordinate
the resolution of conflicts, it must be possible to
temporarily require that all trajectory modification
decisions be made centrally

* Note: In iteration 1Reg4 was used to derive Re&pln iteration 2, it is used again to derive the
more detailedresponsibility Resf.1

Respl.3: Arbitrate conflicting
conflict resolution proposals

Respl.4: Ensure aircraft are
adequately following their
planned trajectory and any
modifications made to it

Respl.6: Establish when
trajectory modification decisions
need to be made centrally

At this point, it is worth noting that this process has identified control responsibilities that
could help to prevent accidents like the Uberlingen accident from occurring if they were
implemented in the ATC system architecturéor example, considdRespl.2. As discussed in
Section5.1, the ATC system that existed at the time of the Uberlingen actides designed
such that TCAS and ATC operated independently with no direct communication between them.
Thus, aresponsibility like Resp.2 wasnot includel becausefederal regulations and FAA
guidance prescribe thaATC and TC/AeBe both responsible for resolving any conflict that they
identify. Bvenini 2 R @ Q& !atrdsporssibilitylil Resh2 does not exist even though it
could help to prevent unsafe independent conflict resolution decisions being made by ATC and
TCAS by clarifying which of them will make the resolution decision for a given conflict.

For this shared collision avoidance architecturewever, Respl.2 is critically needed
becauset will enable the active decision making necessarglkow the ATM system to adapt its
collision avoidancdéehavior to the prevailing air traffic circumstances. Thus, #énchitecture
developmentframeworkcan helpto design the behavior of this responsibility and decide how to
incorporate it into the ATM architecture
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Having defined these six refined responsibilities, the required process model parts, control
actions and feedback as well as the control action targets and feedback sources foefaaath
responsibility can then be defined using the same process that was used in iteration 1 (and
described in Sectio.3). Table 38 shows an example of how these control elements were
defined for Resfl.2 to enable it to adequately manage and coordinate the conflict resolution
efforts of ATM and the aircrafttach control element is traced to the responsibility or constraint
that it was derived from to record the rationale for including each control elemgmécontrol
elements for all six refined responsibilitiean be found irAppendix F

Table38: Identifying process model parts, control actions and feedback for-R@sp
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Once the required control elements are defined for all the refined responsibilities, they can
be assembled to create the refined shared collision avoidance conceptual architecture shown in
Figure39.
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Figure39: Refined shared collision avoidance conceptual architecture

As shown inFigure 39, this refined conceptual architecture still contairal the
responsibilities and interactions that wermefined in the conceptual architecture that was
created inthe first design iterationBecause othe design decisions made in this design iteration,
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Respl (the responsibility for resolving conflicteas now been refined into six more detailed
responsibilitiesnvith a more detailed set of control actions and feedback between them.

Per the decision made idesigniteration 1, both ATM and UAMre responsible for
identifying and resoling conflicts (Resfl.1). Therefore, Respl.1 is depicted irFigure39 with
multiple boxes to represent that there are multiple copies of this responsibility in the conceptual
architecture. Above that are the other five subsponsibilitieghat control the various aspects
of when and how Resp.1 is carried out. These responsibilities include deciding who should
resolve an identified conflict (Redp2), arbitrating conflicting trajectory modifications (Rek@)
and ensuring that potential colts are resolved or revaluated if they remain unresolved
(Respl.4). In addition, above Redp2 are two highetevel traffic management responsibilities.
Respl.5 prioritizes the air traffic involved in a conflict to ensure that air traffic iergized
appropriately,and those priorities are followed consistently when resolving conflicts, regardless
of whether ATM or the aircraft resolve the conflict. Rdsf, then, monitors the state of the
airspace and the collisions that are occurring to decide when it might beflmgal to temporarily
resolve all conflicts centrally to minimize the amount of coordination required before a conflict
is resolved. Resp®c Ol y (KSYy AYLIX SYSyd GKA&a OSy il NI
control action to Rep-1.2.

Figure39therefore shows that this behavioral design processblessystems engineen®
refine a conceptual architecturand define the control behaviomeededto prevent accidents
like the Uberlingen accident from occurringor example,responsibility Resfi.2 (discussed
earlier in this sectionpow has itscontrol actions and feedback definexhd the conceptual
architecture shows how its behavior, in conjunction with other responsibilities, ensureshghat
efforts of ATM and the aircraft to identify and resolve conflamtsadequately coordinated.

5.4 ComparingArchitecture Options for Implementing Shared Collision Avoidance

Having definedhis conceptual architecture for shared collision avoidanitegan then be
analyzed using STPAdenerate scenarios that can inform whatchitecture optionshould be
considered to implemenit. This sectiordiscusses how the STPA results were used to create
architecture options for comparison anché full STPA analysis of thefined conceptual
architecturecan be found ilAppendix G

Of the six refinedesponsibilitiesthree of themhave relatively straightforward assignments.
Per the decision made in iteration 1, Rekfi should be assigned to both ATM and the aircraft
since this shared collision avoidance architecture intends for both ATM and the aircraft to be able
to resolve corlfcts. For Resfi.5 and Res{l.6, because they essentially involve making higher
level traffic management decisions such as prioritizing air traffic and deciding when conflicts
should all be resolved cently, it is likely that assigning them to ATM will be the best option (of
course, other assignment options could be explored if desired).

However,it is less clear iRespl.2, Resfl.3, and Resgl.4should be assigned to ATM or the
aircraft Given the relevance of Redp2 to the Uberlingen accident, this researitterefore
focuses orusing the results from the STPA analysis of the refined conceptual architecture to
explote different architecture options for assigning ResR.
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5.4.1 Identifying Assignment Constraints and Creating Architecture Options

Based on the STPA analysis of the refined conceptual architecture, several scenarios
suggested that there could be potential benefits to assigning Reapgo either ATM or the
aircraft. Table39 showsexamples of these scenaridfie assignment constraintderived from
them, and the easonfor that preferred assignment.

Table39: Examples of assignment constraints derived from STPA scenarios

: Assignment | Reason for Assignmen
Scenario . .
Constraint | Constraint
CS3.1.1-5: Neither ATM nor the aircraft are assign : .
) ) . : This assignment
to resolvea conflict. This could occur if the aircraft
) : ) ) ensuresthat the
identify an urgent conflict but need to wait for a :
. ) aircraft can respond to
decision on who should resolve the conflict. By thg : )
: : . : urgent conflicts quickly,
time they receive that decision, there is not enoug . .
: : e when they identify
time to select trajectory modifications before the _ | them
conflict occurs Respl.2 =
Aircraft The aircraft h
CS3.11.11-2: ATM is inappropriately assigned to e aircrat have more
. timely access to
resolve a conflicbased on outdated feedback abot .
: ” . - feedbackabout flight
flight conditions or aircraft capabilitied.therefore " ,
. e . : conditions or aircraft
selects trajectory modifications that the aircraft g .
- capabilities to inform
cannot adequately executend a collision occurs . .
decision making
CS3.1.2-1: ATM isinappropriatelyassigned to
resolve a confliceven though it iglready under a It is easier for ATM to
high workload. Thus, the additional conflict know its own workbad
assignmenSEEOSSRAa ! ¢aauiti®l LJ than for the aircraft to
unable to make a adequate trajectory modification estimate that
decision in time. Respl.2 =
CS3.1.2-4: The aircraft are assigned to resole ATM ATM has broader
conflictbased on the urgency of the conflict but situational awareness
using outdated information abouts context. of the state of the
However at leastone of them is in a critical phase { airspace and the
flight (highworkload) andthey do notselect trajectory constraints
trajectory modifications before a collisiorteours. for each aircraft

The preferred assignments Trable39 suggest thathere are potential benefits to assigning
Respl.2 to either ATM or the aircraéts described by theeason for each assignment constraint
These two assignments are therefore woekRploringto determine the benefits and tradeoffs
between them. For this reason, this design iteration explores these twtenpial architecture
options forimplementingRespl.2 in the ATM architecture.

Table40 provides an overview diow each of the six refined responsibilities are assigned in
thesetwo architecture options As in design iteration 1, only one responsit@ity | & 3 A Ay Y Sy (
changed (Resft.2). Theassignments for the other responsibilities are kept the same for both
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architecture options. So, Redpl is assigned to both ATM and the aircraftr(sistent withthe
decision in design iteration 1) and RekR, Resgl.4, Resgl.5 and Resgl.6 are all assigned to
ATMonly. Simplified control structures for each of these two architecture optionsshi@vn in

Figure40and Figure41.

Table40: Two architecture options for assigning Re&j2

Option A4 Option As
Resp. ID | Responsibility Centrgllzed Alrbo_rne
Allocation of | Allocation of
Conflicts Conflicts
Respl.1 | Identify and resolveotential conflicts ATM & Aircraft| ATM & Aircraft
Respl.2 | Decide which controller is resolving a conflic ATM Aircraft
Arbitrate any conflicting conflict resolution
Respl.3 y g ATM ATM
proposals
Respl4 | Ensure identified conflicts are resolved ATM ATM
Respl.5 | Prioritize air traffic ATM ATM
Respl.6 | Establish centralized conflict resolution ATM ATM
Air Traffic Management (ATM)
4 A A -T
Identified collisions & ops
Controller assigned constraints
to resolve conflict
Request controller to
Trajectory Acknowledge Aircraft involved resolve conflict
modifications | | Medifications in conflict
Unable to resolve conflict
Selected | | Received Proposed
trajectory Trajectory assignment transfer Acknowledge conflict to
modificatiions | | Modifications resolve
Selected trajectory
modifications Assignment transfer
accepted
UAM Aircraft 1 Controller v v UAM Aircraft n Controller
Y Onboard : Onboard v
Collision Avoidance Collision Aveoidance i
| Flight Traj. Mods . < —> . i i
Controller ¢ Iﬂl Proposed trajectory modifications Resp11 b CoF;;E:ﬂer '
Request traj. change Trajectory constraints i i
Aircraft capabilities Confirmed traj‘ mods. R e o et
Acknowledge traj. | | Ty v
mods.
Control Control
Inputs Inputs |

UAM Aircraft 1Subsystems UAM Aircraft n Subsystems

Architecture Option Ay
Figure40: Architecture option Awith Respl.2 control actions and feedback highlighted

107



Air Traffic Management (ATM)

Resp-1.1
A A ~ r
Identified Collisions
Acknowledge Request controller Request to resolve
. to resolve conflict i
drl;i_i]e::_tory modifications conflict
modifications
Received Acknowledge Aircraft involved in
Selected trajectory Trajectory conflict to resolve conflict
modificatiions it
Modifications Unable to resolve Controller assigned to
conflict resolve conflict
Selected trajectory
modifications
UAM Aircraft 1 Controller v ¥ UAM Aircraft n Controller
; \ 4 Onboard Onboard . X .
Collision Avoidance Collision Avoidance : :
| Fiight Traj. Mods » —>|| | Flight |
Controller Resp-1.1 « Resp-1.1 —> Cont?oller
P Request traj. change Resp-1.2 Resp-1.2 | |
4 Aircraft capabilities :
Acknowledge traj. TR Req. Ctrir to Resolve Conflict | A T
mods. T Proposed trajectory modifications
Trajectory constraints
Control Confirmed traj. mods. Control
Inputs Inputs
Y
‘ UAM Aircraft 1 Subsystems ‘ | UAM Aircraft n Subsystems ‘

Architecture Option A5
Figure4l: Architecture option Awith Respl.2 control actions and feedback highlighted

As shown inFigure 40, architecture optionAs assigns 8spl.2 to ATM Thus, in this
architecture optionthe aircraftcan provide feedback t&TM of any identified conflictATM can
then decide taesolve the conflict itself or assign it to the aircraft to resolve. However, the aircraft
do notresolvea conflict until ATM assigns the conflict to them

By contrastarchitecture option A(Figure4l) assigisRespl.2 to the aircraft thus essentially
inverting the relationship between ATM and the aircraft when performing Re&pIn this
architecture option ATM can indicate to the aircraft any identified conflicf®eaircraft can then
RSOARS (2 NBaz2f@S GKS O2y Tt AO00G (KSYHoRdvaiSa 2 NJ
ATMdoesnot resolvea conflict untilanaircraft makesthe request for it to do so.

5.4.2 Evaluating and Comparing Architecture Options

As was done in iteration 1, STPA can then be used to analyze and compargwbese
architecture options Table43 showstwo example scenarios that illustratevo tradeoffs that
wereidentified. The remainder of this sectiodiscusses several other benefits and tradeoffs that
were identified from this comparisohe full comparison table showing all the STPA scenarios
that were used to compare these two architecture options can be fourkpjpendix H
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Table41: Architecture comparison table féour example scenarios

Scenario Evaluation Criteria

Occurs?
A4 As

# | Scenario

ATM identifies an urgertonflict that needs
to be resolved. However, <controller
performing Resfl.2> takes too long to

1 | decide who should resolve a confli8y the
time ATM receives that decision, there is n
enough time to select trajectory
modifications before the conflict occurs

The aircraft identify an urgent conflict that
needs to be resolved. However, <controlle
performing Resfl.2> takes todong to

2 | decide who should resolve a conflict. By th Yes
time the aircraft receive that decision, ther
is not enough time to select trajectory
modifications before the conflict occurs

Responsivenessf
trajectory modification

Y es| decisiongo prevent loss
of separationwhen ATM
resolves an urgent conflig

Responsivenessf
trajectory modification
decisiongo prevent loss
of separationrwhenthe
aircraft resolves an urgen
conflict

The two scenariosh Table41 showthat the assignment of Resp.2 changes thability of
ATMor the aircraft to make timely trajectory modifications decisions to resolve a conflics
observation can be made by comparing hawehitecture optionsAs and A behavein each of
these two scenariagFigure4?2 illustratestheir behaviorin scenario land Figure43 illustrates
their behavior inscenario 2

Air Traffic Management (ATM) | Resp-1.1
(Identifies urgent conflict)
p-1.2

Air Traffic Management (ATM) | Resp-1.1

(Identifies urgent conflict)

Urgent conflict

Urgent conflict

|
|
! identified identified
ATM resolyes ATM resolves | ATM
conflict conflict 1 Request ATM resolves Request ATM
1 resolve conflict fli resolve conflict
Trajector i conflict
] y Trajectory ' Tra .
difications e rajectory mods Trajectory mods
mo modifications I
(Delayed) (Delayed)
. |
Aircraft 1 Controller | | Aircraft 2 Controller I Aircraft 1 Controller Aircraft 2 Controller
Control Control | Resp-1.2 Resp-1.2
Inputs Inputs 1 Control Inputs Control Inputs
Aircraft 1 Aircraft 2 ! (Delayed) (Delayed)
Subsystems Subsystems 1
1 Aircraft 1 Aircraft 2
1 Subsystems Subsystems
1

A4: Centralized Allocation of Conflicts
No unsafe behavior

Figure42: Behavior of A(left) and A (right) in scenario in Table41

Ab5: Airborne Allocation of Conflicts
Unsafe behavior identified
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Air Traffic Management (ATM) | Resp-1.2

Air Traffic Management (ATM)

|
Urgent flict :
rgent conflic A/C
identified ! A/C resolvin
. g
A/C resolves A/C I resolving conflict
conflict Request A/C resolves | conflict
resolve conflict conflict 1
| Aircraft 1 Controller . . Aircraft 2 Controller
Coordination | {Identifies Coordination (Identifies
Aircraft 1 Controller | (Delayed) | Aircraft2 Controller I urgent conflict) urgent conflict)
(Identifies ——— (Identifies Resp-1.2
-1, Resp-1.2
urgent conflict) urgent conflict) :
Resp-1.1 Resp-1.1 I Resp-1.1 Resp-1.1
Control Inputs Control Inputs : Control Control
(Delayed) (Delayed) : Inputs Inputs
Aircraft 1 Aircraft 2 1 Aircraft 1 Aircraft 2
Subsystems Subsystems 1 Subsystems Subsystems
Ad4: Centralized Allocation of Conflicts A5: Airborne Allocation of Conflicts
Unsafe behavior identified No unsafe behavior

Figure43: Behavior of A4 (left) and A5 (right) in scenario 2able41

In both scenarios, either ATM or the aircrafentifies and therresolvesan urgentconflict.
The difference between the two scenariosvisich ofthemidentifiesthe conflict and how quickly
they can resolve it. In scenario(Rigure42), ATM identifieghe conflict and wants to resolve it.
For this scenario, no unsafe behavior is observed for optiobeSauseRespl.2 is assigned to
ATM. Thus, ATM can immediately begin resolving the conflict as soon as they iderBiy it.
contrast, n option A, Respl.2 is assigned to the aircrafhd thereforeATMcannot resolve the
conflict as soon as it identifies it. This is because, as designed in the conceptual architecture,
decision must be made about who should resolve the conflict before any controller can start
resolving a conflicfThus, ATMnust firstindicate the conflict to the aircraft and then wait for the
aircraft to allocate the conflict to ATMDnly once the aircraft provide feedbamqguestingATM
to resolve the conflict can ATM start resolving it. This results in a deksiyM selecting trajectory
modifications and therefore a delaypefore the aircraft can execute those trajectory
modifications.Depending on the urgency of the conflict, that delay could be large enough that
the conflict is not resolved before a collision occurs

Comparing the behavior architecture options Aand A in this firstscenarioshowsthat the
main behavioral difference between them is the responsivenesst{imeliness) with which ATM
canresolve a conflict. Specifically, architecture optionehablesmore responsive trajectory
modification decisions by ATMan A. This thereforeleads to the formulation ofhe evaluation
criterionfor scenario Jas showrin Table41.

The opposite behavior is seen when compaitimg behavior of both architecture options in
scenario ZFigure43). In this scenario, the aircraft identify and want to resolve an urgent conflict.
However, inoption A, because Resp.2 is assigned to ATM, the aircraft must first provide
feedback to ATM about the conflict and then wait for ATM to assign the conflict to them to
resolve. This results in a delay before the aircraft can coordinate to select trajectoryicatdifs
and therefore a delay before they can maneuver to resolve the confstin scenario 1,
depending on the urgency of the conflict, that delay could be large enough that the aircraft
cannot resolve the conflict in time before a collisioccurs.By contrast, in option 4 because
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Respl.2 is assigned to the aircraft, the aircraft can resolve a conflict as soon as they identify it.
Thus, no unsafe behavior occurs for optian A

Comparing the behavior of architecture optionsakd A in this second scenarighe main
behavioral difference betweethem is the responsiveness with whi¢he aircraft (instead of
ATM) can resolve a conflictSpecifically, architecture optionsAenables more responsive
trajectory modification decisions by the aircraffian A. This therefore leads to the formulation
of the evaluation criterion for scenari®as shown inrable41.

These differences in behavior therefore show that the benefapifon Asis that ATMs more
responsive (i.etimely) in resolving an urgent conflict whereas the benefit gisAhat the aircraft
are more responsive in resolving an urgent conflidtese findings also highlight important
relationship between Resp.1 and Resfl.2: more responsive resolution of a conflict is achieved
when the same controller can identify a conflict (Résp) and decide who resolves it (Resg).

By following this process for the remaining scenarios in the comparison, additional benefits
and tradeoffs can be identified. As an examplable42 illustrates theseand several other
benefits and tradeoffs of architecture options; And A that were identified in this design
iteration. The full set of benefits and tradeoffs can be found\ppendix H

Table42: Examples dbenefits and tradeoffs of fand A

ID Evaluation Criteria Benefit (+) or Tradeoff §)
As

Responsivenessf trajectory modification decisions
whenATM resolves an urgent conflict

Ease of coordinatingentralization and conflict
EC2.7 | assignment decisions whewitching to centralized
decision making

Ability to maintain alignmentof Controller Assigned

EC24

ONONO;

EG2.14 to Conflict wherdeciding who is resolving a conflict
Responsivenessf trajectory modification decisions
ECG2.1 . )
whenthe aircraft resolve an urgent conflict
Ability to maintain alignmentof Controller Assigned
ECG2.12 . g ) )
to Conflict wherreceiving conflict assignment
£G2.18 Ability to processdentified conflicts inputs whethe @
' workload of the controller processing thatput is high

Table42 shows that thee are three mairbenefits of architecture option AFirst,ATM can
make more responsive trajectory modificatenwhen itmustresolve an urgent confligeG2.4).
As discussed earlier in this section, this is because, Respl.2 is assigned to ATM (as it is in
A1), ATM can immediately begin resolving a conflict if it decides to dByscontrast, when Resp
1.2 is assigned to the aircraTMmay be delayed in resolving the conflict becauseeids to
wait for the aircraftto request its assistandaefore it can resolvéhe conflict

The second benefif Asisthat it is easier tawoordinatedecisions about when to implement
centralized decision making (Ref) andwhich controller to assign to conflicts (RekR2) (EC
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2.7). Thiscoordination is necessary because, as shown inréfi@ed conceptual architecture
(Figure39), conflict assignment decisions made in R&spdepend ornhe decision made in Resp
1.5 to implement centralizedconflict resolution. When centralized decisiomaking is
implemented,thenall conflicts should be assigned to ATM. However, when centralized decision
making is not implemated, the prevailing air traffic circumstanceshouldinform a decsion
about whether ATM or the aircraft shouldesolve an identified conflictThus coordinating
decisions between Resh2 and Res{l.5 is easier when they are bo#tssigned to ATM (as they
are inA) because the coordination can occur within ATB¥ contrast, when Resh? is assigned

to the airgaft and Resfl.5 is assigned to ATKa&s they are in 4), this coordinationis more
difficult becausat requires adequate and timely communication between ATM and the aircraft
for adequatecoordination to occur.

Finally, the third benefit of option As thatit is easier to maintain process model alignment
of which controller is assigned to a conflict when deciding who is resolving a cQa2t14).
This is because when Res2 is assigned to ATM (as it is i), ATM is the sole decision maker
for Respl.2. By contrast, when Redp2 is assigned to the aircraft, each aircraft maintains its
own belief about whothey are collectively deciding should resolve a conflict. Although the
aircraft are coordinating tonake this decision, there are more opportunitiesojtion As for the
beliefs of each aircratibout who they are assigning to resolve a conflict to become misaligned.

On the other handTable42 also shows that there are three benefits for architecture option
As. The first is thathe aircraft can make more responsive trajectory modification winey must
resolve an urgent confligEC2.1). As discussed earlier in this section, this is because, when Resp
1.2 is assigned tile aircraft(as it is in 4), the aircraftcan immediately begin resolving a conflict
if they decide to do so. By contrast, when Résp is assigned t&TM the aircraft may be
delayed in resolving the conflict becaud®ey mustwait for ATMto assig the conflictto them
beforethey can resolve it.

The second benefit of As thatit is easierto maintain process model alignment of which
controller is assigned to a conflict when receiving conflict assignment®.{12C This is because
when Resgl.2 is assigned to the aircraft (as it is ¥), ATM is theonly controller that receives
conflict assignments from the aircraBy contrast, when Resp?2 is assigned tATM, the aircraft
are the ones receiving assignments from ATM. Because the aircraft each maintain their own
process modehboutwhat conficts are assigned to therthere are more opportunities for their
process models to become misaligned with respect to which conflicts they need to resolve.

Finally, the last benefit ofsAs that the aircraftare better able to process inputs from ATM
about any identified conflicts when their workload is hi@#G2.18). This benefit is observed
becausevhen Resgl.2 is assigned to the aircraft (as it is ), &ven if one aircraft is too busy to
attend to an input from ATM about an identified confliother aircraft can attend to that input.

By contrast, when Resp.2 is assigned to ATM, ATM is the sole decision maker and must attend
to all feedback fromanyaircraft about an identified conflict.

5.5 EvaluatingSupport Provided by Framework for Incremental Refinement

Having now completed twderations of refinement of theATM architecturefor UAM, the
goal of this seabn isto evaluate the ability of this framework teupport systems engineers in
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iteratively refiring a systemarchitecture.Thiscomparison therefore evaluateke ability of this
framework to address thewo other limitations of current approachegor architecture
development that werediscussed in Sectio®.2. First, this framework needs to provide more
support to systems engineetisan current methodso help them reason about the functions and
interactions that need to be included in the system destgcond, this framework also needs to
provide better design guidance to support systems engineers in making more informed design
decisions.

This framework providesvo main types otlesign support to systems engineesrst,it uses
iterative STPA analysesgopport incremental learningbout how each design decision changes
the behavior of the system architectur&econd, he framework provide structured procesgs
for using the insightgained from the STPA analysegefine the system architectureenabling
more informed downstream design decisiofsgure44 illustrateshow the frameworkenables
these two types of support

Iterative STPA Analyses

Provides safety-relevant information about behavior of
conceptual architecture and architecture options

Scenarios
used to derive

! ! !

[ System ] [ Assignment [Scenario-Based

Regquirements Constraints Comparison

! !

Control Benefits &
Elements Tradeoffs

! ! |

[ ) Architecture ( Preferred |
Conceptual i
Arch itelzture o= Responsibility
I ) Evaluate | Assignments |
Development of Required Creation of Evaluation and Comparison
Control Behavior Architecture Options of Architecture Options

Figure44: Diagram showingow STPAenablesinformed architecturaldesign decisions

As shown at the top dFigured44, STPAbrovides a structured process for identifyingusal
scenari@ based orthe definedlosses and hazarder a systemThus,by usingSTPAteratively
in this frameworkto analyze the conceptual architecture as welleeh of the architecture
options, an analyst or systems engineaan obtain safetyrelevant information aboutthe
behavior ofthe conceptual architecture dhe architecture optionsas they design it.
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The lower half ofFigure44 then illustrates how the framework helps systems engineers to
make more informed design decisiobhased on what they learn from an STPA analygishis
architecture developmenframework, there areghree maintypesof design decisions that are
made to create a systemrchitecture, and this framework provides support in making each type
of designdecision

The firsttype of design decisiamare the ones that define thequired control elements and
the relationships between them that are needed to create the conceptual architeciggshown
on the leftcolumnof Figure44, the framework helps systems engineers to make these design
decisions byleriving system requirements from tleausal scenarmidentified by STPA and then
deriving the control elementand relationships between them from those system requirements.
Only once those control elements and relationships are defined is a conceptual architecture
created. his processherefore ensures thaevery system requirement is informed bycausal
scenariothat needs to be prevented or mitigatednd every element in the conceptual
architecture is created to satisfy one or more system requiremehts/as this process that
informed the creation of a higlevel collision avoidance conceptual architecture in Secfi@n
(design iteration )1 and the creation of a refined shared collision avoidance conceptual
architecture in Sectiob.3(design iteration 2

The secondype of design decisiagare the ones that definevhat responsibility assignments
and therefore which architecture options are worth exploring and evaluatisgshown in the
center column of Figure44, the framework supports the creation of architecture options by
deriving assignment constraints from tlrausal scenar® identified by STPA and then using
those assignment constraints to generate architecture options. Tthagjecision to exploreach
architecture option isnformed by thecausal scenar®that could be mitigated or prevented by
that architecture option. It was this process that informed the creation of architecture options in
Sectiord.3.1and Sectiorst.3.2(design iteration ) as well asSection5.4.1(design iteration 2).

Finally, the thirdype of design decisi@are the onesnadeabout the preferred way to assign
each control responsibility to creata system architecture that best achieves the desired
emergent propertiesAs shown in the right column éfigure44, the frameworksupports the
selection of a preferred architecture lysing thecausal scenaridentified by STP#r each
architecture optionto perform a scenariebased comparison. This comparison helps to identify
evaluation criteria and thecontrol-related benefits and tradeoffs obne architecture option
compared to anotherlt is these controtelated benefits and tradeoffs that inform decisions
about how best to assign theontrol responsibilities to create the preferred system architecture.
Thus, ths proces®nsures that eactecision about how best to assign the control responsibilities
isinformed by thedifferent causal scenarmassociated with each architecture optidiwas this
process that informed the selection of a shared collision avoidarchitecture in design
iteration 1based on the benefits and tradeoffs identified in Secddh3 Asimilar decision could
be made for design iteration 2 based on the benefits and tradeoffs identified in Sé&ctidh

Thus, by applyinthe framework developed in thiglissertationover two design iterations,
the results show thathis frameworkcan help a systems enginetr start with a very abstract
model of a system anohcrementally refine and add detail to vthile learning about how the
F NOKAGSOGdzZNEQa o0SKIF QA 2N S B the &ae stady iused i thi® K
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research Figure45 summarizes howhis refinementwas done ovethe two design iterationgo
createincrementally more refined versions of an ATM architecture for enabling UAM

Federal Regulators (e.g. FAA)

Air Traffic Management (ATM)

Requests
Coordination| | geports

Track Info

Existing Aviation

UAM A ft & Oy it
B e #ircraft & Operators

Start: Abstract ATM control structure

—
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Architecture Option 1: traffic density in Architecture Option 2:
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avoidance Y avoid
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Modifications
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Important for AT to Important for aircraft to
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Figured5: Iterative refinement of the ATM architecture across design iterations

The first design iteration (presented i@hapter 4 started with an abstracATM control
structure ard applied the framework todetermine that a shared collision avoidance ATM
architecture would be preferable foAM. This shared collision avoidance ATM architecture
therefore refined the initial abstract ATM control structure dgfining more specific control
responsibilitiesand more detailed control actions and feedbatikat will be needed to safely
manage UAM air traffic.
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Then,the second design iteration (presented@mnapter $ started with the shared collision
avoidance ATM architecturdevelopedin iteration 1 andfurther refined it byidentifying two
possible options for implementingRespl.2 the responsibility for assigning conflicts to
controllers to resolve Either of these options is a further refinement of the shared collision
avoidance ATM architecture chosen in iteration 1 becathsy define a more detailed set of
control responsibilities that are needed to enable shared collision avoidance. In addmsyn,
define more specific control actions and feedback that need to be exchanged between ATM and
the aircraft as well as between the aircraft to enable adequate coordination between them.

Thesetwo design iterationgherefore demonstrate that the structured processes provided
by thisframework provide supportto help systems engineergfine asystem architecture and
learn about the system architecture they are developing as they create it

In addition to being able to refine the system architecture incrementally over time, an
additional capability offered by this framework is the ability reconsider and revise past
decisions. This capability is achieved because ointrementalwaythat a system architecture
is refined when applying this framework and tinaceabilitythat ismaintained during each step.

For examplerecall thatthe purpose of performing design iteration 2 was to confirm the
feasibility of implementing a shared collision avoidance architecture afehto more about the
potentialtradeoffsof a shared collision avoidance architectuvéhen architecture options 4 and
5 (created in design iteration 2) are analyzed and compared, a systems engineene&eldne
of two choices based on those comparison results. One choice they could make is that the
benefits of implementing a shared collision avoidance architecture are wortlraideoffsthat
have been identified and they can continue to refine the ATM architecture as was done in this
research

However,a systems engineerould also decide that the comparison resustsow that a
shared collision avoidance architecture introduces too many risks or implementation challenges
As a resultcontrary to what was initially believethey might decide thathe benefits are not
worth the tradeoffs or theeffort required to addresshe risks If such a decision is madthe
traceabilitythat ismaintained when applying this framewowkould allowa systems enginedo
return to the comparison performed indtation 1, reexamine the comparison resujtand
decide that a different architecture option may be preferable instead. This revision of a past
decision is illustrateth Figure46.

Architecture Option Al: <~ -
Centralized Collision Avoidance

Start: Abstract ATM
control structure

Figure46: Revitng a past architecture option selection
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As shown irFigure46, although an initial decision was made to select architecture optin A
in design iteration 1a systems engineer could return to that decision at any pointrarelaluate
their architecture preferences based on what was learned about the shared collision avoidance
architecture. A revised decision can then be made. For examakitecture option Amight be
consideredpreferable nowin light ofwhat was learned about the challenges and risks involved
in implementing a shared collision avoidance architecture. Thus, the traceability provided by this
framework enables revisions and reconsiderationshsas this pe.

5.6 Summary

This chapter described the results of the second design iteration performed in this research.
The goal of this second design iteration was to refine the feghkl shared collision avoidance
architecture that was selected gesigniteration 1 to better define how ATM and the aircraft will
share responsibility for collision avoidance and work together to adequately resolve conflicts.
Although this architecture represents a more collaborative approach to shared collision
avoidance th y @ KI (i S E AATGE Systémy the(iUbétlinge® @d collision in 2002
showed what could go wrong when shared responsibility for collision avoidance is not adequately
controlled in the system architecture.

This second design iteration therefore began withaaalysis of the highevel shared collision
avoidance architectureusing STPATeamingto analyze how ATM and the aircraft might
collectively be unable to adequately resolve conflicts. Based on the results from this analysis,
additional system requirements were generated that described the additional safety constraints
necessary to ensuredaquate control over the shared responsibility for collision avoidance.
These additional requirements were then usedconjunction with the requirements identified
during iteration 1 to create a refined conceptual architecture ttafinedthe control behavior
needed to prevent unsafe collective decision making by ATM and the aircraft when resolving
conflicts.

Based on theaefined conceptual architecture, two architecture options for implementing
Respl.2 were compared. Architecture optionsArepresented a groundbased conflict
assignment architecture where ATMecides whether itor the aircraft should resolve an
identified conflict. Architecture option Arepresented an airborne conflict assignment
architecture where the aircraftlecide whether they want to resolve a conflict themselves or
request the assistance of ATM to resolvdBy.comparinghese two architecture options, a series
of benefits and tradeoffs of each option were identified.

Finally, thefull set ofresultsfrom both design iterations wereased to evaluatevhether the
framework providesetter support to systems engineeris reasoning about what needs to be
included in their system design and to help them make more informed decigibagesults from
both design iterations showed thahe use of iterative STPA analysasd the structured
processes provided by this framewakows systems engineers itacrementally learn about the
architecture they are creating and make mordormed design decisions as theefine the
system architecture. In additiobecausehe rationale for eachdesigndecisionis maintained at
each step of the frameworkt is easier for systems engineers to revisit and revise past design
decisions These findings therefore provide support for hypothesisfzhis dissertation and
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demonstrate that theframework can be used to iterativetievelop andefine the architecture
for a system.

Hypothesi®: A systemgheoretic approach casupport making informed design
decisiongo iterativelydevelop andefine the architecture for a system

In both design iterations conatted in this researclthere are numerous assumptions that
underlie the design decisions that were made and the comparison results that were generated.
While someof theseassumptions were highlighted inighchapterand the previous ongdittle
was done to account for them and ensuresthare not violated as architecture development
progresses. Inhe next chaptera supporting framework fadentifying and ensuring the validity
of underlying assumptions that was developed in this research will &scribed and
demonstrated.
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Chapter 6 Ensuring the Validity of Underlying Assumptions

In the prior chaptersof this dissertation the importance of identifying underlying
assumptions and ensuring they remain valid over time has been emphagizadever,no
guidance was provided as to how to identify assumptions or what to do with the identified
assumptions to ensure they remain valid. 8ddress tlese challengs, this research developed
a supportingframework for identifying underlying assumptions and accounting for them during
architecture development to help systems engineavsidflawsarisingbecause of assumptions
becominginvalid

This chapterdevelops anddemonstrates this supportingssumptionsframework andis
organizedas follows Section6.1 providesan overviewof the role of assumptions in architecture
development.Sectior6.2describeghe guiding promptshat were developed to provide systems
engineers with guidance for identifying assumptions at each step of architecture development.
Sectiort.3then demonstrates hovihese guiding promiscan be applied to identify assumptions
underlying the various design decision made to create and refine the ATM architecture for the
UAM case studpresented inChapter 4and Chapter 5 These examples illustrate the different
types of assumptions that can be identified. Finally, Se@&iddescribedow to ensure that the
identified assumptions are accounted fand monitored over time as architecture development
proceeds.

6.1 The Role of Assumptions in Architecture Development

There are several reasons why we make assumptions during system design. Sometimes,
assumptions record important information that explaithe reasoning behind a design decision
[110]. For examplewhen deciding whether a design decision will be adequate in preventing
unsafe or undesirable behavi@nalysts or systems engineensght make assumptions to justify
that decisionAlternatively, @ & dzY LJGA 2y a OFly | faz2z o6S dzaSR G2 OF |
prediction about what might happen in the futufél1]. This includes assumptions about what
GKS &adeadsSyQa 2LISNraGAy3a SYy@ANRYYSYyd YAIKEG oS
environment might evolve over time. It also includes assumptions about how the system might
interact with or impact its operating emanment once it is operational.

Regardless of the reasahey are made assumptionsplay an important rée in design,
especially during the early stages, because thgw a systems enginedo make design
decisions despite theincertaintiesthey mightface during the development process. These
uncertainties might occur because some aspects of the system design have not yet been
RSGSNX¥AYSR 2NJ 0KS aeaidsSvyQa AYLIOG 2y AGa Sy¢
addition, becauseRSaA Iy Ay 3 | O2YLX SE &aéaidNO18RE oLt | G2y
problem[112, 113], a systems engineanay notknow all the factors that will be important to
consider about the design untthey start the design process itself.

Although assumptions help to mitigatinese sources ofuncertainty, it is important to
recognize that the design decisions madgeng these assumptiorisecome contingent on thse
assumptionsremaining valid[16]. This isbecause the design decisions will only have their
intended effect if the assumption remains valkidhce anassumption becom&invalid, any design
decisions made based onntay now beflawed.
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The NTSB emphasizes this important aspect of assumptions in a safety recommendation
report they published for the 737 MAX accidents in 201®4]. In the report, the NTSB found
that Boeing made flawed assumptions about thehavior of theManeuvering Characteristics
Augmentation System (MCAS) and the ability of the flight crew to respond in the event of
unintended MCAS activation. As a result of the flawed assumptions Boeing made, flight crews
were unable to recover control of the aircrads Boeing had assumed when unintended MCAS
activations actually occurrefll14]. Thus, the 737 MAX accidents illustrate tingportance of
beingable to make explicit the assumptions underlying the system design and ensure that their
validity can be verified and monitored over tirfis, 111]

Despite theimportanceof theseunderlyingassumptionscurrent methodsfor architecture
development provideminimal, if any, guidance dmow to identify these underlying assumptions
or how to account for them during architecture development. To addregseahimitations,
better guidance musdirst be provided to helgystems engineers identifssumptions underlying
their architectural design decisions

6.2 A Framework for IdentifyingJnderlyingAssumptions

To determine how to provide such guidance, a method called AssumgBased Planning
(ABP)34] serves as a useful reference. ABP was created to identify the assumptions underlying
a business or organizationgdlan and develop aplan for ensuring the validity of those
assumptions over timg111]® Ly ! .t Q& (I E2y2Y@é&5s | 4a4dzYLWiA2Yy 3
categories: (1) assumptions about problems and (2) assumptions about solfitidrjsThe first
category consists of assumptions an organization makes abeuyproblems it believes it will
encounterand thesetypicallydescribethe environment in which iexpects to beconduding its
business. By contrast, the second category consists of assumptions an organization makes about
how it will address those problems (i.éhe solutiors).

These two categories of assumptions can be extended to engineered systems as well. Instead
2T YIF1AYy3 FaadzYLiA2ya | o62dzi aLINRPOof SYaéd |yR da:
about (1) the environmentthat the future system will operate iand (2)how the systemitself
will solve a problem omeet a set of needs. For example, the creation of UAM to provide
transportation services in urban areas assumes that UAM providessedul mode of
transportation for an urban communitia system assumptio@ndthat the public willneed and
be willing to use UAM service@n environmental assumption)Thus, when identifying
assumptions during architecture development, it can be helpful to consider if either of these
types of assumptions are being made.

Another key aspect of ABP is the methods for identifying assumpfibhs$] suggests three
methods: (1telling actions the long way, (&rategicassumptionsurfacing andesting and (3)
discoverydrivenplanning. Although these methods use different guidewords and processes, the
fundamentalstrategy for helping an analyst identify assumptions is the same: rationalize the
action or design decision and determine what needs to be true for the decision to have the
desired effect or outcome.

This research applies this strateyy create a set of guiding promptso help syséms
engineersonsider any assumptions they might be making about the system or environment that
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need to remain valid for the system to behave as intendéeese guiding prompts ashown in
Table43.

Consistent with the strategy used by ABP, the guidancd&ahble 43 prompts systems
engineers to consider what needs to be true or what needs to exist for the design decision to
have the desired effect. These are the assumptions that, if invalid, might compromise the ability
of the system to adequately enforce the safegnstraints or achieve adequate control over the
behavior of the system or its components. Because each step of architecture development
involves different types of design decisions, these guiding prompts are tailored to the various
steps in the architectte development framework described @hapter 3

Table43: Guiding prompts for identifyingnderlyingassumptions

Architecture Guidance for Identifying Assumptions
Development Step | (Either system or environment assumptions)

1 What assumptions is the system boundary based on?
Performing STPA | § What assumptions is the STPA control structure based on?
Analyses 1 What assumptions are being made when generating the UCAs
scenarios?

ldentifying System |  What assumptions must be true for the requirements to be
Requirements effective at preventingindesirable behavior?

1 What is being assumed about the behavior of a responsibility fo
to meet the system requirements?

1 What assumptions must be true for the process model parts to |
maintainedand kept update@

1 What is assumed to bavailable tareceive as feedback from the
environment?

1 What is being assumed for the defined control actions to be

Developing the
Conceptual
Architecture

effective?
1 What must be true for the architecture to implement the system
Exploring and level behavior?
Comparing 1 What is being assumed about how the architecture will be
Architecture implemented during detailed system design?
Options 1 What is being assumed to decide if an architecture will resolve :

given scenario?

6.3 Using the Framework for Identifyingynderlying ATM Assumptions

To illustrate howthe guidance shown imable 43 should be used during architecture
development,this section presents examples of assumptions identified at each step of the
architecture development proces&ach identified assumptionis labeledin square bracess
either an environmental or system assumptioiitese labelsillustrate that throughout the
architecture development process, both types of assumptions can be identified.
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6.3.1 Assumptions Underlying Initial STPA Analysis

When performingan STPA analysis, underlying assumptions primarily serve to justify the
elements of the control structure as well as rationalize idhentification ofUCAs and scenarios.
In this section, examples of assumptions made during an STPA analysis are shown for the initial
STPA analysis ofdiNAS that was described@hapter 4

The first place in the initial STPA analysis where assumptions are made is when creating the
abstractNAS control structur€Figure24). Because this future NAS does not yet exisese
assumptions represengxpectations about howATM and regulatorswould interact with both
existing aviationand UAMair traffic and inform the control actions and feedback that are
included in the control structurelable44 shows examples of modeling decisionade tocreate
the NAS control structure shown Figure24 and thdr underlyingassumptions

Table44: Example assumptions underlying the NAS control structure

Modeling Decision Underlying Assumption

Control actions and feedback It is assumed that aviation will follow ATC and FA4
between existing aviation operationg rules that are fundamentally similar to those used
and ATM and regulators are modele| today (e.g, ADSB equipage requirements)

to be similar to those today [Environment assumption]

It is assumed that, at a minimum, ABd3ike data
Sharing of position/ID/speed data | will need to be shared between aircraft to ensure
between aircraft that UAM aircraft can safely interact with existing
aviation operationgEnvironment assumption]

It is assumed that UAM air traffic will need to
operate on or near conventional airports. ATM will
therefore need some control over UAM aircraft to
manage their arrival/departure alongside existing
aviation operationgSystemassumption]

Control actions and feedback
between ATM and UAM operations

Control actions and feedback It is assumed that, like commercial air carriers tod
between regulators and UAM UAM operations and aircraft will be certified by
operations regulators[Systemassumption]

Once the control structure was createalssumptions were also made tdentify UCAs and
scenariosLike when creating the control structure, these UCAs and scendegsibe unsafe
behavior thatisexpected to occuim the NAS that would exist in the future withAMintegrated
into it. Thus,assumptionsvere madeto inform the various contextand operating conditions
contained in UCA& which UAM air traffic might be managed. Similarly, assumptions also
informedthe different types of interactions that UAM air traffic might have watdch other or
with otherair traffic. Tabled5 shows examples & CAs and scenarios identified in the initial STPA
analysis and thenderlying assumptiongsed to generate them
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Table45: Example assumptions underlying UCAs and scenarios identified in initial STPA

Unsafe Control Action (UCA) or Causal Scenari
(CS)

Underlying Assumption

UCAL.13: Air Traffic Management does not
coordinate UAM aircraft when inclement weathg
is approaching that could interfere with flight
operations

'l'a GNYTFTAO Ft206 0

2N NBAUNROGSR d
UCALS: Air Traffic Management does not AYL2ZaSR o0& U(KEKS%\BC
coordinate the movements of UAM aircraftwhe| A y Of dzZRS odzi I NB y 2
they are about to fly into a section of airspace |LJF 6 K 2 F FANBRG NBAL
where air traffic must be excluded (e.prsafety | YR ¢SYLJ2 N} NB Cf A3
or security reasons) F2NJ YIF22N) Lzt AO §

FYR 20KSN Ehwddoeht §

assumption]

'l'a 2LISNYidA2ya gAf

2T WMBHAMIR ¢S §KSNI
GAAAOATAGE O2YRAGA
YR Yy A 3KGE®iloiSnedt A 2
assumption]

C$1.8.1-4: Air Traffic Management does not
realize that another NAS user has a tioréical
mission to execute (e.gemergency medical
FEAIKGUOL YR 0StASOSa
mission can be delayed for the UAM aircraft ang
therefore wrongly decides not to provide
coordination to avoid the delay for the other NA|
user

UAM aircraft will operate in urban areas
where public safety and other missions
may also be operating at similar altitude
as UAM flight$Environment assumption]

CS$1.8.41: Air Traffic Management is notified of
UAM flight shortly before its departure time and
there is not enough timéor it to issueadequate
coordination before the departure time. As a
result,a UAM aircrafinterfereswith the

operations of another airspace user

Although some UAM air traffic may be
predictable (e.g.regularly scheduled
shuttle flights), many UAM flights will
occur on an ordemand basis with little
regularity[Environment assumption]

6.3.2 Assumptions Underlying System Requirements and Conceptual Architecture
When identifying system requirementsnderlyingassumptionslescribewhat must be true

for the requirements to have the desired effect of mitigatingpoeventingthe identified UCAs

or scenariosSometimes, these assumptions descriegtainl & LIS O & 2énvirbnméne &8 G SY Q
that are neededfor a requirement tobe implementable Other times, these assumptions
describeOS NI | A Yy | & LISH@lindor tAatre heed@dioareguirénient to be sufficient

at preventing an STPA scenaribable 46 shows some examples of system requirements
identified inChapter 4and thar underlyingsystem andenvironmental assumptions
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Table46: Examples of system requirements and their underlying assumptions

System Requirement

Underlying Assumptions

Re3: ATM system shall
ensure that sufficient
capacity is available to
detect and coordinate all
aircraft that have or will
need access to the airspace

|l

Assumes that surges in demand for flights will occur wi
at least <TBD mins> of advance notice for the NAS to
implement plans to mitigate system impag¢gnvironment
Assumption]

Assumes thathis requirement is carried out in
conjunction with the airspace access management
requirement, especiallwhenever demand nears capacit
limits [System Assumption]

Reg4: ATM system shall
coordinate the movement ol
aircraft to resolve any
potential conflicts

Assumes that UAM flights are known within <TBibre of
desired departurdEnvironmentAssumption]

Assumes coordination decision can be made within <T
time [System Assumption]

Re¢8: ATM system shall
only allow as many users to
access the airspace as it is
capable of detecting,
tracking and coordinating

Assumes that this requirement is used in conjunction W
capacity management to ensure that all aircraft can be
adequately coordinatede.g, during surge timegSystem

Assumption]

Req10: ATM system shall
account for intended
movements of aircraft in
addition to current
trajectories to detect

potential collisions

Assumes that aircraft are willing to share their intended
trajectories for at least ®BDtime> into the future (e.qg.
no privacy concerngfnvironmentAssumption]

Similarly,when developingthe conceptual architectureynderlying assumptions describe
what must be true for thevarious control responsibilities and their associated control actions and

feedbackin the conceptual architecture to meet the system requiremeigure47 and Figure

48 showexampleassumptions identifiedor two different responsibilities and their associated

control actions and feedback
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Responsibility Res: Coordinate the movement of aircraft to prevent undesirable
interactions

Summary of Desired BehavioA conflict is defined aa situationwhere two aircraft will pass
within <TBD> distance horizontally or vertically of each ather

If apotential collision is detected, aircraft should be provided with new/updated trajectori
that minimize delays or mission impact whigsolvingthe potential collision/interference.
Coordination should account for aircraft capabilities, mission constraints, delays in exeqg
coordination as well as the future movements of/coordination provided to other aircratft.

If an aircraft is nortcommunicative, use its last communicated trajectory to coordinate the
movements of other aircraft to prevent collision

System Assumptiokssumedghat an aircraft experiencing an emergency will be
granted highest priority access to the airspace they need to address the emergel

SystemAssumptionAssumes that access priorities are considered when coordina
aircraft movements to prevent collisiomndwhen managing airspace access

SystemAssumptionAssumeshat coordination decisions can be made within <TB[
time

Control Actions:Trajectory modifications

EnvironmentaAssumptionAssumes that UAM will be best served by moving towg
trajectory-based operations (TBO)

FeedbackBasic aircraft telemetry, aircraft type and capabilities, future trajectory

EnvironmentaAssumption ADSB-like tracking data will be available on all aircraft i
UAM airspace

Figure47: Example 1 of assumptions underlying the definition of Resp
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Responsibility Res@: Only allow as many users to access the airspace as it is capable of
detecting, tracking and coordinating

Summary of Desired BehavionApprove/decline requests for access to airspace based on
how many active flights have already been approved and the established airspace acce
priorities for different users/missions. Requests should be managed to avoid exceeding
maximum capacity ofite NAS to track and coordinate them as well as ensure that suffici
space is available for alternative movement options for each aircraft. This includes botf
immediate approval/denial of access as well as lorgen accesplanning

System Assumptiossumedhis responsibility is coordinated with the responsibilit
for determining alternative movement options ensure that access management
considers thespace needed for alternative movement options

EnvironmentaAssumptionAssumes at least sonfigghts are known with at least
<TBD> advanced notice so that there is time to negotiate changes to the flight pl

Control Actions:Approve/decline access requestjght plan modification options
EnvironmentaAssumptionAssumes thaUAM flightswill have some amount of
operational flexibility to allow ATM to propose flight plan modifications such as
departure time changes or flight route changes that are acceptable

FeedbackFlight plan, mission and operational constraints, possible movement options,
capacity of ATM, Congestion level

EnvironmentaAssumptionAssumes that UAM aircraft will be willing to shélrght
plans andmission and operational constraints enable this feedback

Figure48: Example 2 of assumptions underlying the definition of Resp

6.3.3 Assumptions Underlying Comparison of Architecture Options

Finally, when exploring and comparing architecture options, one of the main steps where
assumptions play a critical role is in the comparison of architecture options. As described in
Chapter 3 comparing architecture options involves deciding whethegiven STPA scenario
occurs foreach architecture option. However, at this stage in the architecture development
process, some design details needed to inform this decision may not have been matieuget.
assumptions may need to be made about the environment or the behavior of the system to
decide if a scenario is mitigated or prevented by that architecture option.

As a result, however, the ability of that architecture option to prevent each scenario becomes
contingent on those assumptions remaining valid. Especially if one of these architecture options
is chosen for further development, it is extremely importanteéosure that any downstream
design decisions do not violate the assumptions associated with that architecture option. This is
because if an assumption does become violated, then the architecture might have arflaw
unsafe behaviothat was assumedot to exist.
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In Section4.3.3 Table21 showed examples of assumptions made when comparing the
centralized and decentralizedollision avoidance architecture options to decide whether a
scenario was resolved by an architecture optidable47 replicates the assumptions shown in
Table 21 and labels each assumption as either a system assumption or an environmental
assumption to show that both system and environmental assumptions can be identified.

Table47: Examples of assumptions underlying comparison decisions

ID | Assumption Assumption
Type

It is assumed that ATM will not have to coordinate conflicts as
frequently because ihas broader situational awareness of the futur System

state of the airspace anchnbetter anticipate andesolvemultiple Assumption
conflicts in a more coordinated fashion.

It is assumed that/AMaircraft would have onboard sensing capabl
A-2 | of detecting ground hazards with enough range to allow time for tk
aircraft to respond to avoid a collision with the ground hazard

It is assumed that with the aircraft sharing responsibility for
preventing conflicts with ATM, a component failure (eagp ATM or | System

Environmental
Assumption

A- . : - .
3 on one of the aircraft) should not compromise the ability of other | Assumption
aircraft to prevent conflicts
It is assumed that even if an initial set of aircraft are preoccupied
Ad resolving a set of conflictanynew aircraft would identify the conflic] System

and coordinate its own set of trajectory modifications to avoid the | Assumption
other group of aircraft

6.4 Deriving Requirements from Underlyingssumptions

Having identified the underlying assumptions, a process is now needed to ensure that these
FaadzyYLliAz2zya INB y20 @GA2ftFGSR FaG ye LRAYO RdzNJ
for doing so depend on the type of assumption being made as showigure49.

Underlying Assumptions

/\

Assumptions about Assumptions about
Environment System
During Operation: During Operation:
Monitor validity using — Monitor validity using
leading indicators leadingindicators

During Development:

Write a system requirement
— {0 ensure subsequent design
decisions do not violate
assumptions

Figure49: Methods for ensuring the validity eihderlyingassumptions
127



For both assumptions about the environment and assumptions about the system, they should
be monitored during operations using assumptidrased leading indicator$l6]. These
indicators essentially serve as warning signs indicating when an underlying assumption may be
close to or already violated so that decision makers can take corrective action to prevent an

actual accident or loss from occurring.

For assumptions about the system, however, more can be done besides just monitoring them

RdzZNAY 3 2LISNI GAZ2yad ¢

design is under the control of the systems engineer. Thus, a requirecaenbe derived from
each underlying system assumption that describes a constraint that will prevent the assumption

KSANI @l f ARAGE Oly |If

az

from being violated.Table 48 shows examples of system assumptions and the system

requirements derived from them.

These additional derived requirements can thenused in two way$o ensure they remain

valid as system development progresses. Hing,architecture development framework can be
applied to thesederived requirements so that the conceptual architecture andsystem

architecture are modifiedto account for then. Figure 50 illustrates how additional control

elements are derived from the derived requirements.

Second, during verification and validatipngV)of the systemafter design is completehese
additional derived requirements can be verified to check the validity of the underlying
assumptionslf the additional derived requirements are all verified successfully, that would imply
the underlying assumptionisave not been violated.

Table48: Examples of system assumptions and derived requirements

SystemAssumption

Derived Requirement

Assumes that access priorities are conside
when coordinating aircraft movements to

prevent collisions and mitigate congestion 4
well as when managing airspace access

Req20: ATM system shatlonsider access
priorities whenselecting trajectory
modificationsor managing access to the
airspace

Assumes thatrajectory modification
decisions can be made within <TBD> time

Req49: ATM system shalle able to make
trajectory modificationdecisions within
<TBD> time

Assumes thaif selected trajectory
modificationsarefound to not beadequate
thosetrajectory modifications arevaluated
again to ensure that collision risks are
adequately mitigated

Re@50: ATM system shadinsure thatif
selected trajectory modifications are found
to not be adequatethose trajectory
modifications are evaluated again to ensuré
that collision risks are adequately mitigated

Assumes there is enough space available t
keep other aircraft away from a nen
communicative aircraft

Re@69: ATM system shalinsure that there
is enough spare airspace available to keep
other aircraft away from a non
communicative aircraft

Assumes that if trajectory modifications are
not acknowledged within <TBD> time, the

Req93: ATM system shatk-evaluate
trajectory modification(s) associated with a
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conflict associated with that modification wi| conflict if the trajectory modification(s) are
be flagged for reevaluation not acknowledged within <TBD> time
New responsibility Informs Additional required
| constraints associated creafion of | control actions or
with existing control "| feedback added to
responsibility existing responsibility
- - Informs
Underlying Derived generation of
system »  system
assumptions requirement

New control
responsibility to be
added to the system

h 4

Figure50: Accounting for underlying assumptions during development

As shown irFigure50, once system requirements have been derived from the underlying
system assumptionshey can then be used to generaggther (1)new responsibility constraints
associated with an existing control responsibility@rnew control responsibilitiesNew control
actions and feedback or new responsibilities can then be added tadheeptual architecture
to account for these new responsibilities or responsibility constraints.

To illustrate how this is done, consider the derived requirem@ety50 in Table48. This
requirement wasgenerated in design iteration 1 and weserivedfrom an assumption thaif
trajectory modifications ardound to beinadequate for preventing a conflicthose trajectory
modificationswill bere-evaluated to identifyrevised trajectory modifications for preventing that
conflict. It is thereforeimportant thatthis requirementis met by the conceptual architecture to
ensure its associated underlyingassumption remains valids architecture development
proceeds

Although Reg50 was generated in design iteration 1wias used tanform theinclusion of
some control elements ithe refined conceptual architecture in design iterationF2gure51
illustratespart of the conceptual architecture created in design iteratio(o@ginallyshown in
Figure39) andhighlights the control elements that were included to mé&ag50.
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Resp-1.2: Decide which controller is resolving a conflict

F 3

Persistent unresolved
conflicts

Resp-1.4: Ensure conflict is resolved

Constraints:

RC-27: Ensure that if coordination was not effective, coordination is
evaluated again to ensure that risks are adequately mitigated [Reg-50]

Unresolved collision risk

v

Resp-1.1: Identify & Resolve Conflicts

Figure51: Accounting foRe@50 in design iteration 2 conceptual architecture

Re@50 describes what needs to happen if a conflict is fountidee notbeen adequately
resolved.Thus Re@50 iscategorized as constraint requirement (not aontrol requirement)
and the responsibility constraint RZ7 is generated and associated with Résp (the
responsibility for ensuring that conflicts are adequately resolved).

Then, to ensure that Resh4meets the constraint R€7,two control elements were added
(1) acontrol action calledJnresolved collisiorisk wasadded between Resp.4 and Resfi.1
and (2)a piece ofeedback calledPersistent unresolved confligssadded between Resh4 and
Respl.2. Together, these two control elemerdaow Respl.4to notify or prompt the relevant
responsibilities toreconsider their control decisions to ensure that some action is taken to
adequately resolve the conflict. The control actibmresolved collision risknsures that the
controller assigned to resolve that conflict (j.either ATM or the aircraft) are notified to revise
their selected trajectory modificatiorifthe one they chose originaltlid not adequately resve
the conflict Similarly, the feedbacPersistent unresolved conflicesisures thatif a conflict
remains unresolved after several attempts to select revised trajectory modificatRespl.2
can be prompted tae-evaluatethe controller that t assigned to the conflidb determine if an
alternative controllemwould be better equipped to resolve the conflict.

Althoughthe example shown ifrigure51is relatively simple, it illustratesow underlying
system assumptionsadein an earlier iteration of desigran be accounted for in theonceptual
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architecture and appropriate control elements addenh later iterationsto ensure those
assumptions remain valid as the system architecture is refined.

6.5 Summary

This chaptedeveloped and demonstrated a supporting framework to help systems engineers
more easily identify the assumptions they are makiagd account for themduring the
architecture development process. Recognizing that identifying assumptions is a challenging
task, ths supportingframework provides specific guidance for identifying assumptions that is
tailored to the different steps in the safetyriven architecture developmenframework
developed in this research. By using this framework, assumptadoout both the system and
environment can be identified when performing STPA analyses, identifying system requirements,
developing the conceptual architecturand exploring and comparing architecture options.

Once assumptions are identifiedne way to ensure their validity over time is generate
assumptionsbased leading indicator® monitor them during system operationAssumptions
about the system can also be accounted for during architecture developrognderiving
additional system requirements frorthese underlying systerassumptions.These additional
derived requirements can then besed to inform theaddition of control elements to the
conceptual and system architecture. In additiashe validity of hese assumptions can be more
easily checked during system verification and validatidren the derived requirements are
verified.
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Chapter 7 Conclusions & Future Work

Developingcomplex systems today is becoming more challenging than everebéfat only
is greater functionality and productivity being demanded from these systdmt there is also
an increasing desire to ugaitomation and software to enhance their capabilitiés a result,
systems havegotten more complex, interconnectedand reliant on softwarewhile being
increasingly expected to exhibit emergent properties such as safety and secumytudately,
designingthesesystems to exhibithese propertesis challengindpecauseexisting methodslo
not provide the necessary design support to help systems engineers design these properties into
their system architectures.

The objective othis dissertation was t@address this problem bgreating an architecture
development framework thaprovides structured and systematic processes for creating and
assessing system architecturekinlike current methods,this architecture development
framework wasdeveloped based on Systems Theory anavides appropriate types of support
to help systems engineers incrementatlgvelop and refinea system architecture for their
system.

The key idea underlying thiew frameworkis that a system should be designed to prevent
unsafe or undesirable behavior. Thus, st part of the frameworkinvolves performing an
initial STPA that identifies preliminasgcenarios describingow unsafe behavior could occur.
Then, the behavioral design procegsovides a structuredvay to usethese STPA scenarios to
derive system requirements andcnceptual architecture thatlescribes the contrdbehavior
neededto prevent unsafe behavior from occurririginally the structural design procegsovides
a systematianethod for exploring and comparing possible architecture optidtdasmplement
the conceptual architecture. By comparing these architecture optioonsirol-related benefits
and tradeoffs betweerthe architecture optionsare identified Ultimately, these benefits and
tradeoffs can be used by systems engineers to inform their decisions abauto architect the
system to best achieve the desired emergent properties such as sufégn thisframeworkis
applied iteratively, the system architecture can be incrementadfined in a topdown manner
and safety can be designed iritdrom the beginning.

This architecture development framework was applied over two design iterations to develop
an ATM architecture for the NAS that can manage UAM air traffic alongside existing air traffic.
The first design iteration focugeon developing a higlevel collision avoidance architecture for
UAM and two opposing architecture options were compared: a centralized collision avoidance
architecture and a decentralized collision avoidance architeciline.benefits and tradeoffs that
were identified demonstrated that tki architecture development framework enables a
comparison of architecture options that is more focused on cortetdted benefits and
tradeoffs.

Based on these benefits and tradeofts preferred collision avoidance architecture was
chosen for UAM. Because UAM flights are expected torbdemand traffic circumstances are
expected to bemore unpredictable. Thus, a shared collision avoidance architectuas
proposedfor UAM because it provides the necességxibility to enable the ATM system to
adapt its behavior to th@revailingair traffic circumstanceas they change
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The second design iteration then focasen refining ths highlevel shared collisio
avoidance architecturelevelopedin iteration 1 to obtain a more detailed definition of ah
architecture Thus, the architecture development framework was applied again to refine both
the conceptual architectureand the system architecturdor implementing shared collision
avoidance The results from both iterationdemonstrated thatthis architecture development
framework can be applied iteratively to incrementally refism ATMarchitecturefor UAM This
is achieved throughhie iterative use of STPA analyses and the structured processes provided by
the frameworkthat enables systems engineers to make more informed eadizitectural design
decisions driven by safety considerations.

Finallythisresearchalso developed a supporting framework fdentifying the assumptions
underlying design decisions madkiring architecture development and ensuring that they
remain valid over timeThis supporting framework included guiding promjpshelp systems
engineers consider any assumptions they might be makingeach step of architecture
development These assumptions can then be used to generitber system requirements or
assumptionsbased leading indicators taccount for these assumptions in downstream design
decisions andnonitor their validity over time This supporting framework was demonstrated for
the UAM case study to show how different types of assumptions about the gyEi¢mor the
airspace environmentan be identified at each step of architecture development

The remainder of this chapter summarizes each otlinee research contributiongjiscusses
their limitations and cescribegpotential avenues for future work.

7.1 Contribution 1:SafetyRelevant Criteria for Comparing Architecture Options

The first contribution of this research is thé#tis architecture development framework
supports the identificationof safetyrelevant evaluation criteria for comparing architecture
options and this was demonstrated Chapter 4 Twomain parts ofthe framework enable this.
First, the framework provides jprocess for performing an STPA scendmased comparison of
the architecture options By analyzing each architecture option using STPA and then comparing
the identified scenarios across the different options, analysts or systems engineensa@amn
easily determinethe control-related behavioral differences between the architecture options
and thearchitectural elements (e.gcontrol actions, feedback) thaive rise to those differences.

Second, once these behavioral differences have been identified, this architecture
development framework then providesstructure for generating evaluation critena; a short
phrase thatdescribesa controtrelated difference in behavior between the architecture options.
Thus the evaluation criteria argualitative andhighlightthel 8 LSOOG & 2F Iy | NOKA G
behaviorthat contribute to better or worse control behavior.

The structure of an evaluation criterion consistdair main parts, each of whigbrovides
control-relevant information to support the comparison of architecture options

1. Characteristic An attribute (e.g, responsiveness, timelinesgf the control behavior
being described

2. Control AspectThe aspect of control being describe®ecision making, Process models,
Feedback and control inputer Control path

3. Hazard:The hazardhat the control behavior being described is intended to control

4. Scenario ContextThecontext under which the control behavior being described oscur

133



This structure not only helps guide an analyst or systems engineer in generating an evaluation
criterion, but it also ensures better consistency and uniformity acrosswaeousevaluation
criteria, especially when different criteria are generated by different peoBksed on these
evaluation criteria, benefits and tradeoffs can be more easily identified for each architecture
option. These benefits and tradeoff€an then be used to inform decisions about what
architecture would best achieve the desired ement properties

To evaluatef the evaluation criteria generated by this framework are relevant for comparing
architecture options in terms of emergent properties like safétyg opposing ATM architecture
options were compared in design iteration df the case study(1l) a centralizedcollision
avoidance architecture an@)adecentralized collision avoidaneechitecture. The benefits and
tradeoffs identified using this framework were then compared to those foopagimilar studies
conducted in the existing literatur&his comparison found thale evaluation criteriadentified
by this framework can identify more contratlated benefits and tradeoffthat covermore areas
of control. This gives an analyst or systems engindetoader understanding of how the various
control-related aspects of an architecture opticontribute to better or worse contrdbehavior.
The benefits and tradeoffs aralsomore focused orthe controlrelated differences between
architectureoptions,and it is easier tadentify the architectural elements that give rise to those
differences.In addition the benefits and tradeoffare derived from a broader consideration of
different air traffic contexts. These findings therefore provide support Hypothesis 1A
systemsatheoretic approach can identifglevantcriteria for comparing architecture options and
evaluating their ability to achieve emergent properties

There are several limitations that must be acknowledged for this part of the work. thiest,
comparison of benefits and tradeoffs against existing literatsigubjecto someauthor bias. As
discussed at the beginning of Sectibd, most ofthe benefits and tradeoffsf centralized and
decentralized architectureshat were identified bythe existing literaturewere quantitative
whereasthose identified by this framework arqualitative. Ths, the author had to apply
engineering judgement to interpret the quantitative results in the existing literature and
determine the implied qualitative benefit or tradeofloweverevery effort was made to ensure
that any qualitative benefit or tradeoff thatould reasonably have been identified based on the
guantitative results were included in the comparison.

Another limitation of this part of the work is thatcomparing STPA scenari@sross
architecture optionsto generate the evaluation criteriadependsheavilyon the analys$ being
familiar withthe behavior of each architecture optiofhis is becausthe analyst needs to be
able to determine how each architecture might behave undegivenscenario Althoughthe
control structuremodd for each architecture optiofis available, thecomparisonprocess does
not describe how to use it to more carefully considbe behavioral differences between
architecture options Future work couldtherefore consider developing a more systematic
process forderiving or generaing the evaluation criteriorthat makes better use of theontrol
structures for each architecture option tbetter support identifying the contretelated
behavioral differences between architecture options.

The third limitation of this part of the work is thaté formulation of evaluation criteria can
still vary significantly depending on the analysho is generating itWhile the structure for
formulating evaluation criteria help® reduce some of that variabilityt does not eliminate it.
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In addition, theexample characteristics provided in this dissertation were int¢énded to be
exhaustive Future work couldherefore considerperforming a more thorouglkharacteriation
of the different types of control attributes that are commonly seen in systerSsich a
characterization wouldprovide a more comprehensiveet of attributes to help systems
engineers generata more consistent set avaluation criterion

Finallythe work in this dissertation focused on generating the evaluationcateut did not
consider prioritization of thse criteria. Especiallywhen numerous evaluation criteria are
identified, being able to prioritize the evaluation criteria would help analysts and systems
engineers to focus on the most importabénefits and tradeoffsvhen comparing architecture
options and deciding what the preferred system architecture shouldFagure work could
therefore consider how to prioritize the evaluain criteria. For example, this prioritization could
be informed by thepriority orderof the associated hazards (or losses)

One otherpossibledirection of future workis to considerdifferent ways in which the
evaluation critera can be grouped and analyzed to idenéfghitectural patterns; assignments
of responsibilities that consistently give rise to favorable system behavidhis dissertation,
evaluation criteriawere grouped and analyzedoy control aspect, but other groupingsare
possible that could generate other types of insightsr example, the evaluation criteria could
begrouped byhazard or byontextto identify differences in behavi@ssociated with a particular
hazard odifferences in behavidn a certain context.

7.2 Contribution 2: Structured Processfor Developing the System Architecture

The second contribution of this resear@hthat this architecture development framework
provides @propriate types of suppoffior developing and refiningoth the behavior of a system
and itssystem architectureThis was demonstrated i€hapter 5and two mainaspects of the
framework enable this. Firsthe frameworkmakes use of iterative STPA analysegrovide
safetyrelevant information about the behavior of the conceptual architect(irethe behavioral
design procesg)r the architecture optiongin the structural design procesa$ they are created.
This iterative analysis of the system using STPA allows analysts or systems engineers to
incrementally learn about how the behavior of the system evolves as they make design decisions.

Second, the framework provides structured processes for using the STPA analysidaesults
support making informed design decisiofs.thisarchitecture developmentramework, there
are three main types of design decisions that a systems engineer makes

1. Decisions toidentify the control elements needed to create the conceptual
architecture

2. Decisionsa create architecture optiondased on the responsibility assignments that
can mitigate or prevent unsafe behavior

3. Decisions talevelop the preferredsystem architecturébased on the contretelated
benefits and tradeoffédentified forthe various architecture options

Thus, using thestructured processes provided by this framework, each of these design
decisions are informethy what is needed to prevent unsafe or undesirable behathat are
identified using STRA

To evaluate if thesprocesses provide the necessary support to systems engineers to enable
them to iteratively refine a system architecture, the results frahe two designiterations
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performed for the UAM case study were reviewerthis review demonstrated thatthese
structured processes provided by tlirameworkdo enable incremental refinement of the ATM
architecture for UAMThefirst design iteratiorstarted with an abstractontrol structure of the

ATM system anddeveloped a shared collision avoidance architecture as the preferred
architecture for UAM. Then, the second design iteration refined this shared collision avoidance
architecture to define more specific control responstlab for safely managing shared collision
avoidance Architecture options weraghen considered for how to implemerdne of thesemore
specific control responsibilitiea the ATM system architectur&hus, these resultshowthat the
structured processs discussed earlier in this sectienable systems engineers to make more
informed early design decisions driven by safety considerations.

In addition, traceability is maintained between the varialesign artifactcreatedusing this
architecture development framework. This traceability not only enables forward refinement of
the system architecture to incrementally add detailitobut it alsoallows systems engineers to
reconsider and revise past design decisions when need@bdse findings therefore provide
support for Hypothesis 2A systemgheoretic approach casupport making informed design
decisiongo iterativelydevelop andefine the architecture for a system

There are several limitations that must be acknowledged for piaig of the work. First,
although thegoal of thestructural design process to incrementally improve the system
architecture by exploring different architecture optionsncremental improvementsio not
necessarilyalways lead to identifying the best system architecture. This is becausthe
responsibilities defined in theonceptual architecture do not behave independently of one
another. As a resultthe relationship betweenresponsibilityassignments and the resulting
system behavior inot monotonic.Even if earder designterationsidentify incrementally better
architecture optionsit is possible thatater iterationsidentify andevaluatearchitectureoptions
that were thought to be better butultimately show significantly worse behavior thahose
evaluated irprior iterations.

Another related limitation is that the comparison of architecture optigresformed using
this framework does not allow an analyst or systems engineer to create an absatlierdering
of the architecture optionge.g, from best to wors}. This is because tlmparisons performed
using this framework only generate relative differendastween architecture optionsnot
absolute differencesAlthough these comparisons might allow an analyst or systems engineer to
rank architecture options compared in th&ame iteration architecture options from different
iterations cannot be ordered the same wayithout performing additional analys and
comparng those additional results.

The third limitation of this part of the work is thaalthough tis dissertation has
demonstrated that the framework enableschitecture refinement, thee is noguarantee that
this refinement can continue all the way to detailed system designallmv systems engineers
to generde a physical architecturdhis is becausdts work was primarily focused on eadtage
architecture developmentwhere the system architecture is primarily functionafhysical
componentsare essentiallyonly represented in terrs of groups of assigned functions or
responsibilitiesThus, one avenue foufure workis to perform further designrefinementusing
this framework to detemine the extent to whichthe architecture of a system can be
incrementally refined.
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Finally,one other limitation of this part of the work is thétcan be challenging tkeep track
of the STPA results between iteratioaad maintain traceabilityppetween abstract UCAs and
scenarios andhe more detailed UCAs and scenarios. This caadpeciallydifficult when large
numbers of UCAs and scenarios are generé&ednultiple losses and hazards addition, when
design decisions are revisgitlcan be difficult to determine which STPA results are aftétie
the revision.Thus, another averaifor future work couldinvestigatehow to organize and keep
track of theresults dtained from different iterations of STPA analysesl make it easier to
determine howrevising adesign decision impacts the STPA analyses that have already been
conducted.

The refinement that is enableby this architecture development framewogkovides one
other interesting direction for future workBy refininga system architecture using this
framework,a systems enginearandesign therefined version ofan architectureto meet the
goals of the more abstrastersion For example, in the case study described in this dissertation,
the refined ATM architecture developdad design iteration 2 wadesigned to meet the goal of
implementing thesharedcollision avoidance architectudeveloped in design iteration 1.

This suggests that this type of refinement could be appliedréate anarchitecturebased
certification processFor example, aegulatorcould beresponsible for developinthe system
architectureup to a certain level of abstractido establish the requirements and goals foath
system. Then individual companies(e.g, vehicle manufacturers) couldontinue refining the
architectureto create their own implementation of theigherlevelarchitecture created byhe
regulator. Certificationof those indvidual implementations wouldhen involve regulators
verifying thateachlower-level refined architecture is consistent withe abstract architecture
andmeets allits requirements

7.3 Contribution 3: Identifying and Accounting for Underlyingssumptions

The last contribution of this research isetlilevelopment of asupporting frameworkfor
identifying and accounting for underlying assumptions during architecture developmeist. Th
supporting frameworkwvas developedecause it is importanto ensure thatany assumptions
underlying design decisions made during architecture developmemiain validboth during
system development and once the system is placed into operation. This is because assumptions
that are invalidated could lead to flaws in the system dasThus, the goal of this supporting
framework is to hp systems engineerglentify any assumptions they are making as they
develop a system architectuand account for them as architecture development proceeds.

This supportindramework was developed i@hapter Gand consiste@df two main parts. First,
guiding prompts that are tailored to each step of the architecture development framework help
systems engineers considethat must be trueabout the system or the environment for the
system to behave as intende8econd, once the underlying assumptions have been identified,
they can be monitoreédind accounted for in the system design. Bath assumptions about the
environment or the system, assumptichased leading indicators can be generatedrtonitor
their validity over time, especially during operatis. In addition, assumptions about the system
can be used to derive additional system requirements tiat system will have to meet. This
ensuresthat downstream design decisions do not violate assumptions made earlier in the design
process.Furthermore the validity of these system assumptions can be verified at the end of
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development usinghe verification and validation process for a system becaus®ifiedderived
requirement implies a validated assumption.

Although no evaluation was performed for this part of the work, this supporting framework
was demonstrated for the UAM case study. The case study results showediriaevlying
assumptions about both the environment and system could be identified throughout the
development processincluding during each of theSTPA analyseshe generation of
requirements the development of the conceptual architecturand the comparison of
architecture options.

There are several limitations that should be acknowledged for this part of the work dfist,
a demonstrationof this supporting frameworkwas performed, and no evaluationof this
supporting frameworkvas done Howeversuch an evaluationould be done in the futuresing
data about assumptions identified using an alterngt®cessto compare to the assumptions
identified by this supporting framework

Another limitation is that thedentification ofunderlying assumptionss done only using
guidng questions as promptsistead of being supported by an analysis of the systerther
design decision being mad&hus, future work couldnvestigate a more rigorousiethod of
analysis to more systematically capture underlying assumptions instead of only relying ioig guid
prompts. Especially for assumptions abt the systemthis analysis method couldgelp analysts
or systems engineers identify assumptions that are more closely linked to speifients or
behavioralaspects onarchitecture orcontrol structure.

Finally, a third limitation of this part of the work is that the guiding prompesre not
intended to bea complete or exhaustivéist of things to consider when identifying underlying
assumptionsin addition, these guiding prompts were developed based onlghe case study in
this dissertation As a result, the broader applicability of the guiding pronptsther types of
systemshas not been evaluated and is likely limit&dcus, @iture work couldperform a more
rigorous characterization of the type$ assumptionsnadewhen developing different types of
systemsThis characterization could then be used to develop more general guidance on the types
of assumptions tdook for at each step of architecture development
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Abbreviationsand Acronyms

ABP: AssumptionBased Planning OOSEM: Objeddriented Systems

ATM: Air Traffic Management Engineering Methodology

ATC: Air Traffic Control PBSE: PatterBased Systems Engineering
ConOps: Concept of Operations RA: Resolution Advisory

DSM: Design Structure Matrix SDADF: Safefyriven Architecture

Development Framework

STECA: Systerbeoretic Early Concept
Analysis

STAMP: Systems Theoretic Accident Model
and Processes

STPA: Systems Theoretic Process Analysis
SysML: Systems Modeling Language

TA: Traffic Advisory

TCAS: Traffic Collision Avoidance System

FAA: Federal Aviation Administration

IFR: Instrument FligiRules

IMLEO: Initial Mass to Low Earth Orbit
INCOSE: International Council on Systems
Engineering

MBSE: ModeBased Systems Engineering

MCAS: Maneuvering Characteristics
Augmentation System

MVC: Model/View/Controller Framework _ -
NAS: National Airspace System TFR: Temporary Flight Restriction

NASA: National Aeronautics and Space UAM: Urban Air Mobility
Administration UCA: Unsafe Control Action

UCCA: Unsafe Taborative Control Action

Glossary

Term Definition

One possible way to assign thesponsibilities (and their
ArchitectureOption associated control actions and feedback) to eitbristing or
new controllers in the system.

The set of all possible assignments of responsibilitefsed

Architecture Tradespace in the conceptual architecturto controllersin the system

A preferredresponsibility assignmenhat could mitigate or

Assignment Constraints eliminate acausalkcenariathat wasidentified using STPA.

A description of the causal factors that can lead to the uns

CausallLoss Scenario control actions and to the hazarg®9, p. 42]

A functional control structure that models the desired
Conceptual Architecture control behavior of a system in terms of the required
responsibilities, control actions, and feedback.
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Term

Definition

Conflict
(e.g., between aircraft)

Constraint Requirement

Control Requirement

Evaluation Criteria

Hazard

Loss

Process Model Parts

Responsibility

ResponsibilityConstraint

Safety Constraint

(also referred to as a system

level constraint ifi89])

System Architecture

Unsafe Control Action (UCA)

A situation where there is a risk for collision between aircr
and/or vehicle4115].

A system requirement that describes restrictions on
acceptable ways that a control decision should be made c
the expected response of the controlled process (used to
deriveresponsibility constraints).

A system requirement that describes a control decision or
control function that needs to be performed (used to deriv
responsibilities)

A short phrase describing a contr@lated difference in
behavior between the architecture options being compare

A system state or set of conditions that, together with a
particular set of worstase environmental conditions, will
lead to a l0s$39, p. 17]

Something of value to stakeholddf9, p. 16]

Information needed by a controller to make appropriate
decisions when carrying out a responsibility.

A control function to be performed or a control decision th
needs to be made to enforce a safety constraint.

A restriction on how the associated responsibility should t
performed.

A specification of system conditions or behaviors that nee
to be satisfied to prevent hazards (and ultimately prevent
losses)89, p. 20]

An abstract description of the entities of a system and the
relationships between then®, p. 2]

A control action that, in a particular context and woecstse
environment, will lead to a hazaf89, p. 35]
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Appendix A Design lteration g Initial STPA Analysis of NAS

This appendix contains tH&TPA results fahe initial analysis of the NAS that was performed
at the beginning otlesign iteration (shown in Sectiod.1). For this STPA analysis, the losses,
hazards, and control structure were already presentedTable 7, Table 8, and Figure 24
respectively.This appendix presents tHall set of UCAs and scenarios that were generated for
the abstractCoordinationcontrol action inthat control structure.In Table AL and Table 2,
UCAs for which causal scenarios were generated are highlighted in blue.

A.1 Unsafe Control Actions (UCASs) fGoordinationControl Action
Table Al: Providing and not providing UCAs for Coordination Control Action

Not Providing Providing

UCA1L.1: Air Traffic Management does not
coordinate the interaction between two UAM
aircraft or a UAM aircraft and another airspace
user when a collision between them is immine

UCA1L.15:Air Traffic Management coordinates a
traffic to allow UAM aircraft to access the airspa
when the NASloes not have sufficient capacity

(1, H3] [H-1, H3, H4]

UCAL.16:Air Traffic Management coordinates th
UCAL.2: Air Traffic Management does not movement of UAM aircraft when UAM aircraft
coordinate air traffic in the airspace to assist | need to access an airport and that coordination
UAM aircraft in an emergengif-1, H2, H3] interferes with approach/arrival traffic for a

nearby airporfH-1, H3, H6]

UCA1.3: Air Traffic Management does not UCAL.17:Air Traffic Management coordinates a
coordinate the movement of UAM aircraft whe| traffic to give UAM aircraft access to the airspac

UAM aircraft are interfering with when UAM aircraft do not meet the necessary
approach/arrival traffic for a nearby airpdit-1, | criteria for access to an airspaigé-1, H2, H3, H
H-3] 6]

UCAL.4: Air Traffic Management does not
coordinate air traffic to allow UAM aircraftto | UCAL.18:Air Traffic Management coordinates
access the airspace when UAM aircraft need 1 UAM aircraftwhen their flight paths will result in
execute a mission and meet the criteria for excessive environmental effefdd-4]

access to that airspadel-3]

UCAL.5: Air Traffic Management does not
coordinate the movements of UAM aircraft UCAL.19: Air Traffic Management coordinates
when they are about to fly into a section of UAM aircraft such that they interfere with the
airspace where air traffic must be excludedq, | operations of other NAS use€fitd-3, H6]

for safety or security reasonf-5]

UCAL.6: Air Traffic Management does not
coordinate UAM air traffic to reduce the numbq UCAZL.20:Air Traffic Management provides
of aircraft using the airspace when it exceeds | coordination that UAM aircraft are not fully
the capacity of Air Traffic Management to capable of executinfH-1, H2, H3, H6]

coordinate themH-1, H3, H4, H5]
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Not Providing

Providing

UCAL.7: Air Traffic Management does not
coordinate UAM air traffic when demand for a
particular part of the airspace exceeds
acceptable levels of ugel-4]

UCA1L.21: Air Traffic Management provides
coordination that causes a ligion with an
obstacle or terraifjH-1, H2, H3, H5]

UCA1.8: Air Traffic Management does not
coordinate the movements of UAM aircraft
when they interfere with theoperations of other
NAS userfH-1, H3]

UCAL.22: Air Traffic Managemerprovides
coordination that causes a dislion with another
aircraft[H-1, H2, H3]

UCA1.9: Air Traffic Management does not
coordinate UAM aircraft when their operation
has an excessive environmental efffidt4]

UCAZL.23: Air Traffic provides coordination when
two UAM aircraft are departing or arriving at the
same location at the same tinjel-1, H3, H5, H
6]

UCA1.10:Air Traffic Management does not
coordinate UAM aircraft when they need to
access a conventional airpgH-3]

UCAL.24:Air Traffic Management provides
coordination that causes unnecessary or
unacceptable operational impacts.(.,delays) to
the flight[H-3, H6]

UCA1.11:Air Traffic Management does not
coordinate UAM aircraft when two aircraft wan
access to the same location at the same tifiHe
3]

UCAL.25: Air Traffic Management provides
coordination when that coordination leads the
aircraft toward inclement weather that could
interfere with flight operationgH-1, H2, H3, H5]

UCA1.12: Air Traffic Management does not
coordinate UAM aircraft when they are close t
an obstacle or terraifH-1]

UCA1L.26:Air Traffic Management provides
coordination to restrict UAM flights when the
restrictions cause travel time using UAM to
increase beyond acceptable levits3]

UCA1.13: Air Traffic Management does not
coordinate UAM aircraft when inclement
weather is approaching that could interfere wit
flight operationgH-1, H2, H3]

UCAL.27:Air Traffic Management provides
coordination to UAM traffic that forces them to
use airspace where the ride is unpleasant or
unsafe for passengefsi-2, H6]

UCA1.14:Air Traffic Management does not
coordinate UAM aircraft when congestion has
increased beyond acceptable levisl, H3, H
4]

UCA1L.28: Air Traffic Management provides
coordination to UAM aircraft that does not satisf
priority needs €.g.,an aircraft running out of fuel
needs access to an airport sooner than one that
has plenty of fuel)H-1, H2, H3]
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Table A2: Too early/late and applied too long/stopped too sdd@As for Coordination Control Action

Too Early / Too Late

Applied Too Long / Stopped Too Soon

UCA1.29: Air Traffic Management coordinate:s
the interaction between two UAM aircraft or a
UAM aircraft and another airspace user too le
to prevent violation of minimum separation
between them[H-1, H2, H3]

UCA1L.35: Air Traffic Management provides
coordination to UAM aircraft in the airspace too
long when conditions have changed such that the
coordination provided is no longer valid-1, H2,
H-3, H4, H6]

UCA1.30:Air Traffic Management coordinate:
UAM aircraft too late to assist them in an
emergencyH-1, H2, H3]

UCA1.36: Air Traffic Management stops
coordinating air traffic in the airspace too soon
before the emergency experienced by UAM aircr
is resolvedH-1, H2, H3]

UCA1.31:Air Traffic Management coordinate:
air traffic to allow UAM aircraft access to the
airspace too late after the time window in
which UAM aircraft need that accefg$-3]

UCAL.37: Air Traffic Management stops
coordinating UAM aircraft too soon to prevent
UAM aircraft from entering a restricted section of
airspace when air traffic still needs to be exclude
from that section of airspaci-2, H4, H6]

UCA1.32:Air Traffic Management coordinate:
UAM aircraft too late after environmental
effects of UAM operations have exceeded
acceptable levelfH-4]

UCA1.38: Air Traffic Management stops
coordinating UAM aircraft too soon before
environmental effects of system operation have
returned to acceptable leve[si-4]

UCA1.33: Air Traffic Management provides
coordination too late after congestion has
exceeded acceptable levdld-1, H3, H4, HE]

UCAL1.39: Air Traffic Management restricts air
traffic for too long after environmental effects of
system operation have returned to acceptable
levels[H-3]

UCA1.34:Air Traffic Management provides
coordination too late after UAM aircraft
interfere with the operations of another
airspace usejH-3, H6]

UCAL.40: Air Traffic Management provides
coordination to restrict UAM flights for too long
after congestion is within acceptable levelst
travel time remains unacceptable or service
consistency remains unacceptaltpté-3]

UCAL.41: Air Traffic Management stops providing
coordination too soon when there is pressure to
allow more flights to take place but UAM cannot
safely operated with a higher traffic dens[ty-1, H
3, H4, H6]
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A.2 Causal Scenarider Selected UCAS

This section shows the causal scenarios that were identified for select higlAghted in
blue in Table A and Table &. Note that each scenario is alsaced to the system requirement
generated to mitigate or prevent it using the requirement links in square braces included at the
end of each requirement.

Scenarios fotJCAL.1: Air Traffic Management does not coordinate the interaction between two
UAM aircraft or a UAM aircraft and another airspace user when a collision between them is
imminent[H-1, H3]

CS1.1.1. Air Traffic Management does not provideoordination when a collision is

imminent. Air Traffic Management has received feedback of tpetential conflict, but does

not issue coordination because:
CS1.1.2-1. The Air Traffic Management believes at least one of the aircraft is a false positive
and therefore ignores the feedback and wrongly believes that a collision is not actually
imminent PRegl, Reg2]
CS1.1.1-2. Alternatively, Air Traffic Management is poecupied (either in the human or
automated sense) with other tasks and does not have the capacity to recognize or handle the
potential collision and provide coordination to prevent@Reg3, Reg4]
CS$1.1.1-3. The Air Traffic Management wrongly believes that the aircraft involved have
already been provided coordination and therefore wrongly believes that it does not need to
provide further coordination to prevent the collisio® Reg5]
CS$1.1.1-4. The Air Traffic Management believes at least one of the aircraft will recognize the
potential collision and change its path to avoid the collision and therefore the Air Traffic
Management wrongly believes that it does not need to provide coordination évgmnt the
collision PReg5]
CS$1.1.1:5. The Air Traffic Management is unable to select an acceptable coordination
solution because the environment is constrained and there are no options available to the
Air Traffic Management to coordinate the aircraft that does not cause another violation of
minimum separation® Reg6]

Cs1.1.2. Air Traffic Management does not receive feedback of the potential conflict

because:
CS1.1.21.Equipment used to detect and identify aircraft in the airspace has failed or is
delayed and either only partial information about an aircraft is received by Air Traffic
Management or no information at all is received by Air Traffic Managen®Reg4, Reg7]
CS$1.1.2-2.There are more aircraft in the airspace than Air Traffic Management is capable of
detecting and tracking simultaneousks a result, it receives incomplete feedbablout the
aircraft present in the airspac® Reg8]
CS1.1.2-3.Equipment used by the Air Traffic Management to detect and track aircraft is
insufficiently performanté€.g.,insufficient resolution or update rate). As a result, information
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regarding the position, speed or intent of the aircraft are inaccurate or incomplete.
Alternatively, certain parts of that information might be missing. In either case, the Air Traffic
Management therefore does not receive all the information needed tmgeize potential
conflict. PReg4]
CS1.1.2-4.Traffic data is manipulated such that at least one of the aircraft is removed and
therefore the Air Traffic Management is unaware of the presence of that aircraft and
therefore does not recognize the potential confli@iiReg9]
CS1.1.25.The Air Traffic Management is not aware of future intended movements of the
aircraft @.g.,about to turn left into the path of another aircraft) and wrongly assumes that
the aircraft will continue on their current trajectories. Air Traffic Managemin@refore
wrongly believes that a collision is not imminer®Reql10, Regl1]
CS1.1.26.The Air Traffic Management has wrong or -@idate information about the
future intended movements from either or both aircraft and wrongly believes based on that
intent information that a collision is not imminer®Reqg11]
CS1.1.3. Air Traffic Management provides coordination when a collision is imminent.
However, that control is not received by the aircraft because:
CS$1.1.31.The method for communicating that coordination to the aircraft has failed, is
unavailable or is degraded by environmental conditicg@Regl2, Regl3]
C$1.1.32.The coordination channel is over capacity and Air Traffic Management is unable
to transmit its coordination to the aircrafgfReg3, Reg5, Reg12,Reg13]
CS$1.1.33.The communication channel used by Air Traffic Management to transmit its
coordination does not match the channtfat the aircraft is listening on to receive that
coordination PReg13]
CS1.1.34.Air Traffic Management transmits coordination to the wrong aircraft and
therefore the intended aircraft does not receiveatttoordination p Regl14]
CS1.1.35.Air Traffic Management transmits coordination to the correct aircraft but a
different aircraft wrongly believes the coordination is for them and executes the coordination
[®Req13]
Cs1.1.4. Air Traffic Management provides coordination when a collision is imminent. The
coordination is received by the aircraft but it is not effective in preventing violation of minimum
separation because:
CS1.1.41.The aircraft is unable to execute the coordination provided by Air Traffic
Management to avoid violation of minimum separation. This might occur if:

CS1.1.41.1. The coordination provided by Air Traffic Management exceeds the
capabilities of the aircraft Reg15]

CS1.1.41.2. The aircraft is preoccupied with another task and does not attempt to
execute the coordination before the aircraft violates minimum separatlbmay
also occur if the provided coordination is incorrect or insufficient for resolving the
conflict.[®Reg5, Reql12]
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CS1.1.41.3. The aircraft might believe that coordination provided by the Air Traffic
Management would result in another violation of minimum separation and
GKSNBT2NBE OK22a$S G2 A3y2NB GKS ! ANJ ¢CNF FF
independent decision which reks in a violation of minimum separation anyw& [
Req6, Reg17]

CS1.1.41.4. The coordination provided by Air Traffic Management resolves the original
imminent collision but causes another violation of minimum separat®m®Reg6,
Reql7]

CS1.1.42.There is insufficient time after the Air Traffic Management provides coordination
for the aircraft to execute the coordination to avoid violation of minimum separat®Ré¢g

18]

CS$1.1.43.The aircraft believes that it has executed the coordination even though it has not
actually done so@Reg5]

CS1.1.44.The aircraft receives the coordination but deliberately chooses to ignoeegt, (
hijacking or other malicious activity® Reg30]

Scenarios folUCAL.8: Air Traffic Management does not coordinate the movements of UAM
aircraft when theyinterfere with the ability of other NAS users to achieve their missiorg] [H

Cs1.8.1. Air Traffic Management has received feedback that UAM aircraft are interfering
with the operations of other NAS users but does not issue coordination because:
CS$1.8.1-1.Air Traffic Management is preoccupied addressing higher priority tasks, (

assisting an aircraft experiencing an emergency) and does not have the capacity to
provide coordination to reduce the impact of UAM aircraft on other NAS uSeRe {3,
Reqg4]

CS1.812! ANJ ¢NI FFAO al yl3SYSyid ¢gNRy3adte o0StASOSa
users is negligible or tolerable by the other NAS users and therefore there is no need to
issue coordination to reduce the impa@®@Req20, Reg21]

C$1.8.1-3.Air Traffic Management does not recognize that the operation of UAM aircraft is
negatively affecting a mission to fulfill a public beneditg(,search & rescue, medevac,
public safety operations) and instead believes that the mission only fulfills
commercial/private interests and therefore wrongly decides to allow the UAM aircraft
to interfere with the operation of the other NAS users without pgobrig coordination®
Req20,Req21]

C$1.8.1-4.Air Traffic Management does not realize that another NAS user has ectitioal
mission to executeg(g.,cargothat needs to be delivered to the destination by a certain
time) or a timecritical need €.9.,running out of fuel and cannot maintain a hold) and
0StAS@PSa GUKFG GKS 20GKSNJ b!{ dzzaSNDa YAaaaiz
therefore wrongly decides not to provide coordination to avoid the delay for the other
NAS user®Req20,Req21]
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CS$1.8.1-5.Air Traffic Management is unable to find a coordination solution that avoids
interference with the operations of other NAS users because there is insufficient capacity
Ay GKS aeadsSy G2 LINBGSyld b! { GRagS RE66] FTFTFSOUGA

CS1.8.1-6.Air Traffic Management is told by federal regulators to prioritize the UAM aircraft
over other NAS users and the Air Traffic Management therefore chooses to ignore the
feedback and does not issue coordination to avoid interference with the other NAS users
[®Req20,Req21,Req22, Req39]

CS$1.8.1-7.Air Traffic Management has incorrect information about the flight plans and
acceptable interference limits of other airspagsers and therefore do not realize that a
UAM flight will interfere with itPRegl11,Reg21]

CS1.8.2. Air Traffic Management has not received feedback that UAM aircraft are
interfering with the operations of other NAS users because:

CS1.8.21.Air Traffic Management does not have sufficient information about the mission or
intentions of other NAS users or the UAM aircraft to know that UAM aircraft are
interfering with their operations. Reg11]

CS1.8.22.Air Traffic Management does not have sufficiently performant detection or
reporting mechanisms to identify instances when UAM aircraft are interfering with the
operations of other NAS use® Reg22]

CS$1.8.2-3.Detection or reporting mechanisms available to Air Traffic Management only
report interferences with a delay large enough that by the time Air Traffic Management
receives feedback that UAM aircraft are interfering with the operations of other NAS
users, tke interference is no longer occurrin@Reg4, Reg22]

CS$1.8.24.The impact to operations of other NAS users occurs slowly/gradually or there is a
small impact to a large number of NAS users and Air Traffic Management does not
receive feedback abouhe overallextent of the impact to the operations of other NAS
users PReq22]

CS$1.8.25.Air Traffic Management does not receive direct feedback almtetference and
only uses UAM congestion level as their measure of whether the flight operations of
other airspace users might be impacted by UAM flights. Thus, when other airspace users
are impacted while UAM congestion is below threshold, Air Trafficdgdament wrongly
believes there is no need to issue coordinati@Req22]

CSs1.8.3. Air Traffic Management provides coordination when UAM aircraft interfere with
the operations of other NAS userScenarios are similar those forCS1.1.3.

Cs1.8.4. Air Traffic Management provides coordinatioto prevent aUAM aircraftfrom
interfering with the operations of other NAS users. Thwordination is received by UAM
aircraft but is not effective in preventing interference because:

CS1.8.41.The Air Traffic Management identifies or is alerted to the impending interference
at the last minute and does not provide the coordination with enough time for UAM

aircraft to respond before they interfere with the operation of other NAS useiRdg
18,Req22,Req23]
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CS1.8.42.Air Traffic Management changes its coordination to avoid an interfereme
provides that coordinatiomt the last minute[® Req18, Reg23]

Scenarios forUCA1.14: Air Traffic Management does not coordinate UAM aircraft when
congestion has increased beyond acceptable el H3, H4]

CS1.14.1.  Air Traffic Management receives feedback that congestion has increased beyond
acceptable levels but does not coordinate UAM aircraft because:

CS1.14.3-1. Air traffic management believes that although congestion has increased
beyond acceptable levels, the accident risk has not increased because UAM aircraft are
also improving their collision avoidance capabilities. As a result, they believe that they
do notneed to coordinate UAM aircraft to prevent a collisic®Heg36,Reg37]

CSl1.14.1:2. Although congestion has exceeded threshigldels along certain routes,

Air Traffic Management wrongly believe and assume that UAM operators will gradually
reroute aircraft along other routes to reduce congestion. As a result, they do not issue
coordination themselvesgReg30, Re339]

Scenarios forUCA1.32. Air Traffic Management coordinates UAM aircraft too late after
environmental effects of UAM operations have exceeded acceptable [gidls

CS$1.32.1.  Air Traffic Management received feedback on time indicating that
environmental effects have exceeded acceptable levels but provide coordination too late
because:

CS$1.32.2-1. They have the wrong mental model of the acceptable level of
environmental effect and wrongly believe that the environmental effect is still
acceptable. As a result, they do not issceordination to limit further increase in
environmental effects® Reg25]

CS$1.32.1-2. Although they recognize that the environmental effect has been exceeded,
they wrongly believe that UAM operators will curb further increase in environmental
effects themselves and therefore do not take any action themse®€x330, Reg31]

C$1.32.1-3. Air Traffic Management wrongly believes that UAM traffic will reduce soon
(e.g.,peak period will end, surge will subside) and therefore believes that a momentary
exceedance of acceptable environmental effects can be tolera@drijg27]

C$1.32.1-4. Congestion is not at unsafe limits and ridership is high. As such, Air Traffic
Management attempts to continue to allow flights to depart, hoping to meet as much of
the demand for flights as possible. As a result, they do not start to restrict flightgtio c
environmental effects until they have exceeded acceptable |§RReq27]

CS1.32.2.  Air Traffic Management does not receive feedback that the environmental effect
of UAM operations have exceeded acceptable levels because
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CS1.32.21. There is a delay reporting these environmental effects to Air Traffic
Managementé.g.,reports must be manually made by community members). As a result,
by the time Air Traffic Management is aware of these reports, acceptable levels have
already been exceede®Reqg25]

CS1.32.22. Air Traffic Management only receives feedback when levels have been
exceeded and therefore is unable to take action before levels have been exce®ded |
Req26]

CS$1.32.23. Air Traffic Management has erroneous data about the current state of the

airspace and the future intent of aircraft and therefore have the wrong mental model of
what the anticipated environmental effect of UAM will be in the future. As a result, they
do na issue coordination to limit the environmental impact of UAM operations until the
tolerable threshold has already been exceed@dReq7]

Scenarios fotJCA1.33: Air Traffic Management provides coordination too late after congestion
has exceeded acceptable levfisl, H3, H-4, H-6]

CS1.33.1.  Air Traffic Management has received feedback that congestion has exceeded
acceptable levels but providesoordination too late after congestion has exceeded
acceptable levels because:

C$1.33.2-1. There is pressure from UAM operators not to restrict flights to avoid
increasing the level of ride sharing amongst passengers. As a result, Air Traffic
Management chooses to wait to impose restrictions on fliglitReg28, Req29]

C$1.33.2-2. Air Traffic Management believes that the demand surgg.(caused by
rush hour, a major sporting event) will shortly subside and therefore believes traffic
volume will reduce without requiring additional interventio® Reg30, Re@31]

C$1.33.1:3. Air Traffic Management has the wrong mental model of the threshold
congestion at which coordination is needed and therefore wrongly believes that
congestion needs to worsen further before they need to provide coordinat®oRdqg
26,Req31,Req32]

C$1.33.1-4. Air Traffic Management is busy coordinating AGAM aircraft and does
not process the feedback showing UAM congestion has increased beyond acceptable
levels until the congestion level has exceeded acceptable |eR&ed4]

CS$1.33.2.  Air Traffic Management does not receive feedback indicating that congestion
has exceeded acceptable levels on time because:

CS$1.33.21. Data indicating the level of UAM congestion is reported to Air Traffic
Management with a delay. As a result, Air Traffic Management does not recognize that
coordination is needed to reduce the level of congestion until congestion has exceeded
acceptable lgels PRegl]

Scenarios forUCA1.34. Air Traffic Management provides coordination too late after UAM
aircraft interfere with the operations of another airspace ugé+«3, H6]
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CS1.34.1.  Air Traffic Management receives feedback that indicated that UAM aircraft
are/will interfere with the operations of other airspace users on time. However, they
provide coordination too late because:

CS1.34.1-1. Theother airspace usere(g.,a public safety flight, private jet flight) is also
conducting a shorhotice/on-demand operation and Air Traffic Management does not
have sufficient time to provide adequate coordination to prevent the impact of UAM
aircraft on their operation before itacurs  Reg41,Reg42]

CS1.34.1-2. The other airspace user changes their flight plan at the last minute such
that Air Traffic Management does not have sufficient time to provide adequate
coordination to prevent the impact of UAM aircraft on their operation before it occurs
[®Reg41,Req42]

CS1.34.1:3. Air Traffic Management receives feedback of the interference with very
short notice to when the interference will occue.g.,because the UAM flight was being
performed onrdemand). As a result, there is insufficient time to make a coordination
decision before the flight is performed and the interference oc¢@Reg23]

Scenarios folUCAL.41: Air Traffic Management stops providing coordination too soon when

there is pressure to allow more flights to take place but UAM cannot be safely operated with a
higher traffic densityH-1, H3, H4, H6]

CS1.41.1.  Air Traffic Management received feedback on time that UAM cannot be safely
operated with a higher traffic density but still decide to stop coordinating aircraft because:
CS1.41.2-1. Air Traffic Management believes that UAM traffic density will soon

decrease significantlye(g.,as rush hour ends) and therefore believes that allowing a
temporary rise in UAM flights to reduce delays is permissidlrdg30]

CS1.41.12-2. Air Traffic Management assumes that unexpected incidents or
emergencies will not arise and believes they bandle ahigher density of UAM aircraft.
However,when an emergency arisethey are unable to safely coordinatall of the
aircraftwhile addressngthe emergency®Reg34]

CS1.41.2.  Air Traffic Management does not receive feedback that indicates that UAM
cannot be safely operated with a higher traffic density because:

CS1.41.21. Under pressure to improve profitability and serve more passengers, UAM
operators provide feedback to Air Traffic Management that indicates that the capabilities
of their aircraft are sufficient for operating at a higher traffic density even though they
are not. Without verifying this feedbagkAir Traffic Management usésto and update
its process model of the level of UAM traffic that UAM operators can handle saékyg
its decisiong®Req35]
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Appendix B Design lteration 1 Requirementsand Control
Elements

In this appendixthe system requirementand control elements that were identified to create
the iteration 1 conceptual architecturgshown inFigure28) are presented In addition, any
underlyingassumptions associated with the requirements or control elementsrenladed.Note
that this appendix showgust the final set ofrequirements and control elementdhat were
identified after several iterationanddoes notshow how the requirements and control elements
evolved between iterations.

B.1 NAS Systeirevel Collision Avoidance Requirements

Regl. ATM system shalle able to track all aircraft in the airspace to ensure sufficient separa®®d
1]
System Assuption: Assumes it is possible to achieve trackiegormance of <relevant minimum
tracking performance specifications>

Reg2. ATM system shallerify erroneous detections within <TBD time> before choosirigriorethem
[®RG74]
Environment Assumptiodssumes that flights are known within <TBD> time of dediepdrture

System AssumptioThere will always be at least 1 alternative option for tracking aircraft in the
airspace that can be used to verify a suspected erroneous deteReoyd ]

Reg3. ATM system shadinsure that sufficient capacity is available to detect and coordinate all aircraft
that have or will need access to the airspa®dRjesp2]

Environment Assumptiossumes that surges in demand for flights will occur with at least <TBD
mins> of advance notice for the NAS to implement plans to mitigate system impacts

System Assumptiomssumes thaReg8 is also carried out at the same time whenever demand
nears capacity limitsjeg61]
Reg4. ATM system shatioordinate the movement of aircraft to resolve any potential conflethier

between two aircraft or a conflict of an aircraft trajectory with terra@Respl (iteration 1) Resp
1.1 (iteration 2)

Environment Assumptiossumes that flights are known within <TBD> time of desired departure
System Assumptiossumes coordination decisions can be made within <TBD Rag#9]

System Assumptiossumes that there is coordination wiRleg3 to ensure sufficient capacity is
available to manage the current or anticipated future level of traRied48]

Reg5. ATM system shabnsure that aircraft that need coordination have received coordination, are
executing it correctly and that the risk of collision or interference is no longer pre@&RG6
(iteration 1), Respl.4 (iteration 2)

System Assumptio\ssumes that there is coordination between this requiremenfaw, and
Reg27 to ensure that coordination is effectivRgg31, Reg50]

Reg6. ATM system shadinsure that acceptable coordination options are always available for aircraft to
avoid violation of minimum separatio®Resp3]
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System AssumptiorAssumes that there is sufficient airspace available (low enough density) to
allow alternative movement options to be establishBe¢51]

System Assumptiossumes that there is coordination wRe@8 to manage airspace usage to
ensure sufficient airspace is available for tRe¢52]
Reg7. ATM system shaltletect when information needed to identify and track aircraft is missing,
delayed, erroneous or not available and take action to restore that informa@dRG75]
System AssumptionAlternative options are available for obtaining tracking information or
checking the status of tracking equipmeREQ46]
System Assumptiossumes there is coordination witeg4 to account for information being
out-of-date when making coordination decisiofeg53]
Re@8. ATM system shabinly allow as many users to access the airspace as it is capable of detecting,
tracking and coordinatinggfResp4]
System AssumptiorAssumesRe@3 is also performed to manage capacig/g(, during surge
times) Reg47]
Req9. ATM system shafirevent the manipulation or tampering of data used for detecting and tracking
aircraft ®RC19]
System AssumptiorAssumesReq3 is also performed to manage capacig/g;, during surge
times) Reg47]
Req10.ATM system shadlccount for intended movements of aircraft in addition to current trajectories
to detect potential collisions§RC2]
EnvironmenAssumptionAssumes that aircraft are willing to share their intended trajectories for
at least <TBD time> into the future.§.,no privacy concerns)

Reql11.ATM system shaknsure that information about the intent, mission, acceptable operational
impacts and future intended movements of aircraft is available, does not contain errors and is kept

updated[®RG32)
Environment Assumptiorssumes users are willing to share mission and intent information

System Assumptiossumes there is coordination witeg4 to account for intent information
being outof-date when making coordination decisiofe356]
Req12.ATM system shatloordinate the movements of other aircraft to prevent violation of minimum
separation with an aircraft that is unable to communicate or not respond@ig¢15]
System AssumptiorAssumes coordination witliReg6 where the availability of alternative
movement options is already being assuriged57]
System Assumptiossumes that when it is discovered that an aircraft is unable to communicate,
new coordination decisions can be made within <TBD> timestlveany imminent collisions
[Re@58]
Req13.ATM system shadinsure that aircraft have received the coordination being communica@diG
26]
Req14.ATM system shatinsure that coordination is communicated to the correct aircrafRC117]
Req15.ATM system shadinsure that coordination provided to the aircraft is within the capabilities of the
aircraft ®RG3]
Req17.ATM system shaknsure that coordination provided to the aircraft does not cause another
violation of minimum separatior@RCG4]
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Re¢18.ATM system shafirovide coordination that allows for and accounts for delays due to response
time of <TBD> to enact the coordinatiagBRC5]

Re¢20.ATM system shadlonsider access priorities when issuing coordination or managing access to the
airspace PRC118

Req21.ATM system shal OO02 dzy i F2NJ ' ye dzaSNBRQ O2yaidNIAyda 2y
priorities to determine which impacts to operations are acceptable when coordinating ail@mRfE[
7]

Req22.ATM system shatlotify users if their operations will be impacted beyond acceptaBIRE43]

Req23.ATM system shalbe able to detect any unexpected operational impacts experienced by an
airspace usewithin <TBD> time of the interference occurrif@RG24]

Req24.ATM system shatkspond to impending interference and issue coordination instructions within
TBD period of time§RC8]
Environment Assumptiossumes that flights are known within <TBD> time of desired departure
System AssumptiorAssumes that flight operations can respond to dagtute coordination
within <TBD> timeHeq18]
Re¢25.ATM system shadistablish and maintain acceptable levels of noise and visual pollution levels as
well as emissions levels

Re¢26.ATM system shalle able to monitor environmental effects with acceptable levels of performance
to enable high levels of environmental effects to be detected before the exceedance c®RRE [
17]

Req27.ATM system shalbe able to make preemptive coordination decisions based on trends in
environmental effects and congestion to help prevent acceptable thresholds from being exceeded

System Assumptioit is assumed that this requirement is performed in coordination Retty
(coordination for collision avoidancé&}¢g55]
SystemAssumption It is assumed that thresholds definedReg25 andRe@32 are used in this
requirement Reg33]

Re@28.ATM system shafirioritize flight safety over UAM passenger safety if both cannot be ass@red |

RG9]

Environmen®Assumption This assumes that UAdperators will be able to work with other NAS
stakeholders to manage passenger safety even if flights need to be restricted to maintain airspace
safety

Re@29.ATM system sha#insure that ride sharing does not exceed levels necessary to ensure safety of
UAM riders

Re@30.If anticipated conditions are used to make coordination decisi8i$/l system shatlonfirm that
the anticipated conditions do occur

System AssumptiorAssumes that if anticipated conditions do not occur within <TBD time>,
coordination decisions are-+avaluated vidReg4 andReg27 [Reg31]
Req@31.If anticipated conditions do not occur within <TBD> tilddM system shalle-evaluate its
coordination decisionsgRCG37]
Req32.ATM system shadéstablish and maintain clear and measurable specifications for the threshold
congestion that is acceptable
Re@33.ATM system shalinake use of threshold congestion and environmental effects when making
preemptive coordination decision® RC16]
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Reg34.Air Traffic Management must always have some amount of reserve capacity set aside to provide
additional coordination during unexpected emergencies or incidediG21]

Re¢35.ATM system shadlonsider the capabilities of the UAM aircraft and operaterg (pilot training,
aircraft equipage etc) when establishing oreealuating threshold congestion leve®RC39]

Req36.ATM system shalénsure that allaircraft have the capabilities required for new threshold
congestion levels when new congestion thresholds are introdu@&R21]

System Assumptiossumes there is coordination with changes to congestion level thresholds to
ensure they are rolled out synchronouse§62]

Re¢37.ATM system shaknsure that current congestion threshold levels are enforced even if some
aircraft are capable of operations at higher congestion lev@RE38]

Re¢38.ATM system shaknsure that any event that will result in significant operational impacts to
airspace users is communicated to users with <TBD> advanced notice so that airspace users can
adjust their plans® RCG35]

Re@39.1f assuming that another aircraft or controller will take an action when deciding on coordination,
ATM system shaltonfirm with the aircraft or controller that the action will be taken prior to
implementing coordination® RCG36]

Req40.ATM system shathanage both demand for flights in addition to the ability of flights to access the
airspace when mitigating congestion and vehicle sharing

System Assumptiossumes that this requirement is coordinated viRég8 so that demand or
airspace access is managed both by managing how many flights are needed and how many flights
can be acceptedReq63]

Req41.ATM system sha#tnsure that UAM aircraft abide by the TR&sociated with the public safety
events to ensure that UAM aircraft do not interfere with public safety flights

Environment Assumptiomssumes that public safety events will continue to be accompanied by
a TFR that will ensure that aircraft stay awayd therefore avoid interference

System AssumptionThis is coordinated witliReg4 (for collisions) andReg27 (for avoiding
negative environmental or congestion effecReft64]

Req42.ATM system shadistablish a minimum notification window within which avoidance of operational
impact cannot be guarantee®RC42]

Req43.ATM system shaknsure that routes of flight used by UAM aircraft minimize time spent over
residential neighborhoods and other community spaces, especially during periods when occupancy
is high PRC18]

Environment AssumptiorAssumes that the concerns that the public would have against UAM
(e.g.,noise, visual pollution, public safety) would stem from UAM operating around neighborhoods
when occupancy is high

Reg44.At key choke/convergence points.§., airports, vertiports),ATM system sha#nsure that the
UAM aircraft do not interfere with conventional air traffic flights

Environment AssumptiorAssumes that regular UAM passenger flights will be required to work
around scheduled commercial aircraft since they have fixed schedules known well in advance and
serve larger quantities of passengers with each flight

Environment AssumptiorAssumes that the main areas in which interference between UAM and
conventional air traffic might occur is at/around airports and vertiports

Req45.ATM system shakensure that capacity determinations account for both traffic density and
coverage areaRCG22]
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Req46.ATM system shallave at least 2 options for tracking aircraft (current position, speed, heading,
ID) in the airspace to verify erroneous detectio®8G20]

Req47.ATM system shalénsure that aircraft trajectories do not consume more airspace than is
reasonable to allocate for that aircraft

Req48.ATM system shatloordinate between capacity management and traffic management to ensure
that sufficient capacity exists to manage the current or anticipated future level of tr@fRd12]

Req49.ATM system shalie able to make coordination decisions within <TBD> ti@RE10]

Re@50.ATM system sha#insure that if coordination was not effective, coordination is evaluated again
to ensure that collision risks asglequately mitigated® RG27]

Reg51.ATM system shaknsure that there is sufficient airspace available (or low enough density)
available to allow alternative movement options to be establisi@R{25]

Req52.ATM system shaknsure that access to the airspace is managed in accordance with what is
needed to ensure that acceptable coordination options are always availRIRE8]

Reg53.ATM system shalensure that coordination decisions account for whether information is
missing/outof-date RRG29]

Reg55.ATM system shaknsure that coordination issued to aircraft consider both potential future
environmental impact as well as more immediate conflict avoida@de11]

Re@56.ATM system sha#insure that coordination decisions account for whether intent information is
missing/outof-date RRC30]

Req57.ATM system sha#insure that alternative movement options can be used to coordinate aircraft
[®RG31]

Re@58.ATM system sha#nsure that coordination decisions can be made within <TBD> time after an
aircraft is discovered to be unable to communicatedsolveany imminent collisionsSfRG13]

Re@59.ATM system sha#nsure that there are at least two methods for communicating coordination
with aircraft RRC14]

Req61.ATM system shalnodify how aircraft trajectories are modified, alternative trajectories are
selected and airspace access is managed based on an initiated traffic management p@&em |
54]

Re@q62.ATM system shaknsure that new congestion thresholds are coordinated with ensuring that
aircraft have the capabilities needed for those new congestion thresholds to ensure that they are
rolled out synchronously&RC40]

Re@q63.ATM system shaltoordinate between management of flight demamohd management or
airspace acces®RC41]

Req64.ATM system shatinsure that UAM aircraft abide by public safety event TFRs while also avoiding
collisions and negative environmental effects or congest®RE42]

Re@65.ATM system shatkquire regular UAM passenger flights to work around scheduled commercial
aircraft @ RCG34]

Re@66.ATM system shadinsure that unexpected operational impacts are detected and mitigated where
necessary to prevent them from occurring again

Re@68. ATM system shafjrant an aircraft experiencing an emergency the highest priority access to the
airspace they need to address the emerger@r[G44]
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Req69. ATM system shadinsure that there is enough spare airspace available to keep other aircraft away
from a norcommunicative aircraft® RG45]

Reg70. When making preemptive coordination decisions to prevent environmental or congestion
exceedancesATM system shathanage capacitgnd airspace access in addition to issuing modified
trajectories PRCG46]

Reg71. ATM system shaéinsure that erroneous detections are made known to Reso that conflict
resolution accounts for errors in detection®RG47]

Req72. ATM system shallise an alternative location source for tracking aircraft that does not suffer from
the same inaccuracy limitations as the primary souf@{48]

Req73. ATM system shathanage generate alternate trajectories and manage air traffic in accordance
with ATM capacity using a consolidated view of the airspade(G23]

Reg74. ATM system shaltfecompute alternative movement options within <TBD> time so that re
evaluations can happen continuous®RC50]

Req75. ATM system shathonitor the movements of aircraft that are unable to communicate to ensure
they are behaving as expecte®RC51]

Re@76. ATM system shadinsure that any new capacity expansion or airspace access management plans
are implemented  RCG52]

Req77. ATM system shaltoordinate ride demand management with congestion and environmental
effectsmanagement® RC53]

Req78. ATM system shadinsure that the overall operational impact incurred by an aircraft is considered
and minimized when making coordination decisiocRRIC59]

Req79. ATM system shaiihform airspace users if they will be significantly affected by a ®IRESH5]

Re@80. ATM system shalbe able to prevent an aircraft that is not communicating and/or disobeying
coordination instructions from causing damage or harm to people or property on the ground

Re@81. ATM system shadioordinate between ensuring behavior of aircraft matches issued coordination
and addressing aircraft behaving erratica®HC56]

Re@82. ATM system shatloordinate between ride demand and flight dispatohensure ride demand is
coordinated with flight dispatch RG57]

Re@83. ATM system shalknsure that any proposed coordination has new alternative trajectories
available before issuing the proposedordination[® RG58]

Req84.If a trajectory modification is not effective at resolving the collision, the reason for the
modification not being effective must be determined so that an updated trajectory modification can
account for it RG60]

Re@85. ATM system shalaccount for reasons that a trajectory modification was ineffective when
selecting new trajectory modification® RG61]

Re@86. ATM system shatiheck in with affected aircraft goreferred trajectory modification if unable to
meet all operational constraints

Re@87. ATM system shadinsure that tracking and trajectory information is available for all aircraft within
<TBD distance> of the UAM operating environm@&iR[G62]

Req88. ATM system shadinsure that tracking and trajectory information is available for all aircraft before
the aircraft has entered the UAM operating environme®HC63]
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Re89. ATM system shadinsure that a confliefree trajectory is available for an aircraft (either from the
ground or in the air) prior to allowing it to enter UAM airspa@dr(G64]

Re¢90. ATM system shathonitor and confirm that an aircraft is following its planned trajectory to the
accuracy specified with that trajector@ RG65]
Req91. ATM systemshale-S @I £ dzt S 'y F ANONI FiQa GNI2SOdi2NE
if an aircraft deviates from its planned trajectory by more than <TEIRG66]
Req92. ATM system shaknsure that all trajectory modifications are transmitted and acknowledged
within <TBD> time®RG67]
System Assumptiossumes that ifajectory modifications are not acknowledged within <TBD>
time, the conflict associated with that modification will be flagged feevaluation Req93]

Req93. ATM system shalk-evaluate trajectory modification(s) associated with a conflict if the trajectory
modification(s) are not acknowledged within <TBD> tiR&{=68]

Req94. ATM system shalprovide accompanying navigation accuracy and expected response time
parameters when deciding trajectory modifications to ensure navigation accuracy and response time
expectations are made explic®RC69]

Req95. ATM system sha#insure that any changes to relevant operational constraints are accounted for
when issuing trajectory modification® RG70]

Req96. ATM system shaéinsure that any tall obstacles of at least <TBD> in height that could interfere
with flight operations have their presence and duration (if temporary) reported and disseminated to
aircraft and operators

Req97. ATM system shalldiscuss other flight plan optionse.g., earlier departure, different
arrival/departure aerodrome) with aircraft if an excessive operational constraint will be incugred [
RG72]

Req98. ATM system shalhiccount for anticipated weather and potential future air traffic needs in
addition to already filed flights when making trajectory modificatioRR[C49]

Req99. ATM system shadinsure that operational impacts incurred for collision avoidance and congestion
management are considered in total and not separat@R{73]

Re@100. ATM system shathaintain a consolidated state of the airspace to ensure synchronized traffic
management decisiemaking P Resp5]

B.2 Defining Control Elements to Meet System Requirements

The figures in this section show how the requiremetié$ined in the previous sectiomere
used to generate the five control responsibilities and their associated control actions and
feedback identified in design iteration Eachof theseresponsibilitesanda simplified version of
their corresponding control actions and feedbawere shown on therevised conceptual
architecture shown ifrigure28in Sectiord.2.4 Each control elemeris traced to the constraint
or requirement used to generate it using the links in square braces.
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Respl: Coordinate the movement of aircraft to prevent conflifiReg4]

RG2: Accountfor planned trajectory when

identifying conflict§Reg10]

RC3: Ensure that coordination provided to the
aircraft iswithin the capabilities of the aircraft

[Reg15]

RC27:1f coordination was not effective,
coordination is evaluated again to ensure
that risks are adequately mitigatg&eg50]

RGC31: Ensure that alternative movement
option are considered whenoordinaing

RG4: Ensure coordination decisions do not cau: aircraft[Reg57]

secondary conflicttReg17]
RC6: Ensure that aircraft have received

RC54: Ensure that initiated traffic
management plasare used to influence

coordination, are executing it correctly and that trajectory modificatiors, alternative

the risk of collision is no longer presdRed5]
dza ¢

RG7:! O02dzyi FT2NJ | ye&

trajectory selectionand airspace access
managemen{Reg61]

mission execution in addition to access prioritie RG58: Confirm alternative trajectories are

when coordinating aircrafiReg21]

RG8: Respond to impending interference and
issue coordination instructions withkl BD> time

[Reg24]

RC15: Continue resolving conflicts even if one
or more aircraft are unable to communicate or

are not respondingReg12]

RG26: Ensurethat aircraft have received the
coordination being communicatdiReg13]

available for any proposed coordination
[Rea83]

RC61: Account for reasons that a trajectory
modification was ineffective when selecting
new trajectory modificatiosn [Re@85]

RG71: Check in with affected aircraft on

preferred traje¢ory modification if unable
to meet all operational constrain{fe386]

Process Model Parts & Required Feedback/Inputs

Feedback from the aircraft:

1 Acknowledgement of trajectory modifications

[RG26]
1 Reason for trajectory deviatidiRG61]
91 Preferred trajectory modificatiofRG71]

Input from Resg2: Active traffic management
program[RG54]
Input from Resg3:

1 Confirm trajectory modificationfRG58]
1 Alternate trajectorie§RG31, RE58]

Input from Resp5:

1 Aircraft not communicatingRG15]

1 Consolidated airspace stafRG2, RG3,
RCG4, RE7, RE27]

Input from RegulatorsAirspace access

priorities [RCG7]

Internal process model variablddnresolved

conflicts|[RC6]

Required ControActiongOutputs

Control actions to the aircraft:

1 Trajectory modificationfRespl]

1 Request acknowledgement of trajectory
modifications[RG26]

1 Trajectorymodification optiondRG71]

Outputto Resp5: Trajectory modifications
[Respl]

Outputto Resp3: Proposed trajectory
modifications[RG58]

Figure BL: Defired control elements for Resb
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Resp2: Ensure that sufficient capacity is available to detect and coordinate all aircraft tha
have or will need access to the airspgReq3]
RC21: Havereserve capacity set aside to provide additional coordination during unexpecteq
emergencies or inciden{Reg34]
RC22: Ensure that capacity determinations account for both traffic density and coverage ar
[Reg45]
RC23: A consolidated view of the airspace should be useshémage air traffic in accordance
with ATM capacityResp2) andgenerate alternate trajectorieResp3) [Reg73]
RC54: Ensure that initiated traffic management pkaare used to influence trajectory
modificatiors (Resp2), alternative trajectory selectio(Resp3), and airspace access
managemen{Resp4) decision§Req61]

Process Model Parts & Required Feedback/Inputs

Feedback frm Respgl: Current workloadof controllers resolving conflictfRG21]
Feedback from Resp Consolidated airspace stafR G23]

Internal Process Model VarialdeCurrent& historicalcongestion levelResp, RC21]

Required Control Action®utputs
Control action tdResp2, ResgB, Respd: Initiate trafficmanagement prograrnfResp2, RE54]

Figure B2: Defired control elements for Resp

Resp3: Ensure that acceptable coordination options are always available for aircraft to a
violation of minimum separatiofReg6]
RC23: Aconsolidated view of the airspace should be usethemage air traffic in accordance
with ATM capacityResp2) andgenerate alternate trajectorieéResp3) [Reg73]
RGC25: Ensure that there is sufficient airspace available (or low enough density) avdiasp
4)to allow alternative trajectories to be establishfiReg51]
RC28: Ensure that access to the airspace is managed (Reispaccordance with what is needg
to ensure that acceptable coordination options are always available {Rd¢Req52]
RC50: Recompute alternative movement options within <TBD> time so thawveduations can
happen continuouslyReg74]
RGC54: Ensure that initiated traffic management pkaare used to influence trajectory

modificatiors (ResfR), alternative trajectory selectio(Resp3), and airspace access
managemen{Resp4) decision§Req61]

Process Model Parts & Required Feedback/Inputs
Feedback from Resh Proposed trajectory modificatiorffResp3]
Input from Resg2: Initiate traffic management prografiRG54]
Feedback from Redp Consolidated airspace staf@ G23]

Required Control Action®©utputs
Control actions to Resp:

1 Alternate trajectorie§Resp3|
1 Confirm trajectory modificationfResp3]

Control action tdResp4: Alternate trajectorie§RG25]

Figure B3: Defired control elements for Resp
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Resp4: Only allow as many users to access the airspace as it is capable of detecting, tra
and coordinatingReg8]

RC28: Ensure that access to the airspace is RG63: Ensure that tracking and trajectory
managed (Resp) in accordance with what is information is available for all aircraft before
needed to ensure that acceptable coordinatic the aircraft is allowed to enter the UAM
options are always available (Re3JRe@52] operating environmenfReg88]

RC54: Ensure that initiated traffic RC64: Ensure that a confliefree trajectory is

management plasare used to influence available (Resf) for an aircrafbefore

trajectory modificatiors (Resg?), alternative  allowing it to enter UAM airspad®eq89

trajectory selectior(Resp3),and airspace RG72: Praposeother flight plan optionsd.g.,

access manageme(Resp4) decision§ReG  earlier departure, different arrival/departure

61] aerodrome) if an excessive operational
constraint will be incurre{Reg97]

Process Model Parts & Requirdgeedback/Inputs

Feedback from the aircraft: Input from Resp2: Initiate traffic management
{1 Flight plangResp4] program[RG54]

1 Preferred flight plan modificationRG72] Inputfrom Resg3: Alternate trajectorie§RG28]
Inputsfrom Respl: Input from Resgb:

1 Confirm trajectory is conflict frelRG64] 1 Consolidated airspace stafResp4]

f Trajectory modificationfRG64] 1 Aircraft info availabl¢gRG63]

Required Control Action®©utputs

Control actions taircraft: Outputto Respl: Incoming aircraffRC64]

9 Flight plan modificationfResp4] Outputto Resp5: Incoming aircraffRG63]

1 Approve/reject accesiRespd]
9 Flight plan modification optiongRG72]

Figure B4: Defining control elements fétespd
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Resp5: Maintain a consolidated state of the airspace for use in traffic management decis
making[Reg100]

RCL1: Trackall aircraft in the airspace within RC62: Ensurethat track and trajectory
<TBD>erformance requirements to keep them information is available for all aircraft withir
separatedReg1] <TBD distance> of the UAM operating

RG19: Prevent the manipulation or tampering o: €nvironment[Reg87]
data used for detecting and tracking aircri®eg RC74: Verify erroneous detections within
9] <TBD time> before choosingignorethem

RG29: Ensure that coordination decisions (Res; [RedZ]
1) account for whether tracking information is RG75: Detect when information needed to
missing/outof-date (Resgb) [Reg5] identify and track aircraft is missing,

RG32: Ensure that information about the intent, delayed, erroneous or not available and ta
mission, acceptable operational impacts and ~ action to restore that informatiofiReq7]
future intended movements of aircraft is

available, does not contain errors and is kapt

to date[Reg11]

Process Model Parts & Required Feedback/Inputs

Feedback from the aircraft: Feedback from Resfi Incoming aircraft to UAM
f Aircraft Trac§Resp5, RGL, RG52] airspaceRG62)
1 Planned trajectoryResp5, RG52] Internal Process Model Variablkircraft
f Mission & operational constrainfResp5, RE authenticity[RG19]

32
1 Air]craftnavigationalcapabiIities[RespS, RE

32]
Required Control Action®©utputs
Control actions to the aircraft: Control actiosto Respl:
1 Request aircraft trackRC75] 1 Camsolidated airspace staf&esps]
1 Request plannetrajectory[RC75] 9 Aircraft not communicatingRG29]

1 Reject aircraft track/trajectoryRG19, RE74]

Figure B5: Defining control elements for ReSp
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Appendix C  Design lteration 1¢ STPA Analysis of Initial
Conceptual Architecture

As described in Sectigh2.3 the initial conceptual architecturthat was created in design
iteration 1 Figure26) was analyzed by updating the initial STPA analysis shown in Sédtsord
Appendix ASince the focus of thisesearchis on the collision avoidance aspect of ATM, this
updated STPA analysis focused on analyzingTthgectory Modificationgontrol action This
section shows ta results of thisipdated SPTA analysis.

C1l Unsafe Control Actions (UCAs) fGoordinationControl Action

Sincethis is an update of the initial STPA analysis, the syét®erl losses and hazards are the
same as thosshown inTable7 and Table8. Table Gl and Table € shows therefined UCAs
associated with thé@rajectory Modificationgontrol action. For each refined UCA, a link to the
corresponding abstraatersion of theUCA shown in TableAis included in square braces along
with the links to the system hazardény UCAsn Table Al that do not have refined UCAs
associated with thdrajectory Modificationsontrol action are not shown in Tablel@nd Table
G2
Table €1: Refined UCAer Trajectory Modifications Control Action
Not Providing Providing

UCA1.16.1: Trajectory modifications are provide
whenthose modified trajectorieinterfere with
approach/arrivakcourse/trajectoryfor a nearby
airport [H-1, H3, H6] [UCA1.16]

UCAL.1.1: Trajectory modifications are not
provided when the trajectories of two aircraft
are in conflicfH-1, H3] [UCA1.1]

UCA1L.2.1: Trajectory modifications are not
provided when the trajectory needed by an
aircraft experiencing an emergency conflicts
with other aircraft[H-1, H2, H3] [UCAL.2]

UCA1.3.1: Trajectory modifications are not
provided when the arrival trajectory of a UAM | UCA1.19.1: Trajectory modifications are provide
aircraft at a conventional airport will conflict | that interfere with the operations of other NAS
with the approach course used by conventiong users[H-3, H6] [UCAL.19]

aviation aircraffH-1, H3] [UCAL.3]

UCAL.5.1: Trajectory modifications are not
provided whenUJAM aircraft are about to fly UCA1.20.1: Trajectory modifications are provide
into a section of airspace where air traffic mus| that UAM aircraft are not fully capable of

be excluded€.g.,for safety or security reasons| executing[H-1, H2, H3, H6] [UCAL.20]
[H-5][UCAL.5]

UCAL.8.1: Trajectory modifications are not
provided when UAM aircraft interfere with the
flight ofanemergency response aircrdfi-1, H
3] [UCAL.8]

UCA1.181: Trajectory modifications are provide(
that will result in excessive environmental effect
[H-4] [UCAL.18]

UCA1.21.1: Trajectory modifications are provide
that causes a collision with an obstacle or terrair
[H-1, H2, H3, H5] [UAG1.21]
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Not Providing

Providing

UCAL.8.2: Trajectory modifications are not
provided when a higher priority flight incurs an
unacceptable operational impaat.Qg.,delay)
due to UAM flights that are occurrirjgl-1, H3]
[UCAL.8]

UCAL.22.1:Trajectory modifications are provide
that causes a collision with another aircrif1,
H-2, H3] [UCAL.22]

UCAZL.9.1: Trajectory modifications are not
provided whenUAM aircraft operationbave
excessive noise, privacy or emissions imppdts
4] [UCAL.9]

UCAL.24.1:Trajectory modifications are provide
when those trajectories allocate more airspace
than necessary to prevent collisioft$-3, H6]
[UCA1.24]

UCAZL.101: Trajectory modifications are not
provided when UAM aircraft need to be
sequenced for arrival to a conventional airport
[H-3] [UCAL.10]

UCAL.24.2:Trajectory modifications are provide
that exceed the operational constraints for the
aircraft needed to execute the trajectofi-3, H
6] [UCAL.24]

UCAL.111: Trajectory modifications are not
provided when UAM aircraft have overlapping
arrival or departure trajectoriefH-3] [UCAL.11]

UCAL.24.3:Trajectory modifications are provide
when the trajectory of an aircraft is already valid
and optimal[H-3, H6] [UCA1.24]

UCAL.12.1:Trajectory modifications are not
provided when the trajectory of an aircraft
conflicts with an obstacle or terraji-1] [UCA
1.12]

UCAL.251: Trajectory modifications are provide
that causes the aircraft to traverse adverse
weather that it is not equipped to hand[él-1, H
2, H3, H5] [UCAL.25]

UCA1.131: Trajectory modifications are not
provided when the trajectory of a UAM aircraft
will take it toward inclement weather that
exceeds the capabilities of the aircriifi-1, H2,
H-3] [UCAL.13]

UCA1L.27.1: Trajectory modifications are provide
that forces a UAM aircrafb use airspace where

the ride is unpleasant or unsafe for passendeks
2, H6] [UCAL.27]

UCAL.281: Trajectory modifications are provide(
when they do not satisfy the priority needs of the
aircraft[H-1, H2, H3] [UCAL.28]
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Table €: Too early/late and applied too long/stopped too soon UCAs for Trajectory Modifications Control Action

Too Early / Too Late

Applied Too Long / Stopped Too Soon

UCAL.291: Trajectory modifications are
providedtoo late after the trajectories otwo
aircraft are in conflicfH-1, H2, H3] [UCA
1.29]

UCAL.35.1: Trajectory modifications are provided
for too long when conditions have changed such
that the original trajectory modificationare no
longer validH-1, H2, H3, H4, H6] [UCAL.35]

UCAZL.301: Trajectory modifications are
providedtoo late after an aircraft requires an
immediate change in trajectorg(g.,to
address an emergencipl-1, H2, H3] [UCA
1.30]

UCAL.36.1: Trajectory modificationstop being
providedtoo soon beforghe emergency
experienced by UAM aircraft is resolvigtil, H2,
H-3] [UCAL.36]

UCAL.321: Trajectory modifications are
providedtoo late after environmental effects ©
UAM operations have exceeded acceptable
levels[H-4] [UCAL.32]

UCAL.37.1: Trajectory modificationstop being
provided too soorio prevent UAM aircraft from
entering a restricted section of airspace when air
traffic still needs to be excluded from that section
of airspacdH-2, H4, H6] [UCAL.37]

UCAZL.331: Trajectory modifications are
provided too late after an aircraft enters a
volume of airspace where congestion has
already exceeded acceptable levgtsl, H3,
H-4, H6] [UCA1.33]

UCAL1.381: Trajectory modificationstop being
provided too soorbefore environmental effects of
system operation have returned to acceptable
levels[H-4] [UCAL.38]

UCA1.34.1: Trajectory modiftations are

provided too late after UAM aircraft have
already interfered with the operations of
another airspace usdH-3, H6] [UCAL.34]

UCA1.39.1: Trajectory modificationare provided
for too long after environmental effects of system
operation have returned to acceptable lev@it3]
[UCA1.39]
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C.2 Causal Scenarios for Selected UCAS

This section shows the causal scenarios that were identified for select UCAs highlighted in
blue in Table @ and Table 2. Two types of links are included at the end of each requirement.
First, f additional system requirements were generated to mitigate or prevent that scertago,
requirement is linkedin square bracesThese requirements are ultimately used to make
modifications to the conceptual architecture.

Second if the scenario was used in the structural design process to generate an assignment
constraint, that assignment constraintiredicated in curly bracesnd blue font

Scenarios for UGA.1.1: Trajectory modifications are not provided when the trajectories of two
aircraft are in confliciH-1, H3]

CS1.1.1-1. Feedbackof the potential conflictis receivedbut trajectory modifications are

not provided because
CS1.1.1-1.1. Resp3 does not confirm that the trajectory modifications still have
alternate trajectory options. As a result, Rebkjs unable to issue trajectory modifications to
resolve the collisiofRespl = Res{3}
Cs1.1.1-1.2. Respl is preoccupied with resolving one set of conflicts and therefore
does not attend to the feedback about another imminent collision. As a ré3aKkpl does
not issue trajectory modifications toesolvethe imminent collision{(Respl=Aircraf) ~
(Respl=Aircraft ATM}
CS$1.1.1-1.3. Respl is unable to determine possible movement options due to a
component failure that prevents trajectory modifications from being computed. As a result,
no trajectory modifications are issug¢(Respl=Aircraf)” (Respl=Aircraft ATM}
CS1.1.1-1.4. It takes so long to identify a confliitee solution that no trajectory
modification is issued before the collision occurs. This could occur if, for example, the airspace
is so densely utilized that resolving a limited initial conflict requires changektge number
of aircraft trajectories to acanmodate the initial trajectory modifications requiref{Resp
1=Aircraf)” (Respl=Aircraffi ATM}
CS1.1.1-1.5. Respl is unable to select possible movement options because there is no
combination of alternative trajectories that will prevent all conflicts. For example, the
emergency trajectory of one aircraft is such that there is no set of suitable trajectoriadi fo
other aircraft that can be selected that are conflict free
Cs1.1.1-1.6. Resp5 wrongly believeghe feedbackit receives about the track of an
aircraftis erroneous and omits it from the set of verified tracks. As a result,-Reses not
recognize the collision because the aircraft track needed to recognize it was omitted
CSs1.1.1-1.7. Respl is unable to provide trajectory modifications to the aircraft because
Resp3rejects its proposed trajectory modifications. This could occur if Rempd Resy3 do
not synchronouslyprocess inputs from Redpto remove an aircraft tracland thus have
inconsistentprocess moded of the state of the airspaceéAs a result, thegannot agree on a
set of trajectory modifications that have alternate trajectories availdgBleg100]
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CS1.1.1-2. Feedback is not received of the potential conflict because:
CS1.1.1:2.1. At least oneof the two aircraft enters the UAM environment without its
tracking and trajectory information having been fully received. This could occur for several
reasons: (1) The aircraft is inadequately equipped and cannot be tracked using normal means,
(2) the arcraft is nonrcooperative €.g.,malicious aircraft) or (3) the aircraft enters the UAM
environment before tracking and trajectory information can be fully collected. As a result,
Respl either does not know the aircraft is there or has the wgdbelief about the trajectory
of that aircraft and therefore wrongly believes that no collision is immirBeq87, Reg388]
{Respl = ATM}
CS1.1.1-2.2. Respl receives either inaccurate feedback about the
equippage/technical specifications of an aircraftaut-of-date feedback about the level of
precision with which the aircraft can execute a trajectorye.g(, GPS
outage/blockage/degradation). As a result, it wrongly believes they are capable of more
precise navigation than they actually are and therefore does not believe two aircraft are on
collision trajectories even though they af@espl=Aircraf)” (Respl=Aircrafit’. ATM)}
CS$1.1.1-2.3. This could occur if it does not receive timely feedback on the presence of
new ground hazard®(g.,a new construction crane). As a result, it does not believe a collision
is imminent and does not try to modify aircraft trajectories to avoid the collig{®esp
1=Aircraf)” (Respl=Aircraft ATM)}
CS1.1.1-2.4. When Resfl checked the trajectories of all aircraft, their trajectories
were not in conflict. However, while resolving another conflict, the trajectories of these
aircraft do become in conflict and this is not noticezlolveduntil after the previous set of
conflicts areresoled. If it takes long enough for the prior set of conflicts to be resolved, the
system may not be able to identify and adequatedgolvethe conflict beforea collision
occurs{(Respl=Aircraf)” (Respl=Aircraftl. ATM}

CS$1.1.1-3.  Trajectory modifications are providedo resolvethe conflict, but they are not

received by the aircraft because:
CS$1.1.1-3.1. An equipment failure or malicious interference prevents the trajectory
modification from being issued to the aircraft. As a result, the aircraft continues on the old
trajectory, not realizing that a trajéary modification has been providd¢Respl=Aircraf)”
(Respl=Aircrafft ATM}

CS1.1.1-4.  Trajectory modifications are provided taesolve the conflict and they are

received by the aircraft. However, the conflict is not resolved and a collision occurs. This could

occur because:
CSs1.1.1-4.1. One of the aircraft receives the trajectory modification but does not
execute the trajectory modification because they wrongly believe that the provided
trajectory modification would result in another violation of minimum separation. This might
occur becaus aircraft are only provided with their trajectory modification and have no
awareness of trajectory modifications provided to other aircraft. As a result, they wrongly
believe that they are on a collision course with another aircraft even though theyatre
because that aircraft is also about to change trajectories. They therefore ignore the provided
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trajectory modification and make an independent decision which ultimately violates
minimum separatiof(Respl=Aircraf)” (Respl=Aircraft ATM)}

CS1.1.14.2. Trajectory modifications are provided and received by the aircraft but the
conflict is not resolved. This could occur if the aircraft does not execute the trajectory to the
level of precision expected by Respvhen it generated the trajectory modificatis. This
could occur either because the aircraft lacks the required equippage, the required equipment
has failed or the equipment is momentarily degraded by environmental conditiems, (
temporary GPS outage, wind gusts, poor weather etc). As a relselprovided trajectories

do not adequately resolve the confligkeg85,Req90,Req91]

Scenarios for UGA.8.1: Trajectory modifications are not provided when UAM aircraft interfere
with the flight of an emergency response aircrdft-1, H3]

CS1.8.1-1. Feedbackindicating that a UAM aircraft will interfere with the flight of an

emergency response aircraft ieceived. However, trajectory modifications anmeot provided

because:
Cs1.8.1-1.1. If the airspace is densely occupiddespl may not be able to find a
solution to clear a path for the emergency response aircraft. Alternatively, it might take so
long to resolve all the conflicts such that trajectory modifications are not issued before the
emergency response aircraft needs to dep{(Respl=Aircraf)” (Respl=Aircraft. ATM}
Cs1.8.1-1.2. That feedbackis only receivedat the last minutedue to the emergency
response aircraft modifying their trajectories quickly in response to an evolving emergency
event €.g.,a bad accident, a wild fire). Respl is unable to respond and modify the
trajectories of UAM aircraft in response, they can end up interfering with the emergency
response flight{(Respl=Aircraf)” (Respl=Aircraft ATM)}

CS1.8.1-:2.  Feedbackindicating that a UAM aircraft will interfere with theflight of an

emergency response aircraft it receivedbecause:
Cs1.8.1-2.1. Interference is only being monitored with respect to trajectory and not
track. Thus, ikither aircraft isnot following its planned trajectory precisele.§., either
slightly delayed or slightly aheadhe UAM aircraft could interfere with the emergency
response flight even though that interference is not reflected in their planned trajectories.
[Req90, ReeP1]

CS1.8.1-4. Feedbackindicating that a UAM aircraft will interfere with the flight of an

emergency response aircraft ieceivedand appropriate trajectory modifications are provided.

However, that interference still occurs because:
Cs1.8.1-4.1. The trajectory modification does not include an expectation of immediate
actionand thereforethe UAM aircraft may not execute the modified trajectory as quickly as
necessary[Req94]

Scenarios for UGA.12.1: Trajectory modifications are not provided when the trajectory of an
aircraft conflicts with an obstacle or terrajH-1]
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CS1.12.2:1. Feedbackndicating thatthe trajectory of an aircraft conflicts with an obstacle

or terrain is received but trajectory modifications are not provided. This could occur if:
CS$1.12.1:1.1.  Thecapabilities of the aircraft are compromisegld.,stronger winds than
the aircraft can handle, partial system failure) and there are no suitable options available that
will sufficiently avoid the obstacle and be within the compromised capabilities of the fiircra

CS1.12.1-2. Feedbackndicating thatthe trajectory of an aircraft conflicts with an obstacle

or terrain is not received because
CS$1.12.1-2.1.  If the obstacle is new and/or temporarg.g.,a tall crane or a temporary
structure near a UAM aerodrome) and the presence of this obstacle has not been
disseminated to ATM. Furthermore, such an obstacle may not be easily detected by the
aircraft themselves if obscurants are presgiReg96]{(Respl=Aircraf)” (Respl=Aircraft

ATM)}

Scenarios for UGA.22.1: Trajectory modifications are provided thaauses a collision with
another aircraffH-1, H2, H3]

CS$1.22.1-1. Feedbackindicating that the trajectories of two aircraft are in conflict was

received. However, those trajectory modifications are provided anyway because:
CS$1.22.1-1.1.  An emergency or laghinute airspace restriction occurs, requiring large
numbers of aircraft to modify their trajectories. As a result, the system is forced to quickly
modify trajectories for numerous aircraft before it can adequately consider the callisio
implications of the new trajectories.The system therefore selects the trajectory
modifications that result in the fewest collisions and issues those even though some
trajectories have collisionfReq101, Reel02]{Respl = ATM}
CS1.22.1-1.2.  Respl believes that it can issue further trajectory modifications later to
prevent collision. This could occur if, for example, the system is attempting to prevent a more
urgent collision €.g.,an emergency) and believes it can make a faster decision by issuing a
trajectory modification that prevents the urgent collision even if it subsequently causes a
later collision. HoweverRespl does not return to correct that collisiore(g., because it
becomes preoccupietesohing other collisions) and thus the coidis occurdReg101, Reg
102]{(Respl=Aircraf)” (Respl=Aircraft ATM}
CS$1.22.1-1.3.  Aircraft trajectories change while the system is resolving a set of conflicts.
During the conflict resolution pross, Respl does not update its process model of the
trajectories of aircraft even though those might change. As a result, while the trajectory
modifications are being generate®espl selects trajectory modifications that were not in
conflict during the selection process but are in conflict based on the most current set of
aircraft trajectories{(Respl=Aircraf)” (Respl=Aircrafl ATM}

CS1.22.1-:2. Feedback did not indicate that the provided trajectory modifications will cause

a collision with another aircraft because:
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CS$1.22.1:2.1.  Respl does not receive timely feedback of ground hazawlg.(a new
construction crane being erected) and believes that the trajectory modification it is providing
will not cause a conflict with that ground hazard. As a result, it issues that trajectory
modification, unaware that it will cause a collisifiRespl=Aircraf)™ (Respl=Aircraft”
ATM}
CS1.22.1-2.2.  Respl does not reeive timely information about the aircraft capabilities
or aircraft type. For example, it could wrongly believe the aircraft is capable of more precise
navigation than it actually is. As a result, the system approves trajectory modifications that it
wrongly believes do not contain collisions but a collision does actually od¢Resp
1=Aircraf)” (Respl=Aircraft ATM)}
CS1.22.1:3. Feedbackindicating that the trajectories of two aircraft are in conflict was
received and trajectory modifications are provided that do not result in a collision. However,
the aircraft still receive trajectory modifications that result in a collision because:
CS$1.22.1-3.1.  During transmissioof appropriate trajectory modification® the aircraft,
part of the trajectory modification is droppede.g., due to a partial/temporary
communications failure). As a result, the aircraft only receives part of the trajectory
modifications and the part that is received by the aircraft is in collision with another aircraft
trajectory{(Respl=Aircraf)” (Respl=Aircrafl ATM}
CS$1.22.1:3.2.  The trajectory modiftations are transmitted without accompanying
navigation accuracy parametess.,lateral or vertical tolerances). As a result, the trajectory
modifications are not effective in preventing a collision because they contain insufficient
information for the aircraft to carry them out as intendd®eg94]
CS1.22.1-4. Feedbackindicating that the trajectories of two aircraft are in conflict was
received and trajectory modifications that do not result in a collision are provided and received
by the aircraft. However, a collision still occurs because:
CS$1.22.1-4.1.  The aircraft does not carry them out as intenddd.g., not within
navigational tolerancesjuch that a collision does actually ocdire@85, ReeP0, ReePl]

Scenarios for UGA.24.1:Trajectory modifications are provided when those trajectories allocate
more airspace than necessary to prevent collisiph8, H6]

CS1.24.1-1. Feedbackindicates that trajectory modifications will allocate more airspace

than necessary to prevent collisions is received. Howeubgse trajectory modifications are

still provided because:
CS1.24.1-1.1.  As part of its decisiomaking to issue trajectory modificationRespl
considers whether aollision remains unresolvetf. Respl wrongly believes that a collision
remains unresolved because the aircraft is not adequately following the trajedtamay
responds by issuing further trajectory modifications that unnecessarily expands the amount
of airspace reserved for that trajectory. As a result, more airspace is used to serve that flight
than is necessaryReq84]
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CS1.24.1:1.2.  Respl believes that a weather or other event will occapon will
compromise the ability of aircraft to follow more precise trajectory or the ability to track them
precisely. As a result, the system issues these expanded trajectory modifications anyway to
protect airspace safety even though they consume more agsgaan necessary at the
current time. In addition, if the anticipated event does not ultimately occur, these expanded
trajectory modifications will not have been necessary at all.
CS1.24.1:1.3.  Respl wrongly believes that there is no better option that allocates less
airspace. This could occur if Résgdoes not remove a track for a na@xistentaircraft, but
Respl does. As a result, Re8menerates alternate trajectories for the n@xistent aircraft
and passes those alternate trajectories to Ra&sfhus, Resfp wrongly believes it needs to
avoid routing aircraft through the airspace allocated for diternate trajectory of the non
existent aircraft even though doing so is unnecessitgg100]
CS1.24.1-1.4.  Respl receives feedback that the aircraft is not following its trajectory
exactly as expected but does not receive enough feedback to know exactly how much extra
space buffer to provide. For example, this could occur if the aircraft is having troulkengac
its trajectory accurately due to wind but Re$ploes not receive feedback about the extent
to which the aircraft can hold trajectory. As a result, Régpovides trajectory modifications
to allow extra room even though they might be unnecessgResp-1=Aircraf)~ (Resp
1=Aircraft. ATM)}

CS1.24.1-2. Feedbackindicating trajectory modifications allocate more airspace than

necessary to prevent a collision is not received because:
CS1.24.1-2.1.  Respl either does not receive feedback about the demand for flights or
receives that feedback with a delay. As a result, the system wrongly believes that demand for
flights is lower than it really is and it therefore generates trajectories that provide more
spaing between flights, wrongly believing that the unused airspace can be used to increase
separation between flights and thus increase airspace safBgspl = ATM}
CS1.24.1-2.2. Resp3 generates an initial set of alternate trajectories basmu the
current trajectories ofthe aircraft However, those rajectories changesuch that more
efficient alternate trajectories become availatilat Resp3 does not reevaluate its selected
alternate trajectories.As a result, Resp selects trajectory modifications based on that
inefficient set of alternate trajectorieselected by Resp. {Respl = Res{3}
CS1.24.1-2.3.  The aircraft try to reserve more airspace than necessary for themselves as
a safety margin and therefore indicate to Relsphat they are capable of less precise
navigation than they actually are. As a result, Respases its selection of trajectory
modifications based on that feedback, not realizing that those trajectories consume more
airspace than necessafRespl = ATM}

Scenarios for UGA.24.2: Trajectory modifications are provided that exceed the operational
constraints for the aircraft needed to execute the trajectfify3, H6]
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CS1.24.21. Feedbackindicates thattrajectory modifications will exceed the operational
constraints of an aircraft is received. Howevéhosetrajectory modifications are still provided
because:
CS1.24.21.1.  Although the system recognizes that operational constraints would be
exceeded€.g.,a significant extension of the flight path), it believes that it would be optimal
to minimize the operational impacts to other aircraft (that might have fly at higher speeds or
be carrying more people) and as a result saddles a single aircraft with nusnepevational
impacts €.g.,multiple flight path extensions or delayg}espl = ATM}
CS1.24.21.2.  Although Respl recognizes that operational constraints would be
exceeded,t is unable to meet all operational constraints and airspace constraints. This is
especially likely to occur if one or more aircraft experience an emergency requiring
unexpected and immediate route changes. In such a condiRaspl chooses to meet the
airspace constrainte(g.,to give an aircraft experiencing an emergency priority) and violate
the operational constraints, thus issuing trajectory modifications that violate operational
constraints for an aircraft
CS1.24.21.3.  Air trafficcircumstanceare such that there were no available options that
would meet all operational constraints. Althougtespl begins the process of negotiating
with aircraft on their preferred trajectory modifications, it decides it needs to take action
before the negotiation process is comple&d.,collision is imminent). As a result, the system
issues trajectory modifications that are not aligned with the aircraft's constraint priorities.
[Req86]
CS1.24.22. Feedbackindicating that trajectory modifications will exceed the operational
constraints of an aircrafts not received because:
CS1.24.22.1.  Some operational constraints change over timed., diversion options
become more restricted due to fuel remaining as a flight progresHes)e system does not
receive timely feedback indicating a change to the operational constraints when it selects
alternative trajectories, it could select trajectory modifications based on-aftdate or
incomplete operational constraints, not realizingat the constraints have changed or new
ones now exist.
CS1.24.23. Feedbackindicates thattrajectory modifications will exceed the operational
constraints of an aircraft is received and appropriate trajectory modifications are selected and
received by the aircraft. However, the modified trajectories stillexceed operational
constraints. This could occur if:
CS1.24.24. The trajectory modifications did not exceed operational constraints when
they were issued or initially carried ohtit it is later realized that thego. For example,
an aircraft may believe that they have enough fuel to accept a trajectory modification but
later realize they do not. Another example might be a medical flight that initially believes
it can accept a flight delay only for the patient's cdmah to worsen or be poor enough
that the delay was actually or becomes unacceptalfi®espl=Aircraf) = (Resp
1=Aircraft ATM)} [Req95]
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Scenarios for UGA.24.3: Trajectory modifications are provided when the trajectory of an
aircraft is already valid and optimgd-3, H6]

CS1.24.31. Feedbackndicates that the trajectory of an aircraft is already valid and optimal
but trajectory modifications arestill provided because:
CS1.24.31.1. Respl is told to modify trajectories as part of a traffic management
program being activated to expand capacity. As such, although the trajectory is already valid
and optimal for that aircraft, the system modifies the trajectory in a way that is lesmapti
(but still collision free) to implement the traffic management program
CS1.24.31.2.  Resplknows that the trajectory of an aircraft is already valid and optimal,
it is forced to make a trajectory modification for highatority traffic (.g.,an emergency
responder flight or an aircraft experiencing an emergency). As a result, it makes a trajectory
modification that is no longer optimal and that results in a delay or even the aircraft being
unable to complete its mission entirely
CS1.24.31.3.  Resp2 believes that a traffic surge event is about to occeug({ UAM
operators initiate a series of flights in response to ride requests after a sporting event) and
initiates a traffic management program to manage capacity in anticipation of the surge. As
part of implementing that traffic management program, the trajgst of aircraft are
modified to comply with the traffic management program. However, if that surge event never
occurs €.g.,those ride requests never get fulfilled because riders givemupancel rides),
thosetrajectory modifications will have been unnecesspiReg30, Reeg31]
CS1.24.32. Feedback does not indicate that the trajectory of an aircraft is already valid and
optimal. This could occur if:
CS1.24.32.1.  Resplreceives erroneous track data for a flight due to degradation or a
flaw in how aircraft track information is generateslq.,bad weather). As a result, the system
modifies the trajectories of other flights unnecessarily to avoid a collision with this aircraft
CS1.24.32.2.  Respl does not receive feedback about the trajectory of an aircraft
an inadequately equipped aircraft that did not communicate intentions beforehand) and
attempts to infer the trajectory of the aircraft from its track. As a result, it has an incorrect
belief of the trajectory of the aircraft and wrongly believes that disin is imminent. As a
result, the trajectories of aircraft are unnecessarily altereddsolvea conflict that was not
present[Req87, ReeB8]
CS1.24.34. Feedbackndicates that the trajectory of an aircraft is already valid and optimal
FYR y2 GNI2SOG2NE Y2RAFAOFI(GA2ya | NB LINEOJARSRC
anyway. This could occur if:
CS1.24.34.1. Theaircraft deviates from a valid and optimal trajectodye to either
deliberate actions or unintended consequences. Deliberate actions include modifying
trajectory to avoid a temporary obstacle or hazard that was not previously kneven, &
crane temporarily placed on a building). Unintended consequences could be sudden wind
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gusts or cloud buildup that the aircraft is unable to counteract or needs to maneuver around.
[Re@85,Red90,Req91]

Scenarios for UGA.29.1:Trajectory modifications are provided too late after the trajectoriés o
two aircraft are in conflicfH-1, H2, H3]

CS1.29.2:1. Feedbackindicating that the trajectories of two aircraft are in confliciwas
received on time. Howevertrajectory modifications are provided too late. This could occur
because:
CS1.29.2:1.1. It takesRespltoo long to identify asolution that resolves all conflicts. As
a result, trajectory modifications are issued too late to adequately resolve the col{Blesp
1=Aircraf)” (Respl=Aircraft ATM)}
CS$1.29.1-1.2.  Theprocess of generating a resolution repeatedly gets interrupted by new
requests/conflicts due to the density of air traffic. As such, before the trajectory modifications
can be issued, they need to be recalculated and thus the trajectory of airsreft modified
until it is too late to enact the new trajectories to avoid a collisiBespl=ATM
CS$1.29.1-1.3. The process of generating possible trajectory modifications and relaying
them to Resg@ is cumbersome enough (especially when traffic density is high) that by the
time the trajectory modifications have been confirmed, they are issued too late to adequately
prevent the collisiofRespl=Resp3}
CS$1.29.1-2. Feedback thathe trajectories of two aircraft are in conflict is not received on
time because:
CS$1.29.1-2.1.  Adegradation in the aircraft's ability to continue its mission and trajectory
occurs €.g.,degraded GPS accuracy, compromised flight controls). If the aircraft does not
report this degradation in a timely manner or the degradation is temporary, by the time the
degradation is reported or the degradation is resolved, it is so close to the imntobision
that trajectory modifications cannot be issued sufficiently quickly to resolve the conflict
{(Respl=Aircraf)” (Respl=Aircraft. ATM}
CS$1.29.1-2.2.  Anaircraft is entering the UAM environment while airborne but outside it.
As such, by the time tracking and trajectory information is received and the aircraft is allowed
to enter the UAM environment, there is insufficient time tesolvethe conflict before a
collisionoccurs[Re@89]
CS$1.29.1-3. Feedbackindicating that the trajectories of two aircraft are in conflict was
received on time and trajectory modifications were provided on timédowever, those
trajectory modifications are received by the aircraft too late because:
CS$1.29.1:3.1.  There is a delay in transmitting them to the aircraft. This could occur if
trajectory modifications are transmitted in sets to aircraft instead of all at once. Alternatively,
one of the aircraft receiving trajectory modifications is using a different comoations
method that is slower or not typically used.§.,voicebased comms instead of digital text
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based comms). As a result, at least one of the aircraft receive their trajectory modification
too late for it to be effective at preventing the collisifiReg92]
CS1.29.14. Feedbackindicating that the trajectories of two aircraft are in conflict was
received on time and trajectory modifications were provided and are received by the aircraft
on time. However, the aircraft execute those trajectory modifications too late because:
CS1.29.14.1.  The aircraftvere not expecting to receive trajectory mdatations €.g.,in
a critical phase of flight) and therefore is delayed more than expected in executing the new
trajectory. As a result of this delay, there is not enough timenodify the trajectory of the
aircraft sufficiently to prevent the collisidifRespl=Aircraf)” (Respl=Aircraft. ATM)}
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Appendix D Design lteration 1 Analysis and Comparison of
Architecture Options

This appendixshows the results from the comparison ofthe centralized (A1) and
decentralized A) collision avoidancarchitecture optiongerformedin design iteration 1Table
D-1 shows thdull set ofevaluation criteria that were identifiedndthe comparison results.¢.,
benefit ortradeoff) for each architecture optionlo make it easier to readh¢ evaluation criteria
in this table are sorted by type (.,decision making, control pathfor each evaluation critern,
links arealsoprovidedin square bracew the scenario(s)n Table ER used to generateéhem.

Table B2 then presents théull architecture comparison tabléat was used to generate the
comparison results shown in TablelDTable D2 contains(1)the scenarios used to compare the
two architecture options (2) the decisions about whether each scenario occurs for each
architecture option, (3any assumptions used to decide that a scenario does not occur for an
architecture option, and (4) the evaluation criterion generated from that scenario. Note that
Table B2 only includesscenarios where behawvial differences were observed are included and
scenarios where unsafe behavior was observed for both architecture options are omitted.

Table B1: Full set of evaluation criteria for comparison of architectopéons A and A

Benefit (+) or
ID Evaluation Criteria Tradeoff €)
Al A2

Decision Making Evaluation Criteria

Frequency and complexitgf trajectory modifications decisions to preven
loss of separation wheresolving a(n) (urgent) conflifscenarios 214]

Responsivenessf trajectory modifications decisions to prevent inability {
EC2 | complete missions whea highpriority flight either changes its planned
trajectory or is no longer being performé¢8cenario 2, 30]

Responsivenessf trajectory modifications decisions to prevent inability {
EGC3 | complete missions wheproviding more spacing between aircraft due to
degraded navigational capabilitigScenaridl9]

Ability to make appropriatdrajectory modificatiorsto prevent loss of
separation whemultiple conflicts occufScenario b

Responsivenessf trajectory modification decisions to prevent loss of
ECG5 | separation whemrresolving a multaircraft conflict in densely populated
airspacgScenarid]

Responsivenessf trajectory modifications decisions to prevent loss of
EC6 | separation wherihe state of the airspace changes rapidly or a conflict
involves restrictive operational constrairfS8cenarios 29|

Responsivenessf trajectory modifications decisions gnable aircrafto
complete missions whereducing spacing between aircratft to

accommodate additional air traffic or preventing unnecessary increases
spacing for additional safety mardiicenario0, 21]

EC1

OO0 00

ECG7

©O 00
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Evaluation Criteria

Benefit (+) or
Tradeoff €)

Al A2

Responsivenessf trajectory modification decisions to prevent inability tg
complete missions whea highpriority flight needs to bejiven precedence
for missioncompletion[Scenarios 2, 26]

©

Process Model Evaluation Criteria

EC9

Situationalawarenesof trajectory modifications rationale to prevent loss
of separation whemeceiving trajectory modifications to execuji®cenario
8]

©

EC10

Level of situational awarenessf airspace state available to prevent loss
separation whertrajectory modifications must be identified under
challenging or extremely limiting trajectory constraif@enario 3]

EC11

Level of situational awarenessf operational impacts occurred by each
flight to prevent inability to complete missions whdistributing
operational impacts over humerous flig&cenario 3]

©
©

Feedback / External Inputs Evaluation Criteria

EC12

Timelinessof ground hazards feedback to prevent loss of separation wh
resolving a conflidiScenarios 615, 27]

EC13

Timelinessof operational constraints feedback to prevent loss of
separation wheroperational constraints are changing frequeri8cenario
24]

EC14

Timeliness ofircraft capabilities, flight conditions and operational
constraintsfeedback to prevent loss of separation whessolving a conflict
[Scenarios 1116, 18]

O 00

EC15

Use ofdconfirmation of trajectory modificatiorésinput to prevent loss of
separation whemresolving a conflidiScenarios 110]

EC16

Use ofdmutual agreemenrt input to prevent loss of separation when
resolving a conflict involving numerous aircraft and/or densely populate
airspacegScenario g]

0[O,

Control Path Evaluation Criteria

EC17

Vulnerability of providing trajectory modifications to prevent loss of
separation whera component failure compromises decision making
[Scenario 3]

EC18

Vulnerability of providing trajectory modifications to prevent loss of
separation whererrors with the communications path occuU&cenario T]

EC19

Responsivenessf execution of trajectory modifications to prevent loss o
separation wherrajectory modifications have been issufgtenariod,
12]

0)(0JO,
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Table B2: Comparison results for the centralized) @nd decentralized gicollision avoidancarchitecture options

. S i0 0O - Evaluation
ID | Scenario cenario Occurs® Criteria
The imminent collision is recognizec
and <controller(s) performing Resp Ar: I;G15_: Use_ of
1> attempt to resolve the conflict. Assumption: Bce ATM is performing ocqnflrmatlon of
However, ATM does not confirm tha ' 9 trajectory

the trajectorymaodifications still have

both Respl and Resy3, it iseasier to

modificationg

component failure that prevents
trajectory modifications from being
computed. As a resulho trajectory
modifications are issued

1 ) _ coordinate these two responsibilitie] .
alternate trajectory options. As a because they are being performed [ INPUt to prevent
result, <controller(s) performing the same controller loss of sepa_ratlon
Respl> are unable to issue A Yes whenresolving a
trajectory modifications to resolve . conflict
the collision
Although feedback about the
imminent collision is r(_acelved, A1: Yes EGL: Frequency
<controller(s) performing Resp> are -
: : ; ) and complexityof
pre-occupied with resolving one set Ao: trajectory
of conflicts and therefore do not AssumptionEven if some aircraft are modifications
2 | attend to the feedback about preoccupied withesolving a conflict,| decisions to
another imminent collision. As a the new aircraficanidentify the | hrevent loss of
result, <controller(s) performing conflict and coordinate its own set g -
_ _ . o : separation when
Respl> does not issue trajectory trajectory modificationsf traffic resolving a conflict
modifications toresolvethe conditions are sufficiently light
imminent collision
EC17:
_Althc_)ugh fee(jb_ack_ about_the A1 Yes Vulnerability of
imminent collision is received, providing
<controller(s) performing Resp> are Ao: trajectory
unable to determine possible AssumptionWith multiple aircraft | modifications to
3 | movement options due to a sharing responsibility for preventing

conflicts, a component failure on on

of the aircraft should not compromis

the ability of other aircraft to preveni
conflicts

prevent loss of
separation whera
component failure

compromises
decision making
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Evaluation

ID | Scenario Scenario Occurs? Criteria
Although feedback about the EC5:
imminent collision is received, it Responsivenessf
takes so long for <controller(s) A trajectory
performing Resf> to identify a AssumptionAlthough not fully modification
conflictfree solution that no resolved, it is assumed that ATM | decisions to

hazards€.g.,a new construction
crane). As a result, it does not belie
a collision is imminent and does not
try to modify aircraft trajectories to

avoid the collision

4 | trajectory modification is issued would be most likely to have the | prevent loss of
before the collision occurs. This coy ~ fesources to resolve a conflictin | separation when
occur if, the airspacis so densely densely populated airspace | yesolving a mult
populatedthat resolving a limited A Yes aircraft conflict in
initial conflict requires changes to densely populated
many aircraft trajectories airspace
<Controller(s) performing Resp> do
not receive feedback of the imminer A Yes ECGA4: Ability to
collision because at the time that it make appropriate
checked the trajectories of all Ao: trajectory
aircraft, their trajectories were not in AssumptionBven if some aircraft arg Modification

5 | conflict. However, while resolving | preoccupied withesolving a conflict,| d€€isions to
another conflict, the trajectoriesfo the new aircraftcanidentify the prevent loss of
these aircraft do become in conflict | conflict and coordinate its own set d Separation when
and this is not noticedesoled until trajectory modificationsf traffic multiple conflicts
after the previous set of conflicts arg ~ conditions are sufficiently light | occur
resolved
<Controller(s) performing Resb>
_does_ not rece_i\{e feedback_ of the Ai: Yes ECG12: Timeliness
|mrr_1|nen'F collision but t_he imminent . of ground hazards
collision is present. This could occul Ao feedback to
it does not receive timely feedback | assumptionEven if some aircraft are prevent loss of

6 | on the presence of neground

preoccupied withresolving a conflict,
the new aircraftcanidentify the
conflict and coordinate its own set o
trajectory modificationsf traffic
conditions are sufficiently light

separation when
resolving a conflict
involving terrain or
ground obstacles
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Evaluation

provided trajectory modification
would result in another violation of
minimum separation. They therefore
ignore the provided trajectory
modification and make an
independent decision which
ultimately violates minimum
separation

ID | Scenario Scenario Occurs? Criteria
'lI)'rajectory modifications are provide Ar Yes EG19:
y <at least one of the controller(s) Responsiveness of
performing Resfl> and received by Ao executionof
the aircraft but the conflict is not Assumptionsince the aircraft are | trajectory
resolved. This could occur if the coordinating to select trajeory modifications to
7 aircraft iSprGOCCUpied with other modifications, they know those prevent loss of
flight deck tasks and does not atten({ modifications are coming and will b¢ separation when
to the trajectory modification issued| more responsive in executing them) ;. o
to it and therefore does not once they are selected. moj difica!tions have
recognize that trajectory been issued
modifications have been received -
Trajectory modifications are provide
by <one of the controller(s)
performing Resifl> and received by
the aircraft but the conflict is not EG9: Situational
resolved. This could occur if one of _ awarenesof
the aircraft receives the trajectory A Yes trajectory
modification but does not execute Ay modifications
the trajectory modification because A _ < , rationale to
8 | they wrongly believe that the ssumptionlit is assumed that since

the aircraft are selecting their own

trajectory modifications, they are
therefore already aware of how thos
trajectory modifications were chosel

prevent loss of
separation when
receiving trajectory
modifications to
execute

Although the imminent collision is
recognized, <controller(s) performin
Respl> gets repeatedly interrupted
by changing flight conditions arit
constantly needs to modify its
solution. As a result, a final solution
not selecteduntil it is too late to
preventa collision

Aq
Assumption 1ATM will not have to
coordinate conflicts as frequently
because it has broadsituational
awarenes®f the airspace and can
resolve caflicts in a more
coordinated fashion.

Assumption 2: Operatorsill notify
ATM of flights with more advance
notice, allowing ATM to pre
coordinate those flights

A Yes

EC6:
Responsivenessf
trajectory
modifications
decisions to
prevent loss of
separation when
the state of the
airspace changes

rapidly
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Evaluation

ID | Scenario Scenario Occurs? Criteria
Although <controller(s) performing EG15: Useof
Respl> recognize the imminent A sconfirmation of
collision, the process of having Assumption: fice Resi8 and Resil trajectory
possible trajectory modifications are both peformed by ATM, this | % uo v oo

10 | confirmed by ATM is cumbersome coordination between respons_|b|I|t|e inout t ‘
enough that by the time the can happen much faster than it woul :npu fo prever:.
trajectory modifications have been between aircraft VSEZ:resseo?\iLa |Zn
confirmed, they are issued too late t A Yes conflifg_
adequately prevent the collision -
<Controller(s) performing Regjp> do EG14: Timeliness
not receive feedback on time that Ai: Yes of aircraft
indicates a collision is imminent Ao capabilities, flight
because of degradation in the Assumption 12'.Thaircraft will be Condltlpns and

11 aircraft'snavigational capabilitiedf directlypawaré of their own fify operatl(_)nal
the aircraft does not report this conditiors constraints
degradation in a timely manner, . - feedback to
there may not be enough time to Assumption 2Coordinating between prevent loss of

. . aircraft on navigational capabilities .
selec.:t. approprlaterajectory ) faster than coordinating with ATM separr?ltlon When.
modifications to resolve the conflict resolving a conflict
Trajectory modifications are receive _ ggislon sivenessf
by the aircraft on time but the Ai: Yes execution of
aircraft does not execute those Ao: trajectory
modifications on timébecause they A e _ modifications to

12 | were not expecting to receive ssumption: iBce the aircraft are

trajectory modfications €.g.,in a
critical phase of flight) and therefore
is delayed more than expected in
executing the new trajectory.

coordinating trajectory modifications|
they would know about potential
collisions that theyeed to resolve

and thus this scenario would not occ|

prevent loss of
separation when
trajectory
modifications have
been issued
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Scenario

Scenario Occurs?

Evaluation
Criteria

An emergency or lashinute
airspacerestriction occursrequiring
large numbers of aircraft to modify
their trajectories. As a result,
<controller(s) performing Resp> are
forced to quickly modify trajectories
for numerous aircraft before they ca

A1:
Assumption: ATMWill be able to
coordinate large groups of aircraft

EC10: Level of
situational
awarenesof
airspace state
available to
prevent loss of
separation when

13 _ e trajectoriesmore easily because ibé _
adequately consider the collision broadersituational awareness of the| ajectory
implications of the new trajetories. airspace state modifications must
As a result, thegelect the trajectory A Yes be identi_fied under
modifications that result in the : challenging or
fewest collisions and issues those extremely limiting
even though some trajectories have trajectory
collisions. constraints
Although <controller(s) performing
Respl> re(_:eives feedb_a_lck ?ndicat_in EGL: Frequency
that th_e traje_c_tory _modl_flcatlons WI|| A Yes and complexityof
result in collision, it believes that it trajectory
can issue further trajectory Ao: modifications

14 modifications later to prevent Assumption: fie aircraft will have | gacisions to
collision. However, <controller(s) fewer collisions to attend to and prevent loss of
performing Respl> do not return to | therefore are less likely to bg l.,lnabh separation when
correct that collisiond.g.,because it | to return to a secondary collision to :

: . : resolving an urgent

becomes preoccupiedesohing other resolve it conflict
collisions) and thus the collision -
occurs
<Controller(s) performing Resp> do EG12: Timeliness
not_ recelvetlmglyfe_edback that the_ A:s: Yes of ground hazards
trajectory modifications will result in feedback to
a collisiorbecause theylo not Ao prevent loss of

15 | receive timely feedback of ground Assumption: Thaircraft will have

hazards andvronglybelieve that the
trajectory modificatiorsthey are
providing are notin conflict witha
ground hazard

appropriate sensors tbe able to
detect ground hazards with enough
range to take action to avoid them

separation when
resolving a conflict
involving terrain or
ground obstacles
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Scenario

Scenario Occurs?

Evaluation
Criteria

<controller(s) performing Resp> do
not reeive timely information about
the aircrafQ éapabilitiesand, for
example,could wrongly believéhat

Ai: Yes
Ao:

Assumption 1:HAe aircraft will be
directly aware of their own fiit

EC14:Timeliness
of aircraft
capabilities, flight
conditions and

anaircraft is capable of more precis¢ - o operational
16 L o conditionsand navigational -
navigation than it is. As a result, capabilities constraints
<controller rforming R _ o feedback to
fgviggsterfe)cfoer bication thaf ASsumpiion 2: @xdinating betueen prevent loss of
.p | J i y . aircraft on flight conditions and separation when
itwrongly believes desnot contain aircraft capabilities ifaster than P i p
collisions coordinating with ATM resolving a conflict
I formi EC18:
_<Contro _er(s) periorming Resp A Y Vulnerability of
issue trajectory maifications that do 1. YES providing
not_result in cqllls_lon. Howeyer, AZ: trajectory
during transmission to the aircraf, _ _ o modifications to
17 | communications error occurs, and Assumptionit is assumed that a

the aircraft only receives part of the
trajectory modifications and the part
that is received is in collision with
another aircraft trajectory

compromised communication link
experienced by orarcraft will
typically not affect all aircraf{some
exceptions exijt

prevent loss of
separation when
errors with the
communications

path occurs

18

<Controller(s) performing Resjp>
receivesfeedback that the aircraft is
not following its trajectory exactly as
expected but does not receive
enough feedback to know exactly
how much extra space buffer to
provide. As a result, <controller(s)
performing Resfl> provides
trajectory modifications tallow
extraspacing between aircraéiven
though they might be unnecessary

Ai: Yes
Ao

Assumption: fie aircraftare aware of
their own flght conditionsand can
determine their navigational
capabilities with better accuracy to
determine how much spacing from
other aircraft is needed

EC14: Timeliness
of aircraft
capabilities, flight
conditions and
operational
constraints
feedback to
prevent loss of
separation when
resolving a conflict
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller(s) performing Resip
doesnot receive timely information EG3:
about the aircraft capabllltles_. As a Responsivenessf
result, <controller(s) performmg trajectory
Respl> hq_s_the wrong _bellef about A Yes modifications
the capabilities of t_he aircraftrhen decisions to
they change over timeFor example, Ao: orevent inability o
19 | &N aircraft might experience Assumption: ice aircraft are complete missions
temporarydegradation of theirGPS coordinating their trajectory when brovidin
signalthat recovers after a short modifi_ca_tions, they will t_)e motivatec more p_gs acing
time. As a result, <Contr0||er(s) to optimize the trajectories once any B
f i h degradation is resolved. between aircraft
performing Resd> nave due to degraded
wro_ng/qutdated bel_l_efs about the navigational
navigational capabilities of the _g—ca abilities
aircraft andissiestrajectories with apabiiles
unnecessarilyargespacing/clearance
<Controller(s) performing Reslp> do
not receive feedback indicating that
the trajectories will consume more ECGT:
space than necessary because they Responsivenessf
originally believed that there was Aq trajectory
extra airspace available to increase|  Assumption: IATM makes these | modifications
the separation between flights. decisions centrally, it maintains | decisions taenable
Howevera later flight is filed whose | awareness oWhere it has chosen to| aircraftto
20 | optimal flight path conflicts with the consume more airspace than | complete missions

first. Instead of modifying the
trajectory to just what is necessary,
the later flight's flight plan is
modified instead because
<controller(s) performing Resp> do
not recognize that th first flight's
trajectory isconsuming more space

than necessary

necessary in its trajectory
modifications so that those decision
can be undone if necessary

A Yes

whenreducing
spacing between

aircraft to
accommodate
additional air
traffic
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Evaluation

' nari rs? o
ID | Scenario Scenario Occurs Criteria
<Controller(s) performing Resp> do
not receive feedback indicating that ECG7:
the trajectories will consume more Responsivenessf
airspace than necessabgcausehe trajectory

21

aircraft try to reserve more airspace
than necessary for themselves as a
safety margin and therefore indicate
that they are capable of less precise

As
Assumption: fBce ATM is centrally
responsible, it can balance the
requests andheeds of each aircraft
with the resourcese(g.,airspace,

modifications
decisions tenable
aircraftto
complete missions

22

navigation than they actually are. AS time) available for flights and ensurq Whenpreventing
a result, <controller(s) performing fair allocation of those resources | UNNecCessary
Respl> bases its selectiorf o A Yes Increases Iin
trajectory modifications on that 2: spacing for
feedback, not realizing that those additional safety
trajectories consume more airspace margin
than necesary
<Controller(s) performing Resip
begin to modify the trajectories of
active flights to accommodate a EG2:
Responsivenees
e : . A:- Yes traje_c'_[ory_

][Ir_loglfl(;]atlons, Fheﬂhlgt]]heglarlorlty _ 1 modifications

ight changes its flight plan. To avoi Ao decisions to

the additioral workload of re
selecting tlosetrajectory
modifications, <controller(s)
performing Resfl> may choose to
just provide the alreadyselected
trajectory modificationgnstead of
re-selecting thenmeven though they
consume more airspace than

necessary.

Assumption: fie aircraft would be
motivated to modify their trajectories
to be more efficient if such an optiol

were available

prevent inability to
complete missions
whena high
priority flight

changes its
planned trajectory
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Scenario

Scenario Occurs?

Evaluation
Criteria

Although <controller(s) performing
Respl> recognize that operational
constraints would be exceeded.§.,
a significant extension of the flight
path), it believes that it would be
optimal to minimize the operational

A1:
Assumption: Wh ATM's centralized
role in this architecture, it would be

EC11:Level of
situational
awarenesf
operational
impacts occurred
by each flight to

i i i better able to balance equitable ) o

% ety e e e " | dsorfspoora | Bt iyt
carrying more people) and as a rest amongst aircraft \(,:vohne],?;;r?glliisrllons
saddles a single aircraft with A Yes operan
numerouws operational impactse(g., impacts over
;netfg;psl)e flight path extensions or _pinumerous Hlights
<Controller(s) performing Resip
does not receive feedback that the
trajectory modification would not
meet operational constrainteecause EC13: Timeliness
some operational constraints chang A Yes of operstional
over time €.g.,diversion options constraints
become more restricted due to fuel Ao: feedback to

o4 remaining as a flight progresses). If|  Assumption: Sinde aircraft are prevent_loss of
<controller(s) performing Resp> responsible for conflict avoidance,| Separation when
does not receive timely feedback they would be aware of changes an| operational
indicating a change to the would initiate trajectory modification{ constraints are
operational constraints when it if needed. changing
selects alternative trajectories, it frequently
could select trajectory modifications
based on ouf-date or inomplete
operational constraints.
<Controller(s) performing Resjp> Eggp onsivenessf
recognize that UAM aircraft that wil trajectory
interfere with the flight of an Ar modification
emergency response aircraft. Assumption: BecauseTM has decisions to
However, especially if the airspace | broader SA of the airspace, it can inability to

25 | densely occupied, <Controller(s) cleara path for an emergency | - 7 "
performing ResfL> may not be able response alrcraft.fas.tsr than the o p Hiah
to clear a path for the emergency aircraft could individually \évric?r?tﬁgﬁt ceds
response aircrafin time pefore the A Yes to beaiven
emergency response aircraft needs —g_recedence‘or

depart.

missioncompletion
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller(s) performing Resip
receives feedbacht the last minute EGS:
indicating that UAM aircraft are Responsivenessf
interfering with the flight of an trajectory
emergency response aircraft becaus A modification
the emergency response aircraft are Assumption: Bcause ATM has decisions to
modifying their trajectories quickly ir brqadersnu_atlonal awarenessf the inability to

26 | response to an evolving emergency| @irspace, it can clear a path for an complete missions
event €.g.,a bad accident, a wild emergency response a_lrcra_ft faster o P Hah
fire). If <controller(s) performing than the aircraft could individually \évri()er?tﬁgﬁt eeds
Respl1> is unable to respond and A Yes to beaiven
modify the trajectories of UAM recedencedor
aircraft in response, they can end uj missioncompletion
interfering with the emergency
response flight
<Controller(s) performing Resip
does not receive feedback indicating A Yes

that the trajectory of an aircraft
conflicts with an obstacle or terrain.
This might occur if the obstacle is

Ao:

Assumption: fie aircraft would have

EC12: Timeliness
of ground hazards
feedback to

27 | new and/or temporary €.g.,a tall onboard sensing capable of detectir prevent loss of
crane or a temporary structure near| the opstacle with gnough range to| ¢ eparation when
UAM aerodrome) anéeedback allow time for the aircraft to respond resolving a conflict
aboutthe presence of this obstacle | to avoid a collision with the ground
has not beerprovidedto hazard
<controller(s) performing Resp>.
<Controller(s) performing Resjp>
receive feedback that the aircraft EC16: Use of
require an immediate change in omutual
trajectory but is unable to issue A agreemeng input
trajectory modifications in time Assumption: fice ATM has broader| to prevent loss of

28 because it must coordinate the situational awarenessf the airspace,| separation when

change with numerous other aircraft
trajectories. This is especially
challenging when the airspace is
densely populated. However, it is
unable to issue the required

trajectory modifications in time

it can solve large conflict sets faste
than the aircraft could individually

A Yes

resolving a conflict

involving
numerous aircraft

and/or densely
populated airspace
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller(s) performing Resp>
correctly recognize that the
trajectoryneededby an aircraft EGG:
experiencing an emergency conflictg Responsivenessf
with those of other aircraft A trajectory
Howevgr they are unablec;[.(;. Sel.eCt Assumption: As the central decisio] modifications
appropriate trajectory modifications | ,51er ATMcanmore quickly gather| decisions to

becausanultiple aircraft have

and account for the various

29 . . . prevent loss of
various operational constraints that operational constraints to select | separation when
<controller(s) performing Resp> is trajectory modifications resolving a conflict
unaware of until irequests for . . . ——
feedbackabout them.By the time it As:Yes gvgrl;?oqn;elzstnctlve
has receivedhis feedback, there is E(‘))nTaints
not enough time to issue appropriats -
trajectory modifications taesolve
the conflict
<Controller(s) performing Resjp> EG2:
receive feedback indicating that Responsiveness of
there is a more efficient or desirable _ trajectory
trajectory available for an aircraft bu Ai: Yes modifications
does not issue trajectory Ay decisions to
modifications. This could occur if . o . -

30 AssumptionThe aircraft would be | Prevent inability to

<controller(s) performing Resp>
decidesto avoid the extra workload
of switching the aircrafover to the
more efficient trajectory and decideg
to just leave theaircraft on its less
efficient or desirabldrajectory

motivated to modify their trajectories
to be more efficient if such an optiol
were made available

complete missions
whena high
priority flight is no
longer being
performed
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Appendix E  Design lteration Z; Analysis of Share®&esponsibility
Architecture

This appendipresentsthe STPA'eaming resultdrom analyzinghe shared responsibility
collision avoidance architecture chosen in design iteratioAsldescribed in Sectidn2, STPA
Teaming was used to analyze thejectory Modificationsontrol action to determine how ATM
and the aircraft collectively providing or not providitigjectory modifications could lead to
unsafe behavior-our maincombinations of control actions asonsidered:

f Combinaton1lb SAGKSNI ! ¢a y2NJ GKS FANONI Fi LINR DAL
f Combination29 A G KSNJ ! ¢a 2NJ G§KS | ANODNI F& LINBPOARS
 Combinaton3. 24K ! ¢a |yR GKS | ANONIFTO LINROARS
1 Combination 40ne controller (ATM or the aircraft) provides trajectory modifications
0STF2NBE (GUKS 20KSNJ LINPYARSAEa GNI2SOU2NE Y2RA
In the following subsections, the abstract and refined UCGWAscenarios identifiefibr each
of these combinations are presentethehazardsassociated with each UC@#e linked in square
braces.In addition, the UCCAs for which scenarios were generated are colored in blue. For the
causal scenarioshe requirement derived froneach scenari@s linked in square braces.

E.1 Combination 1 UCCASs and Scenarios
Table EL: Combination 1 UCCAs and Scenarios

ID UCCA

UCCAL | Neither ATM nor the aircraft provide trajectory modifications when the trajectories of {
aircraft are in conflict [F]

UCCA2 | Neither ATM nor the aircraft provide trajectory modifications when UAM aircraft interfq
with the flight of an emergency response aircraft3H

UCCA3 | Neither ATM nor the aircraft provide trajectory modifications when the trajectory of an
aircraft conflicts with an obstacle or terrain{

UCCA4 | Neither ATM nor the aircraft provide trajectory modifications when the trajectory need
by an aircraft experiencing an emergency conflicts with other aircratt, [H3]

UCCA5 | Neither ATM nor the aircraft provide trajectory modificationben the arrival trajectory o}
a UAM aircraft at a conventional airpardnflictswith the approach course used by
conventional aviation aircraft-1, H3]

UCCA6 | Neither ATM nor the aircraft provide trajectory modificatiomben a higher priority flight
incurs an unacceptable operational impagetd.,delay) due to UAM flights that are
occurring[H-3]

UCCAY | Neither ATM nor the aircraft provide trajectory modificatiomben UAM aircraft need to
be sequenced for arrival to a conventional airpit3]

UCCAB | Neither ATM nor the aircraft provide trajectory modificationben UAM aircraft have
overlapping arrival or departure trajectori@d-1, H3]

UCCAQ | Neither ATM nor the aircraft provide trajectory modificationben the trajectory of a
UAM aircraft will take it toward inclement weather that exceeds th& NJOddpaBiliies &
[H-1, H3]
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Scenarios for UCGK Neither ATM nor aircraft provide trajectory modifications when the
trajectories of two aircraft are in conflict fi]

CS2.1.1. ATM and the aircraft both receive feedback about the imminent collision but
none of them issue trajectory modifications teesolve the conflict This could occur if:
CS2.1.12-1.Theaircraft attempt to resolve the conflict and ATM does not. However, when the
aircraft attempt to verify with ATM that their selected trajectory modifications will have
alternate trajectory options available, ATM does not confirm this and therefore theaétirc
are unable to issue trajectory modifications before the collision occil8Re§113]
CS2.1.1-2.ATM allows the aircraft to resolve the conflict. However, if the conflict involves a
large number of aircraft or numerous operational constraints, it may take too long for the
aircraft to coordinate among themselves to resolve the collision. As a resithen ATM nor
the aircraft issue trajectory modifications to prevent the confli@HRegl101, Regl02, Reg
103]

CS2.1.1-3.ATM is preoccupied with a previous conflict and the aircraft assume ATM will
resolvethe conflict and therefore do naesolvethe conflict themselves. As a result, none of
them issue trajectory modifications to prevent the confli@Reg101, Regl02, Regl03]
CS2.1.1-4.ATM and the aircraft both assume the other is better equipped to resolve the
conflict or they each wrongly believe the other will resolve the conflict. As a result, each waits
for the other to resolve the conflict and neither of them selects trajectory iications to
prevent the conflict. PRegl121]

CS2.1.1-5.Although the imminent collision is recognized by both ATM and the aircraft,
neither is able to identify trajectory modifications before the collision occurs. For ATM, this
could occur if it is resolving a conflict set involving a large number of air&iafilarly, for

the aircraft, if a large number of aircraft are involved, the coordination required amongst
aircraft may slow down conflict resolutiof®Reg101, Regl02]

CS2.1.1-6.Although both ATM and the aircraft receive feedback about the imminent
collision, ATM wrongly omits the track or trajectory of one of the aircraft from the
consolidated airspace state that it provides to the aircraft to support collision avoidance. This
could occur either maliciouslye(g.,a bad actor deleting trajectory data) or unintentionally
(e.g., data errors). As a result, although the aircraft receive correct feedback about the
imminent collision, they choose to ignore that correct feedback becthesewrongly believe
GKFG ' ¢aQa O2yazfARFGSR FANRBRLIOS aidlrdsS AyT2
aircraft do not attempt toresolvethe imminent collision. ®Re@111,Req118)]
CS$2.1.1-7.Although the imminent collision is recognized by both ATM and the aircraft, both
are delayed by ATM needing toonfirm those trajectory modifications. This could be
especially likely to happen if ATM and the aircraft both try to verify trajectory modifications
to resolvethe same conflictAs a resultATMdoes not confirm those trajectory modifications
and neither is able to select trajectory modifications in tirf@Req113, Reql121]]

CS2.1.2. ATM and the aircraft do not receive feedback about the imminent collision
because:

CS2.1.21.ATM and the aircraft receive inaccurate of enftdate information about the
YIE@AIEFGA2Yy Lt OF LI oAfTAGASE 2F SIFOK FANDNI Fi o
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changes €.9., becomes degraded), neither ATNbr the aircraft receive timely feedback
about the change. They are therefore unaware that the aircraft with altered navigational
capabilities is on a collision course with another aircraft even though ®Ref111]

CS2.1.3. Either ATM or the aircraft recognize a potential conflict and attempt to provide
trajectory modifications to prevent it. However, those trajectory modifications are not
received by the aircraft because:

CS2.1.31.Malicious interference or equipment failure results in trajectory modifications not
reaching the aircraft. As a result, the aircraft attempt to resolve conflicts independently and
select trajectory modifications that conflict with those selected by othesraft. [®Reg104]

CS2.1.4. ATM and the aircraft both receive feedback about the potential conflict and at
least one of them correctly issues trajectory modifications to resolve it. However, the
collision still occurs. This could occur if:

CS2.1.41.While the aircraft are still trying to identify appropriate trajectory modifications,
ATM selects one and transmits it to the aircraft. However, the aircraft are preoccupied with
identifying their own resolution to the conflict and do not recognize thavAiRs transmitted
trajectory modifications to them already. As a result, they either do not execute them at all
or execute them too late for the modifications to be effectiv@ Reg121, Regl12]
CS2.1.42.The aircraft do execute thiajectory modifications provided by ATM but not to
the required level of performancee(g., precision). This could occur either due to
inappropriate equipage, inadequate maneuvering capability or environmental conditions
interfering with the flight €.g.,wind gusts, temporary GPS outage). As a result, the provided
trajectory modifications do not adequately resolve the conflict. In addition, if ATM notices
this too late, there may not be enough time to recompute new trajectory modifications to
resolve theconflict. ®Regl11, Regl45]

CS2.1.43.The aircraft is deliberately ignoring the trajectory modification provided by ATM
and continues on its original trajectory or a different one while other aircraft are executing
the trajectory modifications provided to them. As a result, new conflicts g&Req107]
CS2.1.44.The aircraft execute trajectory modifications that are either provided by ATM or
selected by them but these trajectory modifications do not adequately resolve the collision.
ATM notices this but believes that the aircraft should attempt teresolve the ollision
themselves. However, by the time ATM has notified the aircraft toesmlve the potential
collision, there is not enough to identify new trajectory modifications before the collision
occurs. PReq109]

Scenarios fotJCCA2: Neither ATM nor the aircraft provide trajectory modificationken UAM
aircraft interfere with the flight of a emergency response aircrdft-3]

CSs2.2.1. ATM and the aircraft both recognize that a UAM flight will interfere with that of
an emergency response aircraft. However, neither of them issue trajectory modifications
to address the interference. This could occur because:
CS2.1.1-1.Especially if the airspace is densely occupied, ATM may be preoccapading
more imminent conflicts and the aircraft may require a long time to adequately coordinate
on trajectory modifications to avoid interference. As such, neither ATM nor the aircraft can
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respond and select trajectory modifications before the emergency response aircraft needs to
depart.[®Req101, Regl02]

CS2.1.1-2.ATM and the aircraft receive the feedback about the interference at the last
minute because the emergency response flight needs to depart immediately or it is changing
its flight path in response to a rapidly evolving emergency. As a result, ATM andadtadtai

are unable to respond and modify aircraft trajectories in time to avoid interference with the
emergency response flight® Reg101, Reegl02, Regl2?2]

CS2.2.2. ATM and the aircraft do not receive feedback that the trajectory of a UAM
aircraft will interfere with the flight of an emergency response aircraft. This might occur
because:

CS2.1.2-1.The emergency response aircraft is changing trajectories rapidly in response to an
evolving situation and therefore its desired trajectory is not known in advance. As a result,
the emergency response aircraft does not have a planned trajectory that carsdet to
inform conflict resolution decisionf®Re312§]

Scenarios folJCCA3: Neither ATM nor the aircraft provide trajectory modificatiomben the
trajectory of an aircraft conflicts with an obstacle or terrfial]

Cs2.3.1. Feedback is received that indicates that the trajectory of an aircraft conflicts
with an obstacle or terrain but neither ATNhor the aircraft issue trajectory modifications
to resolveit. This could occur because:
CS2.3.1-:1.ATM either assumes that the aircraft widsolvethe conflict with terrain or it does
y2i NBOSAGS (GKS FSSRol Ol lo2dzi GKS I ANDNI Fi
I OGA2Yyd | 26SOSNE Rdz2S (2 20KSNJ GNXFFAO Of 2aS8S
terrain, the aircraft are unakl to select appropriate trajectory modifications before a
collision occurg® Reg108]
CS23.12¢KS | ANODNY Fi O2NNBOGfe&e NBO23aIyAT S G4KS O
resolve the conflict. However, because ATM is dependent on the aircraft to receive feedback
about the obstacle or terrain thegonflict with, ATM does not receive that feedback with
enough time to issue trajectory modifications to prevent a collision before it ocfRReqG
105]
CS2.3.1-3.The aircraft whose trajectorgonflicts withan obstacle or terrain tries to resolve
the conflict by communicating with other nearby aircraft to coordinate a trajectory change.
However, one of the nearby aircraft is not equipped appropriately to coordinate trajectory
modifications. By the time therminal aircraft notifies ATM to assist in the conflict, there is
not enough time to coordinate amongst the aircraft to resolve the conflict before it occurs.
[®Reql14]

CS2.3.4. Either ATM or the aircraft correctly select trajectory modifications to resolve
'y FANONI FiQa O2yFftAO00G 6A0GK GSNNIAY 2N Iy 20
terrain still occurs. This could occur if:
CS2.3.41.The first aircraft was successfully able to prevent a collision with an obstacle or
terrain. However, a second aircraft selects trajectory modifications without being aware of
the terrain or obstacle that the first aircraft had successfully avoided. Asudty the second
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aircraft selects trajectory modifications that result in a collision with the obstacle or terrain.

[®Req116]

Scenarios folUCCA4: Neither ATM nor the aircraft provide trajectory modificatiomben the
trajectory needed by an aircraft experiencing an emergency conflicts with other aifieraftH

3]
CS2.34.

CS2.3.41.ATM believes that the aircraft can identify trajectory modifications on their own
and therefore allow the aircraft to do so. However, either due to traffic density or tight

Feedback is received that indicates that the trajectory needed by an aircraft
experiencing an emergency conflicts with other aircraft. However, neither ATM nor the
aircraft issue trajectory modifications to resolve the conflict. This could occur because:

operational constraintsg.g.,fuel), the aircraft are unable to identify appropriate trajectory
modifications in time[® Reg103]

E2. Combination 2 UCCASs a8denarios
Table E2: Combinatior? AbstractedUCCAS

# Ci Cij(s) Context

UCCALO Trajectory - Trajectory when the trajectory of an aircraft is already va
modifications modifications | and optimal[H-3]

UCCALL Trajectory - Trajectory when the modifications will result in a secondg
modifications modifications | collision with another aircrafiH-1]

UCCAL2 Trajectory - Trajectory when those trajectories allocate more airspa
modifications modifications | than necessary to prevent collisioft$-3]

UCCAL3 Trajectory - Trajectory when the operational constraints for at least of
modifications modifications | of the aircraft will be exceedeldH-1, H3]

UCCAL4 Trajectory - Trajectory when themodifications will cause a collision wi
modifications modifications | an obstacle or terraifH-1]

UCCAL5 . : when the modification requires an aircraft to

Trajectory - Trajectory o .
S . traverse adverse weather that it is not equippe
modifications modifications
to handle[H-1]

UCCAL6 Trajectory = Trajectory when they do not satisfy the priority needs of th

modifications modifications | aircraft[H-1, H3]

For each of the abstracted UCCAS able E2, two refined UCCAs are generated and their IDs

areformatted as follows

! IDsthatk I @S
modifications but the aircraft do not
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trajectory modifications but ATM does not
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Scenarios for UCCHO.1: ATM provides trajectory modifications (and the aircraft do netien
the trajectory of a UAM aircraft is already valid and optimaB]H

CS2.10.1.1. Although ATM knows that the trajectory of an aircraft is already valid and
optimal, it issues trajectory modifications anyway. This could occur because:
CS2.10.1.21. ATM is forced to make trajectory modifications to accommodate higher
priority traffic (e.g., an emergency response flight). As a result, it makes a trajectory
modification that is no longer optimal for the UAM aircraft and that results in a delay or even
the UAM aircraft being unable to complete its mission to allow the higinigrity traffic to
proceed as requested®Req130, Regl31]
CS2.10.1.22.  ATM wrongly identifies a potential conflict that will not actually occur. This
could happen if ATM receives erroneous or -offdate trajectory or track data from the
aircraft. For example, due to inclement weather, aircraft may be modifying trajectonigs a
ATM may identify a potential conflict based on the unmodified aircraft trajectories. As a
result, ATM unnecessarily modifies the trajectories of aircraft away from the valid and
optimal one to prevent a conflict that does not actually eXi8tReg119, Reg131]

CS2.10.1.4. ATM does not provide trajectory modifications but the aircraft deviate from a
valid and optimal trajectory. This could occur because:
CS2.10.1.41. The aircraft changes its trajectory intentionalle.q., modifying its
trajectory for an obstacle that was not previously known) or unintentionallg.(strong wind
pushes the aircraft off cours¢® Req111]

Scenarios folJCCALL.1: ATM provides trajectory modifications (and the aircraft do netien
the modifications will result in a collision

CS2.11.1.1. ATM and theaircraft receive feedback indicating that the trajectory
modifications will result in a collision. However, ATM issues its selected trajectory
modifications anyway. This could occur if:
CS2.11.1.21.  ATM selects trajectory modifications that contain secondary collisions. It
does this believing that it would be faster to issue these first and thenlvethe secondary
collisions later. However, ATM becomes bussohing these secondary collisions and does
not return to at least some of them in time. Furthermore, the aircraft believe ATMesitllve
the secondary collisions and therefore don't try to resolve them on its g@Reql101, Reg
102]
CS2.11.1.22.  While attempting to identify appropriate trajectory modifications, ATM
does not process feedback about changes to the trajectories of other aircraft and therefore
does not update its process model to reflect the new trajectories of those aircraft. Symilarl
the aircraft may not receive timely feedback about changes in the trajectories of aircraft
because they would only receive such feedback indirectly when the consolidated airspace
state feedback changes. As a result, ATM selects trajectory modificatiahst wrongly
believes are collision free but are actually in conflict based on the updated trajectories of
other aircraft and the aircraft do not have the timely feedback to recognize that a secondary
collision will occurf® Reg108]
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CS2.11.1.2. ATM and the aircraft do not receive feedback that the trajectory modifications
will result in a collision. This could occur because:

CS2.11.1.21.  ATM does not receive timely feedback of ground hazaedg.(a new
construction crane being erected) and believes that the trajectory modification it is providing
will not cause a conflict with that ground hazatd.addition,the aircraftmay beunable to
detect the ground hazard with enough time to either avoid it themselves or notify ATM to
take action As a result, the aircraft do not select trajectory modifications At issue#ts
selectedtrajectory modifications, unaware that it will cause a collisifiReg123]

CS2.11.1.22.  Other aircraft are about to but have not yet modified their trajectories and
therefore ATM has not received any feedback that the trajectories of some aircraft are about
to be modified when it begins to identify its own trajectory modifications. If it does
receive and process feedback later that the trajectories of some aircraft have been modified,
ATM will identify trajectory modifications based on the outdated, unmodified aircraft
trajectories and therefore identify its own trajectory modificationsithit does not realize are

in conflict with the modified trajectories of some aircrgf@ Req135, Regl36]

CS2.11.1.3. ATM issues trajectory modifications that do not result in a collision. However,
trajectory modifications that do result in a collision are received by the aircraft. This could
occur because:

CS2.11.1.31. During transmission to the aircraft, part of the trajectory modification is
dropped €.g.,due to a partial/temporary communications failure). As a result, the aircraft
only receives part of the trajectory modifications and the part that is received by the aircraft
is in collision with another aircraft trajectory. However, since the aircrafelelthat ATM is
managing the collision, they do not check the trajectory modification themselves and simply
execute it [®Regl134]

Scenario folUJCCAL1.2: The aircraft provide trajectory modifications (and ATM does wdig¢n
the modifications will result in a collision

CS2.11.2.1. The aircraft do not receive feedback that the trajectompodifications will result
in a collision. This could occur because:
CS2.11.2.21.  One set of aircraft are about to but have not yet modified their trajectories
and therefore other aircraft have not received any feedback that the trajectories of some
aircraft are about to be modified when they begin to identify their own trajectory
modifications. If these other aircraft do not receive and process feedback later that the
trajectories of some aircraft have been modified, they will identify trajectory modifications
based on the outdated, unmodified aircraft trajectories and therefore idgntifeir own
trajectory modifications that they do not realize are in conflict with the modified trajectories
of some aircraft. ® Reg135, Req136]
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Scenarios folJCCAL2.1: ATM provides trajectory modifications (and the aircraft do netien
those trajectories allocate more airspace than necessary to prevent collisions

CS2.12.1.1. ATM and the aircraft both receive feedback that the trajectory modifications
provided to the aircraft willconsume more airspace than necessary but ATM issues them
anyway. This could occur because:

CS2.12.1.21. Based on feedback about the track of the aircraft, ATM wrongly believes
that the aircraft is not adequately following its trajectory and could get too close to another
aircraft. ATM therefore decides to issue further trajectory modifications that expaed th
amount of airspace consumed for that aircraft. However, if the aircraft is actually following
its trajectory closely enough that there was no collision risk, it is actually unnecessary to
consume the additional airspacg®Reg117, Reql118]

CS2.12.1.22.  ATM believes that weather or other event will occur in the near future that
will compromise the ability of aircraft to follow more precise trajectory or the ability to track
them precisely. As a result, they issue/select these expanded trajectory madiica
anyway to protect airspace safety evlroughthey consume more airspace than necessary
at the current time. The additional airspace provided for each aircraft provides the aircraft
with additional flexibility and safety margin so the aircraft acct@ expanded trajectory
modifications. However, if the anticipated event does not ultimately occur, these expanded
trajectory modifications will not have been necessary atj@Regl117, Regl18]

CS2.12.1.2. SC12.1.2: ATM does not receive feedback that the trajectories will consume
more airspace than necessary even though they do. This could occur because:
CS2.12.1.21.  ATM does not receive timely information about the aircraft capabilities. As
a result, ATM has the wrong belief about the capabilities of the aircraft and continues to issue
trajectory modifications under the wrong belief that aircraft capabilities are ddgd even
though they are no longer degraded. Since ATM chosedolvethe canflict, the aircraft do
not coordinate with each other and therefore also do not realize that the trajectories will
consume more space than necessda®Reqlll, Reqlly

Scenarios fotJCCAL2.2: The aircraft provide trajectory modifications (and ATM does whign
those trajectories allocate more airspace than necessary to prevent collisions

CS2.12.2.1. The aircraft and ATM both receive feedback indicating that they have selected
trajectory modifications that will allocate more airspace than necessary to prevent
collisions. However, they select those trajectory modifications anyway. This could occur
becase:

CS2.12.2.21.  The aircraft correctly identify and begin coordinating a resolution. ATM,
seeing that the aircraft are coordinating a solution, decides not to step in to resolve the
conflict by itself. As a result, ATM does not have the opportunity to recognize wheaftircr
might be selecting trajectory modifications that consume more airspace than necessary. As a
result, if the aircraft try to maintain more separation from other traffic than necessary, they
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could end up selecting trajectory modifications that consume more airspace than necessary
and ATM would not notice that to correct [RReg127]

CS2.12.2.22. The aircraft decide to modify their trajectories and know that the
trajectory modifications it is issuing will consume more airspace than necessary to prevent
collisions but issues them anyway. This could occur if one aircraft experiences flight
conditionsthat it believes will cause the other aircraft to be unable to follow their-pre
arranged trajectories accurately enough. If this aircraft assumes this without confirming, it
could unilaterally select an expanded trajectory to protect airspace safetyuotng more
airspace than necessary. Since the aircraft decided to modify them on their own, ATM does
not notice that the trajectoriesonsumemore airspace than necessajf@Re118, Reql116]

E3. Combination 3 UCCAs and Scenarios
In this research, only one abstract UCCA is considered for combination 3:

UCCAL7: Both ATM and the aircrafprovide trajectory modifications when the trajectory
modifications conflicfH-1]

Asdescribed in Sectioh.2, there are three refied UCCAs that can be generated for UCCA
17. These are shown in Tablk8H-ollowing the table are theausal scenarios identified for each
of the three refined UCCAs.

Table E3: RefinedUCCA$or UCCAL7

SubID ATM Aircraft 1 Aircraft n Context
ProvidesTrajectory | ProvidesTrajectory DOE.)S not provide
UCCAL7.1 P P Trajectory
Modifications Modifications I
Modifications when the
Does not provide | ProvidesTrajectory | ProvidesTrajectory | trajectory
UCCAL7.2 Trajectory Modifications Modifications modifications
Modifications conflict[H-1]
UCCAL7 3 ProvidesTrajectory | ProvidesTrajectory | ProvidesTrajectory
' Modifications Modifications Modifications

Scenarios fotJCCAL7.1: ATM and the aircraft both provide trajectory modifications when they
conflict with each other [H]

CS2.17.1.1. ATM and the aircraft receive feedback that the trajectorgdifications selected
by one of them will conflict with those selected by the other. However, they issue their
conflicting trajectory modifications anyway. This could occur if:
CS2.17.1.21. Both ATM and a UAM aircraft identify a potential conflict with another
aircraft that is not equipped to perform sedeparation. The UAM aircraft proceeds to resolve
the conflict under the assumption that the other aircraft will not change trajectory and are
able to identify a solution first. However, ATM can control thatestlaircraft €.g., by
coordinating with conventional ATC). Thus, although ATM knows the aircraft has already
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selected trajectory modifications, ATM provides what it believes to be a better solution but
that conflicts with those of the aircraff® Reg114]
CS2.17.1.22. Both ATM and the aircraft identify a potential conflict and ATM is the first
to issue trajectory modifications to the aircraft. Although the aircraft receive those trajectory
modifications, they wrongly believe those modifications will not adequately vesthe
O2fttAaiAz2yd ¢KS FANDODNI TG GKSNBEF2NB A3dy2NB
trajectory modifications that conflict with those selected by AT®RIReq106]
CS2.17.1.23. Two aircraft correctly recognize a conflict and agree on trajectory
modifications to prevent it. Although ATM knows that the other aircraft has already selected
a trajectory modification, ATM believes a different solution exists because it is balancing
competing factors differently. Thus, ATM issues trajectory modifications anyway to
implement its solution even though it conflicts with that selected by the two aircfa@fiReg
106]
CS2.17.1.24.  The aircraft and ATM both identify a conflict at the same time and both try
to resolve it independently. As a result, ATM and the aircraft choose different trajectory
modifications to resolve the conflict. If they manage to select trajectory modificatains
about the same time, even if one of them receives feedback that the other has already
selected trajectory modifications, they may not process that feedback in time before they
provide their own (conflicting) trajectory modificatiof® Regq110,Reg121]
CS2.17.1.25. Two aircraft correctly recognize a conflict and agree on trajectory
modifications to prevent it. At the same time, ATM also begins to try to resolve the conflict.
Because of this, although ATM receives the trajectory modifications selected by the aircraft
as feedback, it does not process this feedback because it is trying to resolve the conflict. As a
result, by the time ATM realizes the aircraft have already selected trajectory modifications,
ATM has already transmitted its own trajectory modification tbanflicts with the trajectory
modification selected by the equipped aircrdfR Req106, Reg110]
CS2.17.1.16. Multiple sets of conflicts are occurring and ATM and the aircraft have
received feedback about them and are attempting to resolve them. While the aircraft are
each only attempting to resolve their own local conflict, ATM is resoldiithese conflicts
together because it believes it can resolve them more efficiently. As a result, although the
aircraft have selected trajectory modifications already, ATM provides a conflicting set to the
aircraft.[®Reqg124]
CS2.17.1.27.  ATM and the aircraft both receive feedback about a conflict but only the
aircraft also realize that they need to modify their trajectory to avoid weather. Thus, while
ATM is identifying trajectory modifications to resolve the conflict, the aircraft arelvesy
the conflict as well as avoiding weather. If they take about the same time to decide on
trajectory modifications, the aircraft might end up selecting trajectory modifications that are
different from those selected by ATM®Reg110, Req121, Reql46, Reql47]

CS2.17.1.2. ATM does not receive feedback that its trajectory modifications will conflict with
those selected by the aircraft. This could occur if:
CS2.17.1.21. Both ATM and the aircraft identify a potential conflict and attempt to
resolve it. If they both select trajectory modifications at about the same time, neither ATM
nor the aircraft will receive feedback that the other has already selected trajectory
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modifications before they provide their own. Thus, they both provide trajectory modifications
that conflict with each othefl® Reg123]

CS2.17.1.22.  Two aircraft approach each other but only one of the aircraft is equipped
to perform selfdeconfliction. That aircraft thus selects a trajectory modification. ATM,
however, does not know that the other aircraft has already selected a trajectory modificatio
and it tries to prevent the conflict by transmitting its own trajectory modification that
conflicts with the trajectory modification selected by the equipped airci@Reql114,Reg

121]

CS2.17.1.3. ATM and the aircraft do not provide conflicting trajectory modifications but

conflicting trajectory modifications are received by the aircraft. This could occur if:
CS2.17.1.31.  An aircraft (aircraft A) is involved in a conflict (conflict 1) and begins
coordinating to resolve it. While doing so, it becomes involved in another conflict (conflict 2)
but cannot attend to conflict 2 until it has resolved conflict 1. However, theadirarvolved

in conflict 2 begin coordinating their trajectory modifications. As a result, aircraft A receives
two conflicting sets of trajectory modifications, one to resolve conflict 1 and another to
resolve conflict 2[® Req148]

CS2.17.1.4. The aircraft do not receive conflicting trajectory modifications but the reason for

needing trajectory modifications is not resolved or a collision still occu#ame scenarios as
CS2.1.4

Scenarios folJCCAL7.2: The aircraft providdrajectory modifications when they conflict with

each other [H1]

CS2.17.2.1. The aircraft receive feedback that the trajectory modifications selected by each of

them are in conflict but they select them anyway. This could occur if:

CS2.17.2.21.  Two aircraft correctly recognize a conflict but conflict in their proposals for
how to resolve it. This could occur if the aircraft prioritize different types of safety margins
and thus select different trajectory modifications to enact those mard®Reg109, Reg

132, Req133]

CS2.17.2.22.  Two aircraft identify the same conflict at the same time and both attempt
to resolve the conflict. They both choose the same trajectory modification for themselves and
transmit the modification they intend to follow to the other aircraft, assuming thatdkieer
aircraft will pick a deconflicted trajectory. If they both make this assumption, they might both
pick the same trajectory modification, assuming that the other aircraft will change its
trajectory modification. If neither changes its trajectory machtion, the aircraft end up
executing the conflicting trajectory modifications they originally ch¢®&Reg149]

CS2.17.2.23. Two aircraft (A & B) identify a conflicAircraft A selects a suitable
trajectory modification for itself and indicates its proposal to aircraft B. However, due to
traffic density, there is not a suitable trajectory available for aircraft B given the trajectory
selected by aircraft A and the awaffic in the surrounding airspace. As a result, aircraft B
selects a conflicting trajectory modification and requests aircraft A to change its trajectory to
deconflict. However,aircraft A does not respond to thirequest or it has no other options
available and thuthey select trajectory modifications that conflidt® Reg150]
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CS2.17.2.2. The aircraft do not receive feedback that they are selecting conflicting trajectory
modifications. This could occur if:
CS2.17.2.21.  Two aircraft each observe a set of conflicts that do not involve each other
and they each coordinate with their own group of aircraft to resolve a conflict. Because these
two aircraft are resolving different conflicts, they are not coordinating with eabtleroand
therefore do not receive feedback that they are selecting trajectory modifications that will
conflict with each otheri(e.,a secondary conflicfip Req108]
CS2.17.2.22.  An emergency response aircraft believes they do not need to coordinate
trajectories with other aircraft because of a TFR that is put in place to protect the airspace for
emergency response operations.q.,a wildfire). It therefore selects trajectories as needed
for its operations. However, one of the UAM aircraft does not obey this TFR and selects a
trajectory modification that places it within the TFR. If that emergency response aircraft does
not communicé&e its intent to change trajectories, the UAM aircraft may select further
trajectory modifications that conflict with the emergency response airci@Reg151]

CS2.17.2.3. The aircraft do not select conflicting trajectory modifications but conflicting
trajectory modifications are received by at least one of the aircraft. This could occur if:
CS2.17.2.31.  An aircraft (aircraft A) identifies two conflicts that need to be resolved.
Although ATM issues trajectory modifications to resolve conflict 1, Aircraft A coordinates with
other aircraft to resolve conflict 2. As a result, aircraft A receives conflictejgctory
modifications even though the ones selected by the aircraft were not conflidteigeq148,
Regl152]

CS2.17.2.4. The aircraft do not select conflicting trajectory modifications and those
modifications are received correctly by the aircraft. However, the aircraft end up colliding
anyway.Same scenarios &52.1.4

Scenarios folJCCAL7.3: ATM and he aircraft provide trajectory modifications when they all
conflict with eaclother [H1]

CS2.17.3.1. ATM and the aircraft receive feedback that they are selecting trajectory
modifications that are mutually in conflict but select them anyway. This could occur if:
CS2.17.3.21.  The two aircraft correctly recognize a conflict but do not agree on how to
prevent it. Furthermore, ATM issues its own trajectory modifications. This could be because
it needs to step in to help the two aircraft select an appropriate trajectory modifioabio
because it believes its solution is a better balance of competing factors. Thus, the aircraft and
ATM all issue their own trajectory modifications that all conflict with each off@Req123]
Cs2.17.3.22.  Two different conflicts involving different aircraft are identified. The
aircraft involved in each conflict resolve their respective conflicts without coordinating with
each other. As a result, they select trajectory modifications that conflict with e#obr.o
ATM, however, does resolve these conflicts in a coordinated avayissues conflicting
trajectory modifications to the aircraft because it believes it has a better coordinated or more
efficient solution to the two conflict§®Regl121, Reql48, Reql52]

CS2.17.3.2. ATM and the aircraft do not receive feedback that they are selecting conflicting
trajectory modifications. This could occur if:
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CS2.17.3.21.  Two different conflicts involving different aircraft are identified. The
aircraft involved in each conflict resolve their respective conflicts without coordinating with
each other. As a result, they select trajectory modifications that conflict with e#oér o
without realizing that they do. Although the aircraft provitdedbackio ATM that they have
selected trajectory modifications, that feedback is not received by ATM. However, because
ATM provides no feedback when it receives trajectory modificatiefecsed by the aircraft,
ATM and the aircraft are all unaware that mutually conflicting trajectory modifications have
been selected®Req121, Reql48, Reql52]

CS2.17.3.3. ATM and the aircraft do not select mutually conflicting trajectory modifications
but the trajectory modifications received by the aircraft are mutually conflictidgme
scenarios a€$2.17.1.3 andCS2.17.2.3

CS2.17.3.4. ATM and the aircraft do not select mutually conflicting trajectory modifications
and they are correctly received by the aircraft. However, the aircraft end up colliding
anyway.Same scenarios &:2.1.4

E4. Combination 4 UCCAs and Scenarios

Two abstract UCCAs were identified for combination 4 and these are shown in TaAsE
in the previous section, three refined UCCAs were identified for each of these abstract UCCAs
and they are shown in TableZzFollowing these tables are the scenarios that were identified for
each refined UCCA.
Table E4: Combination 4 AbstradiCCAs

# Either ATM or | Then the Context
the aircraft other
) ] when ATM and the aircraft are attempting tesolve
UCCAL8 Provides Provides the same conflicfH-1]
Trajectory Trajectory

When ATM and the aircraft are modifying trajectoris

Modifications | Modifications
UCCALS for different reasongH-1]

Table E5: Refined UCCAs for UCGTBAand UCGA9

Trajectory Modifications Then trajectory

SubiD provided by Modifications provided by Context
UCCA18.1 ATM Aircraft n when ATM and the
UCCALS.2 Aircraft n ATM aircraft are attempting

: : to resolvethe same
UCCAIL8.3 Aircraft 1 Aircraft n conflict[H-1]
UCCAI9.1 ATM Aircraft n When ATM and the
UCCAL9.2 Aircraft n ATM aircraft are modifying

: : trajectories for different
UCCsg9.3 Aircraft 1 Aircraft n reasongH-1]
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Scenarios forUCCAL8.1: ATM provides trajectory modificationthen the aircraft provide
trajectory modifications when ATM and the aircraft are attempting to resolve the same conflict
[H-1]

CS2.18.1.1. One or more of the aircraft provide trajectory modifications after ATM does
even though they both received feedback indicating the conflict at the same time. This
could occur if:

CS2.18.1.21.  When feedback about the conflict is received, both ATM and the aircraft
begin trying to resolve it. If the conflict occurs in densely populated airspace, ATM is faster at
identifying a solution and transmits isolution to the aircraft. However, the aircraft are

LINE2O0OdzLIASR gAUGK ARSYOGATFeAy3ad | az2tdziAzy I yR
ATM and issue their own trajectory modifications to resolve the same configoRef121,
Regl153]

CS2.18.1.22. When feedback about the conflict is received, both ATM and the aircraft
begin trying to resolve it. ATM is faster at identifying a solution and the aircraft correctly
NEOSAGS (KIFIG azftdziAz2yed | 26SOSNE GKS | ANONI
modifications and believe they have the authorig/d.,PIC authority) to select different ones
and therefore the aircraft select different trajectory modifications for the same confl&t. |
Re@133, Reql54, Reql5s]

CS2.18.1.123.  The aircraft have more direct feedback about prevailing flight conditions
and recognize that inclement weather or other factors may make it more difficult for aircraft
to fly standard trajectories. Thus, the aircraft take additional time to coordinatedtajy
modifications to account for these factors. ATM, however, does not realize these conditions
are happening and therefore is faster at issuing trajectory modifications because it wrongly
believes that standard trajectories can be us&Rjegl1l, Reqll6, Regl2]]

CS2.18.1.2. ATM and the aircraft do noteceive feedback indicating the conflict at the same
time. This could occur if:

CS2.18.1.21.  The aircraft are temporarily unable to receive consolidated airspace state
feedback €.g.,terrain or building interference) and therefore get that feedback later than
ATM. As a result, ATM resolves the conflict first and then only do the aircraft identify their
solution. PReg156]

CS2.18.1.3. ATM does not provide trajectory modifications before the aircraft do but the
aircraft do receive trajectory modifications from ATM before they select their own. This
could occur if:

CS2.18.1.31.  ATM modifies the trajectory of the aircraft for some other reasery(,a

different conflict, weather, traffic) before it realizes a new conflict exists. However, ATM does

not indicate that its trajectory modifications are not to resolve that conflict. As a result, for
GKFG O2yFtA0GX I f GK2dz3K yet, the airdralt yeceive tidjBcioy f O A y 3
modifications from ATM before they select their owB.Reg132)

CS2.18.1.4. ATM does not provide trajectory modifications before the aircraft and that is
what the aircraft receive. However, they respond by executing a set of trajectory
modifications provided by ATM before the ones selected by the aircraft. This could occur if:
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CS2.18.1.41.  An aircraft receives a set of trajectory modifications from ATM for some
other reason and then becomes involved in a conflict and selects trajectory modifications to
resolve the conflict (and ATM does not transmit its own trajectory modifications for that
conflict). However, if the aircraft apply those modifications in the order they were received
and begin to execute the modifications from ATM first before executing the ones selected by
the aircraft to resolve the conflict®]Reg157]

Scenarios forUCCAL8.2: The aircraft provide trajectory modificationthen ATM provides
trajectory modifications when ATM and the aircraft are attempting to resolve the same conflict
[H-1]

CS2.18.2.1. ATM provides trajectory modifications after one or more of the aircraft does
even though they both received feedback indicating the conflict at the same time. This
could occur if:

CS2.18.2.11. In a situation where a large group of aircraft need to alter their trajectories,
a subset of the aircraft may select their own trajectory modifications and are able to do so
faster than ATM. ATM, however, is identifying a more complete solution for efaéiwhich
takes it longer but is more optimal/valid. Thus, the aircraft end up selecting one set of
trajectories first before ATM identifies its solutigq®@Reg124]

CS2.18.2.2. ATM and the aircraft do noteceive feedback indicating the conflict at the same
time. This could occur if:

CS2.182.21. ¢KS | ANDODNI T4 NBOSAG®S FSSRol O |62 dz
direct transponder links whereas ATM receives that information through a ground receiver
network. As a result, ATM receives feedback about the trajectory/track after the aircraft does
and therefore the aircraft select trajectory modifications before ATM does. In addition, if ATM
does not process feedback that tlagrcraft K I @S &St SOGSR GNI 2S00 2NE
know to avoid providing its own set of modification®Reg121, Reg158]

CS2.18.2.3. The aircraft do not provide trajectory modifications before ATM does but they
receive trajectory modifications selected by them before ATWhis could occur if:

CS2.18.2.31.  An aircraft modifies its trajectory for some other reaseng(,a different
conflict, weather, traffic) before it realizes the new conflict exists. Meanwhile, ATM resolves

GKS O2y FfAO0 o6dzi GKS FANDNIFG R2y QG (1y26 GKA

result, the aircraft receive and execute their ovirajectory modification first and only
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CS2.18.2.32.  ATM transmits its trajectory modifications via a ground network to the
aircraft whereas the aircraft transmit trajectory modifications directly to each other. As a
result, even though they all provide trajectory modifications at the same time, the ones
provided by ATM arrive after the ones provided by the aircraReg132, Reql157]

CS2.18.2.4. Theaircraft do not provide trajectory modifications before ATM and that is what
they receive. However, they respond by executing trajectory modifications provided by
them first before ATM.SamescenarioasCS2.18.1.4
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Scenarios folJCCAL8.3: One aircraft provides trajectory modificationlsen another aircraft

provides trajectory modifications when both aircraft are attempting to resolve the same conflict
[H-1]

CS2.18.3.1. One aircraft provides trajectory modifications after another aircraft does even
though they receive feedback indicating the conflict at the same time. This could occur if:
CS2.18.3.21.  Two aircraft are under a heavy workload. Although one aircraft correctly
recognizes the conflict and tries to resolve it, the other aircraft does not recognize the conflict
immediately and does not try to resolve it until later and does not realize the other aircraft
has already tried to coordinate a resolution to the conflict. As a result, the two aircraft initially
issue conflicting conflict resolutions to each otheRHeq106, Reql158]

CS2.18.3.2. The aircraft do not receive feedback indicating the conflict at the same time. This
could occur if:

CS2.18.3.21.  The aircraft receive feedback about the conflict from different sources.
One aircraft might receive the feedback directly via transponder messages from the other
aircraft. However, the other aircraft might receive its feedback via a ground receiver network
which will have more delay than direct transponder messag@Rdg121]

CS2.18.3.3. The aircraft do not provide trajectory modifications at different times but they
receive trajectory modifications at different timesSamescenariosas C$2.18.1.3 andCS
2.18.2.3

Scenarios fortUCCAL9.1. ATM provides trajectory modificationsefore the aircraft provide
trajectory modifications when thegrre modifying trajectories for different reasoftd-1]

CS2.19.1.1. One or more of the aircraft provide trajectory modifications after ATM even
though they receive feedback indicating the need to modifpjectories at the same time.
This could occur if:

CS2.19.1.21. ATM and the aircraft receive feedback about weather and a potential

O2y FEAOG G GKS &lYS (GAYS® | 246SOPSNE abilitya KI a

to operate in inclementveather and believes only a simple trajectory modification is needed
to resolve both the conflict and sufficiently avoid the weather. However, the aircraft (which
has the correct process model of its own needs) is identifying a more substantial trajectory
modification that resolves the conflict and avoids more of the weatfi&wus, although ATM
is faster at identifying its simpler trajectory modification, the aircraft still select their own
trajectory modifications.® Reg111, Reql21, Regl59]

CS2.19.1.2. ATM and the aircraft do not receive feedback indicating the need to modify
trajectories at the same time. This could occur if:
CS2.19.1.21. Both ATM and the aircraft receive feedback about a conflict at the same
time but feedback about inclement weather is either only received by the aircraft or received
late by ATM. ATM therefore selects trajectory modifications to prevent the conflict only.
However, the aircraft select different trajectory modifications that also avoid weather and
prevent the conflict. PRegl111, Regl59]
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CS2.19.1.3. ATM and the aircraft do not provide trajectory modifications at different times
but the aircraft receive trajectory modifications from the aircraft after ones from ATM.
Same a£32.18.1.3

CS2.19.1.4. ATM and the aircraft do not provide trajectory modifications at different times.
However, the aircraft respond by executing trajectory modifications provided by ATM first
before the ones provided by the aircrafSame a£$2.18.1.4

Scenarios forUCCAL9.2 The aircraft provide trajectory modifications then ATM provides
trajectory modifications when thegrre modifying trajectories for different reasoftd-1]

CS2.19.2.1. ATM provides trajectory modifications after one or more of the aircraft do even
though they receive feedback indicating the need to modify trajectories at the same time.
This could occur if:

CS2.19.2.21.  The feedback indicates two conflicts, one more immediate than the other.
The aircraft decide to resolve the more immediate one first whereas ATM tries to resolve
both conflicts at the same time. Thus, the aircraft identify trajectory modifications more
quickly than ATM but ATM issues its trajectory modifications anyway because it has a solution
to both conflicts. PReg121]

CS2.19.2.2. ATM and the aircraft do not receivéeedback indicating the need to modify
trajectories at the same timeSame a££S2.19.1.2

CS2.19.2.3. ATM and the aircraft do not provide trajectory modifications at different times
but the aircraft receive trajectory modifications from the aircraft before ones from ATM.
Same a££352.18.2.3

CS2.19.2.4. ATM and the aircraft do not provide trajectory modifications at different times
and that is what they receive. However, the aircraft respond by executing trajectory
modifications provided by ATM first before the ones provided by the aircréame a<$S
2.18.2.4

Scenarios folJCCAL9.3: One aircraft provides trajectory modificationlen the other when
they are modifying trajectories for different reasoftd-1]

CS2.19.3.1. One aircraft provides trajectory modifications after the other doeven though
they receive feedback indicating the need to modify trajectories at the same tirBame as
Cs2.18.3.1

CS2.19.3.2. ATM and the aircraft do not receive feedback indicating the need to modify
trajectories at the same timeSame a££S2.18.3.2

CS2.19.3.3. ATM and the aircraft do not provide trajectory modifications at different times
but the aircraft receive trajectory modifications from the aircraft before ones from ATM.
Same a££352.18.3.3
CS2.19.3.4. ATM and the aircraft do not provide trajectory modifications at different
times. However, the aircraft respond by executing trajectory modifications provided by
ATM first before the ones provided by the aircraffame a££$2.18.3.4
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Appendix F  Design lteration Z; Requirements andRefined
Control Elements

In this appendix, the additional system requirements and the refined control elements that
were used to create the iterationghared collision avoidan@mnceptual architecture (shown in
Figure39) are presented.

F.1 Additional System Requirements for Shared Collision Avoidance

Req101. If there is not enough time to generate complete trajectory modifications for all aircraft, partial
trajectory modifications must be generated thasolvethe most imminent conflicts or interference
first. [®RG76]

Req102.If partial trajectory modifications are provided, they must be updated within <TBD> time of
issuing them to ensure aircraft have complete and collidier trajectories to follow for their flight.
[®RG77]

Req103.If either ATM or the aircraft is unable to resolve a potential conflict, the other must be able to
take over and resolve I[RRC78]

Re104. Conflicts must continue to be resolved even if the ability of ATM or one of the aircraft to do so
is compromised®RG79]

Re@105. Ground hazards must be detected with at least <TBD> range to ensure aircraft can take action
to avoid them. RCG80]

Re@106. The caflict beingresolvedmust be indicated to the aircraft involved to ensure they recognize
the collision. PRC81]

Req107.If an aircraft does not adequately execute titgjectory modifications, its trajectory should be
analyzed with respect to nearby aircraft to identify any potential collisions that might result from the
inadequately executed trajectory modificatio® RG82]

Re@108. Any aircraft within <TBD> of an area where a potential conflict might occur or within <TBD>
distance of an aircraft whose trajectory is being modified must be included in coordination to ensure
secondary collisions are avoide®RCG83]

Re@109. A potential conflict that remains unresolved after <TBD> of being identified or <TBD> seconds
of the potential collision occurring must be prioritized and resolved within<TBD> tBRG84]

Req110. If either ATM or the aircraft decide to attempt to resolve a collision, they must provide feedback
of their decision to do s0.G[RG85]

Re@111. Any changes to the navigational capabilities of an airceaff. (accuracy) must be reported in a
timely manner to ensure that those capabilities are kepttomate for use in collision avoidance
decisions.  RC86]

Re@112. The aircraft must begin executing trajectory modifications issued by ATM within <TBD> time of
receiving them®RGC87]

Re@113.Requests to confirm that proposed trajectory modifications will have adequate alternative
trajectories available must be confirmed within <TBD> time of the request being received to ensure
trajectory modifications can be issued in a timely mann®R{z88]

Req114.If a conflict involves at least one aircraft that is not equipped or-oooperative, the conflict
must be resolved by whoever has better information about that aircr&RE97]
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Req115. Trajectory modification decisions must account for any flight conditions that cause an aircraft
to be unable to meet their expected navigational or maneuvering capabilities or trajectory
constraints. PRG89]

Reqg116. If prevailing flight conditions are affecting the ability of one aircraft to meet their expected
navigational or maneuvering capabilities or trajectory constraints, Ai® system shalnticipate
and verify that other aircraft of similar type might be experiencing the same effects and account for
them in trajectory modification decisions®® RG90]

Reg117.Any trajectory modifications that consume additional airspace must be checked periodically to
confirm they are still necessar@ RG91]

Re118. Trajectories that consume more airspace than necessary must be able to be amended should it
become necessary to use airspace more efficie@®IRE92]

Re119. If a more efficient trajectory becomes available for an aircraft, trajectory modifications must be
provided to place the aircraft on the mare efficient path within <TBD> ti®@&E95]

Re120. Any aircraft requiring a change in trajectory for any reason must be able to initiate a request for
trajectory modifications.® RGC94]

Reg121. An explicit decision must be made about who is resolving a potential cor@iRe$pl.2]

Re@122. Emergency response flights must be given priority to carry out their miss®RGY6]

Req123.If multiple potential resolutions to a conflict are identified, an explicit decision must be made
about which trajectory modification instructions to execu@Respl.3]

Re@124.Under <TBD> conditions, to better coordinate the resolution of conflicts, it must be possible to
temporarily require that all trajectory modification decisions be made centraiiRdspl.6]
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that mode ends®RC100]

Req126. ATM system shadistablish maximum allowable spacing between aircraft based on current and
anticipated conditions® RG101]

Req127.Flights that require additional spacing beyond <TBD> maximum allowable spacing must be
monitored and managed to ensure the additional spacing does not cause undue negative impacts to
other airspace usersR[RG102]

Re@128. Emergency response aircraft must be provided with sufficient protected airspace to allow them
the flexibility to make some small changes to their trajectory without having tco@dinate with
other aircraft or ATM®RC104]

Req129.If a nearby aircraft is detected but not included in the consolidated airspace state provided by
ATM, the consolidated airspace state must be reviewed to confirm if the detected aircraft was wrongly
omitted. [RRC105]

Re@130. If a more efficient trajectory becomes available for an aircraft, trajectory modifications must be
provided to place the aircraft on the more efficient path within <TBD> tiRIRE106]

Re@131.Any changes made by the aircraft to its trajectoeyg(, to account for weather) must be
accounted for in future trajectory modification decisio®RG107]

Re@132. Trajectory modifications must always be accompanied by rationale for their selecR&RC|
108]

Req133.When arbitrating conflicting trajectory modifications, the rationale for each trajectory
modification selection must be considere®RC98]
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Req134. Acknowledgements of trajectory modifications must be checked to ensure that they match the
originally transmitted trajectory modificatioR[RCG109]

Req135. When aircraft are identified as needing a trajectory modification, an indicator must be provided
within the consolidated airspace state to ensure other aircraft and ATM are aware of aircraft whose
trajectories may be changin®@RCG110]

Re136. Trajectory modification decisions must account for aircraft who may be about to change
trajectories PRG93]

Req137.1f a collision is not adequately resolved, the conflict must bevaluated and new trajectory
modifications issued to resolve it agaRC103]

Re@138.In consolidated airspace state, indicate if an aircraft is an emergency response aircraft so that
additional spacing can be provided for the®@RC111]

Req139. If multiple conflicting trajectory modifications are issued, none will be transmitted for execution
until they are arbitrated®RG112]

Re@140. Consolidated airspace state must include characteristics of the aircraft and mission along with
the trajectory {.e.,aircraft capabilities, mission and operational constrain®RE113]

Req141. Traffic priorities must be accounted for when deciding who should resolve a co®fRE]14]

Re@142. Selection of trajectory modifications must account for all aircraft that are identified as being
potential participants in a conflicRIRCG115]

Re@143.The controller selected to resolve the conflict must either attempt to resolve the conflict or
indicate that they are unable t@®[RC116]

Reqg144. Air traffic priorities must be determined and adhered to consistently when making trajectory
modification decisions§Respl.5]

Req145.The ability of aircraft to execute their planned trajectory to thequired navigational
performance must be monitored and trajectory modifications reconsidered if they are unable to
execute their planned trajectories sufficiently accuratédRespl.4]

Req146. Aircraft must be able to decline a trajectory modification if the new trajectory cannot be
executed safely @ RC120]

Req147.If an aircraft declines a trajectory modification, it must provide a reason for declini@R€|
121]

Re@148. If an aircraft is involved in two conflicts at once, a decision must be made about whether these
two conflicts should be resolved as two conflicts or if they should be combined into 1 large c@nflict [
RC122]

Req149. If the aircraft are resolving a conflict, they must ensure that they select trajectories that do not
conflict with each other® RC123]

Req@150. If aircraft are resolving a conflict, they must be able to provide their trajectory restrictions to
the other aircraft to support overall selection of trajectory modificatioR&RC124]

Re@151.Even airspace operations that are protected within a TFR must have track and planned
trajectories available and kept update® RCG125]

Req152. If two conflicts are combined into one, a new decision must be made about which controller
resolves that new combined confliéd@ RC126]

Req153. When a controller is selected to resolve the conflict, a time limit for resolving the conflict must
be established that is based on how much time is available before a collision ®&E427]
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Re@154.Unless an aircraft is unable to execute trajectory modifications, it must execute the trajectory
modifications provided to it§ RC128]

Req155. If an aircraft is unable to execute a provided set of trajectory maodifications, it must provide a
reason for being unable to execute them so that new trajectory modifications can be sel@digl [
129]

Req156. Feedback mechanisms used by the aircraft to receive feedback needed for collision avoidance
must be designed for the anticipated urban environments or terrain conditions of WAREGL30]
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trajectory for two different purposes, they should be arbitrated to decide how to apply both sets of
modifications (if possibleRRG131]

Re@158. If an aircraft receives a message from another aircraft to coordinate trajectory modifications, it
must respond with its proposed trajectory modifications within <TBD> t®#RE132]

Req159. If the aircraft identify a conflict, they must be able to highlight important trajectory constraints
to assist with deciding which controller would be best able to resolvetmdlict ®RC133]

Re¢160.Once a conflict is identified, it must be monitored to ensure it is resolved until there is no longer
a risk of a collision§RC134]

Re@161.0Once a conflict is identified, it must be reported within <TBD> ti@RE135]

Re@162. The controller assigned to resolve a conflict must acknowledge the conflict they are assigned to
[®RCG136]

Re@163. When switching to fully centralized decision making, a transition period shall be allowed where
aircraft continue resolving some conflicts to avoid overwhelming ABRIG137]

Req164. If additional aircraft become involved in a conflict that is already being resolved, the controller
chosen to resolve that conflict must be-ewaluated to ensure they are still appropriate® RC138]

Re@165. The airspace near an aerodrome must be managed by ATM to protect aircraft entering/exiting
the aerodrome unless traffic density levels permit the aircraft to-seffarate  RC139]

Req166. If a conflict is reassigned to a different controller, controllers that are no longer assigned must
stop resolving a conflicRfRG140]

Req167.If the aircraft are resolving a conflict, they must select trajectory modifications in accordance
with the prescribed traffic priorities.@RC141]

Re@168. If a conflict remains unresolved, the originally assigned controllers must be notifiedégolve
it. [®RC142]

Req169. If controllers are unable to adequately resolve a conflict after <TBD> attemptassignment
should be considered®RRG143]

Re@170. Trajectory modifications to resolve a conflict should only be accepted from the controller
assigned to the conflictRlRC144]

Req171. A controller assigned to a conflict must be given enough time to attempt to resolve the conflict
before that conflict is marked as unresolvé®iRG145]

Req172.If an aircraft needs to modify its departure time (earlier or later), it must provide feedback of
that for approval and deconfliction with other aircra® RG146]

Req173.If multiple aircraft select the same trajectory modifications, all aircraft other than the one with
the highest assigned priority must alter their trajectory modificaticRR[E147]
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are executed.®RCG148]
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Req175.If two aircraft select similar trajectory modifications and both aircraft are assigned the same
priority, they must ensure that one aircraft changes its trajectory modificati@i(149]

Re176.A request to take over resolving a conflict must be confirmed with the originally assigned
controller before transferring assignmer®RG150]

Reql177.Future trajectory modification decisions must account for any arbitrated trajectory
modifications P RG151]

Req178.The reference frame used by aircraft to exchange trajectory constraints must be consistent
across aircraft RG152]

F.2 Refined Control Element®r Shared Collisiovoidance

The figures in this section show how these additional requirements were used in conjunction
with the earlier set of system requirements shownAppendix Bo refine Resgl andgenerate
the sixmore detailedcontrol responsibilities and their associated control actions and feedback.
Each of these responsibilities aagimplified version of therorresponding control actions and
feedback were shown on thefinedconceptual architecture shown Figure39in Sectiorb.3.2
Each control element is traced to the constraint or requirement used to generate it using the
links in square braces.
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Respl.1: Identify and resolve any conflict with an aircraft's trajectfiReg4]

RC2: Account for planned trajectory when
identifying conflict§Reg10]

RC3: Ensure that coordination provided to the
aircraft is within the capabilities of the aircraft
[Reg15]

RC4: Ensure coordination decisions do not cau:

secondary conflicttReg17]

RC71: Check in with affected aircraft on
preferred traje¢ory modification if unable
to meet all operational constrain{fe386]
RGC80: Detect ground hazards with at least
<TBD> range to ensure aircraft can take
action to avoid thenjRe¢105]

RC94: Any aircraft requiring a change in

RG15: Continue resolving conflicts even if one trajectory for any reason must be able to

or more aircraft are unable to communicate or
are not respondingReg12]

RC26: Ensurghat aircraft have received the
coordination being communicatdiReg13]

RC31: Ensure that alternative movement optien

are considered whenoordinaing aircraft[Reg
57]

RC54: Ensure that initiated traffic management

plansare used to influence trajectory
modificatiors, alternative trajectory selectign
and airspace access managempReq61]

RC58: Confirm alternative trajectories are
available for any proposed coordinatifiReq83]

RC61: Account for reasons that a trajectory

modification was ineffective when selecting nev

trajectory modificatiors [Reg85]

initiate a request for trajectory
modifications[Re¢120]

RC103:Reevaluate any inadequately
resolved conflict and generate new
trajectory modifications|[Reg137]

RC112:If conflicting trajectory
modifications are issued, only execute a
chosen set after arbitraon [Req139]

RC115: Account for all aircraft identified as
potential participants in a conflict when
selectingtrajectory modificationgReq142]

RC116: Resolve the conflict or indicate if
unable if a controller is selected to resolve
conflict[Req143]

RC151: Account for arbitrated trajectory

modifications in future trajectory
modification decisionfRegl77]

Process Model Parts & Required Feedback/Inputs
Feedback from the aircraft:

1 Ackiowledgementof traj. mods [RG26]

91 Detected ground hazardRC80]

1 Reason for trajectory deviatidiRG61]
1 Requesfor trajectory changgRG94]

Inputsfrom Respl.2:

9 Controller assigned to resolve conflfRRCG116]
1 Aircraft involved irconflict[RG15, RC115]

Inputsfrom Respl.3: Selected trajectory
modifications[RG112, RG15]]

Inputsfrom Respl.4:

1
1

Unresolved Collision RifRGC27,RC103]
Reason for trajectory deviatidiRG61]

Inputsfrom Respl,2, 3,4 or 5:

= =4 - A A

Active traffic ngmt program[RG54]
Confirm trajectory modificationfRG58]
Alternate trajectorieqRCG31, RE58]
Aircraft not communicatingRC15]
Consolidated airspace stafRG2, RG3,
RCG4]

Required Control Action®©utputs
Control actions to the aircraft:

1 Trajectory modificationfRespl]

1 Request ackowl. of traj. mods [RG26]
1 Trajectorymodification optiondRG71]

Outputsto Respl, 2, 3,4 or 5

1
1

Trajectory modificationfRespl]
Proposed trajectory modificatiofRG58]

Figure FL: Defined control elements for Rekfd
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Respl1.2: Decide which controller is resolving a confllReg121]

RC78: Allow ATM and the aircraft to take ove
from each other to resolve a confligReg103]

RG79: Continue preventing conflicts even if
the ability of ATM or one of the aircraft to do
so is compromisefReq104]

RC83: Aircraft within <TBD> of an area whert
a potential conflict might occur should be
included in coordinatiofiReg108]

RG85: When either ATM or the aircraft decide
to resolve a collision, they must notify the
other aircraft or ATM of their decisidiReg
110]

RC97:If a conflict involves deast one aircraft
that is not equipped or noitcooperative, the
conflict must be resolved by whoever has
better information about that aircraffReg
114]

RC114:Account for traffic priorities when
deciding who should resolve a confljiteg
141]

RC133: Aircraft must be able to highlight
important trajectory constraints to assist with
deciding which controller would be best able
to resolve the conflicfReg159]

RC136: Acknowledge the conflict to be
resolved once a controller is assigned to
resolve the conflicfReg162]

RC137: Allow for a transition period where
aircraft continue resolving some conflicts to
avoid overwhelming ATM when initially
transitioning to fully centralized decision
making[Reg163]

RC143:Consider a reassignment otontroller
if a conflict persistently remains unresolved
[Req169]

RC150: A request to take over resolving a
conflict must be confirmed with the originally
assigned controllefReg176]

Process Model Parts & Required Feedback/Inputs

Feedback froniRespl.l: Inputsfrom Respl.5: Traffic prioritiedRC114]

91 Identified conflict§Respl.2] Inputsfrom Respl.6:Implement fully centralized
1 Requested controller to resolve confl[®G  collision avoidancgRG137]

78, RG8Y] Inputfrom Resp4: Consolidated airspace state
Unable to resolve confligRG78,RC79] [RGI7]

Ops constraints for identified conflifRC133] |nternal Process Model Variables

ﬁgziréonvrvrl]ii?fr;gggf;té)c:ei)i;gglesl;(ﬂ 1 Numberof aircraft involved in conflidRCG83]
9 Current workload (of controllers resolving

Feedback from Resh.4: conflicts)[RespL.7]

9 Aircraft unable to communicatdlRCG79]

9 Persistent unresolved conflifRG143]

T
T
T
T

Required Control Action®©utputs
Control actions to Resp.1.:

1 Controller assigned to resolve confljRtespl.2]
1 Aircraft involved in confliRG83]
1 Proposed assignment transfiRCG150]

FigureF2: Defired control elements for Resh2
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Respl.3: Arbitrate any conflicting conflict resolution propos@iegl123]

RC112:If conflicting trajectory modifications are issued, only executh@sen set after they
have been arbitratedReg139]

RG131:Arbitrate two different sets of trajeActgry modifications that n)odify the same portion ¢
F'y FANONF TUuQa UNX2SOU2NE FT2N U962 [RRELFF SNB
RC144:0Onlyaccept trajectory modifications from the controller assigned to a corjfRet3170]

Process Model Parts & Required Feedback/Inputs

Feedback fronaircraft Received trajectory modificatioriRespl.3]
Inputfrom Respl.2: Controller assigned to resolve confljBiG144]
Inputfrom Respl.5: Traffic prioritiegRG131]

Required Control Action®utputs
Control action taaircraft Selected trajectory modificatiorfRG117]

Figure3: Defired control elements for Resh3

Respl.4: Ensure conformance with planned trajectory and any modificat|&est145]

RC27: If coordination was not effective, RC90: If prevailing flight conditions are
coordination is evaluated again to ensure tha affecting the navigational capabilities of
risks are adequately mitigatgiReg50] multiple aircraft, erify those effects with
RG60: If a trajectory modification is not other aircraftfRe116]

effective at resolving the collision, the reason RCG119:Ensure that aircraftbeedingtrajectory
for the modification not being effective must modificationshave receivedt, are executing it
be determined so that an updated trajectory correctly and that the risk of collision or
modification can account for [Req84] interference is no longer presefiReg5]
RG66:ReS @I £ dzF G S |y I A NX RG134:Monitor an identified conflict until
aircraft deviates from its planned trajectory b there is no longer a risk of dision[Reg160]
more than <TBDfReq91] RG142: Notify controllers assigned to a
RC89: Account for any flight conditions that  conflict ifit remains unresolvefReg168]

cause an aircraft to be unable to meet their  RG145: Allow enough time for an assigned
expected navigational or maneuvering controller to resolve a conflict before flagging
capabilities or trajectorgonstraintsfReq115]  the conflict as unresolvefiReg171]

Process Model Parts & Requirdgeedback/Inputs

Feedback from the aircraft: Input from Respl.2: Controller assigned to

1 Reason for trajectory deviatigiRG60] resolve conflicfRG145]

1 Prevailing flight conditioniRG89, RE0] Input from Respd: Consolidated airspace state
Feedback from Resp.1: [RG60]

1 Trajectory modificationfRG27, REL19] Internal Process Model Variabldnresolved

1 Identified conflict§RG119] conflicts[RG66, RE134]

Required Control Action®©utputs

Control actions to Resp.1: Control action to the aircraftRequest reason fo
1 Unresolved collision rigRG142] ineffective trajectory modificatiofiRG60]

1 Reason for ineffective tramod. [RCG89]

FigureF4: Defired control elements for Resh4
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Respl.5: Setair traffic priorities to be enforced byhe controller resolving a confligReg145]
RG7:! O02dzy it F2NJ Iye dzaSNARAQ O2yaidaNlAyda 2y
determine which impacts to operations are acceptable when coordinating aifétaf21]

RC44: Grant an aircraft experiencing an emergency the highest priority access to the airsp4
they need to address the emergeneq68]

RC59: Ensure that the overall operational impact incurred by an aircraft is considered and
minimized when making coordination decisigReg78]

RG70: Ensure that any changes to relevant operational constraints are accounted for when
issuing trajectory modificationNfeq95]
RC96: Ensure that emergency response flights are giweaority to carry out their missionfReg

133]
Process Model Parts & Required Feedback/Inputs
Feedback from Resb.1: Inputfrom Resp4: Consolidated airspace state
1 Identified conflict§Respl.4] [RG7, RE70, REDE]
1 Aircraft involved in a confligRespl.4] Internal Process Model Variableccrued

f  Ops constraints relevant fadentified conflict operational impacfRG59]
[RG70]

Required Control Action®©utputs
Control actions to Resp.1: Traffic prioritiegRespl.4]

FigureF5: Defired control elements for Resh5

Respl.6: Establish when trajectory modification decisions need to be made cenfiReky
124]

RC100: If NAS enters "centralized mode", it must haveaasociated end time when that mode
ends[Regl125

Process Model Parts & Required Feedback/Inputs
Feedback from Resb.2:1dentified conflict§Respl.6]
Input from Resp4: Consolidated airspace stafRespl. 6]
Internal Process Model Variatde

1 Number of conflict§Respl.6]
9 Current and anticipated future traffic densifirespl.6]

Required Control Action®©utputs
Control actions to Resp.2: Implement fully centralized collision avoidarnéespl.6, RC100

FigureF6: Defired control elements for Resh6
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Appendix G Design lteration Z; STPA Analysis of Refined
Conceptual Architecture

In Section5.3.2 the refined conceptual architectureshown inFigure39 was presented as
though itwasall created in a single iteratiorin reality, fowever,several of the control actions
and feedback shown ifrigure 39 were only identified afterthe initial refined conceptual
architecture was analyzedThis appendix presents the ST&#alysis of theefined conceptual
architecture to demonstrate howthe results were usedoatidentify both modifications to the
initial conceptual architecture anthe assignment constraints that were used to inform the
creation of architecture options.

This appendix is organized as follows. First, the $d3s from analyzing thiaitial version
of the refined conceptual architecture are showRor causal scenarios that can be used to
generate assignment constraints, the assignment constraints are highlighted in blue text at the
end of the scenarioThen,a comparison of the initial and modified versions of the conceptual
architecture are showrand the differences between them are highlighted and tratedhe
scenariosand requirementsthat were usedto generate them. Thiglemonstrates how the
conceptual architecture can be modified based on some of the STPA results.

G.1 STPA Analysis of Initial Version of Refined Conceptual Architecture

For reference, the initial version of the refined conceptual architecture is shown in Figure G
1. There are some differences between this initial version and rtieified version shown in
Figure39in Sectiorb.3.2 These differences witle elaboratecon later in Section @.

This STPAanalysis is intentionally limited in scope because it is intended to only be a
demonstration of how theinitial version of the refinedconceptual architecture would be
analyzed. Thus, only thErajectory Modificationsontrol action provided from Resh1 to the
aircraft is analyzed and causal scenarios are identified for only a few UCCAs.

In addition, snce this analysis is performed by updating the STPA analysign earlier in
Appendix Ethe UCCAables are the same and will not be repeated in this appendix. Instedy,
the UCCAs that were analyzéol generate scenariosvill be shown along with theipdated
scenarios that were generated for them.
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Figure GL: Initial refined conceptual architecture
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Scenarios forUCCAL: Neither ATM nor aircraft provide trajectory modifications when the
trajectories of two aircraft are in conflict fi]

CS3.1.1. Neither ATM nor the aircraft are assigned to resolve the conflict and therefore
no trajectory modifications are selected. This could occur if:

CS3.1.1-1.The conflict is correctly identified by either ATM or the aircraft and, as part of
deciding who should resolve it, traffic priorities must be provided. However, if it takes
too long to decide on traffic prioritiesho one is assigned to resolve the conflict until
traffic priorities are decidedRespl.5=ATM, Resp.5=Resil.2}

CS3.1.1-2.The conflict is correctly identified but only by the aircraft. However, they are
preoccupied with other tasks and are delayegmviding feedback about that conflict
so that a decision can be made about who should resolve it. As a result, no one is assigned
to resolve the collision[Reg161]

CS3.1.1-3.Under a period of high workload, a conflict is wrongly perceived as not urgent and
can be resolved latewwhen the workload might be lower. However, if no better
opportunity arises or workload prevents returning to the conflict to assign a controller,
no one is ultimately assigned to resolve the conflict. In addition, that potential conflict is
not monitored Dr resolution because a conflict is not monitored until trajectory
modifications are issueReg160]

CS3.1.1-4.The conflict is correctly identified and either ATM or the aircraft are assigned to
resolve the conflict. However, if they do not process the control, they may not know that
they have been assigned to resolve the conflict and therefore no one providesttgj
modifications to resolve i{Req162]

CS3.1.1-5.The aircraft identify an urgent conflict that needs to be resolved. However, they
need to wait for a decision on who should resolve the conflict. By the time they receive
that decision, there is not enough time to select trajectory modifications before the
conflict occurdRespl.2 = Aircrafg

CS3.1.1-6.The aircraft are assigned to resolve an urgent conflict that they did not identify.
However, by the time they are notified and the aircraft synchronize their process models
on what the conflict is and the aircraft that are involved, there is not enougle tion
select trajectory modifications before the conflict occyiRespl.2 = Aircraff

CS3.1.2. An inappropriate controller is assigned to resolve the collision. As a result, they
are unable to select appropriate trajectories. This could occur if:

CS3.1.21.When the conflict was identified, the aircraft were assigned to resolve it. However,
right after that decision is made, the system decides to switch to fully centralized collision
avoidance. Thus, the conflict is-assigned to ATM to resolve and the aaftrdo not
FGGSYLIWW G2 NBaztoS Alde 1 26SOSNE GKAAEA dadAl
conflicts and it is unable to make a decision in tifireql63]{Respl.2=ATM

CS3.1.22. ATM is assigned to resolve a conflict that could have been resolved by the aircraft
based on inconsistent information about the current workload of ATM and the aircraft.

. FaSR 2y (KAa AYO2NNBOG AYTF2NXIGA2YyE AG A
handle resolving this conflict and the aircraft are too busy to resolve this conflict.
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However, it isSATMthat is too busy to resolve the conflict while the aircraft wait for
trajectory modifications{Respl.2=ATM

CS3.1.2-3. The aircraft are assigned to resolve a collision that initially does not involve a large
number of aircraft. However, additional aircraft become identified as involved in the
collision é.g., more aircraft diverting to the same area for weather/aerodrome
availability) and the conflict is simply updated to include these additional aircraft without
re-evaluating the controller assigned to resolve the conflict. As a result, a large number
of aircraft end up having to coordinate to select trajectory modifioas instead of ATM
resolving it centrallyReg164]

CS3.1.24.The aircraft are assigned to resolve an urgent conflict despite the fact that at least
one of them is in a critical phase of flight where their workload is high. This assignment
iIs made because of the urgency of the conflict but underafudate informaton about
the context of the conflictd.g.,level of workload of that aircraft due to the critical phase
of flight, trajectory constraints arising from traffic densi{y)adequate process model)

As a result, the aircraft are unable to select appropriatgectory modifications before
a collision occurdRespl.2=ATM

CS3.1.3. The correct controller is assigned to resolve the conflict. However, no trajectory
modifications areselected,or inadequate trajectory modifications are selected. This could
occur because
CS3.1.31.The aircraft are correctly assigned to resolve a conflict. However, one of the

aircraft is in a critical phase of fligla.¢J.,departure, final approach) and wrongly believes
its trajectory has no room for deviation to avoid conflicting with aircraft that are about
to depart. Thus, they rely on the other aircraft to modify their trajectories. However, if
the airspace is constraideenough, the other aircraft may not be able to adequately
modify their trajectories to prevent the conflifRegl165]

CS3.1.32. The aircraft are initially assigned to resolve a conflict but the conflictassegned
to ATM when the system decides to switch to fully centralized collision avoidance.
However, the aircraft do not process this-assignment and therefore ATM and the
aircraft both select trajectory modifications that confli§Req166]

CS3.1.33. The aircraft are correctly assigned to resolve a conflict but do not have a
O2yaraidsSyd LINRPOSadaa Y2RSt 2F SIFOK 20KSNIDa
trajectory modifications that are inappropriate for the other aircraft and ultimately are
unable to select appropriate trajectory modifications before a collision ocfilex3150]

CS3.1.34. The aircraft are correctly assigned to resolve a conflict. However, they select
trajectory modifications that are inconsistent with the chosen traffic prioritiegy(a
higher priority aircraft is forced to deviate far off its original flight path to avoid a
conflict). As a result, although the conflict is resolved, it results in some aircraft incurring
unacceptable delay$Regl167]

CS3.1.4. The controller that is less equipped to resolve a conflict is correctly not assigned
to resolve it. However, it does try to resolve the conflict anyway. This could occur if:
CS3.1.41.The aircraft are assigned to resolve a conflict but they are unable to adequately

resolve it. When this is discovered, the conflict is reassigned to ATM to resolve it.
However, the aircraft are also notified that they did not resolve the conflict adequatel
and therefore start to reresolve the conflict even though ATM is already assigned to
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resolve it. This results in duplicate trajectory modifications being isqirR=168, Reg
169]

Scenarios foJCCALL.1:ATM provides trajectory modifications (and the aircraft do netlen
the modificationsresult in a collision

CS3.11.1.1. ATM is inappropriately assigned to resolve a conflict and it chooses trajectory
modifications that result in a collision. This could occur if:

CS3.11.1.21. ATM is assigned to resolve the conflict because it was decided that all
conflict resolution decisions should be made centrally. However, because ATM receives
less timely feedback on flight conditions, it selects trajectory modifications that the
aircraft annot execute accurately enough in the current flight conditions and a collision
occurs even though the aircraft were executing the trajectory modifications provided.
[Reql63]

CS3.11.1.22.  ATMis assigned to resolve a conflict becauseafutate feedback about
flight conditions or aircraft capabilities were used to make that decision. However,
because flight conditions are changing often and ATM does not have -&sdgte
feedback about fght conditions, it selects trajectory modifications that the aircraft
cannot adequatelgxecute,and a collision occur§Respl.2=Aircraf}

CS3.11.1.23. ATM is assigned to resolve a conflict instead of the aircraft to avoid
imposing additional workload onto the aircraft even though they are better suited to
resolve the conflic{inadequate control algorithm)As a result, ATM struggles to select
appropriate trajectory modificationdRespl.2=Aircraf}

CS3.11.1.2. ATM s correctly assigned to resolve a conflict and it chooses trajectory
modifications that result in a collision. This could occur if:

CS3.11.1.21. Near a busy aerodrome, ATM provides trajectory modifications to an
aircraft to resolve a conflict based on an incorrect/@itdate model of when aircraft
are departing from the aerodrome\s a result, it provides trajectory modifications that
conflict with the departure trajectory of an aircraft leaving the aerodrome and there is
not enough time to resolve that conflict by the time it is identif{@kgl72]

CS3.11.1.22. The aircraft are assigned to resolve a conflict but an error in the
communications channel results in some aircraft not receiving the full list of aircraft
involved in the conflict. As a result, different aircraft have a different process model of
which arcraft should be included in coordination efforts. As a result, some aircraft might
be ignored even if they attempt to coordinate trajectory modifications because the other
aircraft wrongly believe they are not part of the conflict being resolfeeig158]

CS3.11.1.23. In a previous conflict, ATM selected trajectory modifications that
conflicted with those selected by the aircraft. While those conflicting trajectory
modifications are being arbitrated, ATM selects trajectory modifications for this conflict
without knowingwhat the result of the arbitration is. As a result, it selects trajectory
modifications that conflict with the arbitrated trajectory modifications issued for the
other conflictfRegl77]
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CS3.11.1.24.  The aircraft are assigned to a conflict and begin coordinating trajectory
modifications. However, some aircraft misinterpret the reference frame used by the
other aircraft to specify trajectory constrain{gadequate process models a result,
some aircraft choose trajectory modifications that are actually in conflict with the other

aircraft without realizing itfReg178]

Scenarios fokJCCAL1.2:The aircraft provide trajectory modifications (and ATM does not) when
the modificationsresult in a collision

CS3.11.2.1. The aircraft are inappropriately assigned to resolve a conflict and they choose
trajectory modifications that result in a collision. This could occur if:

CS3.11.2.21. The aircraft are assigned to resolve a conflict involving an emergency
NBaLRyaS |ANDODNI TG GKFEG Aa gNRy3Ifte o0StASOSR
much. As a result, if their trajectory actually changes frequently or changes in a way that
involves more aircraft, the aircraft can select trajectory modifications that contain
conflicts.[Reql164]

CS3.11.2.2. The aircraft are correctly assigned to resolve a conflict and they choose
trajectory modifications that result in a collision. This could occur if:

CS3.11.2.21.  Two of the aircraft involved in the conflict select trajectory modifications
that conflict with each other and assume that the other aircraft will select a different
trajectory modification. By the time the conflicting trajectories are identified, there is not
enough time to resolve them to avoid a collisipReg173]

CS3.11.2.22.  The aircraft are assigned tesolve a conflict. While selecting trajectory
modifications, one of the aircraft begins executing its selected trajectory modification
before it is confirmed that all aircraft involved in the conflict have selected adequate
modifications. As a result, @ltision occurs with other aircraft who have not yet selected
appropriate trajectory modification§Regl174]

CS3.11.2.23.  Two aircraft are assigned the same prioatyd therefore they select very
similar trajectory modifications at the same timethey assume that the other aircraft
will change its trajectory modification, they might both execute those similar trajectory

modifications and cause a collisifiReql174,Reql75]

Scenarios fotJCCAL7.1: ATM and the aircraft both provide trajectory modifications when they
conflict with each othefH-1]

CS3.17.1.1. Both UAM and the aircraft are assigned to resolve a conflict and they choose
conflicting trajectory modifications. This might occur if:

CS3.17.1.21.  The aircraft are initially assigned to a conflict before it is realized that one
of the aircraft is unable to perform sedeparation €.g., not equipped, not able to
communicate). When this is realized, ATM is assigned to the conflict instead. However,
if the aircraft do not process the fa@ssignment, they may end up selecting trajectory
modifications while ATM is doing the sanjiReeql62,Reql66, Reql70
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CS3.17.1.22.  The aircraft are assigned to resolve a conflict. However, before the aircraft
have had enough time to resolve the conflict, premature feedback is received indicating
that the conflict remains unresolved. As a result of this feedback, the conflict is re
assgned to ATM to resolve. If the aircraft do not process thiassignment, they may
end up selecting trajectory modifications while ATM is doing the sgReg162, Reg
166, Regl70, Reel7]] {Respl.2 = Res{i.4}

CS3.17.1.2. Only ATM or the aircraft are assigned to resolve a conflict but the other also
attempts to resolve the conflict and they choose conflicting trajectory modifications. This
could occur if:

CS3.17.1.21.  The aircraft are assigned to resolve a conflict but are unable to do so
adequately. As a result, they are notified that the collision is unresolved. However, ATM
also receives this notice and believes it should step in to help resolve it and does so even
though it was not assigned tfReg176]

G.2 Identifying Required Modifications to the Initial Refined Conceptual Architecture

Using thee causal scenariog;hanges were made to the initialefined conceptual
architecture shown in Figure-G Table @l lists the scenarios that were used to generate these
changes, the requirement that was derived from those scenarios and the control actions or
feedback that wereadded based on those requirements. Figur &en shows theanodified
refined conceptual architecture. This is the saswceptual architecturghat was shown in
Figure 39 in Section5.3.2 but with the addedor removed control actionsand feedback
highlighted in green.

TableG-1: Scenarios and requirements that leddadded control actions and feedback

Scenario ID Requirement ID | Control Action/Feedback
CS3.17.1.11 Regl170 Controller assigned to resolve conflict
(Control action from Resh.2 to Resfl..3)
Proposed assignment Transfer
(Control action from Resh.2 toRespl.1)
Cs3.17.1.21 Regl76 _
Assignment transfer accepted
(Feedback from Respl to Resfl..2)
CSs3.1.14 Re@l62 Acknowledge conflict to resolve
(Feedback from Resbpl to Resfl..2)
CSs3.1.1:3 Re@160 Identified conflicts
(Feedback from Resbl toRespl.4)
CS3.17.1.22 Regl71 Controller assigned to resolve conflict
(Control action from Resh.2 to Resfl..4)
CSs3.1.41 Re@169 Persistent unresolved conflicts
(Feedback from Resip4 to Resl..2)
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Appendix H  Design lteration Z; Analysis and Comparison of
Architecture Options

This appendix shows the results frocomparing thetwo architecture options in design
iteration 2. The firsoption (As) isthe groundbased conflicassignment architectureshere Resp
1.2 is assigned to ATM. The second optioy) {#the airborne conflict assignment architecture
where Resgl.2 is assigned to the aircraftable H1 shows the full set of evaluation criteria that
were identified and the comparison results for each architecture opfibese evaluation criteria
are sorted bytype (.g.,decision making, control path). For each evaluation criterion, links are
provided in square braces to the scenario(s)able F2 used to generate them.

Table H2 then presents the full architecture comparison table. This table contains (1) the
scenarios used to compare the two architecture options, (2) the decisions about whether each
scenario occurs for each architecture option, (3) any assumptionstosietide that a scenario
does not occur for an architecture option, and (4) the evaluation criterion generated from that
scenario.As in Appendix D note that Table F2 only includes scenarios where behavioral
differences were observed.

TableH-1: Full set of evaluation criteria for comparison of architecture optioresnél A

Benefit (+) or
ID Evaluation Criteria Tradeoff €)
Ad A5

Decision Making Evaluation Criteria

Responsivenessf trajectory modification decisions whehe aircraft
resolve an urgent conflig6cenarid.1]

Stability of decision about controller assigned to a conflict to preve
EC2.2 loss of separation whewaiting for controller to resolve conflict
[Scenarid2.20]

Capacityto make conflict resolution decisions to prevent loss of

EG2.1

O NONO,

EG23 separation wherselecting trajectory modification&cenario 2.25]
Responsivenessf trajectory modification decisions wheklM
EG2.4 ) :
resolves an urgent confli€bcenario 2.2]
EG25 Need to makeConflict Assignment Transfer decisions wharurgent

conflict is identifiedScenario 2.5]

Ability to makeappropriate decisiongo accept/reject conflict
EC2.6 assignments when controller is assigned a conflict to resolve
[Scenarid2.22]

Ease of coordinatingentralization and conflict assignment decisiol
whenswitching to centralized decision makifscenarid2.14]

EG2.7

oXo)o]o,

Process Model Evaluation Criteria
Ability to ensure adequate update afontroller assigned to conflict @

EC2.8 whenassigning two conflicts that occur close together in time
[Scenario 2.4]
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Evaluation Criteria

Benefit (+) or
Tradeoff €)

A4 A5

EG2.9

Available awarenessf aircraft workload whemssigning conflicts to
be resolvedScenarios 2.7.8

EG2.10

Level ofsituational awarenessieeded of aircraft involved in a
conflict and relevant trajectory constraints whére aircraft resolve g
conflict they did not identiffScenario 2.10]

EC2.11

Required awarenessf aircraft or ATM workload to prevent loss of
separation wherassigning conflicts to be resolvEsicenarios 2.17,
2.1§

EC2.12

Ability to maintain alignmentof Controller Assigned to Conflict whe
receiving conflict assignmeffscenarios 2.12,.13]

ONOJNOJIO,

EG2.13

Level of situational awarenessf aircraft involved in a conflict and
relevant trajectory constraints&vhen assigning conflicts to be resolvg
[Scenario 2.11]

EC2.14

Ability to maintain alignmentof Controller Assigned to Conflict whe
deciding who is resolving a conflj8cenarig 2.6, 2.23

EG2.15

Level of situational awarenessf future changes in airspace state tg
prevent loss of separation whaesolving conflictpear aerodromes
[Scenario 2.26]

EG2.16

Level of situational awarenessf trajectory canstraints applicable for
a caonflict to prevent loss of separation wheasolving an urgent
conflict[Scenario 2.27]

OJNOJ(O RO,

Feedback / External Inputs Evaluation Criteria

EG2.17

Timelinessof flight conditions and aircraft capabilities feedback wh
assigning conflicts to be resolvfscenarios 2.9.15

EC2.18

Ability to procesddentified conflicts inputs whethe workload of the
controller processing that feedback is hi@tenario 2.3]

EC2.19

Timelinessof feedback about aircraft arrivals and departures to
prevent loss of separation wharsolving conflicts near aerodromes
[Scenario 2.19]

ECG2.20

Ability to evaluateand verifyaircraft to be included in conflict
resolution to prevent loss of separation whealecting trajectory
modifications[Scenario 2.24]

O 000

EG2.21

Ability to evaluate and verifyrequests to resolve a conflict to preve
loss of separation wheATM or the aircraft request to resolve a
conflict[Scenario 2.16]

EG2.22

Ability to respond appropriatelyto centralization inputs to prevent
loss of separation wheassigning conflicts to be resolvisicenario

2.21]

OJNO,
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Table H2: Comparison results for the centralized) @nd decentralized gAcollision avoidance architecture options

Scenari Scenario Occurs? Evaluation
wenare ' Criteria
The aircraft identify an urgent EG2.1:

[ [ [ u _

i . Responsivenessf
conflict that needs to be resolved. A4. Yes trajepctory
Resp. 25 1akes 100 Iong to decie As: mdification

) I - -
y g AssumptionSince he aircraft decisions to

who should resolve a conflict. By th identify a conflict and are also the| prevent loss of

gme. t.he altzcraft. receive thath . ones deciding who should resolve | separation when
eC|5|on,_t ere is no_t enoug time t they can respond to an urgent | the aircraft

select trajecory _modlflcatlons conflict quicker resolves an urgent
before the conflict occurs

conflict
ATM identifies an urgent conflict EG2 .4
that needs to be resolved. Howeve ) Resbdnsivenesef
<controller performing Resp.2> A trajectory
takes too long to decide who shoulq ~ Assumptionif ATM identifiesa | - o o0
resolve a conflict (inadequate conflict and it also decides who decisions to
control algorithm). By the time ATM should resolve it, it can respond to ¢

g ). By urgent conflict quicr prevent loss of

receives that decision, there is not separation when

enough time b select trajectory As: Yes ATM resolves an
modifications before the conflict urgent conflict

urgent conihlc
occurs

<Controller not performing Resp
1.2> identifies a conflict and

providesthat feedba_lckbut A4: Yes EG2.18: Ability to
<controller performing Resp.2> processidentified
does no_tprocess that fe_e_dback As: conflicts inputs to
appropriately because it is AssumptionEven if one of the | prevent loss of
experiencing high workload. As a aircraft is experiencing a high | separation when
result, <controller not performing workload and does not process thg

: NS . the workload of
Respl.2> wrongly believe indication from ATM, other aircraft the controller
<controller performing Resp.2>is | might not be and could process the orocessing that

i it indication and decide teesolve the | BIOCESSING e

aware of the conflict but it is not feedback is high

conflict (or not)

The conflict therefore remains
unresolved by <controller
performing Resfl..2>.
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Evaluation

ID | Scenario Scenario Occurs? Criteria
Two conflicts occur close together
and <controller performing Resp
1.2> wrongly believe they already EC2.8: Ability to
requested <controller not Az Yes ensure adequate
performing Resfl.2> to resolve As: update of
both conflictseven though that o _ controller assigneg
2.4 | assignment was for the earlier AssumptionThe aircraftare | 5 conflict when
conflict, not the more recent one. Ton':or'n%the" OWIEI tra]tefCtor'etS; assigning two
<Controller perorming Resh2> | ot 27020 1o 0L 10819 conics g
therefore does not issue rrew have ATM take over tesolve it | Qccur close
assignment for the more recent together in time
conflict and that conflict goes
unresolved.
<controller performing Resf.2>
identifies an urgent conflict and Ay ECG2.5:Need to
initially believe they caresolve the AssumptionATM, with its broader mak_eConfllct
conflict but realize they are unable situationalawarenésswould be able Assignment -
o5 | (0. Because of the urgency of the | 16 resolve an urgent conflict ifitas Transfer decisions
conflict, by the time they try to neededo (and it was the one who | {0 Prevent 0ss of
request <controller not performing identified it) separation when
Respl.2> to take over, there is not As: Yes an urgent conflict
enough time for it to resolve it : is identified
before a collision occurs.

EC2.14:Ability to
<Controller performing Resp.2> A maintain
identifies a conflict but has AssumptionWithin ATM, its procesg alignmentof
conflicting process models about model will always be ;:onsistent Con_troller

26 who is resolving the conflict. As a about whether it is resolving a Assigned to

result, <controller performing Resp
1.2> does not assign a controller to
resolve the conflict and does not
resolve the conflict itself

conflict itself ormssigningt to the

aircraft.

As: Yes

Conflict to prevent
loss of separation
whendeciding
who is resolving a
conflict
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller performing Resp.2>
attempts to resolve a conflict that
should be assigned to <controller n
performing Resil.2>because Az Yes EC2.9:Available
<Controller performing Resp.2> awarenessof
hasincorrect information about the As: aircraft workload
2.7 | current workload of <controller not | AssumptionThe arcraft would not | to prevent loss of
performing Resfl.2>. However, try to account for ATM's workload | Separation when
<Controller performing Resp.2>is | and just make the request for ATM | assigning conflicts
itself experiencing high workload help resolve a conflict if needed | to be resolved
and cannot select appropriate
trajectory modifications before a
collision occurs.
<Controller performing Resp.2>
assigns the aircraft to resolve a
collision that initially does not
involve a large number of aircraft. ~ Q- :
However, additional aircraft become A Yes Eﬁ;}ih’i\éﬂ?ble
identified as involved in the c_onfllct Ag’ aircraft workload
2.8 gletgzgggzh><i§c;r\:[/;0rletrhgfrtfr?emr::;]rgber AssumptionOnce the aircraft believg t0 prevent loss of
N .. . they can't resolve the conflict separation when
_Of aircraftin the C_0nﬂ|Ct_ls growing, adequately, they will request ATM'{ assigning conflicts
|t_keeps the conflict assigned to the assistance as soon as possible | to be resolved
aircraft. As a result, a large number -
of aircraft end up having to
coordinate to select trajectory
modifications.
<Controller performing Resp.2>
assigns the aircraft to resolve an
urgent conflict even though at least EG2.17:
one of them is in a critical phage of Az Yes Timelinessof
flight where their workload is high. flight conditions
This assignment is made because A:;: and aircraft
the urgency of the conflict but unde AssumptionSnce the aircraft capabilities
2.9 | inaccurate information about the exchange trajectory constraints an( feedback to

capabilities/operational constraints
of that aircraft €.g.,limitations on
low altitude maneuvering). As a
result, the aircraft are unable to
select appropriate trajectory
modifications before a collision

occurs.

are directly gathering weather
feedback, they have more timely
access tdhis information than ATM

does

prevent loss of
separation when
assigning conflicts
to be resolved
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Evaluation

i Scenario Occurs? o
ID | Scenario Criteria
c I forming R 5 EC2.10:Level of

<Contro Aol ef"- > situational
assigns t e aircra to resolve an As Yes awarenesseeded
urgent conflict that they did not ; :
. : . of aircraft involved
|dent_|fy based on the urgency of the As: in a conflict and
conflict. However, by the time the AssumptionWhen the aircraft relevant trajectory

2.10 | aircraft synchronize their process | perform Resgl.2, they have greater, constraints to
models on what the conflict is and | situational awareness of the airspag

_ _ : . - prevent loss of
the aircraftthat are involved, there and will be faster irsynchronizing :
. . : - .| separation when
is not enough time to select their process model of the conflict )
traiect modifications before th identified by ATM. the aircraft resolve
T ens € a conflict they did

conflict occurs. not identif
<Controller performing Resp.2> EC2.13:Level of
identifies a conflict but does not situational
adequately process feedback on th As awarenessof
relevant operational or trajectory AssumptionATM would have | aircraft involved in
constraints for that conflict. Thus, broader awareness needed to | a conflict and

2.11| they correctly assign the aircraft to | accuratelydetermine the operational relevant trajectory
resolve theconflict but wrongly omit| ©F trajectory constraints relevant fol constraints to
some aircraft from the list of aircraft a conflict prevent_loss of
involved in the conflict. As a result, As: Yes separation when
only a subset of the aircraft assigning conflicts
coordinate toresolvethe conflict. to be resolved
<Controller performing Resp.2> N
correctly assigns the aircraft to As Yes EG2.12:Ability to
resolve a conflict. However, delays maintain
when that assignment is received b AG: alignmentof

212 the various aircraft result in delays AssumptionWith the aircraft Con_troller

' the aircraft beginning to coordinate | coordinating on who should resolve| Assigned to

trajectory modifications (inadequate
control path). As a result of these
delays, the conflict is not adequatel
resolved before a collision occurs.

conflict, a delay in starting teelect
trajectory modifications would not

occur

Conflict when
receiving conflict

assignment
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller performing Resp.2>
assigns the aircraft to resolve a
conflict. Based on the provided Ay Yes EG2.12:Ability to
traffic priorities, the aircraft wait for maintain
the highest priority aircraft to select As: alignmentof

5 13| ts trajectory modifications. Assumptionf the aircraft have | Controller
However, if the highest priority identified the conflict, they know the| Assigned to
aircraftis delayed in recogniziripat | need to resolve it eveifithey are still| Conflict when
it needs to resolve a conflict, & waiting on traffic priorities to be | receiving conflict
will delay all other aircraft in provided by ATM assignment
selecting trajectory modificationss
well
Either ATM or the aircraft identify a
conflict and<controller performing EG2.7: Ease of
Respl.2> decides to resolve it. Ay coordinating
However, while they are resolving | Assumptionin this architecture, AT\ centralization and
the conflict, ATM also indicates that retains soledecisioamaking conflict
it is implementing centralized authority over assignment of conflic| assignment

2.14 | collision avoidanceBased on this | t0 aircraft. Thus, the control action t decisions to
input, <controller performing Resp switch to centralized collision _ | prevent loss of
1.2> attempts to transfer the conflic avoidance "mode" is internal to ATN geparation when
to ATM. If ATM is unable to resolve and not known to the aircraft switching to
the conflict €.g.,too little time As. Yes centralized
remaining to collision), the conflict decision making
remains unresolved.
<Controller performing Resp.2>
decides to resolve a conflict based At Yes E_GZ.lj:
on outof-date feedback about flight ) Timelinessof
conditions or aircraft capabilities As. flight conditions
However, because flight conditions|  AssumptionThe aircraft will have | @nd aircraft

0 15| are char_lglng often and <Controller| more timely feedback about flight capabilities
performing Resfl.2> does not conditions and aircraft capabilities| feedback to

receive timely feedback about flight
conditions, it selects trajectory
modifications that the aircraft
cannot adequatelgxecute,and a
collision occurs.

than ATM and therefore could mak
more appropriate resolution
decisions when those factors are

important to consider

prevent loss of
separation when
assigning conflicts
to be resolved
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Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller noperformingResp
1.2> indicates a conflict to
<controller performing <Resp.2> As: EG2.21:Ability to
and requests that it be allowed to | AssumptionATM verifies any reques €valuate and
resolve the conflict. Even though | from the aircraft to resolve a conflic| verify requests to
<controller not performing Reps.2. Given ATM's broadesituational | resolve a conflict
2.16 | is not able to adequately resolve th( awareness of what is happening i to prevent loss of
conflict, <controller performing the airspace, |F is ass_umed that ATI separation when
Respl 2>comples il the requesy 1PU3 90w 118 S o | ATw or e
As a result, <controller not quately aircraft request to
performing Resfi.2> selects As. Yes resolve a conflict
trajectory modifications that result
in a collision
<Controller resolving Resp2>
decides to resolve a conflict itself tg
avoid imposing additional _workload A4 Yes EG2.11:Required
on <controller not performing Resp As: awareneswf
1.2> even though <controller not _ . .| aircraft or ATM
performing Resgl.2> is better AssumptionOnce the aircraft bgheve
217 : - they can't resolve the conflict | Workload to
: suited to resolve the conflict : J t loss of
However, <controller performing adequgtely, they will request ATM prevent
assistance and do not need to | separation when
Respl.2> struggles to select consider ATM's workload becausg assigning conflicts
appropriate trajectory modifications|  ATm can mitigate its workload in | to be resolved
due to workload oother conditions other ways -
and selects modifications that resul
in a conflict
<Controller resolving Resh2>
decides to assign the conflict to
<controller not performing Resp .
1.2> everthough <controller AsYes EG2.11:Required
performing Resil.2> is better As. awarenesof
suited to resolve the conflict becaus AssumptionOnce the aircraft believe aircraft or ATM
218 <controller performing Resp.2> is they can't resolve the conflict | Workload to

experiencing high workload.
However, <controller not performing
Respl.2> struggles to select
appropriate trajectory modifications
due to workload oother conditions
and selects modifications that resul

in a conflict

adequately, they will request ATM'
assistance and do not need to

considerATM's workload because
ATM can mitigate its workload in

other ways

prevent loss of
separation when
assigning conflicts
to be resolved
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Evaluation

ID | Scenario Scenario Occurs? Criteria
Near a busy aerodrome, <controlle
performing Resfl.2> decides to
assign ATM to resolve a conflict
because it wrongly believing that th EG2.19:
airspace near that aerodrome is tog Az Yes Timelinessof
busy for the aircraft to resolve the As: feedback about
conflict themselvesHowever, A e aircraft arrivals
<controller performing Resp.2> ssumptionThe aircraft could
219 provides trajectory modifications to receive more ugo-date information | and departures to
the aircraft to resolve a conflict about aerodrome departures by prevent_loss of
talking directly to other aircraft than| separation when
based on an ouof-date model of for ATM to put thainformation | resolving conflicts
when aircraft are departing from the together. near aerodromes
aerodrome. As a result, it provides
trajectory modifications that conftt
with the departure trajectory of an
aircraft leaving the aerodrome
The <controller performing Resp
1.2> initially assigns the conflict to
<controller not performing Resp As Yes EG2.2: Stability of
1.2> to resolvebut then decides ' decision about
that they aretaking too long to As: controller assigneg
resolve the conflict. <Controller AssumptionBecause the aircraft to a conflict to
2.20 | performing Resfl.2> therefore cannot unilaterally direct ATM to | Prevent loss of
reassigns the conflict to itself to take over resolving a conflict, they| separation when
resolve even though <controller not are less likely toepeatedly change waiting for
performing Resfl.2> was almost | their decision of who should resolve controller to
done resolving a conflict. However, conflict resolve conflict
there is not enough time to
adeguately resolve the conflict.
ATM indicates that it is
implementing centralized collision Ay EG2.22: Ability to
avoidance. However, <controller . ; .

. . . Assumptionin this architecture, ATM respond
performlng Resfl.2> receives his retains sole decision making | appropriatelyto
indication and assumes it should authority over assignment of conflic] centralization

221 transfer all conflicts they are to aircraft. Thus, the control action t{ inputs to prevent

resolving to ATM to resolve
(inadequate control algorithm). This
therefore overwhelms ATM and it
selects inadequate trajectory
modifications that result in a
collision.

switch to centralized collision
avoidance "mode" is internal to ATN
and not known to the aircraft

As: Yes

loss of separation
whenassigning
conflicts to be
resolved

238



Evaluation

ID | Scenario Scenario Occurs? Criteria
<Controller performing Resp.2> EG2.6: Ability to
requests <controller not performing _ make appropriate
Respl.2> to resolve a conflict even As decisionsto
though <controller performing Resg AssumptionThe aircraft will always accept/reject
1.2> is better equipped to resolve indicate to ATM if they cannot .

2.22 Becausecontroller not performing resolve a conflict and will not feel Confl'Ct
Respl.2> wrongly believes it must | oPligated” to accept a request :scs(;%?rr;?;tisswhen
accept therequest, itselects As: Yes assigned a conflict
moc_Jlflcatlons that resultin a to resolve
collision. E—
<Controller performindgrespl.2>
identify a conflict but it becomes
misaligned about who is resolving EG2.14: Ability to
the conflict As a result, <Controller _ maintain
performing Resgl.2> provides Ay alignmentof
conflicting feedback both requestin¢ AssumptionBecause ATM is the sol Controller
the assistance of <controller not decision maker for Resp2 in this | . 4.

2.23| performing Resfl.2>andindicating scenario, ATM will maintaina | - ﬁ it ¢
that <controllerperformingResp conS|s.tent process model of vyho i I on I]E: (0] pl’ev_en
1.2> is resolving the conflict itself. assigned to resolve a conflict OES Od se%{;\ratlon
When <controlleperformingResp A\si Yes xhgr;s(rag#“r\]/?nq a
1.2> receives this conflicting conflict
feedback, it decides it should just -
resolve the conflict even though it ig
not able to do so adequately
<Controller performing Resp.2>
assigns the conflict to <controller n( EG2.20: Ability to
performing Resfl..2> to resolve but A4: Yes evaluate and
inadvertently leaves out several ) verify aircraft to
aircraft that should be included in _ As. be included in
coordination to prevent the conflict | ASsumptionBecause of ATM's othe| conflict resolution

2.24 responsibilities, even if the aircraft

(inadequate control algorithm). As 4
resut, <controller not performing
Respl.2> does not adequately
coordinate their trajectory
modifications and some result in a
collision.

inadvertently omit some aircraft fron
the set of aircraft to be included in
coordination, ATM will recognize an

correct for that

to prevent loss of
separation when

selecting

trajectory
modifications
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Evaluation

i Scenario Occurs? o
ID | Scenario Criteria
The aircraft receive a <conflict
ass:c(i;_nmefnt/reiyrelijt |t_? resolve ) EG2.3: Capacityto
con ict> rom A TV. HOwever, the Az Yes make conflict
aircraft are in a high workload ;
L - . ) resolution
situation or resolving other conflicts| As: decisions to
225 and therefore does not immediately AssumptionThe aircraft are prevent loss of
' begin resolving the conflict. As a monitoring their own trajectories separation when
result, they are uable to adequately| closely and so would not forget to selectin
coordinate to prevent the conflict | eitherresolve a conflict themselves Ha'ector
i have ATM take over to resolve it | TECIOTY
and Fhey _choose trajecto.ry modifications
modifications that result in a
collision.
<ControllerperformingRespl.2>
decides to assign the aircraft to
resolve a conflict, believing that the
ercre_lftfare re_cemrt])g mgre ufo- EG2.15: Level of
a':je m_ornqultl(_)n? _outf epatrrt]ure As situational
an 2”'\/6‘ rajec orlesdrom € AssumptionWith ATM's broader | awarenesof
aerodrome. However, ue to an situational awareness, it would knoy future changes in
2 0@ | Eventoccurring at another to transfer the conflict back to itself | ajrspace state to
aerodrome (?.g.,weatheo, necessary when the airspace dens| prevent loss of
g_umeroush _alrcraftdare abou; to changes as it does in this scenari separation when
|ve_rt tot is aero romeAst e As Yes resolving conflicts
traffic density increasg the al_rcraft near aerodromes
are unable to select appropriate
trajectory modifications and there ig
not enough time for ATM to assist
before a collision occurs.
<Controller performing Resp.2>
decidesto assign the aircraft to
resolve an urgent conflict even EG2.16:Level of
though their workload is high. This situational
assignment is made because of the A awarenessof
grgency of -the Conf!'Ct but under AssumptionATM will have broader trajectory
5 o7 | inaccurate information about all the| - st ational awareness to identify alf constraints

applicable trajectory constraints or
while lacking infamation about the
anticipated future state of the
airspace. As a result, the aircraft a
unable to select appropriate
trajectory modifications before a

collision occurs.

trajectory constraints for a conflict

As: Yes

applicable for a
conflict to prevent
loss of separation

whenresolving an
urgent conflict
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