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IMU s OBJECTIVE

Model the hazards of handling energetic materials in research laboratories and
analyze the scenarios applying STPA (System-Theoretic Process Analysis) to
minimize the effects of unsafe events or mitigate their consequences.
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IMU & INTRODUCTION

Laboratories

 Good Laboratory Practice

Analysis Synthesis Research

* Defined process — Operational Procedures * New process

* Quality System  — ISO/IEC17025—1s09001  ° No Quality System
» Operator with * Operator with less

experience experience
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MU s BEFORE STPA The chemical reaction/analysis as protagonist

Reaction Type

Chemicals
Equipment

Protection

Scale




MU s AFTER STPA The chemical handling of energetic materials
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as protagonist

q

Emergency mode

Made complex things
less complicated
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Why/What
Losses to prevent
Hazardous

DEFINE purpose of the
Analysis

e STPA APPLICATION

MODEL the Control
Structure

Behavior to prevent
What could go wrong?

Stakeholders

IDENTIFY Unsafe
Control Actions

Leveson, N. G., Thomas, J. P. STPA Handbook. USA, 2018.

IDENTIFY Loss
Scenarios

How could
behavior occur



LMU s STPA APPLICATION

Main Losses (L) for Energetic Materials Handling in Research Laboratories
L-1  Loss of human life or human injury of laboratory-related personnel.
L-2  Loss of produced energetic material.
L-3  Damage to the Laboratorial Facility or the laboratory equipment.
L-4  Rework and project schedule timeline losses.
L-5  Financial losses.
L-6  Environmental losses.
L-7  Loss of human life or human injury of personnel external

to the laboratory facilities.
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H-1

H-2

H-3

H-5

H-6

H-7

H-8
H-9

IDENTIFYING SYSTEM-LEVEL HAZARDS

System-level Hazards (H) Associated Losses

[L-]']I[L-Z]I [L'3]r [L'4]r [L'

The system process variables violate the minimum safety acceptable
ey yaceep 5], [L-6], [L-7]

standards conditions for energetic materials.

Personal and Collective Protective Equipment not used for laboratory [L-1]

activities.

Laboratory equipment out of calibration standards. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6]
Energetic Materials usage out of the prescribed. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]
Laboratory Procedures or Manuals not including essential safety

protocols. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6]
Materials, tools, infrastructure, or equipment damaged or unavailable to

the operator proceed with the laboratory activities. [L-4], [L-5]

Laboratorial Equipment or Energetic Materials are not adequately
identified and stored. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]

Laboratory facilities not appropriated for the current activities.[L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]

Energetic Materials are handled without operational training.[L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]
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H-1

SC-1.1

SC-1.2

SC-1.3

SC-1.4

SC-1.6

SC-1.7

Hazard

IDENTIFYING SAFETY CONSTRAINTS Avoid

System-level Hazard Associated Losses

The system process variables violate the minimum safety acceptable [L-1],[L-2], [L-3], [L-4], [L-5],
standards conditions for energetic materials. [L-6], [L-7]

System-level Safety Constraints

The energetic material state must not differ from the safety acceptable conditions to be handled.

Laboratory Operators must verify the safety acceptable environmental conditions and the restrictions for
handling energetic materials.

Laboratories that handle energetic materials must have laboratory environmental control equipment.

Laboratory Operators must set the laboratory process variables conditions in accordance with the
limitations for handling the energetic materials under manipulation (analysis/syntheses).

The laboratory supervisor must supervise the laboratory activities to verify the safety standards for

handling energetic materials.

During laboratory handling and experiments with Energetic Materials, the Laboratory Operators must
measure and receive data of the synthesis process variables conditions.

Laboratory Operators must be able to stop the synthesis once it is detected that the process variables
conditions are out of the safety acceptable states for handling.
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SC-4.1

SC-4.2

SC-4.3

SC-4.4

SC-4.5

SC-4.6

IDENTIFYING SAFETY CONSTRAINTS

System-level Hazard Associated Losses

Energetic Materials usage out of the prescribed. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]

System-level Safety Constraints

Energetic materials must be used as prescribed.

Energetic materials must be identified as to the synthesis date, expiration date when industrialized, or
revalidation date.

A storage method for using chemicals, such as FIFO (First-In, First-Out), should be adopted.
Laboratory Operators must be trained to manipulate energetic materials correctly.

Expired materials must be revalidated before use.

Energetic materials must be identified as to the particular danger of handling.

The Laboratory Supervisors must be a part of the scale of the energetic material manipulated, if the
authorizations are correct, and if the work is conducted at the appropriate time with people to provide

first aid or trigger emergency mode if necessary.
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IDENTIFYING SAFETY CONSTRAINTS

System-level Hazard Associated Losses

Energetic Materials are handled without operational training. [L-1],[L-2], [L-3], [L-4], [L-5], [L-6], [L-7]

System-level Safety Constraints

Operators must conclude operational laboratory training for handling Energetic Materials.
Operational laboratory trainings must approach the safety constraints and guidelines on handling
Energetic Materials.

The Laboratory Managers must periodically implement training for safely handling Energetic Materials to
the Laboratory Supervisors and Operators.

Laboratory Supervisors must verify if the Operators have concluded the training for safely handling
Energetic Materials before authorizing the activities.
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e STPA APPLICATION

MODEL the Control IDENTIFY Loss
Structure Scenarios

Losses Behavior to prevent
Hazardous What could go wrong?
Safety Constraints

Stakeholders How could
behavior occur

DEFINE purpose of the IDENTIFY Unsafe
Analysis Control Actions

Leveson, N. G., Thomas, J. P. STPA Handbook. USA, 2018.
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Research Centers

Materials Request
Equipment Request

Resources
A

Status Reports

Production Schedule

Change Requests

Operational Reports

Companies (Laboratory
equipment and Materials)

Policy Standards
Safety Standards

Hazard Analysis

Progress Reports

Safety Constrains Test Reports

= Safety Policy
Operations Reports
Standards
Problem Reports
Resources
Laboratory Schedule
Operators
Equipment requests
2 Researches
Materials request | |

Maintanance Requests | [Datasheet
Calibration Schedule Incident Reports

Delivery Schedule
Operational Manuals
Materials Restrictions

Standards/Regulations

Laboratory Manager

Mission Assurance
Requirements
Resources
Researches

Test Requirements

Work Procedures

Documentation
Design Rationale

Inspections and Audits
Request Schedules
Acceptance of Equipment and IV

Additional Equipment

and Materials
Necessary Change Requests
Main Problem reports

Audits/Inspections Safety Reports

Production Schedule

Schedule of Materials Provision
.|, |Schedule of Equipment Provision

Laboratory Equipment and Materials
Project/Design/Manufacturing

Laboratory Supervisor

Operational Standards
Safety Standards
Work Instructions

Operating Procedures
Audits/Inspections
Demand Researches

Operations Reports

Provide Equipment
Software Revisions

Operating Procedures

Operational Reports
Incidents

Materials Equipment
Energetic Environmental Storage Verify Laboratory
Materials Control Systems Devices Environmental Conditions
Supervise Laboratory Activities
Reaction Personnel Protective Equipment | Verify Laboratorial Equipment
Agent Support Researches
Laboratory Tools | Review Synthesis Results
Other
Chemistry Materials expiration
Materials | Other Laboratory Equipment | Operational Reports

Change Requests
Equipment Calibration
Laboratory activities
Detailed Schedule

Laboratory Schedule
Materials Necessity
Equipment Request
Experimental Results

Accidents and Incidents

Analyses
Provide Materials
Laboratory
Storage Facilities Backu
Environmental Control Systems .
Tools
. . Energetic Personnel
Humidy Temperature Enviroment Materials Protective
Sensor Sensor actuators Equipment Other Chemicals
Materials
Laboratory Operation
Energetic Other
Cryogenic Glass Materials Chemicals ,
Handling Handling Handling Operations Vemtitation
Controled Process ka‘."g Instructions Problem Reports
Operating Procedures |,
Laboratory Controller
Researcher Operator Programmed Operator Other
(Human Controller) (Autonomous Contraller) Laboratory
Support
Equipment
Experiment Command Process Variables Status

Emergency Mode

Laboratory

Reaction Actuators

Systems Data

Laboratory Reaction
Sensors

Process Control

Energetic

Experiment with

Process Variables
Systems Components

Other Inputs and ~
Disturbances

Process Outputs

Hierarchical Control Structures

Research Centers
Companies
Laboratory Manager
Laboratory Supervisor

Operator
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Laboratory Operation

Energetic Materials Handling

L

Controled Process

Working Instructions

¢ Problem Reports
Operating Procedures \

Laboratory Controller

Laboratory
Reaction Actuators

Process Control

Resesarcher Cperator Frogrammed Operator
(Human Controller) (Autonamous Contraller) <
Experiment Command Frocess Variables Status
|, Emergency Mode Systems Data

Laboratory Reaction
Sensors

J Experiment with

Other Inputs and ~
Disturbances

Process Variables
Systems Components

Energetic Materials

N

Process Outputs

Analyzed Process
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e STPA APPLICATION

MODEL the Control IDENTIFY Loss
Structure Scenarios

Losses Behavior to prevent
Hazardous What could go wrong?
Safety Constraints Why?

Stakeholders How could
behavior occur

DEFINE purpose of the IDENTIFY Unsafe
Analysis Control Actions

Leveson, N. G., Thomas, J. P. STPA Handbook. USA, 2018.
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Control Action

Command
Experiments with
Energetic
Materials

Provide
Emergency Mode

Not providing
causes hazard

{ UCA-2: The operator does not )
provide Experiment
Command when the system
has acceptable Process

KVariables. y

[H-3] [H-5] [H-6] [H-8] [H-9]

UCA-16: The operator does
not provide Emergency Mode
when the Systems
Components are out of the
safety or experimental limits.

[H-1] [H-3] [H-5] [H-6]
[H-7] [H-8] [H-9]

UNSAFE CONTROL ACTIONS

Providing causes
hazard

UCA-3: The operator provides
Experiment Commands when
the Laboratory is not in the
correct Environmental
Condition for Energetic
Materials handling.

[H-3] [H-5] [H-6] [H-8] [H-9]

UCA-17: The operator
provides Emergency Mode
when the system is inside
predefined conditions for
Energetic Materials handling.

[H-3] [H-5] [H-6] [H-7] [H-9]

H-3 Laboratory equipment out of calibration standards.
H-9 Energetic Materials are handled without operational training.

Too early, too late,
out of order

UCA-11: The operator
provides Experiment
Commands out of order and
not in accordance with the
operational procedures.

[H-1] [H-3] [H-5] [H-6] [H-9]

UCA-19: The operator
provides Emergency Mode too
late after the system achieves
critical safety or experimental
conditions.

[H-1] [H-3] [H-5] [H-6] [H-7]
[H-9]

Stopped too soon,
applied too long

UCA-13: The operator applied
too long the Experiment
Commands, changing the
expected system components.

[H-1] [H-3] [H-5] [H-6] [H-9]

UCA-21: The operator stopped
too soon to provide Emergency
Mode before the system
conditions achieved safety or
acceptable experimental limits.

[H-3] [H-5] [H-6] [H-9]
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e STPA APPLICATION

MODEL the Control IDENTIFY Loss
Structure Scenarios

Losses Behavior to prevent
Hazardous What could go wrong?
Safety Constraints Why?

Stakeholders How could occur
Because

Control acti ded
DEFINE purpose of the "CDENtT'FlYAUssafe {mproperly/not executed
Analysis ontrol Actions

Leveson, N. G., Thomas, J. P. STPA Handbook. USA, 2018.
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UCA

UCA-3

UCA-16

LOSS SCENARIOS

Loss Scenarios

Causal Scenario 5: Experiment
command in
incorrect Environmental
Conditions for Energetic
Materials handling of
errors in the operational
procedure resulting in
incorrect analytical data or
accidents.

Causal Scenario 6: Emergency mode

when the Systems
Components are out of the safety or
experimental limits of a lack of
Laboratorial facilities, Equipment,
Materials, hardware, or tools to execute
the procedure for Emergency mode.

Because

Associated Causal Factors and mitigation constraints

e Operational procedures do not inform about the setting for
Environmental Conditions.

* Operational procedures are incomplete, not detailing the process to
set the correct Environmental Conditions for each Energetic Materials
handling. (Room temperature)

e Operational procedures were incorrectly defined, informing wrong
values.

* Operational procedures were not updated after process changes.

* Operational procedures were incorrectly updated after process
changes.

* Laboratory facilities, equipment, materials, hardware, or tools are
improperly stored or not identified.

* Laboratory facilities, equipment, materials, hardware, or tools are
unavailable.

* Laboratory facilities, equipment, materials, hardware, or tools are not
operational.

* Laboratory equipment, materials, hardware, or tools are not correctly
calibrated. (Thermometer — Synthesis)
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UCA

Provide Experiment
Commands with
Energetic Materials in
correct conditions.

OR

Provide Emergency
Mode when Process
Variable Status or
Systems Data is out of
acceptable conditions.

s LOSS SCENARIOS

Loss Scenarios

Causal Scenario 1: Laboratorial
equipment actuators execute
unproper Experiment
commands due to calibration
flaws. Resulting in incorrect
analytical data or accidents.

Ambient moisture — FT-IR

Causal Scenario 2: Laboratory
equipment actuators execute
unproper Experiment commands
due to operational malfunction.
Resulting in incorrect analytical data
or accidents.

Causal Scenario 3: Laboratorial
equipment actuators does not
execute Experiment commands due
to operational failures. Resulting in

incorrect analytical data or accidents.

Control actions commanded

improperly/not executed

Associated Causal Factors and mitigation constraints

* Laboratorial equipment actuator was not calibrated.

* Laboratorial equipment actuator is with calibration out of
expiration date.

* Laboratorial equipment actuator is out of nominal
specification, needing maintenance or substitution.

* Laboratorial equipment actuator is not operational.

* Laboratorial equipment actuator was not updated after
process changes.

* Laboratorial equipment actuator was incorrected updated
after process changes.
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e STPA APPLICATION

MODEL the Control IDENTIFY Loss
Structure Scenarios

Losses Behavior to prevent
Hazardous What could go wrong?
Safety Constraints Why?

Stakeholders How could occur
Because

Control acti ded
DEFINE purpose of the "CDENtT'FlYAUpsafe {mproperly/not executed
Analysis ontrol Actions

Leveson, N. G., Thomas, J. P. STPA Handbook. USA, 2018.
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e STPA APPLICATION

* 07 Losses

* 09 System-level Hazards

» 39 Safety Constraints

* 53 Controller Responsibilities

e 22 Unsafe Control Actions from 2 Control Actions analyzed

14 Loss Scenarios with Associated Causal Factors and Rationales.
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e APPLICABILITY OF THE ANALYSIS

* Any research laboratory that handle Energetic Materials.
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Avoid loss scenarios
Mitigate the consequence of laboratory hazards
Reduce experimental rework

Decrease waste of chemicals
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STPA applied to:

* Avoid undesired events or to mitigate their consequences during the
Energetic Material Handling in research centers.

* Propose improvements for research laboratories and exemplify benefits
for increasing safety in handling energetic materials.

« Supervisor paper “Discipline precedes spontaneity”

 Why? Prevent Loss of human life or human injury of
laboratory-related personnel.
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* Why? Prevent Loss of human life or human injury of
laboratory-related personnel.

VLS-1 VO3 (Sao Luis Launch Operation)
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Control Action

Command experiments
with Energetic
Materials from
Operator (Human
Controller)

or

Programmed
Controller
(Autonomous)

Not providing
causes hazard

UCA-1: The operator does not provide
Experiment Command when the
Laboratory is in the correct
Environmental Conditions for
experiments with Energetic Materials.

[H-3] [H-5] [H-6] [H-8] [H-9]
UCA-2: The operator does not provide
Experiment Command when the system

has acceptable Process Variables.

[H-3] [H-5] [H-6] [H-8] [H-9]

UNSAFE CONTROL ACTIONS

Providing causes
hazard

UCA-3: The operator provides Experiment
Commands when the Laboratory is not in
the correct Environmental Condition for
Energetic Materials handling.

[H-3] [H-5] [H-6] [H-8] [H-9]

UCA-4: The operator provides Experiment
Commands when Laboratory Equipment
or Materials used in the system are with
expiration out of date. [H-1] [H-2] [H-3] [H-
4] [H-5] [H-7] [H-9]

UCA-5: The operator provides Experiment
Commands when the amount of Energetic
Materials is outside of the acceptable
range of laboratory safety constraints.

[H-1] [H-2] [H-3] [H-4] [H-5] [H-9]

UCA-6: The operator provides Experiment
Commands without using proper Personal
or Collective Protective Equipment. [H-2]
[H-3] [H-5] [H-6] [H-9]

UCA-7: The operator provides additional
Experiment Commands when the Process
Variables, system components, and
operational procedures indicate that the
experiment has finished.

[H-3] [H-5] [H-9]

Too early, too late,
out of order

UCA-8: The operator provides Experiment
Commands too early before the system
Process Variables have achieved the
indicated values established in the
operational procedures for energetic
materials handling.

[H-1] [H-3] [H-5] [H-6] [H-9]

UCA-9: The operator provides Experiment
Commands too early before the laboratory
environment conditions are in the
acceptable range for energetic materials
handling.

[H-3] [H-5] [H-6] [H-8] [H-9]

UCA-10: The operator provides Experiment
Commands too late, after the prescribed
time established in the operational
procedures.

[H-1] [H-3] [H-5] [H-6] [H-9]

UCA-11: The operator provides Experiment
Commands out of order and not in
accordance with the operational

procedures.

[H-1] [H-3] [H-5] [H-6] [H-9]

Stopped too soon,
applied too long

UCA-12: The operator stopped too soon to
provide Experiment Commands before the
system had achieved the expected Process
Variable conditions.

[H-1] [H-3] [H-5] [H-6] [H-9]
UCA-13: The operator applied too long the
Experiment Commands, changing the

expected system components.

[H-1] [H-3] [H-5] [H-6] [H-9]
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Control Action

Provide Emergency
Mode from EMH
Operator (Human
Controller)

or

Programmed
Controller
(Autonomous)

Not providing
causes hazard

UCA-14: The operator does not
provide Emergency Mode when the
Reaction/Analysis Sensors (Process
Variable Status or Systems Data)
indicate that the Energetic Materials
handling is out of acceptable
conditions.

[H-1] [H-5] [H-6] [H-7] [H-8] [H-9]

UCA-15: The operator does not
provide Emergency Mode when the
feedback of the Reaction/Analysis
Sensors (Process Variable Status or
Systems Data) is
uncertain/unknown. [H-1] [H-3] [H-
5] [H-6] [H-7] [H-8] [H-9]

UCA-16: The operator does not
provide Emergency Mode when the
Systems Components are out of the
safety or experimental limits. [H-1]
[H-3] [H-5] [H-6] [H-7] [H-8] [H-9]

UNSAFE CONTROL ACTIONS

Providing causes
hazard

UCA-17: The operator provides
Emergency Mode when the system
is inside predefined conditions for
Energetic Materials handling.

[H-3] [H-5] [H-6] [H-7] [H-9]

Too early, too late,
out of order

UCA-18: The operator provides
Emergency Mode too early, while
the experimental Process Variables
Status is in a transient state. [H-3]

[H-4] [H-5] [H-6] [H-7] [H-9]

UCA-19: The operator provides
Emergency Mode too late after the
system achieves critical safety or
experimental conditions. [H-1] [H-3]
[H-5] [H-6] [H-7] [H-9]

UCA-20: The operator provides
Emergency Mode out of order, not
in accordance with work
instructions.

[H-1] [H-5] [H-9]

Stopped too soon,
applied too long

UCA-21: The operator stopped too
soon to provide Emergency Mode
before the system conditions
achieved safety or acceptable
experimental limits. [H-3] [H-5] [H-6]
[H-9]

UCA-22: The operator applied for too
long provision of Emergency Mode,
achieving sensors inoperative status.

[H-3] [H-5] [H-9]
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