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The Railway as a Distributed Cognitive System
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Put safety first
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Basic STPA Method
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Manufacturing Evolution and
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Manufacturing Evolution and
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Transactive Memory Systems in Product Development Teams
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How did using STPA help?



- STPA control structures are useful cognitive artifacts that
offer decision making stability in the face of strategic
uncertainty.
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- Blending STPA with human factors methods can surface
system vulnerabilities and unlock opportunities for creative
decision making and innovation.
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- STPA provides structure and processes to consider
humans and machines as collaborative agents during the
design of complex systems.
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Human Factors Design Scope - Train Drivers
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Evoke trust

Department for Transport

x ¥
' 1
! i
: |
I
Rail Accident [ Office of Rail and Road i
Investigation Branch !
X X L) i
+ i H 1 i
H i ' | '
' | i I '
' | H 1
' ! Rail Safety and Standards Board ! !
1 | ' '
' | ¥ A H 1
' i ' i 1 '
1} 1 1} ] ] I
r H y | H H ! H
Network Rail Train and Freight
CFO, 1R, Rout Technical Syst Regi £ — i i
T | [nee | [y [amen] P *|  Opersting Companies
[y *
systEm | SYSTEM !
DEVELOPMEN! OPERATIONS |
4 H
Project Operations
Management ': Management

L

|

Design and
Documentation

v h

Implementation
and Assurance

Operating Process

[ Operator

f
Autornation|4
i

| actuztors| | Sersors |
A

|
Equipment !

External Disturbances

Supply
Chain

Evolution

Maintenance and

Key
— Control
----p Feedback

From Signaling or PICOP:
Signal (Aspect)

Reuting Indication Driver Report

Canfirmation

Verbal Instructions

Feedback from outsids cab/windew
Current{Upcoming Speed Limits
Intended Stapping Locations/timetable
Trackside Signage and Warnings

Additional Faadback
Sectional, WON, Dally briefing nores
Traction Type

Speed Control

Traim Length

la—i— Brake Performance

Senzas (pragrioception)

External Hazards (weather, trespassers etc)
n

(Driver)
i

Visual Indicators of P
5

Current schedule/timetable performance

Signalling
Syatem

Routing

Accelerate

Service Brake (Level)
Emergency Brake
Brake Release

| Current Speed
Diraction of Traval
AWSITPWS warnings
Systemn Status
Braka Status
Brake Performance

Location

Train

(Block)




Deliver resilient
performance

Use human-
centred design
methods

Reduce risk
through digital
engineering

Neuroergonomics

Eye Tracking

Understanding where drivers look

n of visual attention
of fixations, saccades an

Mentol worklood evzlua

nalysis of blink rat

Psychophysiological Measures

Understanding the biological markers
of emotion

train and workload through anatysis of
heart rate variability

Tracking attention, startle response,

support




“The only way to know how
a complex system will
behave—after you modify it—
1s to modify it and see how it

behaves.”
George E. P. Box
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