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the United States Air Force, the United States

Department of Defense, or the United States Government

The Following is New Material Representing Insights Gained

Applying STPAec on RealWorld Projects over the last 12 Month




Bottom Line Up Front (BLUF)

ASecurity architecture is the collection of hardware, software,
processesetc that work together toprotect something

ASecurity architectures implement & enforce security policy (rules
RSTAYAY3d aa SCoudNE specdyind sedide BeRafd &)y

ASecurity architecture will only be as effective (at best) as the
security policy it implements (most losses are pofeEated)

ASTPASec allows stakeholders to find and fix deficiencies in policy
before adversaries find and exploit them in the architecture

Sketch of Security Poli¢gTPASec) Security Architecture Bluepyr'in(é')igital Engineering)
Control Plane (Abstraction) Physical & Data Plane (Real World)



Security Policy Example: &1 Airport Screening




Security Policy is Main Element of Gencept of
Secure Functionfor a Given Business or Mission
ConOp

Security Polic
Objectives

Organizational
Security Policy

System
Security Policy

An informal model of how rule

3 classes of "UbSorcement is i

Concept of Secure Function Identifies What Things Within the

ConOpMust Be Protected and How They Will be Protected

*Definition: A strategy for achievement of secure system function that embodies proactive and reactive protection capabilityysfehe(NIST
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Problem Framework
Goal / Purpose
Unacceptable Losses

C Analysis / Synthesis D
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Functional Framework
Hazards
Control Structure
Hazardous Control Actions
Constraints / Control Requirements

Security Polic

Objectives

Analysis / Synthesis ..
Organizational

Security Policy

o To o Do Do

Enterprise Architecture
Components, Connections, Flows
Disruption ScenariosAdversary,
Accident, Nature)

Initial Control Set
Wargame
Refine

System
Security Policy

STPASec Maps to the 3 Classes of Policy
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AA firewall i
security device that
monitors incoming and
outgoing network traffic and
decides whether to allow or
block specific traffic based
ona

oWhat Is a Firewall?
Cisco

NETWORK
TRAFFIC
UNFILTERED

CANBSGI
Policy Enforcement Architecture

f ¢

Reference

Monitor

Security
Policy

Security Mechanism

Observe {Traffic Features

Process

Enforce {Allow, Block, etc}

NETWORK
TRAFFIC
FILTERED

Ref: www. cisco.com/eh/us/products/security/firewalls/


https://www.cisco.com/c/en/us/products/security/firewalls/what-is-a-firewall.html
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Summary

AMost losses are actually policy problems, NOT technology problems

ALosses occur due to incomplete, conflicting, flawed, and/or ineffective

security policy
ASecurity architecture implements (enforces) security policy

ASTPASec provides a way to bring security engineering into the concept stag
of the engineering lifecycle (through development and analysis of the Conce

of Secure Function)

ASTPASec allows stakeholders to model and improve their security policy

before attempting to build the security architecture

Applying STP&Aec to Security Policy Development and Analy:
Provides a Strategy Perspective to Complement Existing TaclR



Questions?

AMy Contact Information
AD 2 @\Wiliia¥.Young.3@US.AF.Mil
AAcademic / Industry!'YOUNG @MIT.ecar WEYoung@Syr.edu
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