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Self-Introduction

Prof. Nancy Leveson 

Tomoko Kaneko  Ph.D(informatics)
• Specially Appointed Associate Professor, National Institute of 

Informatics(NII), Japan
• Working in NTTDATA inc. as a R&D Engineer
• Worked in Information Promotion Agency (IPA) in 2016-2019
• Certified Auditor of Information Security(CAIS) 
• Researcher of Tokyo Denki Univ

Business experience: 
• Air-to-Ground Airline 

communication system
• Pachinko prepaid-card system

(Experience of Security Attack)

Research topic: 
• Safety & Security Engineering
• Secure Development Methodology
• Quality Assurance of AI system
• Engineerable AI @eAI project
<STAMP Research>
• STPA for Threat analysis
• CAST for Cyber-security Incident
• CAST for IT Operation Accident 
• CAST for  Autonoumous Driving  Accident



World authority of Safety

Information Promotion Agency (IPA) promoted 
STAMP
• STAMP（System Theoretic Accident 

Model and Process）
by Prof. Nancy Leveson

History of STAMP Activities in JAPAN

STAMP Support Tool 
for free



◼ The 1st Asian STAMP Workshop 
◼ It was the 5th time STAMP Workshop in 

JAPAN last November!!

◼ We expand the scope of participation 
globally, set up an English session, and 
hold it as the first STAMP workshop in 
Asia.

◼ This year is a virtual workshop, so of 
course you can participate not only from 
Asia but also from all over the world. 
(Most of the participants are Japanese, 
but there are participants from India, 
Brazil, Thailand and Canada)..

Keynote Talk 

:A Systems 
Approach to Safety 
and Cybersecurity: 
More Effective and 
Cheaper by Prof. 
Nancy G. Leveson 



CAST Handbook translated in Japanese
http://psas.scripts.mit.edu/home/wp-
content/uploads/2021/06/CAST_HandbookJPN.pdf



CAST evaluation experiment

Purpose
• Can the safety tool CAST be applied to the analysis of 

cybersecurity incidents?
• Is it effective?

• Analyze the incident report of AIST(National Institute of Advanced 
Industrial Science and Technology)

• The report summarizes the state of damage and causes of 
unauthorized access to the information system issued in February 
2018 and summarizes information security measures.

* Assuming the analysis, the analyst is described in the report.
Analyses are carried out after obtaining the results of investigations 
and other facts as known information.



Date and time: February 6, 2018
As the main information system of AIST
• Mail systems using cloud services
• unauthorized access to both internal systems that are built on their 

own.

(1) Stealing the login ID of an employee
(2) Password detection by password trial attack
(3) Illegal offender to internal system using login ID and password of staff
(4) Stepping on internal system servers
(5) stealing or browsing files stored on multiple servers of the mail 
system and internal system. A series of fraudulent acts were carried out.
(6)Than unauthorized access to AIST's information systems report on.

CAST  Procedure1: Assemble Basic Information
Outline of unauthorized access to information systems from outside



Identify system-level constraints
required to prevent hazards from identified 
hazards/hazard/safety constraints by gathering basic 
information

Accident/Incident Hazard/Threat Constraint

Unauthorized 
intrusion into the 
internal system

There is no defense in 
the route from the 
outside to the internal 
system

There is a defense in 
the route from the 
outside to the internal 
system

Be attacked from the 
outside

Not attacked from the 
outside

Defining the range of systems and analysis involved in the loss



Create questions that require answers to explain why the 
event occurred
(to Explain what happened without conclusions or criticism)
The event chain and question generation analysis clarify What (what 
happened) and Why (what you want to clarify to determine the 
cause) and generate questions that may require answers to the 
survey results in response to the reasons for each event.

What-Why It is not
Who-Why analysis

ID Event occurring in systems and 
operation and maintenance that is 
close to the loss
（What？What happened

Create questions that may need to be answered to 
explain why each event occurred
（Why？Desired to clarify the cause of the accident.

1<Accident 01>
An attempted password attack (Blue 
Force attack) was carried out on an 
authentication server built on an 
external network.

<Detection and analysis>
Q1-1. Why did you not detect a password attempt 
attack?
<Prepare>

Q1-2. Why was the authentication server built in an 
external network? Was the risk considered?
Q1-3. Why was the address of the authentication 

server identified?



Create a Control Structure for system and 
operational maintenance

One of the direct damages:
For 143 accounts

E-mail
With the package insert

stolen



You can follow the flow of cyber security attacks with CS diagram components, 
control actions, and feedback flow. 

Attacker

(1) Illegal login primary attack
(2)Illegal login

(3) Stepping server

(5) Stepping server

(6)Stepping server

(7). Invalid search

(8) Illegal login second attack

(4) Illegal login
(4) Illegal login

(4) Illegal login

Modeling existing control structures 



<Responsibility for security>
・Collate user ID and password on the authentication server and grant 
access permissions only to users whose matching result matches
<Unsecure control actions>
(1) Nothing was done for a login attempt failure of the same user ID.
Accessing 
<Process/Mental Model Defects>
(1) suspicious password attempts were not included in the scope of 
the Integrated Network Monitoring. There was no control over 
<Decision-Making Situations and Background>
(1) The authentication server was managed by another maintenance 
contractor and was located outside the AIST network.

Analysis at the Physical component level

Example of 
Mail system



Analysis at the abstract component level

(Partial excerpts)

(Abstract 
Events) Responsibility for safety Unsafe control actions
Unauthorize
d access to 
the mail 
system

・The authentication 
server matches the 
login ID and password 
and returns the 
authentication result to 
the user.
・The password-

authenticated login ID 
allows viewing of mail, 
personal folders, and 
shared folders.
・Access permissions 

are not granted to users 
whose matching results 
do not match

・For multiple automated login attempts, the 
matching result was successfully returned.
・Illegal login information was used.
・Lockout or other processing was not 

performed for the login attempt failure of the 
same user ID.
・It was impossible to determine whether the 

authorized user had access to the system or 
the attacker.
・In response to an attack from an attacker, 

the surveillance judged that the attack was 
"unsuccessful."
・The server owner (AIST) did not respond to 
the fact of the attack.
・Failed to notice that an authorized user was 

logged in incorrectly.

An abstract event is not a component alone, but an event 
involving multiple components and is analyzed based on 
four perspectives: 
safety responsibility, unsafe control actions, process/mental 
model defects, and decision-making situations and 
backgrounds.

System overview analysis
Analyze system impact from 186 defects



The results of the experiment

Comparison with AIST report
Cause of the damage AIST CAST

(1) System and 
equipment problems

Mail system login method 〇 ◎

External sites that were associated with internal 
servers

〇 ◎

wide-area, flat internal network 〇 〇

Insufficient monitoring of internal networks 〇 〇

Existence of an administrative network server 
without access restrictions

〇 ◎

Vulnerability of information devices 〇 〇

2) Password and encryption key management and strength issues 〇 ◎

(3) Problems with the management of the subcontractor 〇 〇

4) Management Issues 〇 ◎

CAST can find more concrete cause of damage than 
AIST report.



Conclusion

Can CAST be applied to the analysis of 
cyber security incidents? 
→Yes！！
→ However, it can be used, but it is necessary to consider the 
difference between safety and security terms and targets.

Is it effective? 

→Definitely Yes！！
Let's use it together and realize safety and security!
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