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Introduction and Definition:
The purpose of this white paper is to present a case study to evaluate the suitability of
Systemic Theoretic Process Analysis (STPA) to identify managerial risks. Risk identification
and mitigation are important tasks of management. The need to actively manage risks can
be summarized in Gilb’s risk principle1, “If you don’t actively attack the risks, they will
attack you”. Risks can be technical in nature such as those found in requirements,
specifications, designs, software, and components or managerial in nature such as those
found in staffing, training, compensation, and culture.
STPA has already demonstrated its usefulness for hazard analysis of technology-based
systems, especially those which are controlled by software rather than simple mechanical
or electrical controllers2. STPA for management considers organizations as systems that
may also benefit from STPA analysis. The case study presented is the restart of a
manufacturing process after a 30-year hiatus using raw material that has been in storage.
The item to be produced is called a widget for the purposes of this case study. The widget
is produced with government funding and many levels of oversight. However, the
technique used in this case study could apply to many other project types. This case study
identified 84 risks using STPA and created an Excel spreadsheet risk tracking tool to add
classification and mitigations to each identified risk. This case study indicates that STPA for
management can identify risks and document them in an easy to review format.
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Typical Risk Management Process:
A typical risk management process has multiple steps:
1.
2.
3.
4.

2.1

Identify the risk, what are the undesired outcomes?
Assess the risk, how severe is the consequence of the risk?
Develop responses to the identified risks to control them.
Develop a risk (contingency) plan and preventive measures to continuously
monitor the risks and update the plan as appropriate.

Identifying Risks:

There are several techniques to help identify technical risks such as Failure Modes and
Effects Analysis (FMEA), Fault Tree Analysis (FTA), Root Cause Analysis (RCA), What If
Analysis, Cause and Effect or Fishbone Diagrams, Swot (Strength, weakness, opportunity,
threat), Brainstorming, Checklists, Interviews, etc. However, the study of several tragic
accidents for instance the chemical release at Bhopal3, and costly security breaches, for
instance the security hack at Equifax4, often reveal causes that are management related
such as government oversight failures, budget cutting, reduced staff, valuing performance
over safety, inadequate testing, inadequate training, personality conflicts, creating a
stressful work environment, etc. STPA for management considers the organizations
involved in the project as systems and identifies risks that may be overlooked by risk
analysis of the technical requirements and designs.

2.2 Assessing Risks:
Risk is commonly defined as the consequence of an undesired event multiplied by the likelihood of
it happening5. Theoretically, some risks are high in consequence, but very unlikely to occur. Other
risks are more likely to occur and may have a lesser consequence. Determining the actual likelihood
of a risk happening may be difficult or impossible6 as well as misleading. For instance, Boeing
calculated that the probability of a lithium ion battery failure on a 787 would be one in 10 million
flight hours. However, two batteries malfunctioned in just two weeks in 20137. Many tragic
accidents have happened due to errors that were calculated or estimated to be very unlikely to
ever occur, yet they did. This is especially true with software-controlled systems, where despite
high reliability hardware, the firmware or software and its interaction with other components can
still cause an undesired outcome. A system or software component that is reliable does not
automatically inherit the property of safety. Highly reliable software (for instance a software
component that can execute for long periods of time) may not be safe. The recent 737 Max
accidents is an example of reliable MCAS software that did exactly what it was designed to do,
point the nose of the aircraft down under certain conditions. However, this reliable software was
clearly not safe, as it could not tell the difference between faulty AOA sensor readings and correct
7
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AOA readings. In this case the software did not fail, but it did cause tragic accidents. Reliable
software can also be misused or ignored by an operator. For instance, automobile software that
automates driving. It may be reliable but lull the driver into complacency and cause the driver to
ignore an emergency where the driver needs to take control of the vehicle to prevent an accident.
These component interaction accidents are generally due to system or sub-system requirements
being incomplete or incorrect.
To address the first part of the risk equation in this case study (magnitude of an undesired
outcome) the following categories are used:
▪

Magnitude of Impact
• Public Safety
• Worker Safety
• Financial Loss
• Delay
• Trivial

The magnitude of impact is straight forward. The highest impact is jeopardizing public safety. A
lesser but still serious consequence is jeopardizing worker safety. Lesser consequences are financial
losses or project delays. Any consequence less than a delay would be considered trivial.
Traditionally risk consequence of error is multiplied by the probability or likelihood of occurrence.
However, as previously mentioned the probability of occurrence may be difficult if not impossible
to predict. Initially considered for this case study was using history to determine likelihood. The
assumption was if the risk had happened multiple times in the past it would be more likely to
happen in the future. If the risk happened only once in the past it would be less likely to happen in
the future. If the risk was yet to happen it would be the least likely to happen. However, the
counter argument with using history is if the consequence had occurred before it might be less
likely (as opposed to more likely) to occur again because whatever caused the risk event has been
mitigated.
For instance, modern blimps are filled with Helium gas because of several historical accidents
occurring using Hydrogen gas to fill lighter than air ships. In this example what has happened in the
past is not an indication it is more likely to happen in the future. In fact, it would be less likely to
happen in the future. Therefore, using history to predict the future for risks occurring can have
serious shortcomings.
Another concern with using likelihood of occurrence is confirmation bias. There have been
numerous examples of future predictions that failed to materialize. A few are listed below:
1. 1876 “Telephones will never catch on” William Orton – Western Union
2. 1927 “Who the hell wants to hear actors talk?” H.M. Warner – Warner Brothers
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3. 1946 “Television won’t last because people will soon get tired of staring at a plywood box
every night.” Darryl Zanuck – 20th Century Fox
4. 1977 “There is no reason for any individual to have a computer in his home.” Ken Olsen Digital Equipment Corp
5. 2007 #1 above plus: “Especially phones that act like computers” Steve Ballmer - CEO
Microsoft
In each case the person making the prediction had an interest in the new technology not being
successful because it would compete with or replace their current product. Confirmation bias may
well have limited their ability to predict the future. And these were very smart people making the
predictions.
This confirmation bias factor can also exist for an employee of a company attempting to put
together a risk prediction using likelihood. For example, at Colossaltron Inc. Bob is the risk
manager. He is a full-time employee of Colossaltron Inc. and happy with his career there. Bob
enjoys his boss and holds stock options in Colossaltron as part of his compensation package. Bob is
due for a big promotion soon. However, the culture at Colossaltron is to “not rock the boat”. Can
Bob predict the likelihood of an undesired event without confirmation bias?
In this case study the probability or likelihood for the second risk equation term was abandoned for
a new term called Institutional Risk (IR). Institutional Risk is based on the concept that the
attributes about the Institution(s) could increase or decrease the risk of an undesired consequence
happening. The attributes are divided into four categories:
1.
2.
3.
4.

Company or Institution
System being built,
Personal involved,
Project Management.
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Figure 1 Institutional Risk
In figure 1 two scenarios are presented. The top of figure one (in shades of red) shows a complex
system that is going to be built by a new company, using inexperienced staff on a new project. The
bottom of figure 1 (In shades of green) shows a simple system that is going to be built by a mature
company with experienced personnel on a typical project. The IR would tend to be higher for the
case at the top of figure 1. The IR would tend to be lower for the case at the bottom of figure 1.
Also, each attribute listed above contains multiple categories of risk contributors. Each risk
contributor within each risk attribute is given a risk grade 1-5
Institutional Risk
a. Highest -5
b. High - 4
c. Moderate -3
d. Low - 2
e. Lowest - 1

This approach assumes risk IR about the Company, System, Staff, and Project will make the
consequence of error more or less likely to occur. The Risk Inference spreadsheet is shown in
figures 2 thru 5. For the 20 institutional risk categories a selection is made from highest to lowest.
The institutional risks are averaged. They may optionally be weighted. The institutional risk average
value (figure 5 bottom right) is used as input to the risk inference column on the Risk Tracker
Spreadsheet (Sections 5.1 thru 5.9). The Institutional Risk value is multiplied by the Magnitude of
Impact of the risk. In this case study two Institutional Risks were calculated because two different
institutions were involved (The US government and a National Laboratory).
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Figure 2 Institutional Risk, Company

Figure 3 Institutional Risk, System
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Figure 4 Institutional Risk Personnel
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Figure 5 Institutional Risk Project with Average
Risk is calculated by multiplying the Magnitude of Impact number, for instance 5 by the
Institutional Risk (IR) in this example 2.15, yielding a risk score of 14 as shown in figure 6.In this
example all the optional weights are 1, so the highest Risk Score would be 25. The weights can be
entered as real numbers to de-emphasize or increase the impact of the risk contributors within
each risk attribute. The weighting factors (w) can be tailored to the Institution.
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Figure 6 Calculating Risk Score

Institutional Risk can also be applied to multiple Institutions and/or supply chains. Often systems
are not built by a single contractor but are built by a combination of suppliers. In this case
Institutional Risk may be calculated for each contributing contractor. In this case study three
Institutions are involved in restarting the production of widgets. The Government, Private Lab
Oversight, and The Lab. Each Institution has a separate Institutional Risk score as shown in figure 8.
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Government

Private Oversight

Lab

Figure 7 Calculating Multiple Institutional Risks

The example shown in figure 8 is a supply chain example, the primary contractor or supplier is
Sacred Cow Inc. Sacred Cow has a relatively low Institutional Risk score; however, they are
dependent upon Trusty’s Widgets for certain components. Trusty’s Widgets has a slightly higher IR
than Sacred Cow. Trusty’s Widgets however obtains some of its components from Shifty’s Widgets.
Shifty’s Widgets has a much higher IR score because it obtains some of its components from
questionable sources such as eBay.
An Institutional Risk sheet would need to be completed for each of the three suppliers. The score
to be used for the risk calculation could be calculated most conservatively by using the highest IR in
the supply chain. This asserts the IR for the combined Institution is only as good as the highest IR
(or the highest risk supplier). In this case Sacred Cow would be subject to the risk of ordering
components from eBay. However, when researching the suppliers to obtain information for their
Institutional Risk sheets attention should be paid to each supplier’s ability to spot defects or poor
quality on components that are supplied to them. If the supplier can demonstrate an incoming
inspection process that assures defective parts will be rejected, then the IR could be based on an
Institutional Risk higher in the supply chain.
15
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Figure 8 Supply Chain
In summary, using Institutional Risk (IR) was used to replace likelihood of failure. Likelihood of
failure can be subject to errors such as mitigation of historical events and confirmation bias. Using
Institutional Risk eliminates these error sources and allows the consequence of error to drive risk.
Confirmation bias can still play a role in doing an Institutional Risk assessment, so the person(s)
doing the Infrastructure Risk assessment should be as impartial as possible.
For environmental risks, and electro/mechanical parts which contain either historical data or
reliability data a binary approach was used for this case study. The binary approach is to assume
that events with likelihoods of 1 in 100,000 are going to happen, and events over 1 in 100,000 are
not going to happen and will not be considered. The threshold of 100,000 is somewhat arbitrary
and can be adjusted. The environmental likelihoods also vary by region. For instance, Earthquakes
are more likely in California than Florida. Hurricanes are more likely in Florida than California.
Earthquakes were considered in this case study based on the location of the widget production
facility. Hurricanes were not.

2.3 Developing Risk Responses to Control the Risks:
Part of the risk management process is to develop responses to the risks that are identified. The
statuses are:
•
•

Identified
Active
16
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•
•

Closed
Unassigned

To be on the list of risks the risk must be identified and the risk response (below) is initially
unassigned. When a mitigation (or other risk response) is put in place it is then deemed active.
When the risk no longer exists, it is closed. The risk response is selected from the list below:
•
•
•
•
•
•

Leave It
Monitor
Avoid
Move
Mitigate
Unassigned

In this case study the identified risks are active and mostly contain example mitigations. However,
there are other possible risk responses, some of which are listed above. The risk can be accepted,
and the status set to “leave it”. The risk can be monitored by setting up surveillance or data
acquisition and monitoring. The risk can be avoided if the activity that causes the risk can be
eliminated. The risk can be moved, for example moved to a sub-contractor. Or as in most cases in
this case study the risk is mitigated, actions are put in place to reduce or eliminate the possibility of
the risk occurring.

2.4

Develop a Risk (Contingency) Plan and Preventive Measures

A Risk Plan is created to:
• Track the identified risks,
• Periodically assure the risk responses are being applied,
• Update as new risks are identified,
• Modify existing risks or risk responses,
• Remove identified risks that are no longer a concern.
There are several excellent Risk Management techniques that are widely used and are successful.
The object of this case study is focus on the first two tasks in the Risk Management process,
identification and assessment of risks, that can then become part of a new or existing Risk
Management plan. In the example of this case study a Risk Management Plan was done many
decades ago for the original production run of widgets. Therefore, the risks identified in this case
study would be in addition to any that were previously identified with other techniques.

Applying STPA to Risk Management, Modeling the Control Structure:
STPA uses a hierarchal control structure shown in figure 9 which is a system model composed of
feedback and control loops. A controller provides control actions to control some process and to
enforce constraints on the behavior of the controlled process. The control algorithm represents the
17
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controller’s decision-making process—it determines the control actions to provide. Controllers also
have process models that represent the controller’s internal beliefs used to make decisions.
Process models may include beliefs about the process being controlled or other relevant aspects of
the system or the environment. Process models may be updated in part by feedback used to
observe the controlled process8.

Figure 9 Basic Hierarchal Control Structure
STPA uses the control actions path shown in figure 9 to analyze what could happen if inadequate
control actions are taken:
•
•
•
•

Control Action Not Given
Control Action is given but is unsafe
Control Action is too late, too early, or in the wrong sequence with other control
actions
Control Action is executed for too long or for too short a time.

STPA uses the feedback path shown in figure 9 to analyze what could happen if inadequate
feedback is given:
•
•
•
•

Feedback not given
Feedback is incorrect
Feedback is late
Feedback is too long or too short

For example, an air traffic controller asks a pilot to change altitudes to avoid terrain directly ahead.
Assume the pilot and air traffic controller are appropriately trained and are appropriately
experienced in their jobs. They are both familiar with FAA regulations (the control algorithm).
In our example the air traffic controller directs the pilot by broadcasting the flight designation
followed by the requested altitude. For instance, “AA 327 climb to FL70”. This tells the pilot of
Acme Airlines flight 327 to climb to a flight level of 7,000 ft (control action). The pilot or copilot of
18
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Acme Airlines flight 327 would report back what they heard, for instance “AA 327 climb to FL70”
(feedback). By the aircraft reporting back verbally what they think they heard reduces the risk that
the instruction was not understood. The pilot or co-pilot would then take the necessary actions to
implement this control action.
Using the example above STPA can uncover some additional unsafe control actions:
•
•
•
•

The controller forgets to ask for the altitude change (Control action not given)
The controller sends the request to AA 237 (Control action is incorrect)
The controller delays the request until the aircraft has crashed into the terrain (Control
action is too late)
The controller’s transmission is shortened due to radio static (Control action to short)

The guide phrases are also used on the feedback path uncovering additional risks:
•
•
•
•

The pilot does not report back to the air traffic controller (Feedback not given)
The pilot reports back he will climb to FL90 (Feedback is incorrect)
The pilot does not report back until the plane encounters the terrain (Feedback given
too late)
The pilot’s report is shorted due to radio static (Report to short)

The basic technique used for STPA for management risk identification is to analyze each interaction
between a supervisor and supervisee, the yellow boxes in figure 10. The supervisor is assumed to
be a person(s) or entity in the organization that supervise or manage the person(s) or entity below
them in an organization (supervisee). The supervisor and supervisee each have a mental model and
a control algorithm (orange boxes) that will influence the actions issued and feedback given. The
way the supervisor provides control actions (management of the supervisee) is by applying control
actions in a management tasks context:
•
•
•
•
•

Planning
Organizing
Staffing (Coordinating)
Directing (Commanding, Leading)
Controlling

Which are arguably the essential tasks of management9. In STPA for risk management these are the
inputs to the supervised entity. In figure 10 the four guide phrases (left green box) can apply to any
of the five tasks of management (left blue box) to create up to twenty questions that can be asked
about (used to analyze) the control actions flowing from the supervisor to the supervised activity.
The supervised entity gives feedback to the supervising entity applying feedback in a management
report context:
•

Written
19
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•
•
•

Verbal
By firsthand observation
N hand observation

In figure 10 the guide phrases (right green box) can be applied to the four types of reports (right
blue box) to create 16 questions that can be asked (used to analyze) the feedback loop.
STPA also considers the mental model (what the supervisor believes the supervisee is doing) and
control algorithm (the correct constraint to issue for a perceived mental model) of the supervisor.
Likewise, the process model of the supervisee (what the supervisee believes the supervisor wants
done) and the control algorithm of the supervisee (the correct action to take given the perceived
mental model) determine the reports sent back to the supervisor. The supervisor and supervisee
mental models and control algorithms are shown in the orange boxes in figure 10. However, in the
case of humans there may be pre-existing beliefs that can taint the belief models or influence the
control algorithm of the supervisor and the supervisee. Pre-existing beliefs may come from:
•
•
•
•
•
•

Training
Experience
Communication (verbal and non-verbal)
Orientation (self-centered versus other-centered)
Health (physical and mental)
Attitude (emotional state, workload)

These pre-existing beliefs may influence the model or control algorithm of the supervisor or
supervisee and in some cases even override the control actions given or feedback received. For
instance, in the Asiana 214 crash10 the pilot in command of the Boeing 777 was sure the auto pilot
would not allow the airspeed to go below stall speed while landing and did not monitor the
airspeed indicator which indicated the airspeed was much too slow. This pre-existing belief may
well have come from flying an Airbus model and influenced the pilot’s control algorithm for
landing. Another pre-existing belief in the accident was the pilot’s belief that if something was
wrong the more senior pilots overseeing the training would notice and say something or intervene.
The five pre-existing beliefs (flesh colored boxes in figure 10) are used to evaluate external forces
that could influence the supervisor and supervisee’s mental model and control algorithm (orange
boxes). Risks are most likely to occur when the mental models or control algorithms are not
congruent with reality. The five pre-existing beliefs can alter the mental model and/or control
algorithms of the supervisor and therefore impact the 20 combinations of control actions issued or
interpretation of the 16 combinations of feedback received. Likewise, the five pre-existing beliefs
can impact how the supervisee interprets the 20 combinations of control actions or sends back the
16 combinations of feedback.
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Training
Experience
Communication
Orientation
Health
Attitude

Supervisor s
Model

Supervision

Guide Phrases:
Constraints not given
Constraint is incorrect
Constraint is too late
Constraint is noisy

Constraints Consist of:
Planning
Organizing
Staffing
Directing
Controlling

Work Constraints

Reporting

Reports Consist of:
Written
Verbal
First Hand Observation
N Hand Observation

Guide Phrases:
Report not given
Report is incorrect
Report is too late
Report is noisy

Supervised
Activity

Training
Experience
Communication
Orientation
Health
Attitude

Supervised
Person s Model

Figure 10 STPA for Risk Management: Organizational Components as a System

STPA in a management context uses the combinations of control actions, feedback, and preexisting beliefs to structure numerous questions that can be used to analyze and identify risks, for
example the 60 questions in Appendix A. The combinations of STPA for management questions act
as triggers to help domain experts doing the analysis recall historical events or envision future
situations that may lead to risks. During this case study, working with widget domain experts, the
power of the technique was evident. The graphical nature and simplicity of the technique also
made the results relatively easy to understand and review. As a result, reviewers were able to
suggest additional risks that were triggered for them.

Case Study: Restarting Production of Widgets:
The case study used to illustrate an example of applying STPA for risk identification and
management is contained in the remainder of this paper. The case study is the restarting of
production of an item that has not been made for 30 years. This item is made by the government
because it is high cost and uses materials that are hazardous. The materials needed to make the
item (called a widget) has been in storage for 30 years.
The first step in performing STPA on this case study is to create a Hierarchal Control Structure Chart
that depicts all the organizations involved in the decisions to produce the widgets. The Hierarchal
21
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Control Structure Chart is shown in figure 11. Note that the chart indicates the control actions and
feedback flowing between the various supervising and supervised entities. The entities are
grouped as follows:
•
•
•
•
•

Government
Corporate
Site
Production
Vendor

Creating the Hierarchal Control Structure Chart requires studying the organizations and
organizational charts involved in the production of widgets. It required researching the staff
involved and understanding the constraints and reports flowing between them. Creating the
Hierarchal Control Structure Chart is an important part of doing the STPA for management analysis.
It can also be one of the most time-consuming tasks. Drawing tools such as Visio can help automate
the task and allow easier editing as new information becomes available.
For each of the five organizations named on the Hierarchal Control Structure Chart an Institutional
Risk was created using the Institutional Risk spreadsheet shown in figures 2-5. The Institutional Risk
number for each organization will be used in the Institutional Risk column on the Risk Spreadsheet.
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Figure 11 Widget Production Hierarchal Control Structure Chart
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4.1

Government Entity Risks:

The STPA analysis was done on one entity grouping at a time. Starting top down with the
government entity (figure 12). The relationships between the supervising and supervised entities
are analyzed by asking the guide phrase questions about elements of management on the control
actions path and the types of reports on the feedback path. Also considering the preconditions that
might exist for the supervisor or supervisee entities. As a result of asking the questions possible
risks emerge. The list of government risks has been enumerated with a GR prefix and sequential
number to identify them. In this example analysis 10 risks are shown for the government sector
with arrows pointing to the area where the risk was identified. Not all projects require government
funding and oversight, however the case study does and lists some risks that could impact the
success of the project because of government involvement.

Figure 12 List of Government Risks
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4.2

Government, Privatizing, Site Risks

In this case study the production is to be restarted at one (or more) of the government contractors’
sites. These sites are managed by private corporations or holding companies consisting of multiple
corporations and academic institutions (figure 13). The use of private for-profit entities managing
the government contractor sites can be analyzed for risks using the same analysis technique
applied to the government entity. The prefix for these six identified risks is GPSR.

Figure 13 Government Privatization Risks
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4.3

Site Management Risks:

The next entity analyzed for risks is the on-site management risks (figure 14). The five risks
identified have the prefix SMR. So far, we have analyzed three distinct levels of management. The
government is the top layer and provides the standards and orders for the contractor to follow.
Corporations or holding companies consisting of multiple corporations manage each government
owned site. Each site has its own set of managers who are responsible for all the different work
going on at the site. At some sites the corporate managers are also the high-level site managers.

Figure 14 Site Management Risks
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4.4

Development Risks:

The development risks (figure 15) are those associated with the project at the site that will be
undertaking the restart of production of the widgets. This includes design and construction of the
production facility and all the tools required to produce the widgets. The 12 risks associated with
this activity have a DR prefix.

Figure 15 Development Risks
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4.5

Production Risks:

The production risks (figure 16) are those associated with the widget production process. The list of
15 risks associated with the actual production have a PR prefix. This list of risks will be revisited and
expanded as additional information becomes known about the production process and the tools
that are used.

Figure 16 Production Risks
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4.6

Material Handling Risks:

Material handling (figure 17) risks are those encountered when moving the widget raw material
from long term storage to the production facility. The 8 risks listed assume the storage site for the
raw material and the production site are not co-located so that the raw material must be
transported to the production site. The prefix for the 8 material handling risks is MHR.

Figure 17 Material Handling Risks
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4.7

Postproduction and Storage Risks:

The postproduction risks (figure 18 and storage include the disposition of the finished product and
storage of finished goods. The 6 risks associated with this activity have a PPR prefix.

Figure 18 Postproduction and Storage Risks
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4.8

Environmental Risks:

Environmental risks (figure 19) are external factors caused by naturally accruing events that could
act upon the product facility. The list of 11 identified risks has the prefix ER.

Figure 19 Environmental Risks
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4.9

Human Generated Risks:

Human generated risks (figure 20) are forces that could act against the production facility that are
caused by human actors with malicious intent or accidental malfunction. The 11 risks identified
have the prefix HGR.

Figure 20 Human Generated Risks
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5.0 Assessing the Identified Risks
The risks that have been identified using STPA are assessed and added to an Excel spreadsheet.
Risks are identified by the prefix and risk numbers assigned in the identification process in chapter
4. A description is added to elaborate further on what could go wrong and cause the undesired
outcome. The status of the risk is set to identified from the four choices described in chapter 2.3
using a pull-down menu. The magnitude of impact of the risk and Institutional risk (from figures 25) are selected via pull down menu from the choices described in chapter 2.2. The magnitude of the
impact is also color coded:
▪

Magnitude of Impact
• 5 -Public Safety - Red
• 4 - Employee Safety - Orange
• 3 - Financial Loss - Yellow
• 2 - Delay - Light Green
• 1 - Trivial –Green

The Risk Inference number (after using the Risk Inference Spreadsheet in figures 2-5) is selected
using a pull-down menu of items from section 2.2 and is also color coded:
▪

Institutional Risk
• 5 - Highest – Red
• 4 – High - Orange
• 3 - Moderate – Yellow
• 2 – Low Light Green
• 1 – Lowest – Dark Green

The risk score (1-25) is the product of the magnitude of impact (1-5) and institutional risk (1-5). The
color coding for Risk score starts at dark green for lowest score and transitions to red for the
highest scores. The risk response is selected from the 6 choices described in chapter 2.3. The last
column on the risk management spreadsheet is the action to be taken on the identified risk. The
most common action is to mitigate the risk and this column allows a description of what the
mitigation action will be. The following chapters give examples of the risk management
spreadsheet for the case study divided up by the same groupings used for analysis of the Hierarchal
Process Structure Chart.
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5.1

Government Entity Risks:

5.2

Government, Privatizing, Site Risks

5.3

Site Management Risks
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5.4

Development Risks

5.5

Production Risks
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5.6

5.7

Material Handling Risks

Postproduction and Storage Risks
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5.8

5.9

Environmental Risks

Human Generated Risks

6.0 Example Major Risks
An example set of major risks is shown by taking the highest risk scores. The highest risk scores
occur in the Government Risks section (12.2), Government, Privatization of Sites Risk (12.2), Site
Management (12), Production (10.75), Postproduction (10.75), and Material Handling Risks (10.75).
Some examples below are:
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1. GR4: Privatization of sites for widget production creates the possibility that executives in
charge of widget production do not have experience in widget production and will make
poor decisions in leading widget production efforts.
2. GR5 and GR7: Reliance on modern production automation will require oversight with
experience in areas such as CAD/CAM, robotics, software, networks, CM factory
automation, etc. which may be scarce in the government sector.
3. GPSR3: If management oversight is tied to performance bonuses and if this extends to
widget production it could influence site management to take risks to receive bonuses.
Widget raw material is spilled, damaged, or stolen during transportation to production site.
4. GPSR4: Corporations that manage site may not have experience in widget production or a
production culture.
5. MHR3: The widget raw material storage facility has lost or misplaced widget raw material.
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7.0 Example Risks by Category
This example set of risks contain a top risk from each risk category.
1. GR4 - Privatization of sites for widget production creates the possibility that executives in
charge of widget production do not have experience in widget production and will make
poor decisions in leading widget production efforts (12.4).
2. GPSR3 – If management oversight is tied to performance bonuses and this extends to
widget production it could influence site management to take risks to receive bonuses
(12.2).
3. SMR5 - The site may not have a strong safety culture required to produce widgets (12).
4. DR3 - New tools designed for widget production do not function as desired (8.6).
5. PR15 – Scrap material from production not disposed of properly (10.75).
6. MHR1 - Widget raw material is spilled, damaged, or stolen during transportation to
production site (10.75).
7. PPR1 - Widgets become volatile during storage or while being transported (10.75).
8. ER1 - Production facility is located on or near fault or fracking area. Large earthquake
occurs and power outage (8.6).
9. HGR1 - Aircraft accidently or deliberately crashes into production facility. Helicopter tries to
land in production facility (8.6).
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8.0

Remaining Work

This white paper is a first attempt to utilize STPA for Risk Identification and Management. It is not a
complete and thorough analysis but instead a start and template to use to do further analysis. The
analysis did identify risks which were not present 30 years ago. For instance, the widespread
availability of drones, use of large tunnel networks for smuggling, cyber security attacks, and the
popularity of gas and oil fracking and its effects on geologic stability. To finish this analysis, at a
minimum, the following four steps should be taken. SME refers to subject matter experts in widget
production, storage, transportation, and handling.
1. Additional SME review of Hierarchical Structure Chart
2. Additional SME review of identified risks
3. Additional SME review of risk magnitudes and probability of occurrence
4. Additional SME review of mitigations

9.0 STPA Summary
There are hazard analysis techniques which have been successfully used in the past for making
widgets. STPA for management is a contemporary hazard analysis technique which focuses on risks
derived from the organization structures and interactions. It did not exist 30 years ago. Since no
hazard analysis technique can prove that it has identified all hazards, using as many techniques as
practical may be the best solution. Therefore, STPA can be used to enhance legacy hazard analysis
techniques. In the research conducted for this white paper no previous risk identification process
used analysis of organizational interaction as a source of risks. However, as we study past accidents
and apply lessons learned from them, we find that organizational structure and interactions can
play a major role in creating risks that may not be detectable when individual components of the
system are analyzed separately.
As part of the research and review process for this white paper the risk presentation was shown to
widget experts and hazard analysis experts. Their consensus was that the STPA technique does
produce useful results and is relatively easy to review.
A partial review of the previous version of this case study by Nancy Leveson pointed out several
terminology errors that have been corrected. Also, that the use of history to determine likelihood
of future events was a flawed approach, so the case study was revised to incorporate institutional
risk. As a result of using institutional risk in lieu of likelihood, risks are more driven by consequence
of the undesired event.
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10.0 Appendix A: Example Question Matrix
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

Supervisor Inadaquate control action
Planning Constraint not Given
Planning Constraint is Incorrect
Planning Constraint is Too Late
Planning Constraint is too long or too short
Organizing Constraint not Given
Organizing Constraint is Incorrect
Organizing Constraint is Too Late
Organizing Constraint is too long or too short
Staffing Constraint not Given
Staffing Constraint is Incorrect
Staffing Constraint is Too Late
Staffing Constraint is too long or too short
Directing Constraint not Given
Directing Constraint is Incorrect
Directing Constraint is Too Late
Directing Constraint is too long or too short
ControllingConstraint not Given
ControllingConstraint is Incorrect
ControllingConstraint is Too Late
ControllingConstraint is too long or too short

33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

Supervisee Inadaquate feedback
Written Report
Not Given
Written Report
Incorrect
Written Report
Too Late
Written Report
too long or too short
Verbal Report
Not Given
Verbal Report
Incorrect
Verbal Report
Too Late
Verbal Report
too long or too short
Direct Observation Not Given
Direct Observation Incorrect
Direct Observation Too Late
Direct Observation too long or too short
Indirect Observation Not Given
Indirect Observation Incorrect
Indirect Observation Too Late
Indirect Observation too long or too short

21
22
23
24
25
26
27
28
29
30
31
32

Supervisor Beliefs
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Mental Model
Mental Model
Mental Model
Mental Model
Mental Model
Mental Model

influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by

Training
Experience
Communication
Orientation
Health
Attitude
Training
Experience
Communication
Orientation
Health
Attitude

49
50
51
52
53
54
55
56
57
58
59
60

Supervisee Beliefs
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Control Algorithm
Mental Model
Mental Model
Mental Model
Mental Model
Mental Model
Mental Model

influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by
influenced by

Training
Experience
Communication
Orientation
Health
Attitude
Training
Experience
Communication
Orientation
Health
Attitude
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