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Tutorial Objective

ÅThese short tutorials are not training classes

ÅWe cannot cover everything in these tutorial sessions. The objective 
is just to introduce some of the core concepts and help new 
attendees follow the presentations to come.

ÅAs with most techniques, training and practice with a qualified 
instructor are needed to apply these techniques and become 
proficient. Training is available.

Any questions? Email me! JThomas4@mit.edu

mailto:JThomas4@mit.edu


STPA analyzes a 
control structure 

What is a control structure?
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Enabling abstraction
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Enabling abstraction
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Controlled Process

Control

Actions Feedback

Basic control loop

ωControl actionsare provided to 
affect a controlled process

ωFeedbackmay be used to 
monitor the process

ωProcess model(beliefs) formed 
based on feedback and other 
information

ωControl algorithmdetermines 
appropriate control actions given 
current beliefs

Controller

Process

Model

Control 

Algorithm

(Leveson, 2012) 



Enabling abstraction
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Automated 
Controllers

Physical processes

Attitude 
Controller

Navigation 
Controller

Thomas, 2017 
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structure
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Flight Crew

Physical processes

Automated 
Controllers

Air Traffic Control

(Thomas, 2017) © Copyright John Thomas 2019
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Example
Safety
Control
Structure

(Leveson, 2012)
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This is an engineered system too!
Need to identify and address the structural flaws!
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Bubble Sort: JAVA

Is complexity really the goal?
Simple is a good thing!

void bubbleSort (int arr []) { 

int n = arr.length ; 

for (int i = 0; i < n - 1; i ++) {

for (int j = 0; j < n - i - 1; j++ ) {

if ( arr [j] > arr [j+1]) {

int temp = arr [j]; 

arr [j] = arr [j+1]; 

arr [j+1] = temp;

}

}

}

} 

Bubble Sort: Assembly
bs proc

push bp

mov bp, sp

mov si , [bp + 4]

mov cx, 18

outer_loop :

mov si , [bp + 4]

mov bx, cx

mov cx, 18 

inner_loop :

mov al, [ si ]

mov ah, 0h

mov dl, [ si + 1]

mov dh, 0h

cmp dl, al

ja finish:    

; sw

mov [ si + 1], al

mov [ si ], dl    

finish:

inc si

loop inner_loop

mov cx, bx

loop outer_loop

mov sp , bp

pop bp

retn 2  

bs end

sw proc

push bp

mov bp, sp

mov bx, [bp + 4]

mov al, [bx]

mov di, [bp + 6]

mov cl, [di]

mov [di], al

mov [bx], cl 

mov sp , bp

pop bp   

retn 4

sw end



STAMP and STPA

Accidents are 
caused by 
inadequate control

STAMP Model
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STAMP and STPA

Accidents are 
caused by 
inadequate control

CAST 
Accident 
Analysis

How do we find 
inadequate control 
that caused a 
previous accident?

STAMP Model
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STAMP and STPA

Accidents are 
caused by 
inadequate control

CAST 
Accident 
Analysis

How do we find 
inadequate controls 
in a system?

STPA
Hazard 
Analysis

STAMP Model
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STAMP and STPA

Theory 
(safety, security, etc. 
is a control problem)

CAST 
Accident 
Analysis

Methodology
STPA

Hazard 
Analysis

STAMP
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STPA
System Theoretic Process Analysis

(30,000ft view)



System-Theoretic Process Analysis (STPA)

STPA is a technique for development and safety assessment

STPA can help anticipate hazardous scenarios caused by:

- Software, computers, and automation

- Human error/confusion

- System design errors

- Flawed assumptions

- Missing design requirements

- Interactions between systems

Thomas, 2013 © Copyright John Thomas 2019



1) Define 
Purpose of 
the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

Losses to prevent Model Behavior to prevent
How could 

behavior occur

(Leveson and Thomas, 2018)



STPA: System Theoretic Process Analysis
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