
Use of STPA in Practice: 
Lessons Learned

Dr. John Thomas

Any questions? Please email: jthomas4@mit.edu

mailto:jthomas4@mit.edu


4

1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

System-Theoretic Process Analysis (STPA)



Losses, 
System-level Hazards



Incorrect Losses

• Loss of brake pressure

• Loss of engine RPM

• Loss of pressurizer pressure

• …



Incorrect System-level Hazards

System-level Hazards
Environmental hazard

Electrical hazard

Mechanical hazard

Slipping, tripping, and falling hazard

Hazards generated by materials and substances

Hazards generated by neglecting ergonomic 
principles in machine

Hazards generated by radiation

Thermal hazard

Hazards generated by vibration



See STPA Handbook
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Control Structure that is too vague

Aircraft

Flight Crew

Air Traffic 
Control

Instructions

Instructions Feedback

Feedback

Aircraft

Flight Crew

Air Traffic 
Control

Inputs

Inputs Updates

Updates



Better High-level Control Structure

• Note that “High-
level” does not have 
to be vague!

Aircraft

Flight Crew

Air Traffic 
Control

Issue 

clearance 

to pass

Execute 

maneuver
ITP criteria

Aircraft status

Request to pass

Flight status



Better control structure 
(but incomplete)

Driver

Collision Controller

Collision 
warning

Brake 
Controller

Engine 
Torque 

Controller

EngineTransmission
Brake 

System

Accel. Accel.

Camera, 
Radar

(14)

(8)

Incorrect control structure

• Defined control hierarchy
• Driver is included

• Missing or inconsistent control 
hierarchy

• Driver cmds, but no driver
• Sensors and actuators with no 

controller
• Controlled process?
• Control loops?
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Facility / Fire

Robot

Put out fire Fire indication

Operator

Stop?
Return to home?
Go to location X?

Fire 
detected

Network

?

Better control structure 
(but incomplete)

Incorrect control structure

Properly defined control hierarchy

Controlled process is the facility/fire

Network is a “pass-through”, not 
generating its own control actions

Control hierarchy?

Is the network really the ultimate 
controlled process

No commands to the Robot?

What are the commands/feedback?
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See STPA Handbook
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• Pilot fails to recognize 
TCAS alert

• Does not monitor 
emergency brake 
operation

• Decreases funding

UCA-1:

Pilot
does not provide
pitch up cmd
when conditions exist for climb RA
[H-1]

Better UCAIncorrect UCAs
(Unsafe Control Actions)

Includes all necessary UCA elements:
- Source controller
- Type
- Control Action
- Context
- Traceability to hazards

- Do not use “Fails” for human 
actions

- “Recognize” is not a control action
- “Monitor” is not a control action
- Missing the action
- Missing the context



Tips for Specifying Unsafe Control Actions

• Start every UCA with the source controller

• A UCA is not just a statement about the state of a 
component

• A UCA is not just a statement about the outcome

• A UCA should include an observable output of the 
controller (an action or inaction)

– Not a thought or a process like "monitoring“ or “recognizing”.

– Look at arrows on the control structure

• Do not use the word “fail” in a UCA

– These are not necessarily failures. They may or may not be 
caused by failures, and we may not know all the causes when
STPA Step 3 is performed.



Incomplete UCAs

Controller

Actuator

Controlled Process

Sensor

Stop (0 speed)
Go (speed != 0)

Not providing 
causes hazard

Providing causes 
hazard

Too early, too 
late, out of 
order

Applied 
too long, 
Stopped
too soon

Go 
Cmd

Controller does 
not provide Go 
cmd when 
________

Controller 
provides Go cmd
when obstacle is 
in path

… …

Stop 
Cmd

Controller does 
not provide Stop 
cmd when 
obstacle is in 
path

Controller 
provides Stop 
cmd when 
_________

… …

Other UCAs are missing. Sub-categories:
• … Provides go with excessive speed…
• … Provides go with insufficient speed…
• … Provides go in opposite direction…
• … Provides go in unstable way (e.g. 

rapidly changing speed) …



Incorrect UCAs



Confusing control actions from multiple 
controllers

Operator

Controlled Process

Brake

Not providing 
causes hazard

Providing causes 
hazard

Too early, too 
late, out of 
order

Applied 
too long, 
Stopped
too soon

Brake 
Cmd

when collision 
is imminent

… … …

Adaptive 
Cruise Control

Brake

Decel.

Automatic 
Emergency Braking

Brake

UCA-1: Automatic Emergency Braking does not provide Brake Cmd when Collision is Imminent [H-1,2]
UCA-2: Adaptive Cruise Control does not provide Brake Cmd when distance to leading vehicle is below setpoint [H-1,2,3]

Confusion can be avoided by 
writing whole UCA.

Author identified a valid UCA, but 
it was inadequately communicated 
to reviewers and others.



See STPA Handbook

STPA Handbook
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Incorrect causal factors
Step 1 
no.

Hazards Severity Causal factors

1a
System dysfunction due to failure 
of object detection system

Catastrophic
Object detection component failure 
(camera, radar, or motion sensors)

Communication error (no signal)

1b
Malfunctioning of the system due 
to incorrect input from object 
detection system

Catastrophic
Corrupted communication (wrong 
signal)

Malfunctioning of camera, radar, and 
motion sensors

Communication system does not work 
on time

2a

Incorrect and missing calculation of 
vehicle status and collision 
probability due to failure or 
malfunctioning of vehicle complex 
sensors

Catastrophic Failure of vehicle sensors

• These are individual factors only, no combinations
• The connection to UCAs and Hazards is not clear
• These only consider failures and malfunctions, not components working as required, as designed



See STPA Handbook

STPA Handbook



Better STPA Scenario Example

Pilot Copilot

Lincoln MKZ

SensorsDataspeed

Apollo 2.0 
Software System

Apollo HMI

UCA-1: Apollo provides throttle cmd
when forward collision is imminent

• Can occur if Apollo incorrectly 
believes forward collision is not 
imminent (Process Model Flaw)

• Feedback: Apollo is not designed to 
detect automatic emergency 
braking or disable throttle 
commands.

Resulting potential requirements

- R-1: Apollo must not provide 
throttle cmd when AEB engages

- ..

Actual design: The vehicle is designed 
to override automatic emergency 
braking if throttle commands are 
received



Inadequate Control 
Algorithm

(Flaws in creation, 
process changes, 

incorrect 
modification)

Controller

Process 
Model

(inconsistent, 
incomplete, 
or incorrect)

Actuating Sensing

Component failures

Changes over time

Controlled Process

Unidentified or 
out-of-range 
disturbance

Controller

Process input missing or wrong
Process output 
contributes to 
system hazard

Delayed 
operation

Conflicting control actions

Controller

Step 2A: Potential causes of UCAs

© Copyright John Thomas 2018

Flawed Process Model:

ISS Crew incorrectly believes HTV is 

not approaching ISS

UCA-2: ISS Crew 
provides Free 

Drift Cmd when 
HTV approaching 

ISS

Visual feedback 

doesn’t clearly 

indicate HTV 

motion

Design does not 

indicate the 

measured 

distance to Crew

© Copyright John Thomas 2018

Better STPA 
Scenario Example


