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The Problem

= Government would like to restart the production
of widgets which have not been produced for 30

years.

« Could STPA be useful for identification of risks
on the production restart ?
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Typical Risk Management Process

1. ldentify the Risk
2. Assess the Risk
3. Develop Reponses to the Risk

4. Develop Contingency Plan, Preventive
Measures
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Identifying Risk

1. Brainstorming

2. Interviews (SMEs, Stakeholders)

3. Similar Projects (Historical Records, Lessons Learned)

4. Diagramming Techniques (Fish Bone, What if, Pictorial
Modeling)

5. Risk lIdentification Checklist

6. STPA (Systemic Theoretic Process Assessment) ?
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Assess the Risk

- Magnitude of Impact

|

- Worker Safety
« Financial Loss

e Trivial

= Probability of Occurrence

 Infrequent
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Develop Responses to the Risk

= Status

|dentified
Active
Closed
Unassigned

= Risk Response

Leave It
Monitor
Avoid

Move
Mitigate
Unassigned

Lawrence Livermore National Laboratory 6 LLNL-PRES 770080 U



STPA Process

1. Find experienced domain experts in widget
design, test, and production.

2. Create a Hierarchal Structure Chart for the
organizations involved.

3. Develop guide phrases

4. Apply guide phrases to each interface in the
Hierarchal Structure Chart to identify risks.

5. Capture risks, prioritize, suggest mitigations.
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Organizational Components
~As A System
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Structure
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Government Entity Risks

GR1.

GR2.

# . GRG3. ecutive .

‘ ‘ g GR4. Congress Privatization of Site
GRS.

e O PP

GRS.
GRO.

e oo

Sequestration, Gov. Shut Down
Congressional fund reallocation
Congress/Executive Delays

Automation Competency
Sec./oversight Turnover

Oversight Automation Experience
Oversight Budget Concerns

Oversight Diff. Tech opinion with Sites

R GR10. Personal Opinions Over Experience

A 4 ]
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Government, Privatizing, Site Risks

GPSR1. Funding from Secretary, Not oversight
GPSR2. Taxes, Management Fee Increase
GPSR3. Work to Performance Incentives
GPSR4. Corporate Management Experience
GPSRS. Private Oversight Firm Acquired
GPSRG6. Lack of Production Culture
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Site Management Risks

SMR1. Top Site Managers Corporate Employees
MR2. Recent Site Management Switch

R3. Contending Priorities Make or Buy
SNMR4. Compartmentation Culture

5. Safety/Security Culture Undervalued
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Development Risks

DR1.
DR2.
DRG.
DR4.
DRS.
DRG.
DRY.
DRS.

DRO.

Wrong Compliance/Classification Standards
Requirements Unclear

Design Generation Tools

Configuration Management

Version Control

One of a Kind Development (30 Year Hiatus)
Rare Skill Mix Required, Understaffing
Retiring Labor Pool

Using Legacy Drawings to Build Parts

DR10. Budget and Schedule over Quality
DR11. Cyber security of Design Documentation
DR12. Difficulty in attracting talent to location
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Production Risks

/

4

Operating Assumptions
Software Media /
User Documentatid

Procgfiures,
Softwafe Revisions

iy ,1
g ///// ,.

Design Engineering  €—

Bug Réports
Repair Orders
EOS#  software Ca\stmctnn

tomg

PR1.
PR2.
PR3.
PR4.
PRS.
PRG6.
PRY7.
PR8.
PRO.

Tolerances not maintained

Drawing Correctness

Quantifying the Machines Uncertainty
Validating Results (Inspections)
Workspace Control

Lack of Independent Oversight
Repeatability of the Production Process
Welding Set Up

Retiring Production Employees

PR10. Production Culture vs. Design Culture
PR11. Spill Containment
PR12. Material Handling

'PR13. Blank Forming
/' PR14. Volatility Considerations

PR15. Toxic Scrap Disposition

Tool Order l
- / Problem Reports
Product
\_b en ~— Change Requests,

Equipment

Performance Audits
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Material Handling Risks

MHR1. Transportation Safety and Security
IMHR2. Maintain Material Purity
FPMHR3. Integrity of Storage Facility
', MHRA4. Volatility Considerations
’/ MHRS. Proper Atmosphere

' IMHRG. Theft Temptation
// MHRY. Inventory Tracking Accurate

=N

' i
/ MHRS8. Cyber Security of Inventory System
//
//
Material | Material Material Material
Production —P) Storage | P Transport Preparation
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Post Production and Storage Risks

PPR1. Volatility Considerations
PPR2. Theft Security

PR3. Maintain Interior Atmosphere
PPRA4. Failed Inspection Process

PPRS. Inventory Tracking Accurate
Part Inspection PPR6. Cyber Security of Tracking System
Part Release
I i
Part Storage
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Environmental Risks

ER2.
ERS.
ERA4.
ERS.
ERG.
ERY.
ERS.
% e
0 i jons, Production Process
e
User Documentation o - 3
Revised Operating '
Procedures,
Software Revisions Inputs Monitoring
Design Engineering 4—] |
l L‘ Bug Reports -
EOS#  sofmyare Repair Orders o
Tool Order LV Construct
i Problem R
gl?pt::!: < Ch:n;mﬂe:fgss,
Peformance Audits

ER1.

Earthquake

Flood

Tsunami

Hurricane

Tornado

Wild Fire

Reservoir Splushing
Volcano

Lightning

ER10.Sinkhole
ER11 Blizzard, Ice, Hail Storm
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Human Generated Risks

HGR1.
HGR2.
HGRS.
HGRA4.
HGRS.
HGRG.
HGRY.
HGRS.
% HGR

B Uszrdl;\;catjzrnegﬁaon 7 pomeee Builder 1€------- ..

e ] [
Dsltniminuring B;erom ‘_¢ _ ’_f
th L!rom - Problem Reports

Bl Performance Audits

Aircraft

Armored Vehicle
Drone

Truck Bomb
Tunneling
Missile
Biological
Chemical

Dirty Bomb

HGR10. Laser
HGR11. Cyber
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Risk Tracker
for 84 Risks
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Government Entity Risks

Sequestration,

Lhexpeded essation of funds neededforwidget

Assure thatwidgetproducti onfundrgisnotirmpacted by sequestration or

GR1. producti on could cause shut downand start up modes that | |dentified hMtigate | o ) o
Government Shut Down oudaddrisk to safe operation. Alsoreductioninfunds Irterrptionsinfunding hatis political in rature.

Congressional fund O&er@ge$| ond pricritescould Fivertfmdsfor@dget - ! Assure thatwidgetproductionfundrgis notirmpacted by corrpetingpriorities or

GR2 . production to other programs redudngfundngfor widget | 1dentified Mtigate | o ) AT
reallocation eroductionand impadting sefety andschedue. interruptions in fundinrg thatis political in rature..

Congress/Executive Delays causedby the slowl egilative process or indbility to Assure thatlegslative or exeautive delays donot aorrprorrise schedules required to

GR3 getrequired votes to pass required|egislaticn codd |dentified Mhitigate o
Delays encourage uvedistically short schedules to compensate BASIY ErOdUEe WiCESTS
Congress Privatization of Privatization of sites forwidgetproductioncreatesthe Assure private corporate exeadtives indude those withwidge tproductionexperience

GR4 ) possibility that executivesindharge of widget production | |dentified 2-Infrequent| Mtigate |andcreate achisory boardsmade up of retired empl oyeeswho have lesson learned
Site do nothave experience inwidget production andwil experience fromprevious production efforts,

. Reliance onmodem product onautornati onwill require . ) ) )

GRS Sec ret.ary Automation oversightwithexperience inareas suchas CAD/CEN] deriified > Irfrequent]|  Mugste Select Seqetaywers gwt errployeesthathwe exp?rl énce .|n productionmethods
Experience robotics, sftware, networks, CvIfactory autormatio, etc usedfor widget productionaswell as dormain expertise inwidgets
Secretary/Oversite Empl oyeeswith experience inwidget produdionare Interview experiencedretirees andformadvisory boards of experiencedfonmer

GRG retiring or nolorger livingor are hard torel ocate toplant | | dentified 2-Infrequent| Mtigate |emnployeestopass onrelevant experience inwidgetproduction Use simuation
Turnover site, techniques tohelp tranreplacerrenterrployees.

. . Reliance onmodem producti cnautormation will require

GRY Oversite Automation oversightwith experz'me i areas suchas OBD/OSE/J centified 2 Infrequent|  Migete Select O\@Si te o«ersigflwt employeesthat: have experi ehoe ihprodJcﬂm methods
Experience robotics, scftiwere, nebirks Ol atoration &t wsedfor widget productionaswell as doman expertise inwidgets
Oversite Budget Fundirgcuts to Oversite may recuce ability to conduct Agsure Oversite or other agencywill be supportedadequately to oversee widget

GRS corrprehersive hazard andysis produdion.

Concerns |dentified hitigate

Oversite Differing Oversite and site may not be able to cormprormise on Assure Oversite oversight personnel are experiencedin the areas they are assessing
GRY  [Technical Opinion With [soluionsandencourage lack of transparency.

Citac Identified Mitigate

Personal Opinions Over Dedsiors are made based onorganizational hierarchy of Errphasi ze achisary board concerns and advi e whenmakingpdlicy, standards,
GR10 ) the decider rather than takinginto acoount experience of budgets, schedule, or procedurd dedsions

Experience lowerlevel errployees. \ckriified Mitgate
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Government, Privatizing, Site Risks

Funding from Secretary,

Opposed priorities forwidget production. For instance

Emphasize advisory board concerns and advice when making policy, standards,

GPSR1 . . Secretary is schedule and budget driven, Oversite is safety budgetary, schedule, or procedural decisions.

Oversight from Oversite |gyiyen leading to bureaucratic delays. \dentified 2-Infrequent| Mitigate

Taxes and Management Corf)orale oversight afr'e for p.roﬁl cor.npanies and llherefore Plan for increased management fees in future budgets.
GPSR2 subject to taxes. Additional risk of widget production may

Fee Increase cause increases in manage ment fees. Identified 2 -Infrequent | Mitigate

If management oversight is tied to performance bonuses If Tie incentives to safe operations rather than just schedule and budget performance.

Work to Performance . . M .
GPSR3 ) and this extends to widget production it could influence 2 - Employee

Incentives site management to take risks to receive bonuses. \dentified Safe Mitigate

Corporate Management C(?rporations th'at manage site rf1ay not have experience in Assure site oversight management has experienced widget production staff.
GPSR4 ] widget production or a production culture. 2 -Employee

Experience Identified Safety 2 - Infrequent Mitigate

Private Oversight Firm Ove.rsu;ht-flrm could b(aj acq.uued (?r go out of business Stlf)ulate thatany chaflges in site management companies must be requalified before
GPSR5 i during widget production, if acquired the new 3 - Financial being allowed to continue.

Acquired manage ment may not be experienced in widget Identified Loss 2 - Infrequent Monitor

Lack of Production The chosen widget production site must have experience Assure that site management includes experienced production managers and key
GPSR6 in production and a production culture. 2 -Employee employeeswith experience in products similar to widgets.

Culture Identified Safety 2 - Infrequent Mitigate

Lawrence Livermore National Laboratory
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Site Management Risks

SMR1

Top Site Managers
Corporate Employees

Corporate Management experience may not be in widget
production.

2- Employee

Identified Safe

SMR2

Recent Site Management
Switch

Corporate Management is new to this site.

Emphasize advisory board concerns and advice when making policy, standards,
budgetary, schedule, or procedural decisions.

Identified

Contending Priorities

Widget production equipment not available on commercial

SMR3 market may require special fabrication bya vendoror
Make or Buy built by site. Identified
Compartmentation The site may have m!oed departments that are not'

SMR4 accustomed to working together. For example design and
Culture production. Identified
Safety/Security Culture The site maY not ha\{e a strong safety culture required for

SMR5 the production of widgets.

Undervalued

Identified

2 - Infrequent Mitigate
Emphasize advisory board concerns and advice when making policy, standards,
budgetary, schedule, or procedural decisions.

2 - Infrequent | Mitigate
For vendor built equipment for manufacturing assure rigorous vendor qualification
process.

Mitigate

Organize the widget production into multi-disciplined teams so that design and
production can work together to optimize production.

2 - Infrequent Mitigate
Supply training and create processes that embrace safety as the primary priority.
Emphasize advisory board concerns and advice when making policy, standards,

2 - Infrequent Mitigate |budgetary, schedule, or procedural decisions.

Lawrence Livermore National Laboratory
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Development Ris

S

Wrong Compliance

Existing current standards may not appropriately cover

Assure that appropriate existing and |egacy widget making standards and dassification

DR1 P production of widgets. 3- Financial guides arefollowed using training along with oversight audits and assessments for
/Classification Standards Identified Loss 2-Infrequent| Mitigate |compliancetothe standards.
Lack of recent experience in widget production leads to Emphasize advisory board concerns and advice when making policy, standards,
DR2 [Requirements Unclear  |unclear requirements for produdtion facility or processes budgetary, schedule, or procedural decisions.
or staff. Identified 2- Infrequent Mitigate
New tools designedforwidzet production donet fundion Plan forsignificant timetotest and evaluate new tools priorto use in production.
DR3  [Design Generation Tools |as desired. 2- Employee
Identified Safety 2- Infrequent | Mitigate
Configuration Design software for new widget production tools contains Protect design software from network intrusions, place tool design under
DR4 errors or secutity vulnerabilities. 3- Financial configuration rmanagerment.
Management Identified Loss 2-Infrequent | Mitigate
Errors orvulnerabilitiesin tool design software not Assure tool software updatestofix vulnerabilities are accomplished and retest is
DRS  [Version Control updated. 2- Employee performed.
Identified Safet 2-Infrequent |  Mitigate
One of a Kind Tools needed forwidzet production may not be available Qualify commerdal tools or software for designing tools forwidget produdion prior te
DR6 from commerdial vendors, use. Limit sources of commercial toolstotrusted and qualifiedvendors.
Development Identified 2- Infrequent Mitigate
Rare Skill Mix Required, Skills needed to produce widgets are rare and require Identify sources of qualified widget production skills and recruit them for widget
DR7 X extensive training and experience. production.
Understaffing Identified 2-Infrequent | _Mitigate
Staff with widget production skills have retired or are Offer incentivesforretired widzet production workers to re enter the work force.
DR8 |Retiring Labor Pool retiring soon or hardto attract to location of production
plant Identified 2-Infrequent | Mitigate
Using Legacy Drawings Legacy drawings for building widgets may contain errors or Allow timetomake corrections or improve quality of legacy drawings for widget parts.
DRg . behard to interpret.
to Build Parts Identified 2-Infrequent | Mitigate
Pressure on production to meet schedule milestones or Keep safety and quality asthetop priority, relegating cost and scheduleto secondary
DR10O Budget and Schedule budget constraints may create unrealisticdeadlines or considerations.
over Quality resource constraints. Identified 2- Infrequent Mitigate
. . Electronic forms of design docurnentation susceptibleto Assure eledronicdocurmentation is airgappedto publicnetworks and use biornetric
DR11 Cyber security of Design cybertheft, 3- Financial identification to minimize insider threat.
Documentation Identified Loss 2- Infrequent | Mitigate
. . . Location may be in rural area without accessto labor supply Assure eledronicdocumentation is airgappedto publicnetworks and use biometric
DR12 Difficulty in Attracting orindustries neededto support needed technologies and identification to minimizeinsider threat.
PR g
talent to location. skills Identified 2-Infrequent| Mitigate
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Prod

uction Risks

Tolerances not

Exacting tolerances for fabrication not met, such aswelding

Routine maintenance and periodic calibrations performedwhen required enforced

B[ tined S Ide ntified 2 infrequent | _mitigate | - oY ESERE
Le gacy drawings contain errors, are hard to read, orerrors verify and validate independently the original prints used against re productions or
PR2 |Drawing Correctness inducedwhen updated to electronic media. digitization's.
|dentified 2- Infrequent Move
Quantifying the Machinery usedfor production not able tomeet required Inde pendently verify machine tool tolerances meet orexceed required tolerances.
PR3 . X production tolerances.
Machines Uncertainty |dentified 2- Infrequent Move
Validau‘ng Results In process inspections fail to catch errors. ; ) Provide independent inspections during production runs and inde pendent sampling
PR4 3- Financial and test.
{Inspections) |dentified Loss 2- Infrequent Move
Workspace access not restricted to qualified employeesor Provide appropriate physical plant security in depth. Allow any production employee
PRS |Workspace Control waorkspace environment not conducive to workerfocus. 2- Employee to call a stopwork.
Identified Safety 2- Infrequent Mitigate
PRE Lack of Independent Oversightisnotimpartial orindependent. Oversight provided by entity that is not underthe influence of the production site.
Qversight Identified 2- Infrequent Mave
Repeatabi[ity of the Production toolswear out ortolerances drift off overtime. Inde pendently verify machine tool tolerances meet orexceed required tolerances.
PR7 ) Replace equipment before end of life..
Production Process Identified 2- Infrequent Move
Welding set up not done correctly causing production Provide training forwelders, consider some or all of the weldingbe done using
PRE [Welding SetUp widgetsto be defective. automatedtechniquestoimprove repeatability.
Identified 2- Infrequent | Mitigate
Retiring Production Scarce labor pool of qualified productionworkers. Provide salaries and benefitsto attract and maintain top talent. Provide specialized
PR9 training forwidgetwelding.
Employees Identifie d 2-Infrequent | Mitigate
Production Culture vs. Production and design sites not collocated or production Collocate designand production facilities.
PR10O . lessons learned not able to influence design.
Design Culture I dentifie d Mitigate
Hazards during production of widgets are not confined to Provide awork environmentwhich contains hazardous materials or atmosphere to
PR11 |Spill Containment production area. strictly controlled enclosures orwork areas.
Identified 2- Infrequent Mitigate
Material isdamaged during handling. Create a production culture where reporting defectsis rewarded and encouraged.
PR12 |Material Handling
Identified 2- Infrequent Mitigate
Raw material notformedinaway thatis useful forwidget Assure incoming inspection can detect defects in material form and construction.
PR13 |Raw Material Forming  |production.
Identified 2-Infrequent | Mitigate
During production the materals become volatile. Provide awork environmentwhich contains hazardous materials or atmosphere to
PR14 [Wolatility Considerations 2- Employee strictly controlled enclosures orwork areas.
Identified Safe 2- Infrequent Mitigate
Scrap material from production not disposed of properly. Assure inventory tracking of scrap material and safe disposal of hazardous scrap.
PR15 |ToxicScrap Disposition
Identified 2- Infrequent Mitigate
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Material Handling R

Isks

Provide secure transportation and accountability for materials from departure to
arrival.

Transportation Safety Widget raw material is spilled, damaged, or stolen during
MHR1 . transportation to production site. .
and Security Identified
Widget raw material has been degraded in storage andis
MHR2 | Maintain Material Purity |not suitable for widget production. .
Identified
Integrity of Storage The widget raw material storage fadlity has lost or
MHR3 .. misplaced widget raw material. "
Facility Identified
The widget raw material storage fadlity has stored raw
MHR4 |Volatility Considerations

material in away that has allowed it to become volatile.

Identified

The widget raw material must be transported by a

MHRS |Proper Atmosphere conveyance that maintains a proper environment for the .
. Identified
Widget raw material is stolen during movement to
MHR6 |Theft Temptation production site.
Identified
Inventory Tracking Widget raw material is unaccounted for, the inventory
MHR7 records do not agree with physical inventory.
Accurate & physteat v Identified
Cyber Security of The widget raw material inventory system has been
MHR8

Inventory System

compromised by a cyber securityincident.

2 - Employee

Identified Safety

3-NotYet Mitigate
Provide comprehensive incoming material inspection prior to use inwidget
production.
3- NotYet Mitigate
Assign to law enforcement to investigate missing raw materials
3- Not Yet Move
Assure storage of widgets is monitored and done following a safe method.
3- NotYet Mitigate
Widget materials must retain their integrity in the most severe acddent conditions,
induding highimpacts, explosion, and fire for air, land, or sea transport.
3- NotYet Mitigate
Comply with transportation requirements, provide secure transportation method.
3- NotYet Mitigate
Employ independent audit to determine cause, involve law enforcement if
3 - Not Yet Move Sppropriate.
Network and software inventory control systems are air gapped to the internet and
- multiple authentication is required internally.
Mitigate

Lawrence Livermore National Laboratory
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Post Production and Storage Risks

PPR1

Volatility Considerations

Wid gets become volatile during storage orwhile being
transported.

Identified

Widgets are stolen during storage or transportation after

PPR2 |Theft Security production.
Identified
PPR3 Maintain Interior Wid gets damaged during storage.
Atmosphere Identified
Failed Inspection Wid gets that fail inspection are not disposed of or
PPR4 Process reprocessed safely. \dentified
entifie
Inventory Tracking Inventory tracking system Secretary's not include features
PPRS Accurate required for safe movement and storage of widgets. \dentified
entifie
Cyber Security of The tracking syste m used to keep track of widget inventory
PPR6 . must not be vulnerable to cyber attack. X
Tracking System Identified

Widget quantity and packing density controlled in storage and transport.

Mitigate
Physical plant security must control access to storage facility and provide ade quate
transportation security resources.
Mitigate
Controlled storage e nvironme nt must have power and other resource backup to
. maintain environment in case of power outage, act of nature, or national emergency.
2 - Infreque nt Mitigate
Plans for safe disposal of scrap materials and / or re processing of materials not passing
inspe ctions must assure public and worker safety.
2 - Infreque nt Mitigate
Assure features for safe storage and movement of finished goods are included in
Mitigate tracking system.
Air gap deployed inventory tracking system to outside world. Provide inside
- authentication that relies on biometric information.
Mitigate

Lawrence Livermore National Laboratory
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Environmental Risks

Production facility islocated on or near fault orfracking

Production facilities|ocated in two geographical locations,

neither of which contains

ER1 |Earthquake area. Large earthquake occurs, Power outage 2-Employee fault activity.
Identified Safety 2 - Infrequent Mitigate
Floodingconditions occur and over whelm production Production facilities|ocated in two geographical locations, neither of which contains
3-Fi ial
ER2 Flood facility includingloss of power. - Financia flood activity. Locations are not in flood plain.
Identified Loss 3 - Not Yet Mitigate
As aresult of anatural event a Tsunami occurs floodin Production facilities|ocated in two geographical locations. Locations are near a coastal
g geogr
ER3  [Tsunami shoreline areas. 2-Employee areaabove 250ft elevationlevel.
Identified Safety 3 - Not Yet Mitigate
Hurricane force winds are encountered at production site. Production facilities|ocated in two geographical locations, Production facilities can
3-Fi ial
ER4  [Hurricane - rinancia withstand Cat 5 winds.
Identified Loss 2-Infrequent | Mitigate
Production plantisin the path of atornado.. Production facilitieslocated in two geographical locations. Production facilities can
P 3-F | se0g
ER5 |Tornado Rancs withstand Cat 5 winds.
Identified Loss 2 - Infrequent Mitigate
Production plantisin the path of awildfire bringout of o il Production facilitieslocated in two geographical locations, Production facilities not
ER6 |Wild Fire control., - rinancia locatedinforested area.
Identified Loss 3 - Not Yet Mitigate
Reservoir near production plantis spills water out dueto Production facilitieslocated in two geographical locations. Production facilities not
P P P . X geograp
ER7 |Reservoir Sphshmg landslide or earthquake or failed dam. 3-Financisl located below elevation of reservoirs.
Identified Loss 3 - Not Yet Mitigate
Valcano is area of production plant spewsash and lava - o Production facilitieslocated in two geographical locations. Production facilities not
ER8 |Volcano towards production plant. EllErEE locatedin volcanicall y active area.
Identified Loss 3 - Not Yet Mitigate
Lightening strike hits production plant Production facilitieslocated in two geographical locations, Facilities have lightening
ER9 |Thunder Storms strike protection.
Identified Mitigate
Sinkhole form at of near production facility Production facilitieslocated in two geographical locations. Facilitiesnot located near
2- Empl o
ER10 |Sinkhole - Employee sinkhole activit
Identified Safet 3 - Not Yet Mitigate !
Severe snow, ice, hail occur at product plant location Production facilitieslocated in two geographical locations. Facility protected from
ER11 |Blizzards, Ice, Hail Storm extreme weather conditions. Power back up and life sustaining provisions provided.
Identified 3-Not Yet Mitigate
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Human Generated Ris

S

Aircraft accidently or deliberately crashesinto production

Production facility located in structure or underground that can withstand direct hit of

HGR1 |Aircraft facility, Helicoptertriesto land in production facility. 2- Employee aircraft,
Identified Safety 3 - Not Yet Mitigate
. Armored vehicle attemptsto enter production facility 2-Emol Perimeter of production plant protected by crash proof barriers to keep unauthorized
HGR2 |Armored Vehicle =B vehides from gaining close proximity to plant,
Identified Safety 3 - Not Yet Mitigate
Unmanned aircraft is flown over or into production plant Drone detection and disshlingtechnol oges deployed at production site.
2- Empl
HGR3 |Drone = EEIEHES
Identified Safety 3 - Not Yet Mitigate
Vehicle with large explosivesisdetonated at or near Perimeter of production plant protected by crash proof barriers to keep unauthorized
|
HGR4 | Truck Bomb production plant. 2= mip e vehides from gaining close proximityto plant,
Identified Safety 3-Not Yet Mitigate
Atunnel is constructed under the production plant as away Tunnel detection measuresused to prevent tunnelsin proximity of production plant.
2- Empl
HGR5 |Tunneling to eain entr - Employee
¥
& Identified Safety 3 - Not Yet Mitigate
A shoulderlaunched or aircraft launched missile isfired a Production facility located in structure or underground that can withstand direct hit of
2- Empl
HGR6 |Missile the producti - Employee o
production plant missile.
Identified Safety 3 - Not Yet Mitigate
Apathogenisusedto contaminate the production plant. P Pathogen detectiondevices deployed & production facility.
HGR7 |Biological - Employee
Identified Safety 3 - Not Yet Mitigate
toxicchemical is used to contaminate the production emical warning devices deployed at productionfacility.
h | A h I d h d P Ch | gd deployed d facil
HGR8 |Chemica lant - tmployee
F Identified Safet 3- Not Yet Mitigate
Adirty bomb releasesradiation at of near the production Radiation detection devices deployed & production facility.
HGR9 |Dirty Bomb lant
F Identified 3 - Not Yet Mitigate
aser device isused against the production facility to gain roduction facility located in structure or underground that can withstand direct hit o
Al d d h d facil e Prod: facility | d d dth hstand d hit of
HGR10 (Laser entry or disable surveillance cameras. - Employee laser.
Y Identified Safet 3 - Not Yet Mitigate
Hackerisable to modify software, exploit vulnerability, All software used at plant is checked for exploitable vulnerabilities, checked against
HGR11 | Cyber find backdoor. National vulnerability Database, air gapped to internet.
Identified Mitigate

Lawrence Livermore National Laboratory

28

LLNL-PRES-770080

(e




Example Major Risks

= PPR1 - Widgets become volatile during storage or while being
transported.

= PPR4 - Widgets that fail inspection are not disposed of or
reprocessed safely.

= MH1 -Widget raw material is spilled, damaged, or stolen
during transportation to production site.

= PPR2 - Widgets are stolen during storage or transportation
after production.

= MH7 - Widget raw material is unaccounted for, the inventory
records do not agree with physical inventory.
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Example Risks by Category

= GR3 - Delays caused by the slow legislative process or
Inability to get required votes to pass required legislation
could encourage unrealistically short schedules to
compensate for a late start due to legislative or executive
delays.

= GPSR3 - If management oversight is tied to performance
bonuses and this extends to widget production it could
iInfluence site management to take risks to receive bonuses.
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Example Risk by Category

- SMRS - The site may not have a strong safety culture
required for the production of widgets.

= DR3 - New tools designed for widget production do not
function as desired.

= PR9 - Scarce labor pool of qualified production workers.

- MHRS8 - The widget raw material inventory system has been
compromised by a cyber security incident.
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Example Risk by Category

-« PPR1 - Widgets become volatile during storage or while
being transported.

= ER1 - Unmanned aircraft is flown over or into production
plant.

- HGR3 - Production facility is located on or near fault or
fracking area. Large earthquake occurs. Power outage.
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Remaining Work

« SME review of Hierarchical Structure Chart
« SME review of identified risks

- SME review of risk magnitudes and probability
of occurrence.

= SME review of mitigations.
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STPA Summary

= There are hazard analysis techniques which
have been successfully used in the past for
making widgets.

= STPA found contemporary risks.
« Government, Privatization, Cyber, Drones, etc.

- STPA can be combined with other types of
hazard analysis.

- Widget experts were receptive to approach, no
one technique can prove it considers everything.
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any information, apparatus, product, or process disclosed, or represents that its use would not
infringe privately owned rights. Reference herein to any specific commercial product, process,
or service by trade name, trademark, manufacturer, or otherwise does not necessarily
constitute or imply its endorsement, recommendation, or favoring by the United States
government or Lawrence Livermore National Security, LLC. The views and opinions of
authors expressed herein do not necessarily state or reflect those of the United States
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advertising or product endorsement purposes.



