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▪  Government would like to restart the production 
of widgets which have not been produced for 30  
years. 

 
▪  Could STPA be useful for identification of risks 

on the production restart ?  

The Problem 
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1.  Identify the Risk 
2.  Assess the Risk 
3.  Develop Reponses to the Risk 
4.  Develop Contingency Plan, Preventive 

Measures 
 
 

Typical Risk Management Process 
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1.  Brainstorming 
2.  Interviews (SMEs, Stakeholders) 
3.  Similar Projects (Historical Records, Lessons Learned) 
4.  Diagramming Techniques (Fish Bone, What if, Pictorial 

Modeling)  
5.  Risk Identification Checklist  
6.  STPA (Systemic Theoretic Process Assessment) ? 

Identifying Risk 
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Assess the Risk 

▪  Magnitude of Impact 
•  Public Safety 
•  Worker Safety 
•  Financial Loss 
•  Delay 
•  Trivial 
 

▪  Probability of Occurrence 
•  Multiple 
•  Infrequent 
•  Not Yet 
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▪  Status 
 
 
▪  Risk Response 

Develop Responses to the Risk 

Identified 
Active 
Closed 
Unassigned 

Leave It 
Monitor 
Avoid 
Move 
Mitigate 
Unassigned 
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1.  Find experienced domain experts in widget 
design, test, and production. 

2.  Create a Hierarchal Structure Chart for the 
organizations involved.  

3.  Develop guide phrases 
4.  Apply guide phrases to each interface in the 

Hierarchal Structure Chart to identify risks. 
5.  Capture risks, prioritize, suggest mitigations.  

STPA Process 
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Organizational Components  
As A System 
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Hierarchical 
Control Structure 
Chart 
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Government Entity Risks 

GR1. Sequestration, Gov. Shut Down 
GR2. Congressional fund reallocation 
GR3. Congress/Executive Delays 
GR4. Congress Privatization of Site 
GR5. Automation Competency 
GR6. Sec./oversight Turnover 
GR7. Oversight Automation Experience 
GR8. Oversight Budget Concerns 
GR9. Oversight Diff. Tech opinion with Sites 
GR10. Personal Opinions Over Experience  
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Government, Privatizing, Site Risks 
GPSR1. Funding from Secretary, Not oversight 
GPSR2. Taxes, Management Fee Increase 
GPSR3. Work to Performance Incentives 
GPSR4. Corporate Management Experience 
GPSR5. Private Oversight Firm Acquired 
GPSR6. Lack of Production Culture 
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Site Management Risks 
SMR1. Top Site Managers Corporate Employees  
SMR2. Recent Site Management Switch 
SMR3. Contending Priorities Make or Buy 
SMR4. Compartmentation Culture 
SMR5. Safety/Security Culture Undervalued 
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Development Risks 

DR1. Wrong Compliance/Classification Standards 
DR2. Requirements Unclear 
DR3. Design Generation Tools 
DR4. Configuration Management 
DR5. Version Control 
DR6. One of a Kind Development (30 Year Hiatus) 
DR7. Rare Skill Mix Required, Understaffing 
DR8. Retiring Labor Pool 
DR9. Using Legacy Drawings to Build Parts 
DR10. Budget and Schedule over Quality 
DR11. Cyber security of Design Documentation 
DR12. Difficulty in attracting talent to location 
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Production Risks PR1. Tolerances not maintained 
PR2.  Drawing Correctness 
PR3.  Quantifying the Machines Uncertainty 
PR4.  Validating Results (Inspections)  
PR5.  Workspace Control 
PR6.  Lack of Independent Oversight 
PR7.  Repeatability of the Production Process 
PR8.  Welding Set Up 
PR9.  Retiring Production Employees 
PR10. Production Culture vs. Design Culture  
PR11. Spill Containment 
PR12. Material Handling 
PR13. Blank Forming 
PR14. Volatility Considerations  
PR15. Toxic Scrap Disposition  
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Material Handling Risks 

MHR1. Transportation Safety and Security 
MHR2. Maintain Material Purity 
MHR3. Integrity of Storage Facility 
MHR4. Volatility Considerations 
MHR5. Proper Atmosphere 
MHR6. Theft Temptation 
MHR7. Inventory Tracking Accurate 
MHR8. Cyber Security of Inventory System 
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Post Production and Storage Risks 

PPR1. Volatility Considerations 
PPR2. Theft Security 
PPR3. Maintain Interior Atmosphere 
PPR4. Failed Inspection Process 
PPR5. Inventory Tracking Accurate 
PPR6. Cyber Security of Tracking System  
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Environmental Risks 
ER1. Earthquake 
ER2. Flood 
ER3. Tsunami 
ER4. Hurricane 
ER5. Tornado 
ER6. Wild Fire 
ER7. Reservoir Splushing  
ER8. Volcano 
ER9. Lightning 
ER10.Sinkhole 
ER11 Blizzard, Ice, Hail Storm 
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Human Generated Risks 
HGR1. Aircraft 
HGR2. Armored Vehicle 
HGR3. Drone 
HGR4. Truck Bomb 
HGR5. Tunneling 
HGR6. Missile 
HGR7. Biological 
HGR8. Chemical 
HGR9. Dirty Bomb 
HGR10. Laser 
HGR11. Cyber 
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Risk Tracker 
for 84 Risks 
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Government Entity Risks 
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Government, Privatizing, Site Risks 
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Site Management Risks 



23 Lawrence Livermore National Laboratory LLNL-PRES-770080 

Development Risks 
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Production Risks 
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Material Handling Risks 
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Post Production and Storage Risks 
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Environmental Risks 
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Human Generated Risks 
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▪  PPR1	-	Widgets	become	vola4le	during	storage	or	while	being	
transported. 

▪  PPR4	-	Widgets	that	fail	inspec4on	are	not	disposed	of	or	
reprocessed	safely. 

▪  MH1	-Widget	raw	material	is	spilled,	damaged,	or	stolen	
during	transporta4on	to	produc4on	site. 

▪  PPR2	-	Widgets	are	stolen	during	storage	or	transporta4on	
aCer	produc4on. 

▪  MH7	-	Widget	raw	material	is	unaccounted	for,	the	inventory	
records	do	not	agree	with	physical	inventory.	 
	

	

	

 

Example Major Risks 
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▪  GR3 - Delays caused by the slow legislative process or 
inability to get required votes to pass required legislation 
could encourage unrealistically short schedules to 
compensate for a late start due to legislative or executive 
delays.  

 

▪  GPSR3 – If management oversight is tied to performance 
bonuses and this extends to widget production it could 
influence site management to take risks to receive bonuses. 

 

Example Risks by Category 
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▪  SMR5 - The site may not have a strong safety culture 
required for the production of widgets.  

 

▪  DR3 - New tools designed for widget production do not 
function as desired.  

 

▪  PR9 - Scarce labor pool of qualified production workers. 
 

▪  MHR8 - The widget raw material inventory system has been 
compromised by a cyber security incident. 

  

Example Risk by Category 
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▪  PPR1 - Widgets become volatile during storage or while 

being transported. 
 

▪  ER1 - Unmanned aircraft is flown over or into production 
plant. 

 

▪  HGR3 - Production facility is located on or near fault or 
fracking area. Large earthquake occurs. Power outage. 

Example Risk by Category 
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▪  SME review of Hierarchical Structure Chart 
▪  SME review of identified risks 
▪  SME review of risk magnitudes and probability 

of occurrence. 
▪  SME review of  mitigations.  

Remaining Work  
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▪  There are hazard analysis techniques which 
have been successfully used in the past for 
making widgets. 

▪  STPA found contemporary risks. 
•  Government, Privatization, Cyber, Drones, etc.   

▪  STPA can be combined with other types of 
hazard analysis. 

▪  Widget experts were receptive to approach, no 
one technique can prove it considers everything.  

STPA Summary 
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