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Impact of Flawed Coordination

* CQOperation Iraqi Freedom
— Mar 2003, British GR-4 Iran
returning to base, Kuwait Iraq
— Patriot classified British GR-4 as
a hostile missile

— Patriot crew engaged GR-4,
shot down aircraft, and two
aircrew killed

7/

Kuwait! ,
I Persian Gulf

. . . . Saudi Arabia
 Accident investigation vl Arabl N

recommen datIOn . (UK Ministry of Defence 2004, p. 6)

— “Closer co-ordination is implemented N
between planning and operations ’
organisations regarding airspace usage”

history.redstone.army.mil (public domain)

Motivation: Towards the prevention of flawed coordination
related accidents through safety analysis and design.
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Systems Approach to Safety _

e STPA (System-Theoretic Process Analysis)

— ldentify unsafe control Leveson 2015 (in Fig 4, p. 28)
actions (step 1) and

why they occur (step 2) “Missing or wrong

communication
— Inadequate with another
coordination may lead controller”

to unsafe control n ‘l
Leveson 2012 (in

aCtionS (Leveson 2004) A
Fig 8.6, p. 223)

e CAST (Causal Analysis —
] “Conflicting
using STAMP) control
— Accident analysis actions” \ 4

— Step 7. “Examine

overall coordination”
(Leveson 2012, p. 351)

n-1
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Research Approach

* Proposition: To address safety in complex work domains,
coordination between decision units is essential.

* Problem. The concept of coordination has limited
operationalization for use in safety analysis methods, from
safety engineering methods through accident investigation.

* Overall Objective: Develop extensions to state-of-the-art
safety analyses to accommodate and guide examination of
flawed coordination between multiple interdependent
decision units.
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Johnson 2017

Purpose:
* Provide explanatory power and semantics for observation of and

analysis of coordination in sociotechnical systems
* Bridge between theory and engineering applications

Decision Systems

— A functional model, decision
behavior

— Relate coordination with
individual decisions/actions
Coordination Decomposed
— Descriptive power for analysis
— Expand definition

Fundamental Coordination
Relationships
— Analysis structure
— ldentify where analysis of
coordination applies
Coordination Perspectives

— A means to operationalize the
coordination framework for
analysis
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decisions and actions

* Sociotechnical System
— Goal-directed behaviors

* Decision System
Decision behavior

Boundary defined by
common output: action &
coordination info

Component coordination

e Coordination Behavior

— Within and Between decision
system

— Vertical and lateral
coordination

STPA-Coordination

& Case Study

CAST-Coordination Conclusions

Decision System
Purpose: Functional model relating coordination to individual

DECISION-MAKING
H{IERARCHY

ECHELON 3

Rk
2 \
s 7 A
DECISION £ A
uNIT !
ecision | ===== ECHELON 2
COORDINATION
INFORMATION \\
FEEDBACK W %e By
L ST 4 /
——— ECHELON 1
CONTROL y y 3
PERFORMANCE
FEEDBACK i
-
4 PROCESS ]_.

Figure ©1970 IEEE. Reprinted, with permission,
from (Mesarovi¢ 1970), p 114

| Decision
|_System |

Coordination
Decomposed

Coordination
Relationships

Coordination
Perspectives 6
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Coordination Elements
Purpose: Descriptive power for coordination behavior
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* What is coordination? Coordination Components

Inspired by (Malone & Crowston 1990)

— Components

1. Coordination Goals

— Overarching guidance for
systems

2. Coordination Strategy

— Planned set of behaviors among
two or more decision units, pre-
planned to dynamic

3. Decision Systems

— Basic units that carry out
coordination behavior

Decision | Coordination | Coordination Coordination
System LDecomposedJ Relationships Perspectives ;




STPA-Coordination
& Case Study

Framework

Coordination Elements
Purpose: Descriptive power for coordination behavior

CAST-Coordination Conclusions

F Q Intro &
R .
I. AEROASTRO Background

 What is coordination? Coordination Processes
Inspired by (Malone & Crowston 1990) 4 Com mun |cat|ons
— Components ' _
— Capabilities and protocols to
— Processes exchange information
5. Group Decision-Making
— Processes to determine and
evaluate alternatives
6. Observation of Common Objects
— Content and protocols of
observation
Decision Ifoadi_naﬁonj Coordination Coordination

System LDecomposedJ Relationships Perspectives g
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* What is coordination? Coordination Enabling Conditions
— Components 7. Authority, Responsibility,
— Processes Accountabi“ty

e How is coordination — Properties needed to ensure
coordination strategy is executed as

accomplished? intended

— Enabling conditions 8. Common Understanding

Inspired by (Okh & Bechky 2009) ) ..
epITEE DY TTIEYSEn % PEEhY — A shared perspective the coordination

problem and solution

9. Predictability

— Knowledge of future behavior and the
ability to anticipate

Decision | Coordination | Coordination Coordination
System LDecomposedJ Relationships Perspectives 9
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Partial Coordination

Categories Coordination Elements
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£ 0 Intro &
R
L AEROASTRO Background

( Coordination 1. Coordination Goals
e E—— 2. Coordination Strategy
3. Decision Units / Systems
o —
o= 4. Communications
r .
2 < g:j:::;is 5. Group Decision-Making
:|°: 6. Observation of common objects
Enablin 7. ARA (Authority, Responsibility, Accountability)
Conditicgms 8. Common understanding
\ 9. Predictability
A AN e\ O ol
A\ AR\, <OV 00
\((\\5 ?a( 660‘\) \e\o\\ ) 6.\(\3
NCN W o°
Coordination Spectrum
Decision Ifoadi_naﬁonj Coordination Coordination

System |_Decomposed | Relationships Perspectives
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Framework

Coordination Definition
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e Coordination is:

— The management of...
* (1) Goals
(2) Strategy
(7) Authority, Responsibility, Accountability
(8) Common understanding
(9) Predictability
— and processes needed...
* (4) Communications
* (5) Group decision-making
* (6) Observation of common objects
— to integrate interdependent entities.
* (3) Decision systems

Decision | Coordination | Coordination Coordination
System LDecomposedJ Relationships Perspectives T
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Fundamental Coordination Relationships
Purpose: Analysis structure

Coord Relationships

Decision
System (b) Between Dec’n System A B C
Coordination } % Within Dec’n System = D
f Coordinated Process i oo™
1 1 '\(\?’
! .. ! 00‘6
A) SDetasmn) A Decision [--{ Decision
ys em‘I(Aa System(a) [ M System(b)
boug(t) ! Y Y
: | U,(t) ug(t)
: l .\ ‘outcome B) tl o ! out
:|  Process; |y ! Process,; . COI me
S —> Ve, it (Coordinated or Physical)  |y4(t)
:Coordinated Process o i Decision System (a)
E (,00‘6\03 E e;\(\'a{\‘)
il Decision g Decision l — o —
U cocrmen () boeees N ! D) Decision [--94 Decision
Q! System (a) System (b) : Component,, [4--1 Component,,
wel 1 wi] T win ] 1
E yl(t) ‘/z(t) i Outcome Process QOutcome
i| Process;, —» | Process, —>! . oo —
| I I R Va0 (Coordinated or Physical) |y (1)
Figures adapted from Johnson 2017, p. 55. © by MIT.
Decision Coordination ICoordlnatlonI Coordination
System Decomposed |Relationships, Perspectives 1
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* Internal Perspective: coordination elements

e External Perspective: coordination strategy acceptable (e.g. safe)
— Coordinated output
— Coordinated output and environment

4 . )

_ ot
Decision | <

.< ........... >.
System

L‘.“““““

« - N\
Decision [ 4
System N -
¢ Output
> -

o My /

O Utco r>T\ e Adapted from Johnson 2017, p. 58. © by MIT.

Decision
System

Coordination
Decomposed

Coordination
Relationships

| Coordination |
| Perspectives | 13
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Perspectives on Coordination
Purpose: Perspectives that can be operationalized for analysis

CAST-Coordination Conclusions

; 6 Intro &
R MIT
L AEROASTRO Background

* Internal Perspective: coordination elements

* External Perspective: coordination in dynamic systems
— Coordination strategy established to influence outcome

A
Coordination: Vertical/Lateral
o
A o Strategy o ,
K‘\;‘\Q < . | * t,: initial time {behavior}
%) 1 . . .
(100 & = o&aﬁ""’ 1 » t: final time {behavior}
‘ \:3\ .§ AR — .0 |« At: time difference {behavior} !
T ' Decisions > o T
) | b\,s\be'o
R fes =
& & | Actions o
Q\Q\\ O | I N o
DA !
¢ | S
¥ o " outeome
> | ! !
< [ | I ! Ti >
to{decisions} : to{actions} : to{outcome} ime
1tf{COOi’ d strat} tf{decisions} tf{actions}
Reprinted from Johnson 2017, p. 60. © by MIT.
Decision Coordination Coordination | Coordination |

System Decomposed Relationships | Perspectives | ”
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Extended STPA for Coordination
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System-Theoretic Process Analysis (Leveson 2012, p. 213)

Step 1: “Ildentify the potential for inadequate control of the system that could
lead to a hazardous state”

Step 2: “Determine how each potentially hazardous control action identified
in step 1 could occur”

a) “examine the parts of the control loop to see if they could cause” the unsafe
control action

b) “For multiple controllers I:thend? b) STPA-Coordination. For multiple controller

of the same component or processes or coordinated decision-making.

C L . Johnso2017) i) Identify the interdependency
safety constraint, identify ii) Identify the fundamental coordination

conflicts and potential relationshio __ __ __ __
coordination problems” rm) Identify coordination scenarios that can Iead
to unsafe control using the flawed |

coordination guidance
c) “Consider how the designed controls could degrade over time and build in
protection”

15
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Flawed Coordination Guidance
Purpose: Operationalize coordination framework for flawed
coordination guidance

CAST-Coordination Conclusions

Internal Perspective

Case 1: Coordination Missing

Case 2: Coordination Inadequate
1

/
SV h
I » 1
: o ¢ 00‘ 0 _c : )
| Decision <C _______ N Decision | + Environment
1 | System (a) System (b) | 1
OUtpUt Ya b(t)

V4
External Perspective / / Outcome

Case 3: Coordination Strategy Leads >

to Hazard (i.e. unsafe control action) Adapted from Johnson 2017, p. 66. © by MIT.

16
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Flawed Coordination Guidance
Purpose: Operationalize coordination framework for flawed
coordination guidance

External Perspective

Case 4. Coordination
Strategy Established Late

Coordination
Strategy
|
i Decisions
i i Actions @
| I
> ! ! ! |
; >
S i | i ! time
to{coordination} to{decisions} to{actions} to{outcome}

Adapted from Johnson 2017, p. 66. © by MIT.

17
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Flawed Coordination Guidance
* Flawed Coordination Cases are unique

Table adapted from Johnson 2017, p. 66. © by MIT.

Unique Cases Perspective: Internal Perspective: External

Coord Strategy: None Case 1l Case 4

Coord Strategy: Exists Case 2 Case 3
Flawed Coordination Cases Description
Case 1. Coord missing Coord missing w/ interdependent conditions
Case 2. Coord inadequate Coord elements missing or inadequate

Case 3. Coord strategy leads to UCAs |Coord strategy is unacceptable or infeasible

Case 4. Coord strategy established |Coord strategy established late to influence
late safe outcome

Flawed coordination cases guide STPA in identifying
coordination scenarios that may lead to unsafe control actions

18
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Flawed Coordination Guidance
* Additional flawed coordination guidance using coordination elements

Flawed Coord Cases Lead to UCAs
Table adapted from Johnson 2017, p. 68. © by MIT. —

1 2 3 4

(1) Coordination Goals X X X

98 o (2) Coordination Strategy X X X X
€t ®

EE) 5 |(3) Decision Systems X X
o

9 5 |(4) Communications X X
w @©

§ E (5) Group Decision-Making X X X
+= O

g a0 (6) Observation of Common Objects X X
t o

o 2 (7) Authority, Responsibility, Accountability X X
=

o (8) Common Understanding X X

(9) Predictability X X

Case 2 Guidance:
Expanded next slide

19
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Flawed Coordination Cases Refined

e Coordination elements used for flawed coordination guidance

— Examples, Case 2 (see Johnson 2017, p. 69, Table 16 for more guidance)

Case 2. Coordination inadequate (strategy exists)

Coordination Components

1. Coordination goals: inconsistent

2. Coordination strategy: do not address interdependent conditions; ambiguous; alternative
strategies unknown or incompatible

3. Decision Systems: missing, inadequate aptitude or training

Coordination Enabling Processes

4. Communication channels: missing; inadequate (bandwidth, noise, etc.)

5. Group DM: inadequate (protocols, value functions, problem solving framework, etc.)

6. Observation of common objects: missing; different objects; inadequate (resolution, delays,
update rates, information, etc.)

Coordination Enabling Conditions

7. Authority, Responsibility, Accountability: missing; inadequate (observation, update rates,
assignment of roles & responsibilities, confidence in other decision systems, etc.); decision
systems not coordinable (by design or by organization)

8. Common understanding: missing (process modes, states); inadequate (geo-physical or time
reference, local or holistic model, system states, strategy, other decision units, etc.)

9. Predictability: missing; inadequate (models, not familiar with task, time constraints, etc.)

20
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Extended STPA Summary

. . Decision &
STPA-Coordination —Syera ) &
. . Flawe T [s)
l. Identlfy Coordination & i/ Decisio M- Deglsion
interdependency | Sted Process | System (a2 _Swtem (b)
.. . . ) ‘| Decision N | UCA¢ T w(t) ] 1
ii. Identify coordination A system(a) [ b) rocess, Outcome
reIationships UCAL T : (Coordinated or Physical) y1(t)
. . .__\“\ ‘Outcome
iii. Use flawed coordination process, |yt =,
. . . ln
guidance to identify | = i
scenarios that can lead iCoordinm Decisiop/etem (a)
to unsafe control ; ot @S
. Decisibn  |g= - Dedgision Decik (.,f:° Decisi
actions ) i System (&) [ > Jm(b) d) Come[;():clmontal Comecls A
—Flawed Coord Cases x4 . @] T —a] 1
—Coord E|ement5 X9 Process y;(t}’ Process y1(t) iOutcome Processl QOutcome
! 2 Vool (Coordinated or Physical) va(t)
{1,2

Reprinted from Johnson 2017, p. 65. © by MIT.

21



CAST-Coordination Conclusions

; 0 Intro & Coordination STPA-Coordination
N AEROASTRO Background Framework & Case Stud

Case Study: UAS Integration
Purpose: Towards validation of STPA-Coordination

Image © DARPA - - . . .
(www.darpa.mil/news-events/2016-03-31) % PY Syste m S E n gl n e e rl n g
Baseline

— Goal: Safe flight operations

— Accidents (A) to avoid:
* Al. Mid-air collisions.

e Backeround e A2. Collisions with terrain
8 and ground obstacles.

— UAS integration with military 3 .
and civilian flight operations Hazards (H):

— RTCA standards efforts (SC-
203, SC-228) over a decade

* H1. Violation of aircraft
minimum separation. (< A1)

old (2004 beginning) * H2. Controlled flight into
: terrain. (€A2)
— Assessing safety a challenge, _
ongoing * H3. Lack of aircraft

controlled flight. (<A1, A2)

22
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STPA-Coordination Applied

i) Identify the interdependency
— Shared goals. Accident free operations, collision avoidance

— Shared resources. Airspace for aircraft navigation

ii) Identify the coordination relationships

UCA. Unsafe Control Action; DAA. Detect-and-Avoid; CAS. Collision Avoidance System

i

Decision System (a)

o

2 \
i
)

UAS Pilot,,

.C-?-; Detect &

44 Avoid,,

S 1

Aircraft,

ATC (b) SR S :
Flawed . = iCoordinated Process, :
Coordination & : E ‘\3\14‘?;6\(\3\-\0 |
---------------------------- ! « © ;
| Coordinated Process i| UAS Pilot & 55l Aircrew &
: E DAA - I ’ CAS b
a) || VASPilot& | c) (“) (“)
| DAA(a) | ! e’ ! :
| t E 1 t t);
i BES : Aircraft, —>YI() Aircraft, _,VZ( )E
= © Outcome ;
Aircrafty |y 50 T outcome
---------------- -O- '-t'-""-: y{l,Z}(t)
utcome
Ya,...nit)

J>Outcome

ya(t)

Reprinted from Johnson 2017, p. 89. © by MIT.

iii) Using flawed coordination guidance, identify scenarios that can lead to

UCAs

Next: Within decision system STPA-
Coordination excerpt

23
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Lateral Coordination Example

Table adapted from Johnson

UCA. Unsafe Control Action; DAA. Detect-and-Avoid; CAS. Collision Avoidance System 2017, p. 99. © by MIT.

Case 2: Inadequate, (7) Accountability Safety Recommendations

* (within Decision System) The DAA does not have 1, * The DAA/CAS shall provide
means to establish accountability for lateral 2.1, means to establish lateral
coordination. 2.4, coordination accountability.

o Decision systems do not confirm receipt of 2.6, o UAS decision systems shall
DAA/CAS cooperative maneuver strategy and 3,4 confirm receipt of DAA
they actually did not receive the maneuver derived maneuver strategy
guidance.

o Decision systems do not acknowledge agreement o UAS decision systems shall
with DAA/CAS maneuver guidance and one or confirm agreement with
more actually disagree with guidance. maneuver strategy

UCA1, 2.1, H1 Al. Mid-Air
24,6 3,4 Collision

Flawed Lateral UCA 2.6 4.2 H2
Coord Case 2 (7) T A2. Ground

UCA 2.6 H3 Collision

24
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* UAS Integration Safety & Performance Standards,

Table adapted from Johnson

DO-344 (RTCA SC-203, 2013) 2017, p- 132 © by MIT

Coordination Elements Hazardous Coordination Scenarios
DO-344 STPA-Coordination

1. Coordination Goals 0 3

2. Coordination Strategy 0 46

3. Decision Systems 0 3

4. Communications 1 16

5. Group Decision-Making 0 12

6. Observation of Common Objects 7 18

7. Authority, Responsibility, Accountability 0 23

8. Common Understanding 30 46

9. Predictability 10 27

Total Hazardous Coordination Scenarios 48 194

Observations include:
* STPA-Coord identified hazardous scenarios related to 9 elements, vs 4 in FHA

* ~6% of STPA-Coord scenarios due to failure modes, vs 100% for FHA. 94% of STPA-
Coord scenarios are potentially designed flawed interactions (i.e. not failing) -
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Comparison to Requirements Analysis

e UAS Integration Safety & Performance Standards,

DO-344 (RTCA SC-203, 2013)

Table adapted from Johnson
2017, p. 136. © by MIT.

Coordination Elements

Coordination Recommendations

DO-344 STPA-Coordination

1. Coordination Goals 0 2

2. Coordination Strategy 4 53
3. Decision Systems 0 2

4. Communications 2 22
5. Group Decision-Making 0 13
6. Observation of Common Objects 4 25
7. Authority, Responsibility, Accountability 0 33
8. Common Understanding 19 37
9. Predictability 3 29
Total Coordination Recommendations 32 216

Observations include:

e STPA-Coord recommendations addressed a holistic set of 9 elements, vs 5 using ad-

hoc methods

e STPA-Coord had 53 recommendations for coordination strategy, vs 4
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CAST-Coordination

CAST (Causal Analysis w/ STAMP) CAST-Coordination (Step 7)
(Leveson 12) (Johnson 2017)
1-2. Systems engineering baseline. e |dentify decision systems with
Identify accidents, hazards, safety interdependency

constraints

e Use flawed coordination
3. Document the safety control structure,

including roles and responsibilities guidance to analyze:
4. |dentify proximate events o Physical process level
5. Identify unsafe controls, failures, and coordination
interactions at the physical system level o Top level coordination and its
6. Identify why higher levels allowed or 5 influence on the physical
contributed to an accident. Document 060 process coordination
__Context for decisions. - & o Supporting coordination.
i7 “Examine overall coordination and : Decision-making hierarchy
, communication contributors to the loss” 1 -
| ooy coordination fl_rorp top to
8. Determine if migration towards unsafe bottom and within decision
behaviors was a factor system coordination

9. Generate recommendations

27
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Systems approach to safety, a coordination focus:

Svstems Engineering Baseline

. 3 + Determine the accident of interest
CO O rd I n at I O n * Determine the system hazards D

* Determine the system safety constraints

framework with C
fou r pOi nts (Leveson 2012)p. 87
¢ Use the Coordination Framework

o Identify decision systems
EXte n d e d ST PA a n d o Identify vertical and lateral coordination relationships, within
. and between decision systems
C AST a n a Iys | S kDocumem roles and responsibilities j
m et h O d S /Conduct Hazard Analysis, STID / Conduct Accident Analysis, CAST \

[ Develop the Safety Control Structure \

» “Abstracting and concentrating on parts of the overall structure™

+ STPA Step 1. Identify unsafe control 4. Identify proximate events ) )
F I a W e d actions 5. Identify unsafe controls, failures, and interactions at the
* STPA Step 2. Identify scenarios that can physical system level

lead to unsafe control actions 6. Identify why higher levels allowed or contributed to an

CO O rd i n a t i O n a) Examine the control loop accident. Document context for decisions.

b) For processes with multiple controllers 7. Examine overall coordination
. d or coordinated decision making i. Identify decision system interdependency
g uigdance i. Identify the interdependency ii. Using flawed coordination cases and coordination

ii. Identify coordination relationship elemen.ts_. analyze: o
% Bt Mevred] esmm e fam eemes * Physical process layer coordination, between DSs

D es i g N ¢) Consider control degradation over time * Top level coordination and its influence on the physical
\ / process coordination
H * Supporting coordination from top to bottom, and within
recom mendatlons DS coordination
kDetermine if migration towards unsafe behaviors was a factor
that lead to safe C
coordination

STPA-Coord

CAST-Coordination

Develop Desiecn Recommendations )

* Elimination of hazardous scenarios
+ Mitigation strategies

Reprinted from Johnson 2017, p. 183. © by MIT. 28
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