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Implementing STPA successfully

ALearning STPA

ASelecting auitable system

AAssembling a team

APlanning an STPA project

ASupportand buyin from highlevelmanagement

AData!
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Learning enough to adopt STPA

Effort
Cost needed Scalability Effectiveness

Reading existing papers, reports, books - High High Low
Attending MIT STAMP workshop Low Low Low Med
Participating in existing STPA project Low Med Low Med
High (but
Attending STPA training session Med Med Med quality
varies!)
Dedicated project -based workshop.& High Med Low Extrgmely
education High!

Online education (planned by

Leveson /Thomas ) Low High <unknown>
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Implementing STPA successfully

’ ASelecting a suitable system

Complexity makes STPA shin

AThe more complex the
problem, the more powerful
STPA wibe

AChoose systems where there i
opportunity to be surprised

APotential for unexpected
behavior or unanticipated
Interactions
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Implementing STPA successfully

. ASelecting a suitable system
Complexity makes STPA shin

ASystems with many
Interactions, where systems
are being made

ADifferent decisioamakers
trying to work together:
computers, humans,
organizations, etc.

AEspecially incentives to
optimize locally, but not
necessarily globally
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Implementing STPA successfully

‘ ASelecting a suitable system

Maximize impact
Aldentify areas of concern, start
there

AStart with highseverity
problems like risky phases of
operation (e.g. docking HTV)

AChoose systems where people
F NBY Qi &adzNB AT
addressed everything
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Implementing STPA successfully

’ ASelecting a suitable system

Functional analysis

AFocus on people or machines
providing functions
ANot just purely physical
phenomenon
AMaterial flammability?
APhysical metal fatigue?
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Implementing STPA successfully

Metal Fatigue Material flammability

Not best choice for purelphysicalbhenomenal!
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HOWEVER

STPA is a great choice as
soon as you consider the
bigger picture!
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Implementing STPA successfully

‘AAssembling a team o
Interdisciplinary team

ADepends on the problem and control
structure!

May include:
AMaintenance expert
ARegulations expert
AOperators (e.g. Pilots)
ASoftware experts
ATesters

AEtc.
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Implementing STPA successfully

‘ AAssembling a team

STPA Facilitator

AMethodology guidance and
expertise, help avoid common
traps, help review results, etc.

19

to Facilitate
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Implementing STPA successfully

Personalities Matter!

ANeed opeaminded people
who want to try something
new

Ab SSR GqaédadasSvya
recognize impact of indirect
Interactions
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Implementing STPA successfully

- AAssembling a team
. 4 9

Personalities Matter!

ADesigners: Most knowledge,
but can get defensive

AOQutsiders: Not defensive, but
may have less knowledge

ATradeoff!
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Implementing STPA successfully

Personalities Matter!

ANeed people not afraid to dig
deeper, suggest fundamental
changes, question lonigeld
assumptions, shed light on
systemic problems

ASometimes less experience
helps!
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Implementing STPA successfully

APlanning an STPA project
- J P1o) Develop a plan

AGuided by STPA Facilitator

AStart with project goals

APilot demonstration, analyze
whole system, just learn STPA,
provide comparison data,
produce facilitators, etc.?
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Implementing STPA successfully

Develop a plan
AGuided by STPA Facilitator

AConsiderconstraints
AAvailable resources
ABudget
ASchedule
ACurrent projects
AL ook at past experiences
AWhatg 2 NJ SRWorlRA RY

- APlanning an STPA project
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Implementing STPA successfully

Generic plan may include
Aldentify goals
ASelect project
APreparation
APreliminary STPA work
AWorkshop
AFollowup activities
ASolutions development
AConsequences of solutions

ASummarize conclusions/key
findings

APlanning an STPA project
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Implementing STPA successfully

-y APlanning an STPA project

ldeal STPA project

AStill in early concept

ANot yet finished or
Implemented

ASTPAs most powerful when
used early




H B Massachusetts
I I Institute of

Technology

Implementing STPA successfully

. APlanning an STPA project

Team Preparation
Aldentify core STPA team
AGather info about the system
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Implementing STPA successfully

- APlanning an STPA project

STPA Preparation (quick)
AHighlevelcontrol structures
Alnitial UCAs, some scenarios

AAnticipatemajor questions and
identify anyroadblocks

Aldentify any additional experts
needed
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Implementing STPA successfully

Workshop!
_ _ ABring together interdisciplinary team,
- APlanning an STPA project perhaps 512 people
ASTPAverview and training (fiewto STPA)
AReviewprepared control structures
APerform STPA, iterate and add details as
appropriate
AGenerate new questions, identify folleup
activities and outstanding areas
ATends to produce lots of critical results very
quickly!
A 70% of final results may be generatkdre

A Usually within 3 days
A Disseminate big issues immediately!
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Implementing STPA successfully

- APlanning an STPA project

" "' Finish STPA for identified area:
| Alterate on outstanding areas

AFollowup activities, check
assumptions made

Alncorporatenewchanges, new
detalls if needed

AReview results
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Implementing STPA successfully

Solutions Workshop

Aldentify solutions for unsolved
-y APlanning an STPA project or stubborn issues
APhase 1: Generation

AEncourage creativity, cross
pollination ofideas

Awild suggestions encouraged
(they trigger other ideas)

APhase 2: Building practical
solutions

ASelect, adapt, and combine
solutions to ensurdeasibility

AConsequences of solutions
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Implementing STPA successfully

Summarize conclusions/key
findings
Aldeally, detailed findings already
given to engineering team

| juct need ANeed higHevel message for
the"main ideac ..
managers and decisiemakers
AFind the powerful results, the
al K Y2YSyuac
Aldentify other teams, groups,
departments that would benefit

ASpread theword!

APlanning an STPA project
— 9 Proj
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Implementing STPA successfully

Generic plan may include
Aldentify goals
ASelect project
APreparation
APreliminary STPA work
AWorkshop
AFollowup activities
ASolutions development
AConsequences of solutions

ASummarize conclusions/key
findings

APlanning an STPA project
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Implementing STPA successfully

A STPA encourages highpact
» ASupport and buyn long-term solutions that may
iInvolve fundamental
changes, not just minor low
level patches

A Helps to know managers
want these proposals, not
just temporary or superficial
recommendations!
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Implementing STPA successfully

A Sometimes seen as a

. ASupport and buyn competitive advantage
A Secrecy

AG2S styi G2 o
I £ SFRSNJ AY 2
A We want everyone to know

we were first!
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Time spent developing Step 1 UCA table
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Implementing STPA successfully

ALearning STPA

ASelecting auitable system

AAssembling a team

APlanning an STPA project

ASupportand buyin from highlevelmanagement
ADatal

Any questions? Email méThomas4@mit.edu

Thank you!
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