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Implementing STPA successfully

ÅLearning STPA

ÅSelecting a suitable system

ÅAssembling a team

ÅPlanning an STPA project

ÅSupport and buy-in from high-level management

ÅData!



Learning enough to adopt STPA

Cost
Effort 

needed Scalability Effectiveness

Reading existing papers, reports, books Free High High Low

Attending MIT STAMP workshop Low Low Low Med

Participating in existing STPA project Low Med Low Med

Attending STPA training session Med Med Med
High (but 

quality 
varies!)

Dedicated project -based workshop & 
education

High Med Low
Extremely 

High!

Online education (planned by 
Leveson /Thomas )

Free Low High <unknown>



Implementing STPA successfully

Complexity makes STPA shine!
ÅThe more complex the 

problem, the more powerful 
STPA will be
ÅChoose systems where there is 

opportunity to be surprised
ÅPotential for unexpected 

behavior or unanticipated 
interactions

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Complexity makes STPA shine!
ÅSystems with many 

interactions, where systems 
are being made
ÅDifferent decision-makers 

trying to work together: 
computers, humans, 
organizations, etc.
ÅEspecially incentives to 

optimize locally, but not 
necessarily globally

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Complexity makes STPA shine!

Maximize impact
ÅIdentify areas of concern, start 

there
ÅStart with high-severity 

problems like risky phases of 
operation (e.g. docking HTV)
ÅChoose systems where people 
ŀǊŜƴΩǘ ǎǳǊŜ ƛŦ ȅƻǳ ŀƭǊŜŀŘȅ 
addressed everything

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Complexity makes STPA shine!

Maximize impact

Functional analysis
ÅFocus on people or machines 

providing functions
ÅNot just purely physical 

phenomenon
ÅMaterial flammability?

ÅPhysical metal fatigue?

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Not best choice for purely physical phenomena!

Metal Fatigue Material flammability



STPA is a great choice as 
soon as you consider the 

bigger picture!

HOWEVER



ÅSTPA is a great choice as soon as you consider the bigger picture!

άhŀƪƭŀƴŘ CƛǊŜŦƛƎƘǘŜǊǎ {ŀȅ ¢ƘŜƛǊ 5ŜǇŀǊǘƳŜƴǘ Lǎ 
So Badly Managed, Ghost Ship Warehouse 
²ŀǎƴϥǘ 9ǾŜƴ Lƴ Lǘǎ LƴǎǇŜŎǘƛƻƴ 5ŀǘŀōŀǎŜέ

άC!! ƻǊŘŜǊǎ ŀƛǊƭƛƴŜǎ ǘƻ ƛƴǎǇŜŎǘ тотǎ ŦƻǊ ŎǊŀŎƪǎΥ ǘƘǊŜŜ Řŀȅǎ ŜŀǊƭƛŜǊΣ ǳƴŘŜǘŜŎǘŜŘ ŎǊŀŎƪǎ ǿƛŘŜƴŜŘ 
into a five-Ŧƻƻǘ ƘƻƭŜ ƛƴ ǘƘŜ ǊƻƻŦ ƻŦ ŀ {ƻǳǘƘǿŜǎǘ тотΣ ŦƻǊŎƛƴƎ ŀƴ ŜƳŜǊƎŜƴŎȅ ƭŀƴŘƛƴƎέ



Implementing STPA successfully

Interdisciplinary team
ÅDepends on the problem and control 

structure!

May include:

ÅMaintenance expert

ÅRegulations expert

ÅOperators (e.g. Pilots)

ÅSoftware experts

ÅTesters

ÅEtc.

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Interdisciplinary team

STPA Facilitator
ÅMethodology guidance and 

expertise, help avoid common 
traps, help review results, etc.

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Interdisciplinary team

STPA Facilitator

Personalities Matter!
ÅNeed open-minded people 

who want to try something 
new
ÅbŜŜŘ άǎȅǎǘŜƳǎ ǘƘƛƴƪŜǊǎέ ǿƘƻ 

recognize impact of indirect 
interactions

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Interdisciplinary team

STPA Facilitator

Personalities Matter!
ÅDesigners: Most knowledge, 

but can get defensive
ÅOutsiders: Not defensive, but 

may have less knowledge
ÅTradeoff!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Interdisciplinary team

STPA Facilitator

Personalities Matter!
ÅNeed people not afraid to dig 

deeper, suggest fundamental 
changes, question long-held 
assumptions, shed light on 
systemic problems
ÅSometimes less experience 

helps!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Develop a plan
ÅGuided by STPA Facilitator
ÅStart with project goals
ÅPilot demonstration, analyze 

whole system, just learn STPA, 
provide comparison data, 
produce facilitators, etc.?

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Develop a plan
ÅGuided by STPA Facilitator
ÅConsider constraints
ÅAvailable resources

ÅBudget

ÅSchedule

ÅCurrent projects

ÅLook at past experiences
ÅWhat ǿƻǊƪŜŘΣ ŘƛŘƴΩǘ work

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Generic plan may include
ÅIdentify goals
ÅSelect project
ÅPreparation
ÅPreliminary STPA work
ÅWorkshop
ÅFollow-up activities
ÅSolutions development
ÅConsequences of solutions
ÅSummarize conclusions/key 

findings

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Ideal STPA project
ÅStill in early concept 
ÅNot yet finished or 

implemented
ÅSTPA is most powerful when 

used early!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Select project

Team Preparation
ÅIdentify core STPA team
ÅGather info about the system

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Select project

Team Preparation

STPA Preparation (quick)
ÅHigh-level control structures
ÅInitial UCAs, some scenarios
ÅAnticipate major questions and 

identify any roadblocks
ÅIdentify any additional experts 

needed

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Workshop!
ÅBring together interdisciplinary team, 

perhaps 5-12 people

ÅSTPA overview and training (if new to STPA)

ÅReview prepared control structures

ÅPerform STPA, iterate and add details as 
appropriate

ÅGenerate new questions, identify follow-up 
activities and outstanding areas

ÅTends to produce lots of critical results very 
quickly!
Å70% of final results may be generated here

ÅUsually within 3-5 days

ÅDisseminate big issues immediately!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully
Select project

Team Preparation

STPA Preparation (quick)

Workshop

Finish STPA for identified areas
ÅIterate on outstanding areas
ÅFollow-up activities, check 

assumptions made
ÅIncorporate new changes, new 

details if needed
ÅReview results

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully
Solutions Workshop
ÅIdentify solutions for unsolved 

or stubborn issues
ÅPhase 1: Generation
ÅEncourage creativity, cross-

pollination of ideas

ÅWild suggestions encouraged 
(they trigger other ideas)

ÅPhase 2: Building practical 
solutions
ÅSelect, adapt, and combine 

solutions to ensure feasibility

ÅConsequences of solutions

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Summarize conclusions/key 
findings
ÅIdeally, detailed findings already 

given to engineering team
ÅNeed high-level message for 

managers and decision-makers
ÅFind the powerful results, the 
άŀƘŀ ƳƻƳŜƴǘǎέ
ÅIdentify other teams, groups, 

departments that would benefit
ÅSpread the word!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

Generic plan may include
ÅIdentify goals
ÅSelect project
ÅPreparation
ÅPreliminary STPA work
ÅWorkshop
ÅFollow-up activities
ÅSolutions development
ÅConsequences of solutions
ÅSummarize conclusions/key 

findings

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

ÅSTPA encourages high-impact 
long-term solutions that may 
involve fundamental 
changes, not just minor low-
level patches

ÅHelps to know managers 
want these proposals, not 
just temporary or superficial 
recommendations!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Implementing STPA successfully

ÅSometimes seen as a 
competitive advantage
ÅSecrecy

Åά²Ŝ ǿŀƴǘ ǘƻ ōŜ ǊŜŎƻƎƴƛȊŜŘ ŀǎ 
ŀ ƭŜŀŘŜǊ ƛƴ ƻǳǊ ƛƴŘǳǎǘǊȅέ
ÅWe want everyone to know 

we were first!

ÅLearning STPA
ÅSelecting a suitable system
ÅAssembling a team
ÅPlanning an STPA project
ÅSupport and buy-in



Data from 4 projects

45%
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20%

20%

Learning how the
system works

Applying STPA

Finding answers to
questions raised

Identifying solutions

53%
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5%

19%

9% Learning how the
system works
Learning STPA

Applying STPA

Finding answers to
questions raised
Identifying solutions

73%

16%

11%
Learning how the
system works

Applying STPA

Finding answers
to questions
raised

50%

10%

11%

29%

Learning how the
system works

Learning STPA

Applying STPA

Finding answers to
questions raised



Time spent developing Step 1 UCA table
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Time spent developing Step 2 scenarios

Data!
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Implementing STPA successfully

ÅLearning STPA

ÅSelecting a suitable system

ÅAssembling a team

ÅPlanning an STPA project

ÅSupport and buy-in from high-level management

ÅData!

Any questions? Email me! JThomas4@mit.edu

Thank you!

mailto:JThomas4@mit.edu

