Systems Theoretic Process Analysis
(STPA)



Systems approach to safety engineerir

STAMP Model

(Leveson, 2012)

(STAMP)

A Accidents are more than a chain of
events, they involve complex dynamic
processes

A Treat accidents as@ntrol problem,
not just a failure problem

A Prevent accidents by enforcing
constraints on component behavior
andinteractions

A Captures more causes of accidents:

Component failure accidents

I
I Unsafe interactions among components
:

|
|

Complex human, software behavior

" Design errors
" Flawed requirements

A esp. softwarerelated accidents

2
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STAMP: basic control loop

w Controllers use arocess modeto
determine controlactions

Controller @ Accidents often occur when the process
modelis incorrect

Control Process
Algorithm || Model w A good model of both software and

human behavior in accidents

Control w Four types ofinsafe control actions

Actions Feedback 1) Control commands required for safety
arenot given

2) Unsafe ones are given

3) Potentially safe commandsut given too
early, toolate

4) Control action stop$oo soon or applied
too long

Controlled Process

(Leveson, 2012) © Copvright John Thomas 201



STAMP and STPA

How do we find
Inadeqguate control
In a design?

STPA
Hazard Analysis

Accidents are
STAMP Model caused by

Inadeqguate control

4
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STPA

(SystemT heoretic Process Analysis)

A Identify accidents
and hazards

N A Draw the control Controller
Analysis structure Commi AFeedbaCk
A Step 1: Identify ™
unsafe control Controlled
actions e

SRR | A Step 2: Identify
causal factors and
create scenarios

Can capture requirements flaws, software errors, human erro

(Leveson, 2012) © Copvright John Thomas 201




Definitions

A Accident (Loss)

I An undesired or unplanned event that results in a loss,
Including loss of human life or human injury, property
damage, environmental pollution, mission loss, etc.

A Hazard

I A system state or set of conditions that, together with a
particular set of worstase environment conditions, will
lead to an accident (loss).

Definitions fromEngineering a Safer World



Definitions

A System Accident (Loss)

I An undesired or unplanned event that results in a loss, including loss of

human life or human injury, property damage, environmental pollution,
mission loss, etc.

I May involve environmental facto@utside our control
A System Hazard

I A system state or set of conditions that, together with a particular set of
worst-case environment conditions, will lead to an accident (loss).

I Something we canontrol in the design
I Something we want tprevent

System Accident System Hazard

People die from exposure to toxi Toxic chemicals from the plant a
chemicals in the atmosphere

© Copyright John Thomas 201



Definitions

A System Accident (Loss)

I An undesired or unplanned event that results in a loss, including loss of
human life or human injury, property damage, environmental pollution,

mission loss, etc.

I May involve environmental facto@utside our control

A System Hazard

I A system state or set of conditions that, together with a particular set of
worst-case environment conditions, will lead to an accident (loss).

I Something we canontrol in the design

I Something we want tprevent

System Accident System Hazard

People die from exposure to toxi
chemicals

Toxic chemicals from the plant a
in the atmosphere

People die fronradiation
sickness

Nuclear power plantadioactive
materials are not contained

Vehicle collides with another
vehicle

Vehicles do not maintain safe
distance from each other

Peopledie from food poisoning

Food products for sale contain
pathogens

ight'John Thomas 201



Definitions

A System Accident (Loss)

I An undesired or unplanned event that results in a loss, including loss of
human life or human injury, property damage, environmental pollution,
mission loss, etc.

Broad view of safety

! OOARSY (¢ Aa |yeuKAy3
that must be prevented.

Not limited to loss of life or human injury!

People die fronradiation Nuclear power plantadioactive
sickness materials are not contained

Peopledie from food poisoning | Food products for sale contain
pathogens




System Safety Constraints

System Hazard System Safety Constraint

Toxic chemicals from the plar» Toxic plant chemicals must nc
are in the atmosphere be releasednto the

atmosphere
Nuclear power plant Radioactive materials must
radioactive materials are not note be released
contained

Vehicles do not maintain safe» Vehicles must always maintai
distance from each other safe distances from each othe

Food products for sale contail» Food products with pathogen:
pathogens must not be sold

Additional hazards / constraints can be found in ESW p355 © Copyright John Thomas 201



Proton Radiation Therapy System
PaulScherrednstitute, Switzerland

A Accidents?

A Hazards?

© Copyright John Thomas 201



Proton Therapy Machine (Antoine)

A Accidents
I ACCL1. Patient injury or death
I ACC2. Ineffective treatment
I ACC3. Loss to ngratient quality of life (esp. personnel
I ACC4. Facility or equipmedimage
A Hazards

T ?

Antoine PhD Thesis, 2012



Proton Therapy Machine (Antoine)

A Accidents
I ACC1. Patient injury or death
I ACC2. Ineffective treatment
I ACC3. Loss to ngmatient quality of life (esp. personnel)
I ACC4. Facility or equipmeteimage
A Hazards
I HR1. Patient tissues receive more dose than clinically desir:
I H-R2 Patient tumor receives less dose than clinically desirak

I H-R3. Nonpatient (esp. personnel) is unnecessarily exposed
radiation

I H-R4. Equipment Is subject to unnecessary stress

Antoine PhD Thesis, 2012



STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents

and hazards
‘A Draw the control Controller
structure Commi T
Feedback

A Step 1: Identify ™
unsafe control Controlled
actions process

A Step 2: Identify
causal factors and
create scenarios

14
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Control Structure Examples



Proton Therapy Machine
Highlevel Control Structure
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Proton Therapy Machine
Highlevel Control Structure

Treatment Definition

Therapeautic Requiremeanis

1. Treatment Specifications

(fraction definition, (A recuts
target positioning information Putiont physionnmy
rget pa 5 N change

stearing file)
2. Capability Upgrade Raquesis

i (delayad)
Treatment Delivery Patient health outcome

Patient Preparation Patient well-being
Beam Creation and Delivery Patient physiognomy changes

Patient

Figure 11 - High-level functional description of the PROSCAN facility (DO)

Antoine PhD Thesis, 2012 © Copvright John Thomas 201



Proton Therapy Machine
Control Structure

Treatment Definition — DO

Capability upgrade requesis

PROSCAN
Design Team

T

QA results

Treatment specifications

(fraction definition, patient positioning information, beam characteristics)

Problem reports
Incidents

Change requests |

Performance audits

Revised

Software revisions
Hardware modifications

— . -
operating procedures

Work orders problem reports

Treatment Delivery

Operations Management

f |t |
| |

Procedures  Problem reports Procedures  problem reports
Resources Change requests l Change requests 1 Change requests

]

(delayed)
Cure evaluation
Prognosis

Maintenance Operators |« 2™ Medical Team

clear |

Hardware Test Start treatment A result  Patient position
replacements resulis Interrupt treatment Sensor imlnterrupt treatmen

1 —F T 1

Position

S I -

PROSCAN facility (physical actuators and sensors, automated controllers)

Patient
position

Patient Position

Beam Creation and Delivery

Y

Panic button

Patient wellbeing

Patient

Figure 13 - Zooming into the Treatment Delivery group (D1)



Proton Therapy Machine Detailed Control Structu

Treatment Definition = DO

Operation Management

L Patient list.
Patient lisl, A = Treatmerl
Procedures 1Toomment Procedures

" T

Local Operator Medical Team

Chaice of Steedng file  Spearing File Application Progress
Manual Camrections Sysbern Stalus

'

Ganiry # Table
Prasition

Gantry + Table
Motors

BG“::‘JF;‘ Gantry + Tabls in Patient

i OCRES Attn
Y L |

Beam & Patient alignment




Adaptive Cruise Control

S
e

Image fromhttp://www.audi.com/etc/medialib/ngw/efficiency/video_assets/fallback videos.Par.0002.Image.jpg
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QiHommes

Example: ACC — BCM Control Loop
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Brake Pedal Cluster Pedal
Braking CAN Message ACC Status
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Braking Signal |
Brake Control i .
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Lokkwying

> State legislature
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Chemical Plant
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http://www.cbgnetwork.org/2608.html

Citichem Safety Control Structure

Chemical Plant

OSHA

ESW p354
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STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents
and hazards

(- A Draw the control Controller
structure i T
Feedback

A Step 1: Identify ™
unsafe control Controlled
actions procees

A Step 2: Identify
causal factors and
create scenarios

27
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STPA Step 1: Unsafe Control Actions (L

4 ways unsafe control may occur:

Controller A Acontrol action required for safety is not provided or is not
followed
i Feedback - . .
Action A An unsafe control action is provided that leads to a hazard
A A potentially safe control action provided too late, too early
Controlled or out of sequence
process o _
A A safe control action is stopped too soon or applied too lon
(for a continuous or nodaliscrete control action)
Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard| causes hazard Order long
Control
Action (A)

(Leveson, 2012)



Step 1: Identify Unsafe Control Actions

(a more rigorous approach, will discuss later)

Control Process Process Process | Hazardous"
Action Model Model Model
Variable 1| Variable 2| Variable 3

© Copvright John Thomas 201



STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents
and hazards

4 A Draw the control Controller
structure
: Conol Feedback
_ A Step 1: Identify
¥ unsafe control Controlled
actions Al

A Step 2: Identify
causal factors and
create scenarios

(Leveson, 2012)
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STPA Step Zausal Factors and Scenar

A Select an Unsafe Control Action
» A. ldentify what could cause the unsafe control
action

A Developcausal accidergcenarios

B. ldentify how control actions may not be
followed or executed properly

A Develop causal accidestenarios

© Copyright John Thomas 201



Step 2A: Potential causes of UCAs

Control input or
external information

wrong or missing Missing or wrong

communication
with another  Controller

Controller controller
Inadequate Process < >
Unsafe Control |  Procedures Model L
Action (Flaws in chreatlon, (inconsistent,
process changes, :
incorrect incomplete, Inadequate or
modification or or incorrect) missing feedback
adaptation)
Feedback Delays
V¥ Actuator Sensor
Inadequate Inadequate
operation operation
A

Delays, inaccuracies
missing/incorrect behavio

Controller

Controlled Process

Conflicting control actions >

>

Process input missing or wrong

Component failures

»| Changes over time

Incorrect or no
information provided

Measurement
inaccuracies

Feedback delays

>

Process output

Unidentified or ~ contributes to

out-of-range
disturbance

system hazard
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STPA Step Zausal Factors and Scenar

A Select an Unsafe Control Action

A. ldentify what could cause the unsafe control
action

A Developcausal accidergcenarios
» B. ldentify how control actions may not be
followed or executed properly
A Develop causal accidestenarios

© Copyright John Thomas 201



Step 2B: Potential control actions not followed

Control input or

external information

wrong or missing Missing or wrong
cotrRmungﬁatlon
with another
Controller ittt Controller
Inadequate Process | [ >
_ Procedures Model —
ContrOI ACtIOn (Fl!ngessglccggﬁtlgg, (inconsistenL
P incorrect 9es, incomplete, Inad_equate or
modification or or incorrect) missing feedback
adaptation)
Feedback Delays
V¥ Actuator Sensor
Inadequate Inadequate
operation operation

Delays, inaccuracies

missing/incorrect behaviof

Controller

Control action provided
but not followed

Controlled Process

Conflicting control actions 5

Incorrect or no
information provided

Measurement
inaccuracies

Feedback delays

Component failures

>

Process input missing or wrong

»| Changes over time
T Unidentified or

out-of-range
disturbance

>
Process output
contributes to
system hazard

© Copyright John Thomas 201



STPA Step Zausal Factors and Scenar

A Select an Unsafe Control Action

A. ldentify what could cause the unsafe control
action

A Developcausal accidergcenarios

B. ldentify how control actions may not be
followed or executed properly

A Develop causal accidestenarios

A 1dentify controls and mitigations for the
accidentscenarios

'

© Copyright John Thomas 201



Example Controls for Causal Scenarios

A Scenario k Operator provides Start Treatment command when there is
no patient on the table or patient is not ready. Operator was not in the
room when the command was issued, as required by other safety

constraints.Operatorwas expecting patient to have been positioned,
but table positioning was delayed compared to plan (e.g. because
of delays in patient preparation or patient transfer to treatment
area; because of unexpected delays in beam availability or technice
Issues being processed bther personnelvithout proper
communication with the operatgr

A Controls:

I Provide operator with direct visual feedback to the gantry
coupling point, and require check that patient has been
positioned before starting treatment (M1).

I Provide a physical interlock that prevents beamunless table
positioned according to plan

Antoine PhD Thesis, 2012



Example Controls for Causadenarios

A Scenario A Operator provides start treatment command when

there is no patient. The operator was askedurn the beam on
outside of a treatment sequence (e.g. because the design team
wants to troubleshoot groblem, or for experimental purposelt
Inadvertently starts treatment and does not realize that the facility
proceeds with reading the treatmemian and records the dose as
being administered.

A Controls

I Reduce the likelihood that netnreatment activities have access
to treatment-related input by creating a netreatment mode to
be used for QA and experiments, during which facility does not
read treatment plans that may have been previously been
loaded (M2);

I Make procedures (including button design if pushing a button is
what starts treatment) to start treatment sufficiently different
from nontreatment beam on procedures that the confusion is
unlikely.

Antoine PhD Thesis, 2012



Example Controls for Causadenarios
Command not followed

A Scenario3 C The operator provides the Start Treatment
command, but it does not execute properly because greper
steering file failed to load (either because operator did not
load it, orpreviousplan was not erased from system memory

and overwriting Is not possibl®x the systemuses a previously
loaded one by default.

A Controls

I When fractign delivery is completed, the used steering file could
FT2NJ SEFYLX'S 6S | dzi2Yl GAOI £¢é@
memory (M4).

I Do not allow a Start Treatment command if the steering file
does not load properly

I Provide additional checks to ensure the steering file matches

the current patient (e.g. barcode wrist bands, physiological
attributes, etc.)

Antoine PhD Thesis, 2012



Chemical Reactor Example



Chemical Reactor Design

VENT

A Toxic catalyst == =
flows into reactor — | conomser

A Chemical reaction =~ | | T oo
creates heat, |
pressure * ReACTOR

A Water and 4 ‘
condenser ] ;
provide cooling e Al e ey e

What are the accidents, system hazards,

system safety constraints?

© Copvriaght Johhhomas2015



STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents

and hazards
‘A Draw the control Controller
structure Commi T
Feedback

A Step 1: Identify ™
unsafe control Controlled
actions process

A Step 2: Identify
causal factors and
create scenarios

41
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Chemical Reactor Design

A Toxic catalyst == =
flows into reactor — | conomser

A Chemical reaction | | T oo
creates heat, |
pressure * B

A Water and 4 ‘
condenser ] ;
provide cooling e Al e ey e

Create Control Structure

© Copvriaght Johhhomas2015



STPA Analysis

A Highlevel (simple)
Control Structure

I What are the main
parts?

A VENT
@_ GGGGG

i

:

i

CONDENSER

i i
L_o_--] COMPUTER | o _______:

© Copvriaght Johhhomas2015



STPA Analysis

A Highlevel (simple)
Control Structure
I What commands are

sent?
VENT
= 1
(:}_ GEARBOX
LG
CONDENSER
CATALYST
| COOLING

REFLUX

va WATER
i

REACTOR

i
-] COMPUTER | _____ o _______I

Operator

Computer

Valves

© Copvriaght Johhhomas2015



STPA Analysis

A Highlevel (simple)
Control Structure
I What feedback is

received?
VENT
= 1
@_ GEARBOX
LC
CONDENSER
CATALYST
| COOLING

REFLUX

va WATER
i

REACTOR

i
-] COMPUTER | _____ o _______I

Operator

© Copvriaght Johhhomas2015



Chemical Reactor Design

Control Structure:

OPERATOR

Start process
Stop process

Status information
Flant state alarm

COMPUTER

VENT
(LA)}—| GEARBOX
/
!LC CONDENSER
| | CATALYST
VAPOR Iop COOLING
i . i WATER
/ \.‘ REFLUX
: T
\ 4 ; REACTOR
AN A
| eompPuter |_______________ ]
Status
info
R Flant

Cpen water
Qpean catalyst
Closewater

Clogse catalyst

A

VALVES

© Copvriaght Johhhomas2015



STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents
and hazards

4 A Draw the control Controler
structure
: Conol Feedback
A Step 1: Identify
unsafe control Controlled
actions process

A Step 2: Identify
causal factors and
create scenarios

47
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control Structure:

Chemical Reactor:
Unsafe Control l T

Stop process Flant state alarm

Actions

info
—] Flant

Dpen water

Jpen catalyst el
Close water

Close catalyst

VALVES

Close Wate
Valve

© Copvriaght Johhhomas2015



Chemical Reactor:

control Structure:

Unsafe Control l
Actions

Close Wate
Valve

Stop process

Status information
Flant state alarm

COMPUTER

Status
info
—] Flant

Dpen water
Jpen catalyst
Close water
Close catalyst

‘?‘:“:‘

VALVES

Stopped Too

Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard| causes hazard Order long
Computer
provides Close
? Water cmd ? ?
while catalyst
onen © Copvright Johmhomas201}
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Structure of an Unsafe Control
Action |-

Actions

Controlled
process

Example
oComputer provides close water valve commanahen catalyst opeg

/. \

Source Controller Context

Control Action

Four parts of an unsafe control action

I Source Controller: the controller that can provide the control acti

I Type: whether the control action was provided or not provided

i/ 2YONRE ! OQUGA2YY (UKS O2yUNRT !
missing

I Context: conditions for the hazard to occur

o A (system or environmental state in which command is provided)

© Copvright John Thomas 201



Chemical Reactor:
Unsafe Control Actions (UCA)

Stopped Too
Not providing Providing causeq Incorrect Timing/| Soon / Applied
causes hazard hazard Order too long

Computercloses| Computer closes

Close Wate .
water valvewhile | water valve before
Valve
catalyst open catalyst closes
Computer opens | Computer stops
Computer does no| P P P P
Open Water water valve more | opening water

open water valve

Valve than X seconds |valve before it is
when catalyst open
after open catalysf{ fully opened
Computer opens| Computer opens
Open Catalys catalystvalve | catalyst more than
Valve when water valvg X seconds before

not open open water
Computer closes| Computer stops
catalyst more than closing catalyst
X seconds after | before it is fully

close water closed
© Copvright John Thomas 201

Computer does no|
close catalyst wher
water closed

Close Catalys
Valve




Safety Constraints

Unsafe Control Action Safety Constraint

Computer does not open water valve
when catalyst valve open

Computer opens water valve more than
seconds after catalyst valve open

Computer closes water valve while
catalyst valve open

Computer closes water valve before
catalyst valve closes

Computeropens catalyst valve when
water valve not open

Etc.

Computer must open water valve
whenever catalyst valve is open

Computermust open water valve within ;
seconds of catalyst valve open

Computermust not close water valve
while catalyst valve open

Computermust not close water valve
before catalyst valve closes

Computermust not open catalyst valve
when water valve not open

Etc.



Traceabllity

A Always provide traceability information
between UCAs and the hazards they cause

I Same for Safety Constraints

A Two ways:

I Create one UCA table (or safety constraint list) pel
hazard, label each table with the hazard

I Create one UCA table for all hazards, include
traceabillity info at the end of each UCA

AE.g.Computer closes water valve while catalyspen
[H-1]



STPA
(SystemT heoretic Process Analysis)

(‘ A Identify accidents
and hazards

4 A Draw the control Controller
structure
: Conol Feedback
_ A Step 1: Identify
¥ unsafe control Controlled
actions Al

A Step 2: Identify
causal factors and
create scenarios

(Leveson, 2012)
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