
Systems Theoretic Process Analysis 
(STPA)



Systems approach to safety engineering
(STAMP)

ÅAccidents are more than a chain of 
events, they involve complex dynamic 
processes.

ÅTreat accidents as a control problem, 
not just a failure problem

ÅPrevent accidents by enforcing 
constraints on component behavior 
and interactions

ÅCaptures more causes of accidents:
ïComponent failure accidents
ïUnsafe interactions among components
ïComplex human, software behavior
ïDesign errors
ïFlawed requirements
Åesp. software-related accidents
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STAMP Model
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Controlled Process

Process

Model

Control

Actions Feedback

STAMP: basic control loop

ωControllers use a process modelto 
determine control actions

φ Accidents often occur when the process 
model is incorrect

ωA good model of both software and 
human behavior in accidents

ωFour types of unsafe control actions:
1) Control commands required for safety 

are not given
2) Unsafe ones are given
3) Potentially safe commands but given too 

early, too late
4) Control action stops too soon or applied 

too long

Controller
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Control 

Algorithm

(Leveson, 2012)



STAMP and STPA

Accidents are 
caused by 
inadequate control

4

How do we find 
inadequate control 
in a design?

STPA
Hazard Analysis

STAMP Model
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STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)

STAMP Model

STPA Hazard 
Analysis

© Copyright John Thomas 2015

Can capture requirements flaws, software errors, human errors



Definitions

ÅAccident (Loss)

ïAn undesired or unplanned event that results in a loss, 
including loss of human life or human injury, property 
damage, environmental pollution, mission loss, etc.

ÅHazard

ïA system state or set of conditions that, together with a 
particular set of worst-case environment conditions, will 
lead to an accident (loss).

Definitions from Engineering a Safer World



Definitions
Å System Accident (Loss)

ï An undesired or unplanned event that results in a loss, including loss of 
human life or human injury, property damage, environmental pollution, 
mission loss, etc.

ï May involve environmental factors outside our control

Å System Hazard

ï A system state or set of conditions that, together with a particular set of 
worst-case environment conditions, will lead to an accident (loss).

ï Something we can control in the design

ï Something we want to prevent

System Accident System Hazard

People die from exposure to toxic
chemicals

Toxic chemicals from the plant are 
in the atmosphere

© Copyright John Thomas 2015



Definitions
Å System Accident (Loss)

ï An undesired or unplanned event that results in a loss, including loss of 
human life or human injury, property damage, environmental pollution, 
mission loss, etc.

ï May involve environmental factors outside our control

Å System Hazard

ï A system state or set of conditions that, together with a particular set of 
worst-case environment conditions, will lead to an accident (loss).

ï Something we can control in the design

ï Something we want to prevent

System Accident System Hazard

People die from exposure to toxic
chemicals

Toxic chemicals from the plant are 
in the atmosphere

People die from radiation 
sickness

Nuclear power plantradioactive 
materials are not contained

Vehicle collides with another 
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Vehicles do not maintain safe 
distance from each other

Peopledie from food poisoning Food products for sale contain 
pathogens
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Definitions
Å System Accident (Loss)

ï An undesired or unplanned event that results in a loss, including loss of 
human life or human injury, property damage, environmental pollution, 
mission loss, etc.

ï May involve environmental factors outside our control

Å System Hazard

ï A system state or set of conditions that, together with a particular set of 
worst-case environment conditions, will lead to an accident (loss).

ï Something we can control in the design

System Accident System Hazard

People die from exposure to toxic
chemicals

Toxic chemicals from the plant are 
in the atmosphere

People die from radiation 
sickness

Nuclear power plantradioactive 
materials are not contained

Vehicle collides with another 
vehicle

Vehicles do not maintain safe 
distance from each other

Peopledie from food poisoning Food products for sale contain 
pathogens

Broad view of safety

ά!ŎŎƛŘŜƴǘέ ƛǎ ŀƴȅǘƘƛƴƎ ǘƘŀǘ ƛǎ ǳƴŀŎŎŜǇǘŀōƭŜΣ 
that must be prevented.

Not limited to loss of life or human injury!



System Safety Constraints

Additional hazards / constraints can be found in ESW p355

System Hazard System Safety Constraint

Toxic chemicals from the plant 
are in the atmosphere

Toxic plant chemicals must not 
be releasedinto the 
atmosphere

Nuclear power plant
radioactive materials are not 
contained

Radioactive materials must 
note be released

Vehicles do not maintain safe 
distance from each other

Vehicles must always maintain 
safe distances from each other

Food products for sale contain 
pathogens

Food products with pathogens 
must not be sold

© Copyright John Thomas 2015



Proton Radiation Therapy System
Paul ScherrerInstitute, Switzerland

ÅAccidents?

ÅHazards?

© Copyright John Thomas 2015



Proton Therapy Machine (Antoine)

ÅAccidents
ïACC1.  Patient injury or death 
ïACC2.  Ineffective treatment 
ïACC3.  Loss to non-patient quality of life (esp. personnel) 
ïACC4.  Facility or equipment damage

ÅHazards
ï?receive more dose than clinically desirable 
ïH-R2.  Patient tumor receives less dose than clinically 

desirable 
ïH-R4.  Non-patient (esp. personnel) is unnecessarily 

exposed to radiation 
ïH-R5.  Equipment is subject to unnecessary stress

Antoine PhD Thesis, 2012



Proton Therapy Machine (Antoine)

ÅAccidents
ïACC1.  Patient injury or death 

ïACC2.  Ineffective treatment 

ïACC3.  Loss to non-patient quality of life (esp. personnel) 

ïACC4.  Facility or equipment damage

ÅHazards
ïH-R1.  Patient tissues receive more dose than clinically desirable 

ïH-R2.  Patient tumor receives less dose than clinically desirable 

ïH-R3.  Non-patient (esp. personnel) is unnecessarily exposed to 
radiation 

ïH-R4.  Equipment is subject to unnecessary stress

Antoine PhD Thesis, 2012



STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
© Copyright John Thomas 2015



Control Structure Examples



Cyclotron

Proton Therapy Machine
High-level Control Structure

Beam path and 
control elements

© Copyright John Thomas 2015

Gantry



Proton Therapy Machine
High-level Control Structure

© Copyright John Thomas 2015Antoine PhD Thesis, 2012



Proton Therapy Machine
Control Structure



Proton Therapy Machine Detailed Control Structure



Adaptive Cruise Control

Image from: http://www.audi.com/etc/medialib/ngw/efficiency/video_assets/fallback_videos.Par.0002.Image.jpg

http://www.audi.com/etc/medialib/ngw/efficiency/video_assets/fallback_videos.Par.0002.Image.jpg
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Chemical Plant

Image from: http://www.cbgnetwork.org/2608.html

http://www.cbgnetwork.org/2608.html


Chemical Plant

ESW p354

Image from: 
http://www.cbgnetwork.org/2608.html
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U.S. pharmaceutical 
safety control 

structure

Image from: http://www.kleantreatmentcenter.com/wp-
content/uploads/2012/07/vioxx.jpeg

© Copyright John Thomas 2015

Congress

FDA

Pharmaceutical
Companies

Doctors

Patients

http://www.kleantreatmentcenter.com/wp-content/uploads/2012/07/vioxx.jpeg


Ballistic Missile 
Defense System

Image from: 
http://www.mda.mil/global/images/system/aegis/FTM-
21_Missile%201_Bulkhead%20Center14_BN4H0939.jpg

SafewareCorporation

http://www.mda.mil/global/images/system/aegis/FTM-21_Missile 1_Bulkhead Center14_BN4H0939.jpg


STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
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STPA Step 1: Unsafe Control Actions (UCA)

Not providing 
causes hazard

Providing 
causes hazard

Incorrect 
Timing/
Order

Stopped Too 
Soon / 

Applied too 
long

Control 
Action (A)

Controlled 
process

Control
Actions

Feedback

Controller

4 ways unsafe control may occur:

Å A control action required for safety is not provided or is not 
followed

Å An unsafe control action is provided that leads to a hazard

Å A potentially safe control action provided too late, too early, 
or out of sequence

Å A safe control action is stopped too soon or applied too long 
(for a continuous or non-discrete control action)

(Leveson, 2012)



Step 1: Identify Unsafe Control Actions

Control 
Action

Process 
Model 

Variable 1

Process 
Model 

Variable 2

Process 
Model 

Variable 3

Hazardous?

(a more rigorous approach, will discuss later)

© Copyright John Thomas 2015



STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
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STPA Step 2:Causal Factors and Scenarios

ÅSelect an Unsafe Control Action

A. Identify what could cause the unsafe control 
action

Å Develop causal accident scenarios

B. Identify how control actions may not be 
followed or executed properly

Å Develop causal accident scenarios

© Copyright John Thomas 2015



Unsafe Control 
Action

Inadequate 
Procedures

(Flaws in creation, 
process changes, 

incorrect 
modification or 

adaptation)

Controller

Process 
Model

(inconsistent, 
incomplete, 
or incorrect)

Control input or 
external information 
wrong or missing

Actuator
Inadequate 
operation

Sensor
Inadequate 
operation

Inadequate or 
missing feedback

Feedback Delays

Component failures

Changes over time

Controlled Process

Unidentified or 
out-of-range 
disturbance

Controller

Process input missing or wrong
Process output 
contributes to 
system hazard

Incorrect or no 
information provided

Measurement 
inaccuracies

Feedback delays

Delays, inaccuracies, 
missing/incorrect behavior

Conflicting control actions

Missing or wrong 
communication 
with another 
controller

Controller

Step 2A: Potential causes of UCAs

© Copyright John Thomas 2015



STPA Step 2:Causal Factors and Scenarios

ÅSelect an Unsafe Control Action

A. Identify what could cause the unsafe control 
action

Å Develop causal accident scenarios

B. Identify how control actions may not be 
followed or executed properly

Å Develop causal accident scenarios
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Control Action

Inadequate 
Procedures

(Flaws in creation, 
process changes, 

incorrect 
modification or 

adaptation)

Controller

Process 
Model

(inconsistent, 
incomplete, 
or incorrect)

Control input or 
external information 
wrong or missing

Actuator
Inadequate 
operation

Sensor
Inadequate 
operation

Inadequate or 
missing feedback

Feedback Delays

Component failures

Changes over time

Controlled Process

Unidentified or 
out-of-range 
disturbance

Controller

Process input missing or wrong
Process output 
contributes to 
system hazard

Incorrect or no 
information provided

Measurement 
inaccuracies

Feedback delays

Delays, inaccuracies, 
missing/incorrect behavior

Conflicting control actions

Missing or wrong 
communication 
with another 
controller

Controller

Step 2B: Potential control actions not followed

Control action provided 
but not followed

© Copyright John Thomas 2015



STPA Step 2:Causal Factors and Scenarios

ÅSelect an Unsafe Control Action
A. Identify what could cause the unsafe control 

action
Å Develop causal accident scenarios

B. Identify how control actions may not be 
followed or executed properly
Å Develop causal accident scenarios

Å Identify controls and mitigations for the 
accident scenarios

© Copyright John Thomas 2015



Example Controls for Causal Scenarios
Å Scenario 1ςOperator provides Start Treatment command when there is 

no patient on the table or patient is not ready. Operator was not in the 
room when the command was issued, as required by other safety 
constraints. Operator was expecting patient to have been positioned, 
but table positioning was delayed compared to plan (e.g. because 
of delays in patient preparation or patient transfer to treatment 
area; because of unexpected delays in beam availability or technical 
issues being processed by other personnel without proper 
communication with the operator). 

Å Controls: 

ïProvide operator with direct visual feedback to the gantry 
coupling point, and require check that patient has been 
positioned before starting treatment (M1).

ïProvide a physical interlock that prevents beam-on unless table 
positioned according to plan

Antoine PhD Thesis, 2012



Example Controls for Causal Scenarios

ÅScenario 2ςOperator provides start treatment command when 
there is no patient. The operator was asked to turn the beam on 
outside of a treatment sequence (e.g. because the design team 
wants to troubleshoot a problem, or for experimental purposes) but 
inadvertently starts treatment and does not realize that the facility 
proceeds with reading the treatment plan and records the dose as 
being administered. 

ÅControls: 
ïReduce the likelihood that non-treatment activities have access 

to treatment-related input by creating a non-treatment mode to 
be used for QA and experiments, during which facility does not 
read treatment plans that may have been previously been 
loaded (M2); 

ïMake procedures (including button design if pushing a button is 
what starts treatment) to start treatment sufficiently different 
from non-treatment beam on procedures that the confusion is 
unlikely. 

Antoine PhD Thesis, 2012



Example Controls for Causal Scenarios
Command not followed

ÅScenario 3ςThe operator provides the Start Treatment 
command, but it does not execute properly because the  proper  
steering  file  failed  to  load  (either  because  operator  did  not  
load  it,  or previous  plan  was  not  erased  from  system  memory  
and overwriting  is  not  possible)  or the system uses a previously 
loaded one by default. 

ÅControls: 
ïWhen fraction delivery is completed, the used steering file could 
ŦƻǊ ŜȄŀƳǇƭŜ ōŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŘǳƳǇŜŘ ƻǳǘ ƻŦ ǘƘŜ ǎȅǎǘŜƳΩǎ 
memory (M4). 

ïDo not allow a Start Treatment command if the steering file 
does not load properly

ïProvide additional checks to ensure the steering file matches 
the current patient (e.g. barcode wrist bands, physiological 
attributes, etc.)

Antoine PhD Thesis, 2012



Chemical Reactor Example



Chemical Reactor Design

ÅToxic catalyst 
flows into reactor

ÅChemical reaction 
creates heat, 
pressure

ÅWater and 
condenser 
provide cooling

What are the accidents, system hazards, 
system safety constraints?

© Copyright John thomas2015



STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios

41

Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
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Chemical Reactor Design

ÅToxic catalyst 
flows into reactor

ÅChemical reaction 
creates heat, 
pressure

ÅWater and 
condenser 
provide cooling

Create Control Structure

© Copyright John thomas2015



STPA Analysis

ÅHigh-level (simple) 
Control Structure

ïWhat are the main 
parts?

?

?

?

© Copyright John thomas2015



STPA Analysis
ÅHigh-level (simple) 

Control Structure

ïWhat commands are 
sent?

Valves

Computer

Operator

?

?

© Copyright John thomas2015



STPA Analysis
ÅHigh-level (simple) 

Control Structure

ïWhat feedback is 
received?

Valves

Computer

Operator

Open/close water valve
Open/close catalyst valve

Start Process
Stop Process

?

?

© Copyright John thomas2015



Control Structure:

Chemical Reactor Design

© Copyright John thomas2015



STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
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Control Structure:

Chemical Reactor:
Unsafe Control 

Actions

? ? ? ?

Close Water 
Valve

© Copyright John thomas2015



Control Structure:

Chemical Reactor:
Unsafe Control 

Actions

Not providing 
causes hazard

Providing 
causes hazard

Incorrect 
Timing/
Order

Stopped Too 
Soon / 

Applied too 
long

Close Water 
Valve

?

Computer 
provides Close 

Water cmd
while catalyst 

open

? ?

© Copyright John thomas2015



Structure of an Unsafe Control 
Action

Four parts of an unsafe control action
ïSource Controller: the controller that can provide the control action
ïType: whether the control action was provided or not provided
ï/ƻƴǘǊƻƭ !ŎǘƛƻƴΥ ǘƘŜ ŎƻƴǘǊƻƭƭŜǊΩǎ ŎƻƳƳŀƴŘ ǘƘŀǘ ǿŀǎ ǇǊƻǾƛŘŜŘ κ 

missing
ïContext: conditions for the hazard to occur
Å (system or environmental state in which command is provided)

50

Source Controller

Example:
άComputer provides close water valve commandwhen catalyst openέ

Type

Control Action
Context

© Copyright John Thomas 2015



Chemical Reactor:
Unsafe Control Actions (UCA)

Not providing 
causes hazard

Providing causes 
hazard

Incorrect Timing/
Order

Stopped Too 
Soon / Applied 

too long

Close Water 
Valve

Computercloses 
water valve while 

catalyst open

Computer closes 
water valve before 

catalyst closes

Open Water 
Valve

Computer does not 
open water valve 

when catalyst open

Computer opens 
water valve more 
than X seconds 

after open catalyst

Computer stops 
opening water 

valve before it is 
fully opened

Open Catalyst 
Valve

Computer opens 
catalystvalve 

when water valve 
not open

Computer opens 
catalyst more than 
X seconds before 

open water

Close Catalyst 
Valve

Computer does not 
close catalyst when 

water closed

Computer closes 
catalyst more than 

X seconds after 
close water

Computer stops 
closing catalyst 
before it is fully 

closed
© Copyright John Thomas 2015



Safety Constraints

Unsafe Control Action Safety Constraint

Computer does not open water valve 
whencatalyst valve open

Computer must open water valve 
whenever catalyst valve is open

Computer opens water valve more than X 
seconds after catalyst valve open

Computermust open water valve within X 
seconds of catalyst valve open

Computer closes water valve while 
catalyst valve open

Computermust not close water valve 
while catalyst valve open

Computer closes water valve before 
catalyst valve closes

Computermust not close water valve 
before catalyst valve closes

Computeropens catalyst valve when 
water valve not open

Computermust not open catalyst valve 
when water valve not open

Etc. Etc.



Traceability

ÅAlways provide traceability information 
between UCAs and the hazards they cause
ïSame for Safety Constraints

ÅTwo ways:
ïCreate one UCA table (or safety constraint list) per 

hazard, label each table with the hazard

ïCreate one UCA table for all hazards, include 
traceability info at the end of each UCA
ÅE.g. Computer closes water valve while catalyst open 

[H-1]



STPA
(System-Theoretic Process Analysis)

ÅIdentify accidents 
and hazards

ÅDraw the control 
structure

ÅStep 1: Identify 
unsafe control 
actions

ÅStep 2: Identify 
causal factors and 
create scenarios
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Controlled 
process

Control
Actions

Feedback

Controller

(Leveson, 2012)
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