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Is STPA a good tool for Risk
Management ?

A Typical Risk Management process says what to
do, not how to do it.

A Defined in ISO 31000 as the effect of uncertainty
on objectives

A There are risks that:

A we know we have

Awe know we donodt kn
Awe dondét know we hal
Awe dondt know that
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http://en.wikipedia.org/wiki/ISO_31000

Typical Risk Management Process

1. Identify the Risk A
2. Assess the Risk /
3. Develop Reponses to the Risk

4. Develop Contingency Plan, Preventive
Measures
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STPA (Systemic Theoretic Process Assessment)

This presentation will compare results of these risk identification processes
on an actual project
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Assess the Risk

1. Magnitude of Impact
2. Priority

3. Probabillity of
Occurrence
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Develop Responses to the Risk

A Status

|dentified
Active
Closed
Unassigned

A Risk Response

Leave It
Monitor
Avoid

Move
Mitigate
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Develop Contingency Plan,
Preventive Measures

A Software Quality Assurance
Plan

A Software Configuration
Management Plans

A Software Test Plans

A Disaster Recovery Plans

A On Going Risk Management
Trackers
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The Project: Advanced Simulation
and Computing (ASC) at LLNL

A Large and complex project

A Replaces live nuclear testing with multi-physics
computational simulations
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A One aspect of stockpile stewardship=>/i

A Seems like there should be risks. AS5C
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Threats to ASC Program

A Unpopularity of nuclear weapons

A Lack of funding (not urgent, important)

| Stephen Cavey's “First Things First™ Quadrants |

1 2
Urgent Not Urgent
Important Important
3 4
Urgent Not Urgent
Not Important Not Important

A Simulation results are not credible
A Overly ad hoc process, untrusted results
A Overly regulated process, retard research
A New hardware disrupts software maturity
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Threats to ASC Program

A Lack of qualified staff
A Computational Physicists
A Computer Scientists
A Designers
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Possible Consequences if ASC
Program Eliminated:

VV Resume live nuclear testing to maintain stockpile
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V Sfeckplle may not work as expected

V Stockpile may become unsafe
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