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The challenges with this situation:

* Product development and safety management separated
 Different teams, methods, terminology

 Different processes and mindset

System and System
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System Architecture :
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The challenge is even more severe for complex systems
Involving sub-contractors:

System and System Validation L
Requirements Definition Hazard Identification
System Arghltecture Integration and Testing
Design
AN / < Risk Assessment >
Subsystem Design Integration and Testing
N\ 4 ; Risk Evaluation
Implementation -
Sub-Contractor 1 < Risk Reduction >—
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Communication and consultation (5.2)

1

Establishing the context
(5.3)

o it

Risk assessment|(5.4)

I Risk identification (5.4.2) |r,

k4

[" Risk analysis (5.4.3) |

I
- Risk evaluation (5.4.4) ]...

ritoring and review (5.6)

ves

Risikoanalyse

+ Zwockbestmmung und Fost-
stelung von Merkmalen, die
mit der Sicherheit des Medizin-
produkts zusammenhangen

+ Identifizierung von
Gefdhrdungen

« Einschitzung des Risikos bzw.
der Risiken fiir jede
Gefihrdungssituation

Risikobeurteilung

i E; .

4—-{ Risk treatment (5.5}

"o
| Risikobewertung

ves

Risikobeherrschung

« Analysa der Optionen fir
die Riskobehemschung

« Implementierung einer oder
mehrerer Risiko-
beherschungsmatinahmen

* Bewertung des Restrisikos

+ Risiko-Nutzen-Anal

Risikomanagement

« Volistandighoit dor
Risikobeherrschung

Bewerlung der Akzeplanz
des Gesamt-Restrisikos

Risikomanagementbericht

Informationen aus der 5
Herstellung und der Herstellung
nachgelagerten Phasen
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[ § Safety Engineer

System Engineer / ° FTA, FMEA, HAZORP, ...
Developer « Dedicated Tools

» Model based development with UML
« UML Case Tools
* Automated Code Generation

6
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A typical situation in smaller companies:

o=
]

System Engineer = Developer
= Safety Engineer

Developer wants to do a good job but has no chance
to cope with “everything” ...

Solution: Empower developer to incorporate the safety
aspects right into system development 7
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Structural:

* Class Diagram

* Object Diagram

« Package Diagram

« Component Diagram

« Composite Structure Diagram
*  Deployment Diagram

C

Model
Repository

Behavioral:

« UseCase Diagram

» Sequence Diagram

* Activity Diagram

« StateMachine Diagram

* Interaction (Overview) Diagram
« Communication Diagram
Timing Diagram Diagrams 8
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\Eack Sensors West | \\Eate South
Track Sensors East
lllustration adapted from Y.S. Weng, et al., Design of Traffic Safety Control Systems for Railroads and Roadways Using Timed Petri Nets
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System Boundary: Railroad Crossing

Pass Railroad

Cross Railroad .
Crossing

Pedestrians Train

Maintain Train
Schedule

Vehicles Railway Control Center

Has influence on
complete system

Environmental
Conditions 10
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System Architecture
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Initial architecture concept as SysML Block diagram
- Suitable for a systematic safety analysis? ... No

«external»
Railway Control Center
Railway Control Center Interface
Railway Control Center Interface

System Boundary: Railroad Crossing

. :
1 A 4 1
! |
! |
|
: «block» «block» :
: Track Sensors East Gate North :
: ] Gate Signals ] :
| Sensor Signal = Gate Interface |
! Sensor Signal East Out Railway _ «l:_)lock» [
| Control Railroad Crossing Control System :
|
| Center !
Gate Interface North [ !
| Interface !
|
: «block» «block» i
! Track Sensors West ] Sensor Signal East In Gate South |
. :
| . 1
! _ Sensor Signal _ Gate Interface South [ ] Gate Interface |
! Sensor Signal West Out ] Sensor Signal West In Gate Signals I
! oo !
! 1
! 11
_______________________________________________________________________________________________ J
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We propose to use a Hierarchical Control Structure for system

concept development instead
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System Boundary: Railroad Crossing

=

Railway Control Center

Close Railroad Crossing,
Open Railroad Crossing

A

Railroad Cré:ssing Status

-----------------------------------------

Railroad Crossing Control System

oo

Close North Gate,
Open North Gate,
Close South Gate,
Open South Gate

&

|
Status Train on North Track,
Status Train on South Track,
Status of Gatesl.

Change in state of railway crossing
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System Boundary: Railroad Crossing

STPA Hierarchical Control Structure:
Support for Multiple Levels of Detall

=

Railway Control Center

Close Railroad Crossing,
Open Railroad Crossing

Railroad Cn‘)ssing Status

Railroad Crossing Control System
ool |

Close NanIh Gate,
Open North Gate,
Close South Gate,
Open South Gate

b

Status Train oniNorlh Track, !
Status Train on South Track, | |

Status of Gates

Change in state of railway crossing
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q;tl Railroad Crossing Control System

Close Railroad Crossing,
Open Railroad Crossing

|
Railroad Crossing Status
|

=

Railroad Crossing Main Controller

| A

Close Gates, |

Open Gates Status Gate 'Controller,
Status Gates
|

=

Gate Controller

| A

Open North Gate, !
Close North Gate, !
Open South Gate, :
Close South Gate

A

Status Train on South Track,
Status Train on North Track

Top Level HCS : Railroad Crossing
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* Block diagram
— Focus on components emphasizes component failures
— Was not designed as a basis for systematic safety analysis

 Hierarchical Control Structure:
— Is designed as basis for safety analysis with STPA Step 1
— Step 1 questions correspond to questions developer would

naturally ask

 Critical challenge: do not force developer to change
scope/mindset. Therefore...
— Capture HCS, perform Step 1 in the same UML case tool
— Invent new UML diagram types for HCS, Step 1

14
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Proposal for STPA Step 1 diagram:

Close Gates

early
\

0  Expected but given too
nea ——|Eeyword

\E)ntrol Action /

—— 4

Gates are closed much |

earlier than expected.

Logical operator

N

@ Pedestrians could

interpret closing of the
gates as failure since
they have to wait

Time between closing
of gates and train
approaching shall not

be too long.
/

longer than usual

N

@ Pedestrians are crolssing
the tracks altough the

Safety Constraint }
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gates are closed

Unwanted Process Reaction/State

Eza rd

/. Pedestrians on
crossing when train

approaching
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System Development and Traceability Zh EEpiEa

* New diagram types to model functional architecture and
safety analysis

- Standard UML diagrams to progress system development and
model detailed implementation

‘ﬁ Railway Control Center ‘

Railroad Cn:asslng Status

Close Railroad Crossing,
Open Railroad Crossing

‘ﬁ Railroad Crossing Control System

Close Nortt ‘hG A

OP N " G ( Status Train on Noi

0 ShG

System Boundary: Railroad Crossing

=
‘ Change in state of railway crossing ‘

[ Close Gates \\‘ ‘9- Bt 2 M 0 d eI
Repository
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Traceability between elements: System Level Definitions
* From designh model to STPA % System Loss
* From Control Action to System Level Losses

/1, System Hazard

«block»
Block Definition::Railroad Crossing 4
Control System fl \

@ Unwanted Process

State

ports
Gate Interface North
Gate Interface South
Railway Control Center Interface
Sensor Signal East In
Sensor Signal West In

o0
|
A «trace»
| ) @ Unwanted Process
! Hierarchical Control Structure Reaction
I:::I ‘,F Control Action
Controller " }
h
/|\
h Keyword 17
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Visualizing elements and relationships as graph allows:
« Seeing the “big picture”

* Analyzing the relevance of controllers

* Doing a safety constraint impact analysis

From Controllérs ﬁ ... to System Level Loss‘es
- S [ )] S
— O - Pl . g
> /\t./' — . 7S T \
o @ 0
2l = e T
@
Iﬁl Vs 18
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Methods to identify accident scenarios:

* For simple actuators, sensors, data transmission: FTA, FMEA,
* For complex actuators, sensors: dedicated subsystem STPA
* For controller algorithm: Annotation of Behavioral diagrams

i

Controller

Process Model

Actuator

Process

v

!
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Scenario QQ

Scenario RR

H PowerOn Self Test ]

»% /Eena rio XX
[ Communicate with Railway ]

Control Center

/[ Readout Track Sensors J

\V / Scenario YY
Evaluate Required Gate ] -

Control Actions

)KRequired Reaction?——— Scenario ZZ

[Req. Reaction == Close] [Req. Reaction == Open]

[Default]

Close Gates X Open Gates
L~

Terminate? 19

[false] [true]%@
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Organization of accident scenarios with generic fault tree:
o Structured documentatlon pe—re— Top Event: Unwanted Process State
* |nterface to other tools

In principal: allows quantification
of accident scenarios f

(1
aix
Other @Contruller
Controller(s) Process Moder(s) -7
”’é\ 4) @
© |
1
@ Actuator(s) @ Sensor(s)

/l [}
-
Other \?L. | @

; -

Actuator(s) —&BD—* Process [
rocess input—e |

G .

Process output—e-
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We developed a practical approach to safety driven design: the
Integration of system and safety engineering

Extended UML with profile for STPA diagrams
— Hierarchical Control Structure
— STPA Step 1 diagrams

«  Augment behavioral and structural diagrams with
annotations to capture accident scenarios

— STPA Step 2

* Realize and maintain traceability between system design,
system implementation and hazards, accidents

« QOrganize accident scenarios with generic fault tree

21
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Conclusion and Outlook (2/2) Zh ST
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* Project in collaboration with Curtiss Wright Drive Technology,
Schaffhausen, Switzerland and funded by Swiss Commission

: /
of Technology and Information CURTISS

» Tool Development: WRIGHT_ Control

— Planto present the tool at the European STAMP Workshop 2015

@ RS W . B - Erterpri ise Archite (===
Edit View Project iagram Analyzer Extensions  Settings  Wind
ﬁu_/ H % B 5o @D@ EZ. ut> - @ ﬁl‘A@ B g B sanraDetautayout n o0 @ ¢ R B BRERGE .
gg — %3 Logical Diagram: "hes 0 A v ox
lore tools.
g e re A A- Qe 2 2 F F DefaultStyle o B B F AR B A X T _-i‘l‘éé R B-G 3O
5 e — B
= cont G w e
. Gt T e
A Control Action Iv"-'j ) l I‘:’
=
Step 1 Analysis m‘ .
sk:z!mlysis ‘ S Ilﬂ-v—q:-
‘Commoi 1
— = | ¥ a3 SAH RA
| a @ |
- =TT e i STPA based hazard and risk analysis
: H |
|
i B Ui 2 0
[ =
L , |
T e [
+ % X | ik T - . . —
==} - |
2 - l i
& § | A
™ T : o [ notes | & prop: [}
- ¥ e —_— W EE i
IE' I 4 = Inksto
» B
> [
B = ks o
b [ ———
o i B : - =
4\ B, startpage | 23 system s [ — b | [Sesystem output | %9 Traceaniity 22
prmr—— = 7 o 5 om =
— —— — e

Zurcher Fachhochschule; © M. Rejzek Fourth STAMP Workshop, March 23-26, 2015, MIT Boston



School of

Engineering

IAMP Institute of Applied
Mathematics and Physics

Contact:

Martin Rejzek

zh MartinRe
aw martin.rejzek@zhaw.ch

zh Sven Stefan Krauss
aw svenstefan.krauss@zhaw.ch

Christian Hilbes

azg christian.hilbes@zhaw.ch

http://www.iamp.zhaw.ch/sks
http://www.sahra.ch

Zurcher Fachhochschule; © M. Rejzek Fourth STAMP Workshop, March 23-26, 2015, MIT Boston


mailto:martin.rejzek@zhaw.ch
mailto:svenstefan.krauss@zhaw.ch
mailto:christian.hilbes@zhaw.ch
http://www.iamp.zhaw.ch/sks
http://www.sahra.ch/
http://www.zhaw.ch/
http://www.zhaw.ch/
http://www.zhaw.ch/
http://www.zhaw.ch/
http://www.zhaw.ch/
http://www.zhaw.ch/

