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.) Motivation

To understand how the Systems — Theoretic Process Analysis
(STPA) users are performing their analysis.

U To identify lessons learned of STPA users.
U Synthesize evidence, identify research trends, open problems,

improvement opportunities and new directions for future
investigations.



.) Svstematic Review: definition

A systematic review (SR) is a technique to identify, evaluate and
interpret relevant research in an area of interest, a research question
or a specific phenomenon of interest. [1]

 The goal of performing an SR is to follow a research process,
methodically rigorous, in order to help to identify, analyze and
interpret the available evidence related on a topic, of a particular
subject, in a manner not biased and repeatable. [2, 3]

1 “Evidence-based medicine”: Initially, SR was applied to medicine and
health. Archie Cochrane's “ (1972) urged health practitioners to
practice evidence based medicine.
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.) Svstematic Review: history

11962 — FDA requires drugs to show evidence of effectiveness

11972 — Archie Cochrane calls for use of evidence in medical decision
making

11985 — 1990 — Book of systematic reviews on perinatal health topics
11992 — Cochrane Centre (UK) funded
12009 — PRISMA Standards for publishing SR

12013 — RAMESES standards for publishing meta-narrative

Archie Cochrane
(1909-1988)




.) Svstematic Review: today

SR has been widely used to provide a concise summary of a given area
of interest.
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.) Svstematic Review: ethic

Fundamental ethical principles in SR [4]:

[ Research based on the results of experimental studies
 Protection of persons

U Qualification of investigators
[ Positive benefit/risk assessment

1 Avoid publication bias




.) Systematic Review: processes

Identify the issue and determine the question
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.) SR on STPA: planning

1.1 IDENTIFICATION OF THE NEED FOR A REVIEW

Provide summary of STPA research evidence that could
be found relevant to help to guide development projects
and to indicates new directions for future investigations.



.) SR on STPA: planning

1.2 DEVELOPMENT OF A REVIEW PROTOCOL

1 The review protocol specifies the methods used to carry
out the SR.

1  Defining the review protocol prior to conducting the SR
can reduce research bias.

Inclusion

Criteria




.) SR on STPA: planning

1.2 DEVELOPMENT OF A REVIEW PROTOCOL >

1 Formulate the research question: the critical issue in any SR is to ask
the right question and easier to undertake a review when the question
is specific and limited in scope.

Q.1: What are the areas where the STPA is being applied?

Q.2: What are the approaches and tools being applied along with the STPA?
Q.3: What works discuss the STPA and traditional hazard analysis techniques?
Q.4: What is the level of evidence of the case — studies?

Q.5: What are the limitations of the current STAMP/STPA research works?



.) 'SR on STPA: planning

Search

1.2 DEVELOPMENT OF A REVIEW PROTOCOL P strategy

d  To identify the search terms using Boolean expression ‘OR’ and
combining main search terms using ‘AND’ in Digital Libraries.

dThe following general search terms were used for identification of
primary studies:

Review AND (Systematic OR Literature)
AND (STAMP OR STPA OR CAST)
AND (System OR Theoretic OR Process Analysis).



.) SR on STPA: planning

Search

1.2 DEVELOPMENT OF A REVIEW PROTOCOL / Strategy

1 The search was made on Digital Libraries (IEEE Xplore, ACM Digital
Lib, CiteSeerX, Google Scholar and ScienceDirect) using the target
search string.

1 To minimize the risk of missing relevant papers, we too included
additional papers manually via:

v' Personal web pages.
v’ References found in papers already in the pool (secondary refs.).

v' Specific venues (Workshop STPA).



.) SR on STPA: planning

1.2 DEVELOPMENT OF A REVIEW PROTOCO
Criteria Criteria

1 Exclusion Criteria: Article has no content that explicitly discusses
any aspect related to "STAMP", "STPA" or "CAST".

U Inclusion Criteria: Papers in universities or web sites that analyze or
describe characteristics of "STAMP", "STPA" or "CAST", including case
studies and experience reports.




.) SR on STPA : conducting

2.1 SELECTION OF PRIMARY STUDIES
2.2 IDENTIFICATION OF RESEARCH
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.) SR on STPA : conducting

2.3 DATA EXTRACTION AND SYNTHESIS

UExtracted information about the studies (population, intervention
and outcomes) was tabulated in a manner consistent with the
review question.

A spreadsheet was created to compile the 150 works identified in
this Phase 1 (data extraction).

The results (synthesis) were compiled in tables and graphs that will
allow the inclusion and exclusion (bias) of new work, part of Phase
2 of this SR.



2D SRon STPA : conducting
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.) SR on STPA : conducting

RESULTS: TYPES OF PROBLEMS THE STPA HANDLE
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.) SR on STPA : conducting

RESULTS: TYPES OF PROBLEMS THE STPA HANDLE

J SYNTHESIS 2: Approaches, methods and tools applied along with STPA
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Attributes for STPA

Method

Approach Tool Application

The highlight for tools is the A~-STPA
that has 5 works (will still be applied
the bias).

...and, of course the STPA tool from
MIT-Aeroastrol And SatetyHAT

Despite the STAMP / STPA be relatively
new and the most of the works are
applied directly with the technique, we
can highlight some complementary
methods applied together: state
machine, safety ftest, formalization
model, efc.




.) SR on STPA : conducting

SYNTHESIS 3: STPA with traditional hazard analysis techniques

Of the 150 articles found, only 13 (10%) discuss the
STPA and traditional hazard analysis techniques.

Risk
m

s s

It is not clear if the STPA is a complementary or substitutive technique (to be identified
in the next phase of the SR). This discussion is still little explored: Important subject for
future research ....



D) 'SR on STPA : conducting

ASYNTHESIS 4: Case study — level of evidence

Classification of Evidences

™ No evidence.

M Evidence obtained from academic

studies.
B Evidence obtained from industrial

studies.
M Evidence obtained from industrial

practice.

One of the central issue in SRs is how much confidence we can place in the conclusions and
recommendations arising from studies and experiences.

Classification of evidences STAMP/STPA: theoretical applications (academic) and practical
applications (industry).




.) SR on STPA : conducting

USYNTHESIS 5: Case study — level of evidence

Questions:

RQ5.1

Is the paper based on research (or is it merely a “lessons
learned” report based on expert opinion)?

RQ5.2

Is there an adequate description of the context in which the
research was carried out?

Reporting

RQ5.3

Was the data collected in a way that addressed the research
issue?

RQ5.4

Was the data analysis sufficiently rigorous?

Rigor

RQ5.5

Does the researcher have experience in the case study area?

Credibility




.) SR on STPA : conducting

USYNTHESIS 5: Case study — level of evidence
It is important to emphasize that were included in Phase 1 many presentations from
STAMP Workshops (approximately 58%) who did not have the same publishing rigor
like a journal paper, report or thesis

Limitations of the Currrent Limitations of the Currrent
Research - 5.1 Research - 5.2
100 150
100
50
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0 0
YES NO YES NO
Is the paper based on research (or is Is there an adequate description of
it merely a “lessons learned” report the confext in which the research

based on expert opinion)? was carried out?



.) SR on STPA : conducting

USYNTHESIS 5: Case study — level of evidence
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.) SR on STPA : conducting

USYNTHESIS 5: Case study — level of evidence

Limitations of the Currrent Research - 5.5
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.) SR on STPA : reporting

REPORTING THE REVIEW: dissemination the results
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Fourth STAMP Workshop at MIT 2015
this presentation!! (we are not finished yet...)

AND

Scientific Journal....(after the second phase of this Systematic Review (to
submit in the second semester/2015).



.) Discussion: STPA strengths

Can be analyzed not only safety aspects, but also functional goals. [5]

UIdentified more casual factors for quality losses than FMEA or FTA,
including component interactions, software flaws, and omissions and
external noises. [6]

Besides to address misbehaviors due to software problems, may help
address regulatory concerns. [7]



.) Discussion: STPA strengths

UIdentify potential hazard causes in human controller by analyzing
patterns of mistakes caused by cognitive behaviors errors. [8]

USTAMP framework aids in solving "old“ engineering management
problems: traceability, interface management, documentation of
assumptions and limitations, etc. [9]

UThe major benefit in our context was the support by STPA in
categorizing risks and causes. [10]



.) Discussion: STPA opportunities

In multiple controllers case, it is important to understand interaction
(interference). [11]

dHow to develop real-time constraints? [12]

Defining control structures: A critical part of STPA is the definition of
the control structure during step 1, i.e. to define all relevant system
components and their relationships. [10]



.) Discussion: STPA opportunities

UHow to filter relevant contexts to hazards to avoid unnecessary
scenarios? [13]

dHow to develop detailed constraints in step 2? How to develop
efficient safety constraints without redundancy ? [12]

UWhich domains to take into account during the analysis (software
engineering and hardware engineering) .... By knowing the work
practices of an engineering discipline one can better judge the
possibility that the causes identified in step 2 of STPA will occur. [10]



.) Discussion: next step

Phase 2:

UInclude in the SR the Workshop 2015 presentations and more articles
on STAMP/STPA.

ULimiting the bias: redundant works (STPA Workshop presentations
versus Conference papers versus Scientific Journal papers).

UIntroducing new questions for the STAMP / STPA Systematic Review.

Dissemination of results in the “cloud” and submitting a paper to a
scientific journal.
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