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Background and Motivation 

What is train control system? 

 To separate and protect train against collision and derailment. 

Sep. 2006.German 
High-Speed Maglev  
Accident. 23 people 
dead, 10 injured. 
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Jul. 2011. China 
YongWen Railway 
Accident. 40 people 
dead, 200 injured. 

Apr. 2008. China JiaoJi 
Railway Accident.. 72 
people dead, 416 
injured. 

Train Control System is Safety-Critical 
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Background and Motivation 

Main features of Train Control System in the 

Requirements Phase 

   In requirements phase of train control system lifecycle, the 

system is specified in system requirements specification 

(SRS). 

 - Described in natural language 

 - Refinement of functional requirements on technical level 

    (A set of function modules and their inputs/outputs) 
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Hazard Analysis on Train Control System in 

the Requirements Phase 

    As the basis of system design and development, train 

control system depicted in SRS shall be analyzed to 

identify the hazardous factors that lead to the system 

hazard.  

 According to these hazardous factors, we could further 

improve the SRS, and establish the safety requirements. 

 

Background and Motivation 
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Background and Motivation 

Why and How to use STAMP/STPA 

– Event Chain can not effectively help to analyze the 

hazardous factors. 

– Specifically Not Repeat the Benefits of STPA 

• Step1: Identify unsafe control actions 

• Step2: Identify causal factors 

Causal factors focused by STPA are related to the control 

algorithm, the process model and so on. 

The system in requirements phase is described in natural 

language, for which the formal description is more accurate 

way. 

 Considering such two aspects, we propose some ideas 

to customize the specific implementation of STPA . 
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Some ideas in using STPA in requirements phase  

 
 

Step 1:    activity a,    activity b; 
 

Step 2:    activity c; 
 

Step 3:    activity d,    activity e; 

... 

 

 Internal Function Modules in Control Loops 
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 Internal Function Modules in Control Loops 

 We describe the internal 

function modules and their 

inputs/outputs in the controller 

using the form of lists. 

Some ideas in using STPA in requirements phase  

 Controller 
 

 

 

 

 

 

 

 

 

Internal 

function 

module F1 

Internal 

function 

module F2 

Internal 

function 

module F3 

Internal 

function 

module F4 

Inputs Outputs Internal 

function 

module F5 

Internal  Function 

Modules in Controller 
Inputs/Outputs 

 F1 
Input: 

Output: 

F2 
Input: 

Output: 

F3 
Input: 

Output: 
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 Causal Factors 

 

Inputs of internal function modules in 

controller is incorrect, missing, or not 

updated in time 

     —  Flaw(s) in engineering process 

      —  Flaw(s) in updating process 

      —  Incorrect data entered by human 

Internal function modules in controller fail  

     —  Flaw(s) in creation process 

     —  Incorrect modification  

Some ideas in using STPA in requirements phase  

a) We identify the inputs-related 

causal factors with manual analysis. 

b) We identify the function module-

related issues with formal method. 

Map the control algorithm-related 

and process model-related  issues 

into the layer of function modules 

and their inputs. 
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 Formal model-based Causal Factors Analysis 

 Behavior 

Model  

Functional 

Failure 

Model 

Function modules-

related causal factors 

leading to UCAs 

Unsafe 

Control 

Actions 

Integrated 

Model 

– Step1: Find all possible internal 

functional failures according to the list 

of controller. 

– Step2: Model the normal behavior with 

Hybrid Automata 

– Step3: Model the internal functional 

failures with FFDN 

– Step4: Integrate these two models 

above 

– Step5: Analyze the internal function 

modules-related causal factors with the 

tool PHAVer 

Definition 1  The Functional Failure Description Notation (FFDN) consists of 

the representing characters of <C, M, F, D, S, f, A >, where, 
 

1) C refers to a finite set of system components; 

2) M refers to a finite set of failure description modules of system components, for iC, Mi 

is the failure description module of component i, and is also called FFDN module; 

3) F= {F1, F2… Fn} refers to a finite set of possible functional failures of a system 

component; 

4) D= {D1_dev, D2_dev…Dn_dev} refers to a finite set of the data deviations resulted by the 

functional failures, for  m, kC and mk, Dm ∩ Dk=; 

5) S= {S1, S2… Sn} refers to the set of states affected by functional failures, and S  S, 

where the S is the set of states of the normal behavior model; 

6) f : FD  S refers to the mapping relationships between F and D, and F and S, where 

f={fD, fS }; 

7) A= {fD(F), fS(F)} refers to the influence of functional failures, where fD(F) refers to the 

influence of functional failures on the data and fS(F) refers to the influence of functional 

failures on the states. 

Some ideas in using STPA in requirements phase  

Definition 2 (Monitor). The fault events monitor is a structure 

M=（S, A, f ,Init）,where, S={s1, s2…sn} is the sets of states 

of the monitor, A= {a1, a2 … an} is the sets of fault events in 

the PHAVer model, f : A→S is the mapping function from A to 

S, Init=S0 is the sets of initial states of the fault events 

monitor. 
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Case Study 

 Chinese High Speed Railway Train  Control System 

 Reference structure of the system 

One typical hazard of  the 

system is considered: The 

train control system does 

not protect the train against 

exceedance of the safe 

speed limits.  

Train1

The hazard can be traced to 

one system-level safety 

constraint that mitigates the 

hazard: The train control 

system shall make impossible 

the violation of the safe speed 

limits. 
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Case Study 

 Control Structure  

 

The down arrows represent the 

control actions, and the up 

arrows represent the feedbacks. 

The horizontal arrows represent 

the information interaction. 

We take vital computer as 

example to illustrate the list 

containing internal function 

modules and inputs/outputs. 

Internal  Function Modules 

in Vital Computer 

Inputs/Outputs 

1 Supervision and protection  

Input: Track description, Train data, System data, Location 

data, MA  data, Emergency stop location, Session status 

Output: Train order, MA request 

2 Train properties handling 
Input: Driver input, Location data 

Output: Train data, Train integrity status, Position report 

3 Data provision 
Input: Track description, MA data, System data 

Output: Track description, MA data, System data 

4 Emergency handling 

Input: Emergency message, Revocation of emergency message 

Output: Emergency stop location, Acknowledgement of 

emergency stop 
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Case Study 

 Step1: Unsafe Control Actions (UCAs) 

 Type  UCAs Scenarios Refined safety constraints 

A required 

control action is 

not provided or 

is inadequately 

executed 

UCA1.1 The train in over-speed 

doesn’t receive the brake 

command from the VC.  

The speed of train have been 

exceeded the speed limitation. 

The train shall receive the brake 

command when the speed of train have 

been exceeded the speed limitation. 

UCA1.2 The VC doesn’t receive 

the emergency message from the 

RBC. 

The emergency situations 

happened. 

The VC shall receive the emergency 

message in emergency situations. 

UCA1.3 The VC doesn’t receive 

the route information or the speed 

restriction. 

The route has the fixed speed 

limit. 

The VC shall receive the route 

information and the speed restriction 

An incorrect or 

unsafe control 

action is 

provided. 

 

UCA2.1 The RBC provides an 

incorrect MA for the VC. 

When VC requests the MA or 

the MA is sent periodically. 

The RBC shall provide the correct MA 

for the VC. 

UCA2.2 Both RBC and balise 

provide incorrect route information 

and speed restriction. 

The route has the fixed speed 

limit. 

Both RBC and balise shall provide 

correct route information and speed 

restriction. 

UCA2.3 The driver inputs 

incorrect train data into the VC. 

When driver started the train. The driver shall input correct train data 

into the VC 

UCA2.4 The driver accelerates 

the train. 

When the speed is close to 

the speed restriction 

The driver shall not accelerate the train 

without considering the speed 

restriction. 

A potentially 

correct or 

adequate 

control action is 

provided at the 

wrong time 

UCA3.1 The VC sends the brake 

command to the train too late. 

The speed of train have been 

exceeded the speed limitation. 

The VC shall send the brake command 

to the train in time. 

UCA3.2 The RBC shortens a 

given MA too late when necessary. 

When the route has been 

changed in some situations. 

The RBC shall shorten a given MA in 

time. 

UCA3.3 The driver releases the 

emergency brake too early. 

The train has not been 

stopped completely. 

The driver shall release the emergency 

brake when the train has stopped. 

Hazard: The train 

exceeds the safe 

speed limits.  
Type  UCAs Scenarios Refined safety constraints 

A required 

control action 

is not 

provided or is 

inadequately 

executed 

UCA1.1 The train 

in over-speed 

doesn’t receive 

the brake 

command from 

the VC.  

The speed of 

train have been 

exceeded the 

speed limitation. 

The train shall 

receive the brake 

command when the 

speed of train have 

been exceeded the 

speed limitation. 
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Case Study 

 Step2A: Inputs-related Causal Factors 

 Unsafe control actions (UCA) Inputs-related causal factors(ICF)leading to  unsafe control actions 

UCA1.1 The train in over-speed doesn’t receive 

the brake command from the VC.  

ICF1.1.1: The actual speed used to compare with the speed restriction in the VC is incorrect. 

ICF1.1.2: The train data (e.g. train category, braking model, etc.) used for speed profile is incorrect. 

ICF1.1.3: The system data used to select brake commands in the VC is incorrect. 

ICF1.1.4: The emergency stop location in the VC is missing. 

UCA1.2 The VC doesn’t receive the emergency 

message from the RBC. 

ICF1.2.1: The emergency situation which shall be known by the RBC is incorrect or missing. 

ICF1.2.2: The end of authority (EOA) used to evaluate emergency in the RBC is incorrect. 

ICF1.2.3: The location data received by the RBC is incorrect. 

UCA1.3 The VC doesn’t receive the route 

information or the speed restriction. 
ICF1.3.1: The route information and the speed restriction stored in both balise and RBC are missing. 

UCA2.1 The RBC provides an incorrect MA for 

the VC. 

ICF2.1.1: The location data used to generate the MA is incorrect. 

ICF2.1.2: The route information used to generate the MA is incorrect. 

ICF2.1.3: The train data received by the RBC is incorrect. 

UCA2.2 Both RBC and balise provide incorrect 

route information and speed restriction. 
ICF2.2.1: The route information and the speed restriction in both balise and RBC are incorrect. 

UCA2.3 The driver inputs incorrect train data into 

the VC. 
ICF2.3.1: The train data known by the driver is incorrect. 

UCA2.4 The driver accelerates the train. 
ICF2.4.1: The permit speed and the target speed displayed to the driver are incorrect. 

ICF2.4.2: The actual speed or the location data displayed to the driver is incorrect. 

UCA3.1 The VC sends the brake command to the 

train too late. 

ICF3.1.1: The actual speed or the location data used to determine the braking time is incorrect. 

ICF3.1.2: The EOA or the speed restriction used for the calculation of speed profile is incorrect. 

ICF3.1.3: The train data used to determine the braking time is incorrect. 

UCA3.2 The RBC shortens a given MA too late 

when necessary. 

ICF3.2.1: The route information in the RBC is not updated in time. 

ICF3.2.2: The location data in the RBC is not updated in time. 

UCA3.3 The driver releases the emergency brake 

too early. 
ICF3.3.1: The current speed provided by the DMI is incorrect. 

Unsafe control actions 

(UCA) 
Inputs-related causal factors leading to  unsafe control actions  

UCA1.1 The train in 

over-speed doesn’t 

receive the brake 

command from the 

VC.  

ICF1.1.1: The actual speed used to compare with the speed  

                restriction in the VC is incorrect. 

ICF1.1.2: The train data (e.g. train category, braking model,  

                 etc.) used for speed profile is incorrect. 

ICF1.1.3: The system data used to select brake commands in 

                 the VC is incorrect. 

ICF1.1.4: The emergency stop location in the VC is missing. 
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Case Study 

 Step2B: Formal Model-based Causal Factors Analysis 
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Case Study 

Unsafe control actions (UCA) 
Function module-related causal factors leading 

to  unsafe control actions 

UCA1.1V>Vmrsp+dv_sbi&Order_reqSB=0  

or Lc>EOA&Order_reqSB=0 

{F_SDU_3, F_VC_11},{F_VC_3},{F_VC_8}, 

{F_VC_9},{F_VC_12},{F_VC_14},{F_VC_15}, 

{F_VC_17},{F_TIU_1},{F_SDU_1} 

UCA1.2 Emsituation=1&MesgGot=0 {F_RBC_5},{F_RBC_6},{F_RBC_11},{F_RTM_2} 

UCA1.3 MesgGot=0&BTM_BMsg=0&RouteInfor=1 

&BaliseInfor=1 

{F_RBC_11, F_Balise_2},{F_RTM_2, F_BTM_3}, 

{F_RTM_2, F_BTM_1} 

UCA2.1 MesgSent=1&MesgGot=1&MesgCorrect=0 {F_RTM_5, F_VC_2, F_RBC_1} 

UCA2.2 RouteInfor=1&BaliseInfor=1&MesgGot=1& 

BTM_BMsg=1&MesgCorrect=0&BMesgCorrect=0 

{F_RBC_2, F_Balise_1},{F_RTM_5, F_VC_2}, 

{F_BTM_2, F_VC_2} 

UCA2.3 Input=1&DMI_TD=1&DataCorrect=0 {F_Driver_1},{F_DMI_1} 

UCA2.4 V>Vmrsp+dv_sbi&Acc=1 or 

Lc>EOA&Acc=1 

{F_Driver_2},{F_DMI_2},{F_DMI_3},{F_Driver_4} 

UCA3.1 Order_reqSB=0&t_Delay2=tnormal2 {F_VC_16},{F_VC_18},{F_TIU_5} 

UCA3.2 t1_RBC=tnormal4&MesgSent=0 {F_RBC_12},{F_RTM_6},{F_RBC_6} 

UCA3.3 V>0& Order_reqEB=1&RelEB=1 {F_Driver_3},{F_DMI_2} 

Unsafe control actions 
Function module-related causal factors 

leading to  unsafe control actions 

UCA1.1V>Vmrsp+dv_sbi&Order_reqS

B=0 or Lc>EOA&Order_reqSB=0 

 

{F_SDU_3, F_VC_11},{F_VC_3},{F_VC_8}, 

{F_VC_9},{F_VC_12},{F_VC_14},{F_VC_1

5}, {F_VC_17},{F_TIU_1},{F_SDU_1} 

 

 Step2B: Formal Model-based Causal Factors Analysis 

Unsafe control actions (UCA) Inputs-related causal factors(ICF)leading to  unsafe control actions 

UCA1.1 The train in over-speed doesn’t receive 

the brake command from the VC.  

ICF1.1.1: The actual speed used to compare with the speed restriction in the VC is incorrect. 

ICF1.1.2: The train data (e.g. train category, braking model, etc.) used for speed profile is incorrect. 

ICF1.1.3: The system data used to select brake commands in the VC is incorrect. 

ICF1.1.4: The emergency stop location in the VC is missing. 

UCA1.2 The VC doesn’t receive the emergency 

message from the RBC. 

ICF1.2.1: The emergency situation which shall be known by the RBC is incorrect or missing. 

ICF1.2.2: The end of authority (EOA) used to evaluate emergency in the RBC is incorrect. 

ICF1.2.3: The location data received by the RBC is incorrect. 

UCA1.3 The VC doesn’t receive the route 

information or the speed restriction. 
ICF1.3.1: The route information and the speed restriction stored in both balise and RBC are missing. 

UCA2.1 The RBC provides an incorrect MA for 

the VC. 

ICF2.1.1: The location data used to generate the MA is incorrect. 

ICF2.1.2: The route information used to generate the MA is incorrect. 

ICF2.1.3: The train data received by the RBC is incorrect. 

UCA2.2 Both RBC and balise provide incorrect 

route information and speed restriction. 
ICF2.2.1: The route information and the speed restriction in both balise and RBC are incorrect. 

UCA2.3 The driver inputs incorrect train data into 

the VC. 
ICF2.3.1: The train data known by the driver is incorrect. 

UCA2.4 The driver accelerates the train. 
ICF2.4.1: The permit speed and the target speed displayed to the driver are incorrect. 

ICF2.4.2: The actual speed or the location data displayed to the driver is incorrect. 
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Case Study 

 Comparison with traditional analysis 

 

 Analysis using FTA Analysis using STPA 

Inputs-related issues leading to the 

hazard are hard to analyze in detail. 

 For example, incorrect data to 

trackside constituents 

Inputs-related control flaws 

identified with the STPA method are 

more detailed, (missing, incorrect or 

not updating in time) 

Some failures identified are 

mistaken for the single points of 

failures.  

For example, SDU fail to determine 

the distance {F_SDU_3} 

 Results are more complete. 

For example, {F_SDU_3, F_VC_11} 

Once the hazard changes, the 

analysis needs to be performed all 

over again from the beginning to the 

end 

 Hierarchical control structure and 

the behavior models can be reused 

for analyzing another hazard as 

long as the system remains 

unchanged 
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Conclusion 

We found that STAMP/STPA is extremely 

useful for the train control system. 

We showed the specific implementation of 

STPA in the hazard analysis of train 

control system in requirements phase. 

 Future work is suggested that more study 

should be carried out on identification of 

inputs-related causal factors with the 

formal methods. 
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Q&A 

Thank you! 


