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What is SafetyHAT?

Q A software tool that facilitates hazard

analysis using the System Theoretic Transportation Systems
Process Analysis (STPA) method Safety HAT

QO SafetyHAT will:

= Guide users through STPA in a step-by-step process
= Store, manage, and organize your data

= Facilitate documentation of your analysis
® Include customization for transportation systems

Q SafetyHAT includes customized STPA guide
phrases specific to transportation systems.
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SafetyHAT Walkthrough

Transportation Systems

Safety HAT
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Main Menu

Welcome to the Transportation Systems Safety Hazard Analysis Tool
(SafetyHAT). This tool will guide you through hazard analysis using the
System-Theoretic Process Analysis (STPA) method.

Please complete the Pr
The Preparatory Steps ca
Steps" button at the bo
be uploaded using the "Upload Control Structure Diagram" button at th
bottom of this screen.

Describe your system

Complete the forms in the order presented below to ensure a complete
analysis.

> Analyze your system

> Export your analysis

Voiise
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-Enter System Information

i

3.

Components

Connections

Control Actions

This form allows you to enter the components of your system.

This form allows you to enter connections between the components of your

| system.

This form allows you to enter specific Control Actions issued by controllers in
your system.

~Conduct Analysis

4,

7.

Accidents or Losses

Hazards

Unsafe Control Action
Analysis

Causal Factor Analysis |

This form will aflow you to enter accidents (or losses) specific to your system.

This form will allow you to enter hazards specific to your system.

This form will guide you through evaluating Unsafe Control Actions and
potentially related system hazards.

This form will guide you through evaluating Unsafe Control Actions and
potential causal factors.

~Export Analysis

This will compile the STPA results and export the data to MS Excel.

8. Export Data
Advanced Review Preparatory Upload Control | | Locate Additional
Options Steps Structure Diagram | STPA Resources
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Mapping SafetyHAT to STPA

SafetyHAT STPA

SafetyHAT Step 1
SafetyHAT Step 2 STPA Preparatory Step 1

SafetyHAT Step 3

SafetyHAT Step 8 —Data Export
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Main Menu

Welcome to the Transportation Systems Safety Hazard Analysis Tool
(SafetyHAT). This tool will guide you through hazard analysis using the
System-Theoretic Process Analysis (STPA) method.

Please complete the Preparatory Steps before accessing the forms below.
The Preparatory Steps can be reviewed using the "Review Preparatory
Steps" button at the bottom of this screen. A control structure diagram can
be uploaded using the "Upload Control Structure Diagram" button at the
bottom of this screen.

Complete the forms in the order presented below to ensure a complete
analysis.

-Enter System Information

1. Components
2. Connections
3. Control Actions

This form allows you to enter the components of your system.

This form allows you to enter connections between the components of your
system.

This form allows you to enter specific Control Actions issued by controllers in
your system.

~Conduct Analysis -

4. Accidents or Losses

5. Hazards

Unsafe Control Action
6. Analysis

7. | Causal Factor Analysis

This form will allow you to enter accidents (or losses) specific to your system.

This form will allow you to enter hazards specific to your system.

This form will guide you through evaluating Unsafe Control Actions and

potentially related system hazards.

This form will guide you through evaluating Unsafe Control Actions and
potential causal factors.

Customizable guide

phrases

Link to a PDF of your
control structure diagram

will ¢
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Adviod

Options

Locate Additional
STPA Resources

UploM\trol

Structure Diagram

Review Preparatory
Steps
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—Review Existing System Components

—Add New System Component

Passenger Air Bag Indicator Light
Passenger Presence Sensing Module
Passenger Presence Sensor

Seat Belt Pretensioner

Seat Belt Tension Sensor

Seat Track Position Sensor

Vehicle (including Occupants)

Existing System Components Sort: Order Entered | ¥ Enter Component Name:

Air Bag Control Unit |Passenger Air Bag Button

Air Bag Module

Crash Sensor Enter a Component Description:

Driver bashboard button to enable or disable the passenger side air bag.

| Previous Step |

Voiise
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System Component Input Form

Review Existing System Components

Existing System Components

Air Bag Control Unit

Air Bag Module

Crash Sensor

Driver

Passenger Air Bag Indicator Light
Passenger Presence Sensing Module
Passenger Presence Sensor

Seat Belt Pretensioner

Seat Belt Tension Sensor

Seat Track Position Sensor
Vehicle (including Occupants)

Return to Main Menu

Step: e— 2)—(3)—(a)—(s)—(6)—(7)—(8)

Add New System Component

Sort: Order Entered | ¥ ||&| A-Z |¥||& Enter Component Name:

Passenger Air Bag Button

Enter a Component Description:
bashboard button to enable or disable the passenger side air bag.

lete tin Modify Existing Save As New
The navigation bar allows
you to move easily between
data entry forms
Step 2: ) . View Control o
Connections Structure Diagram

w ' e Form Guidance
v /4 ” The National Transportation Systems Center
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System Component Input Form

Review Existing System Components

Existing System Components
Air Baé Control Unit -
Air Bag Module

Crash Sensor

Driver

Passenger Air Bag Indicator Light
Passenger Presence Sensing Module
Passenger Presence Sensor

Seat Belt Pretensioner

Seat Belt Tension Sensor

Seat Track Position Sensor
Vehicle (including Occupants)

Sort: Order Entered (¥ (4| A-Z [¥|(4]

A\

Review entered data ...

str: @—(2)—(

Add New System Component

—t

| W)

Enter Component Name:
’Passenger Air Bag Button

Enter a Component Description:

bashboard button to enable or disable the passenger side air bag.

Delete Existing Modify Existing

A\

...and add, modify, or delete data

Save As New

Previous Step Step 2:

|
Return to Main Menu &
Connections

View Control

Structure Diagram Slosek |

Vo/ise
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Form Guidance \
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System Connections Input Form

Review Existing System Connections

Existing System Connections

Sort: Order Entered [¥| [«

e N _/—\.“ ¢ B
Step: ®_°_<3/)_(\ix\'_(‘- 3 —4 f_)—( i

o R e
Add New System Connection

Connection Originating Component

o

A

(w|[~) Az From Type IEHE\[!EHEIA-Z To Type [¥/[&]|  Name: | |z|

Air Bag Control Unit Controller Passenger Air Bag Indicator Ligh| Actuator Type: | E]

Air Bag Control Unit Controller Air Bag Module Actuator

Air Bag Control Unit Controller Seat Belt Pretensioner Actuator Connection Terminating Component

Air Bag Module Actuator Vehicle (including Occupants) |Controlled Process Name: | IZI

Crash Sensor Sensor Air Bag Control Unit Controller

Passenger Air Bag Indicator Ligh' Sensor Driver Controller Type: ’ B

Passenger Presence Sens!ng Mo Controller A!r Bag Control Un!t Actuator Enter a Connection Description:

Passenger Presence Sensing Mo| Controller Air Bag Control Unit Actuator

Passenger Presence Sensor Sensor Passenger Presence Sensing Mo Controller

Seat Belt Pretensioner Actuator Vehicle (including Occupants) |Controlled Process

Seat Belt Tension Sensor Sensor Passenger Presence Sensing Mo Controller

Seat Track Position Sensor Sensor Air Bag Control Unit Controller

Vehicle (including Occupants) | Controlled Process Seat Track Position Sensor Sensor

Vehicle (including Occupants) | Controlled Process Seat Belt Tension Sensor Sensor

Vehicle (including Occupants) | Controlled Process | Crash Sensor Sensor

Vehicle (including Occupants) |Controlled Process| Passenger Presence Sensor Sensor | | |

Delete Existing ‘ ‘ Modify Existing ‘ ‘ Save As New
. ‘ Step 1: [ | Step 3: | View Control ‘
| BEUED to Maln Meay ) } Component | Control Action | Structure Diagram ) { Close £om J
Vojse |
Cv 4 ” The National Transportation Systems Center

l Form Guidance
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System Connections Input Form step: (1 )—@)—3 —4 —(s —6 ) —(7)—(3)

ystem Connections Add New System Connection

Existing System Connections Sort: Order Entered | ¥ | & Connection Originating Component
|- A-Z From Type [¥| &) | | %] & A-Z To Type (¥ (& Name: [Z]
Air Bag Control Unit Controller Passenger Air Bag Indicator Ligh| Actuator ' Type: |Air Bag Control Unit
Air Bag Control Unit Controller Air Bag Module Actuator Air Bag Module
Air Bag Control Unit S— ARt R Connect| Crash Sensor
Air Bag Module

Crash Sensor SafetyHAT uses |nf0rmat|0n abOUt : Passenger Air Bag Button
Passenger Air Bag Indicatol Passenger Air Bag Indicator Light

Passenger Presence Sensir yOUF System tO Slmpllfy data entl"y Passenger Presence Sensing Module

y Entera(
Passenger Presence Sensir — Passenger Presence Sensor
Passenger Presence Sensor [Sensor 'Passenger Presence Sensing Ma Controller I Seat Belt Pretensioner
Seat Belt Pretensioner Actuator Vehicle (including Occupants) |Controlled Process Seat Belt Tension Sensor
Seat Belt Tension Sensor Sensor Passenger Presence Sensing Mo| Controller Seat Track Position Sensor
Seat Track Position Sensor Sensor Air Bag Control Unit Controller Vehicle (including Occupants)
Vehicle (including Occupants) | Controlled Process Seat Track Position Sensor Sensor
Vehicle (including Occupants) | Controlled Process Seat Belt Tension Sensor Sensor
Vehicle (including Occupants) | Controlled Process | Crash Sensor Sensor
Vehicle (including Occupants) | Controlled Process Passenger Presence Sensor Sensor
Viodify Existing Save As New
Return to Main Menu Aep L Sten: Micw Conteol Close Form

Component Control Action Structure Diagram

w ' e . Form Guidance
W J 4 V The National Transportation Systems Center
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—Review Existing Control Actions

View Control Actions by Controller

~Add New Control Action

Sort: Order Entered | ¥ A-Z m Select Controller
|Air Bag Control Unit \Air Bag Control Unit
- Enter Control Action:
Deploy seat belt pretensioner = ot o

|Illuminate Passenger Air Bag Disabled Light |

Enter Detailed Description of the Control Action:
Turn on the "Passenger Air Bag Disabled" light when the passenger air bag is not activated|

Voise
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Control Action Input Form step: (1)—(2 )—@)— 4 —s — 6 —(7)—(s)

Review Existin

eview Existing Control Actions

View Control Actions by Controller Sort: Order Entered (¥ | [&| A-Z [w||& Select Controller
Air Bé

E} ' C
gep:i SafetyHAT identifies controllers based ! Driver
: on your system connections '

Air Bag Control Unit
Passenger Presence Sensing Module

Enter Detailed Description of the Control Action:

Save As New

Return to Main Menu Step 2 Stepa:

Connections System ACCidentS or Losses
vn "

View Control ClosaiEaia
Structure Diagram

e ) ) Form Guidance
The National Transportation Systems Center
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—Review Existing System Accidents or Losses

Existing System Accidents (or Losses)

Sort: Order Entered (%] (%] A-Z [¥]

—Add New System Accident or Losses

Enter System Accident (or Loss):

|Vehicle Occupant Injury or Deathl

Enter Detailed Description of the Accident (or Loss):

Vehicle occupant is injured or killed. This may occur during a crash or as a result of normal
vehicle operation.

Voise
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Hazard Input Form

Review exist

System Hazards

o

Existing System Hazards

Return to Main Menu

Sort: Order Entered |¥ ||| A-Z (¥ ||&

Step 4:
System Accidents or Losses

Step 6:
Unsafe Ctl Action Analysis

n ' f=N
v‘.ll ” e The National Transportation Systems Center

Add New System
Enter System Hazard:
Restraint System Malfunction (Failure, Loss or Degradation)

Enter Detailed Description of Hazard:

Restraint system malfunctions. This includes cases where the restraint system deploys
inappropriately, does not provide adequate protection, or fails to deploy in a crash situation.

Save As New

View Control

3 Close Form
Structure Diagram

Form Guidance
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Unsafe Control Action (UCA) Analysis

Current Control Action
Select Controller

Air Bag Control Unit
Control Action: 1 of 3
Deploy air bag

Control Action e
Analysis Completed

| Previou

Existing Unsafe Control Actions
Select Unsafe Control Action Category
Provided, but executed incorrectly

Existing UCAs for Selected Control Action and UCA Category

Step: (1 )—(2 )—(3 —( 4 —{5 —o— 7 )—(8)

Next Control Action

Unsafe Control Action Analysis

Complete Add Note

EH 8 &

Air bag deploys, but the positioning is incorrect and does not adequately protect occupants.

Step 5:

Return to Main Menu
System Hazards

Enter or Select a Detailed Description for UCA
Air bag deploys, but does not inflate correctly.

(All UCAs for Selected Controller)

Nt Sy

Step 7:
Causal Factor Analysis

/oL
v\ll ” e The National Transportation Systems Center

Select Relevant Hazar

Malfunction (Failur

ds (if applicable

£rrmrdimn (T

Save As New

View Control

A Close F
Structure Diagram gse oun

Form Guidance
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Unsafe Control Action (UCA) Analysis

Current Control Action
Select Controller

Air Bag Control Unit
Control Action: 1 of 3
Deploy air bag

Control Action e
Analysis Completed

ng Unsafe Control Actions

Select Unsafe Control Action Category

2ravided, but executed incarrectly

[=]

Complete Add Note

]

Provided when control action is not needed and unsafe
Provided, but the intensity is incorrect (too much or too little)

Pro ited incorrectly

Provided, but duration is too long or too short

Return to Main Menu
System Hazards

o e
Vu.l’ ” e The National Transportation Systems Center

N

Provided, but the starting time is too soon or too late Y N

Not provided when needed to maintain safety Y N
Step 5: Step 7:

Causal Factor Analysis

Next Control Action

Unsafe Control Action Analysis

Enter or Select a Detailed Description for UCA

SafetyHAT comes preloaded with
six UCA guide phrases

(All DCASTOT SETEcTea Controler)

Select Relevant Hazards (if applicable)
Restraint System Malfunction (Failure, Loss or Degradation)

Save As New

View Control

A Close Form
Structure Diagram

Form Guidance

R Volse 21



Causal Factor Analysis step: (1)—(2 )— 3 )— 4 — 5 — 6 —@)—(s)

—Unsafe Control Action Details

Controller 1 of 2 Associated Hazards:
Air Bag Control Unit Restraint System Malfunction (Failure, Loss or Degradation)
Description 7 of 8

Air bag deploys when the vehicle is not in a crash.

Control Action Add| —
Previ Controlle i
Arialysts Complatad (= revious Confroller J ’ Previous Record J ‘ Next Record J ’ Next Controller Note bl
—Existing Causal Factor Analyses o ____ —Causal Factor Analysis
Sort: Order Entered |¥ ||| Component Name A-Z |¥ (4| i 3
Existing Causal Factors for Selected Unsafe Control Action Sp ed-Componant of Connertion
Component Name or IComponent B

Causal Factor Connection From Connection To Causal Component
Hazardous interaction with other components | Air Bag Control Unit |Crash Sensor B
Hazardous interaction with other components | Air Bag Control Unit

§ : 3 Component Type 'sensor E
Controller hardware faulty, change over time | Air Bag Control Unit :
Controller hardware faulty, change over time | Air Bag Control Unit Select the Appropriate Causal Factor
Software error (inadequate control algorithm, | Air Bag Control Unit |Sensor inadequate operation, change over time E|
Sensor inadequate op.eratlf)n, change ove.r t!m Crash Sensor . . Enter or Select a Causal Factor Description
Sensor to controller signal inadequate, missing Crash Sensor | Air Bag Control Unit

Lateral crash sensor is too sensitive and issues a crash signal when the doors are closed
forcefully.l

(All Causal Factor Descriptions for Selected Component / Connection and Causal Factor)

| -]

’ Delete Existing ‘ ’ Modify Existing ‘ ’ Save As New
7 Step 6: Step 8: View Control
’ RELED to Malh Mead i ’ Unsafe Ctl Action Analysis ’ Export Data l ’ Structure Diagram Close Forn

n' e l Causal Factor Di H Form Guida
‘!\l’ " The National Transportation Systems Center : N —— ; i uidance
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Causal Factor Analysis

Unsafe Control Action Details

Controller 1 of 2
Air Bag Control Unit

Description 7 of 8
Air bag deploys when the vehicle is not in a crash.

Control Action . .

: Previous Controller Previous Record
Analysis Completed
Existing Causal Factor Analyses

Sort: Order Entered |¥ | |%| Component Name A-Z |¥ |
Existing Causal Factors for Selected Unsafe Control Action

Component Name or
Causal Factor Connection From Connection To
Hazardous interaction with other components | Air Bag Control Unit V
Hazardous interaction with other components | Air Bag Control Unit
Controller hardware faulty, change over time | Air Bag Control Unit
Controller hardware faulty, change over time | Air Bag Control Unit
Software errorlinadaniiate cantrnl alonrithm | Air Bag Cantral Linit

Sensor inade

sensortocor  SgfetyHAT is preloaded with 26
causal factor guide phrases

Step 6: Step 8:

Ret to Main M : i
EHNT S0 Main Ve Unsafe Ctl Action Analysis Export Data

/oL
VV’ ” e The National Transportation Systems Center

Associated Hazards:
Restraint System Malfunction (Failure, Loss or Degradation)

Add
Next Record Next Controller 3
Note

Causal Factor Analysis

Select: Component or Connection
Component

Causal Component

=]
Crash Sensor B
=]
|~ |

Component Type |Sensor

Select the Appropriate Causal Factor

nde

Sensor inadequate operation, change over time

External disturbances

Power supply faulty (high, low, disturbance)
Hazardous interaction with other components in the rest of the vehicle

(All Causal Factor Descriptions for Selected Component / Connection and Causal Factor)

B

Save As New
View Control i
Structure Diagram
Causal Factor Diagram Form Guidance
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Home Insert Page Layout Formulas Data Review View Developer Acrobat a ‘
= ¥ Cut == i = = H i = = 0 SHe EEER X AutoSum v
Calibri 1. vIA A ‘ 73 =1 Wrap Text General - E = Normal ‘ Bad Good Neutral i |
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Pafte f Format Painter Z= Do i \x) = A ¥ E Metgefccenters G ('-og :8 Condltlonalv a:‘;:;laet' CElll SR nput = ote = Ins'ert Delvete For:nat 2 Clear ~ El(l)!retr&' ?e?:ct&'
Clipboard F] Font ] Alignment . Number 2 Styles Cells Editing
M28 ¥ f.
A B C D E F G H I b) K L
ACC HAZ UCA CAUSAL
— ACCIDENT — HAZARD — COMPONENT_NAME UCA_DESC — CF_USER_DESC FROM_COMP TO_ComMP CATEGORY
1 No NO NO FACT NO
, ~ Restraint System Malfunction " " Air bag does not deploy when the vehicle is Interaction with electrical system causes air bag . .
Al Vehicle Occupant Injury or Death H1 2 ) UCA8 Air Bag Control Unit 2 5 CF1 g S e Air Bag Control Unit Controller
= (Failure, Loss or Degradation) in a sufficiently severe crash. to deploy when key is turned to "on" position.
3 N Restraint System Malfunction R B Air bag does not deploy when the vehicle is Short circuit due to condensation from A/C 0 B
Al Vehicle Occupant Injury or Death H1 R N UCA8 Air Bag Control Unit g . CF2 Air Bag Control Unit Controller
5 (Failure, Loss or Degradation) in a sufficiently severe crash. system
” . Restraint System Malfunction ’ - Air bag does not deploy when the vehicle is Manufacturing error with Application Specific e -
Al Vehicle Occupant Injury or Death  H1 Z ] UCA8 Air Bag Control Unit 3 i CF3 By ¢ Air Bag Control Unit Controller
f (Failure, Loss or Degradation) in a sufficiently severe crash. Integrated Circuit (ASIC) causes air bag to deploy
; ~ Restraint System Malfunction ) 3 Air bag does not deploy when the vehicle is Delamination of internal subcomponents causes .
Al Vehicle Occupant Injury or Death  H1 K . UCA8 Air Bag Control Unit : . CF4 ) Air Bag Control Unit Controller
5 (Failure, Loss or Degradation) in a sufficiently severe crash. air bag to deploy
R R R L Air bag controller resets itself after hard braking.
e ~ Restraint System Malfunction " B Air bag does not deploy when the vehicle is 8 7 3 : .
Al Vehicle Occupant Injury or Death H1 ; 7 UCA8 Air Bag Control Unit g 5 CF5 An aggressive turn during hard braking may Air Bag Control Unit Controller
(Failure, Loss or Degradation) in a sufficiently severe crash. :
6 cause air bag to deploy.
3 . Restraint System Malfunction . . Air bag does not deploy when the vehicle is . ) .
Al Vehicle Occupant Injury or Death  H1 ) . UCA8 Air Bag Control Unit _ m CF6 Sensor malfucntion triggers air bag deployment Crash Sensor Sensor
7 (Failure, Loss or Degradation) in a sufficiently severe crash.
. . Restraint System Malfunction . . Air bag does not deploy when the vehicle is Side impact sensors are too sensitve and issue a
Al Vehicle Occupant Injury or Death H1 , B UCA8 Air Bag Control Unit S i CF7 % > Crash Sensor Sensor
5 (Failure, Loss or Degradation) in a sufficiently severe crash. signal when the vehicle doors are closed
. ~ Restraint System Malfunction . . Air bag does not deploy when the vehicle is Short circuit in wiring between crash sensor and . .
Al Vehicle Occupant Injury or Death H1 L. N UCA8 Air Bag Control Unit B e CF8 ) | N Crash Sensor Air Bag Control Unit  Sensor-Controller
4 (Failure, Loss or Degradation) in a sufficiently severe crash. the Air Bag Control Unit causes air bag to deploy
10
1
12
13
14
15
16
17

0 SafetyHAT outputs a Microsoft Excel spreadsheet mapping
causal factors to system-level losses
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Benefits of Safety HAT

Novice practitioners can learn the STPA method quickly
Ensures completeness of the hazard analysis

Expedites the analysis

Provides data integrity and consistency checks

O 0O 0O 0O O

Exportable output table provides documentation straight
from database

0 Pre-loaded with guidewords developed for transportation
systems

0 Can easily modify the guidewords for other domains
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How Can | get SafetyHAT?

0 SafetyHAT can be downloaded free of charge from:
http://www.volpe.dot.gov/SafetyHAT

0 Use is subject to license terms and conditions:
= (Citation of the Volpe Center in published work involving SafetyHAT

= Limited to personal use; distribution and/or commerecialization is prohibited

0 SafetyHAT User Guide is available from:
http://www.volpe.dot.gov/SafetyHAT
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Future Possibilities

0 Registered SafetyHAT users will be notified of updates and
enhancements.

0 Users are invited to report good (and other) experiences in an
effort to identify possible improvements via email to:
SafetyHAT @dot.gov.

0 Those who may wish to collaborate on further SafetyHAT
development are encouraged to contact the Volpe Center at:
SafetyHAT@dot.gov.
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Questions




