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1. Today: Safety in the process industry

2. Tomorrow: STPA for the process industry?
A simple example. Open Questions

3. Functional modeling & STPA
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1. Today: Safety in the process industry
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OF COURSE WE WERE

') AWARE OF THE RISK.
‘ , . THAT IS WHY WE
(4 ) DID A VERY CAREFUL

ANALYSIS OF WHO

e VHER
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Hey listen... | sell STPAs
It’s good for your business
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HAZOPs...

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014




| know.... But look!
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SERIAN - An explosion ripped through a fertiliser factory here at about 3pm
today, causing the building to collapse on workers and sending a shockwave
throughout the town, some 60km southeast of Kuching, the capital of

Eight workers buried under the rubble were pulled out by the Fire and Rescue
Department, alive but with minor injuries, and sent to Serian Hospital for

More people are believed to be trapped underneath, The Star reported on its
website, adding that rescue efforts are still ongoing.

Aspokesperson from the Fire and Rescue Department, who declined to give

Two killed,five injured in his name, said a distress call was received around 3.05pm.
explosion at fireworks factory

within 10 minutes, the official added.

Sewveral other properties in the vicinity of the plant were also damaged.
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Three fire engines each from the Serian, Siburan and Tabuan Jaya stations were despatched to the site of the blast

The cause of the blast is yet unknown, the fireman said, adding that an investigation is underway.

Serian is a small town with a ﬁopu lation of roughly 90,700 people, and is most famed for its durians. -Malaymail
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| would say you’ve still
= A got a problem!!
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Ok let’s talk

Let me tell you
HOW WE DO
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The Design Process

| Conceptual Stage |

. 2

FEED ( Front End Engineering Design) |

Engineering (detailed) Procurement Construction

(Commissioning & Startup)
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The Safety Process

I Establish context & Process Info I

Stakeholders

Reduce likelihood/consequences Transfer full / part Avoid Risk

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014 11



M. Rodriguez / Risk Management in the Process Industry /3272014

Standards

IEC 61511 / ISA S84.01
(IEC 61508 )

Regulations

Seveso |, II, Ill --- Europe

OSHA 29 CFR1910.119 --- USA




IEC 61511 Safety Lifecycle

ANALYSIS

Hazard and Risk Assessment

Allocation of Safety Functions
to Protection Layers

Safety Requirements
Specifications for the SIS

IMPLEMENTATION

Design and Engineering of Design and Development of
Safety Instrumented System Other Means of Risk Reduction

Verification

Installation, Commissioning
and Validation

Management of Functional Safety

and Functional Safety Assessment and Auditing
Safety Lifecycle Structure and Planning

Operation and Maintenance

Moadification

Decommissioning
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Safety Lifecycle Closed Loop

£ SD
COYeoNT-END ENGINggp:
©

RI/V C/l’

MANAGEMENT
OF FUNCTIONAL
SAFETY

SIS Installation &
Commissioning (Clouse 14)

m 12.7815)
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Hazards studies

———
ANALYSIS

1. Hazards types identification

Allocation of Safety Functions
to Protection Layers

S 2. Preliminar Hazard Analysis

IMPLEMENTATION

Design and Development of
Safety Instrumented System Other Means of Risk Reduction

Verification

3. Analysis Methods &
Evaluation

Installation, Commissioning
and Validation

Operation and Maintenance

Maodification

Management of Functional Safety

and Functional Safety Assessment and Auditing
Safety Lifecycle Structure and Planning

Decommissioning
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Preliminar PHA example

Evacuation of public
Obnoxious odor

Direct damage, Consequential loss

Hazardous Event/ Prompts
Situation mp
Fuel Flammable gas, vapour, solid, metal, wood, waste material,
pyrophoric material
External fire Release mechanism LOC, poor housekeeping
. Sparks, flares, statie, friction, vehicles, hot spots, welding, lightning, auto-
lgnition ignition, furnaces
, , Flammable gas, vapour, liquid, solid, metal, dust, residue, pyrophoric
Flammuable mixt \ ' ' *
Internal fire i material, oxygen, halogen
(in equipment)
Ignition Sparks, static, friction, welding, decomposition
Physical over pressure LG_C {Bu:st-_l"hys!cal overpressure), head pressure, liquid filling,
testing, purging
Internal Uncontrolled reaction Runaway reaction, decomposition, polymerization, contamination
explosion L . . ]
{in equipment) Flammahle mixture Flammahle gas, vapour, liquid, solid, dust, mist, oxygen, halogen, NG,
explosive/unstable compound, polymerization, loss of ignition/re-ignition
Ignition Sparks, static, friction, hot spots, welding, decomposition
Hazardous event/situation Immediate consequences Ultimate consequences
Chronic harmful! noxious Chronic el’fect. on employees, Chronic H B,D,M ‘ Code Group Consequences
exposure effect on public A Employees Injuries/ fatalities
B 11l health/long-term fatalities
C Public Injuries/ fatalities
' Visual {inconvenience/disturbance), —
Foll »
| alluticn H e —— fish kil H H1LJLKL | D __ Ill‘hela.lm/lonrgrterm fatalities
E Fire fighters Injuries/ fatalities
F Plant damage Damage to plant and equipment
| Violent release of energy h quLiPl'TEm damlagle, knock-on-loss of AEFGIKM | G Loss of production
containment, missiles H Environmental Harm to Flora and Fauna
1 damage Fish kill
— Nuisance/h i eniployees, X | ] Publicity /media Bad Pubhctty __
| Noise H Nuisance/azard to public . K Public/product concern/site licence
L Authorities Environmental protection
M Industrial incidents/accident investigators
| Visual impact H Nuisance/annoyance to public Hl LK | N Other effects Evacuation of site
(0]
| ' ' | P

| Major financial effect
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Hazards studies

 ——
ANALYSIS

1. Hazards types identification

Allocation of Safety Functions
to Protection Layers

S 2. Preliminar Hazard Analysis

IMPLEMENTATION

Design and Development of
Safety Instrumented System Other Means of Risk Reduction

Verification

3. Analysis Methods &
Evaluation

Installation, Commissioning
and Validation

Management of Functional Safety
and Functional Safety Assessment and Auditing

__ OPERATION Jﬂ

Safety Lifecycle Structure and Planning

Operation and Maintenance

Maodification

Decommissioning

FTA IE’“ | ]
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HAZOP

"NO / NONE
MORE
DESIGN INTENTION LESS
AS WELL AS
PART OF
HASE DEVIATION REVERSE
N 1 OTHER THAN
LEVEL ELEMENT ~ + GUIDEWORD | |- = %
PEres (PARAMETER/ WHERE ELSE
PRESSURE  L| cHARACTERISTIC) SErORE
COMPOSITION F R/ / AFTER
EARLY / LATE
;Ié(i\(/:\{HON [NOT ALL DEVIATIONS FEASIBLE] FASTER / SLOWER
DIRECT CAUSALITY -
COMM N
CAUSES PR CONSEQUENCES
SAFEGUARDS

ALARMS/SIS «<— RECOMMENDATIONS /ACTIONS
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The Result: Layers of Protection

Fire & gas

uonesiiw

Flare & Scrubber

prevention
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Nice!. Let me show you
A something....
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P
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Accidents causes

Causes of Process 20%
Upsets

)

Source: ASM Consortium

- 40% s

S~ 7 Operating out o
"“Ch‘hrange

Causes of Equipment H Improper d
59, 5%

Failure

10% B Improper

maintenance
B No defect found

Presented by N Kosaric at
2005 Defect Elimination Conference

76% O Improper installation

B Improper material
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Accidents causes
(SIS layer)

20 %
Changes after
commissioning

44 %
Specifications

15%
Operations and
maintenance

=12

HSE
Installations and 15%

commissioning Design and Health & Safety
implementations Executive
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“I think we need to take another look at your
risk-management strategy.”
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2. Tomorrow: STPA for the process industry?
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What | do (and HAZOP doesn’t)

Include socio-technical
analysis (human factor)
Include systemic factors
Include all the hierarchy (from
regulations to the process):
Safety culture

e Fill the design operation gap:
avoid higher risk states
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What | do not do (vs. traditional
safety)

Put the blame on you
Consider only reliability and
probability

Work only in the design stage

Basically | don’t follow chains of
events!

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014



STPA

1. ESTABLISH SYSTEM ENGINEERING FOUNDATION

&

2. IDENTIFY UNSAFE CONTROL ACTIONS (UCAs)

&

FUNCTIONAL CONTROL STRUCTURE

HAZARDS TYPES
HAZID

PROVIDED
NOT PROVIDED

| EARLY / LATE

TOO SOON / TOO LONG
NOT FOLLOWED THE CA

3. USE UCAs TO CREATE SAFETY REQUIREMENTS / CONSTRAINTS

4. DETERMINE HO

=
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EACH HAZARDOUS CONTROL ACTION COULD OCCURR
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A simple example
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STPA for the process industry

o = [ States considered:
A/\ e Desired (D)
o = gé% * More (+)
cws —%—éf * Less (-)
; —= * No/none (N)

Fid

i Source Controller: Cooling Water Supply. Type Not provided
Process Variables: Context System state
Fmonomer Finitiator Reaction Rate  Temperature Hazard

D D + + Yes
Preventive actions R D R R Yes
can be obtained ____ 1 N N D No
from the analysis!! N ; N D No
D + + + Yes

They can be ranked following some criteria, for example less deviation
from current hazardous state
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STPA for the process industry

1 GAS PRODUCT

PCY
FEED 1 i COOLING WATER RETURN
1 »

FCV1

REACTOR e COOLING WATER SUPPLY

]

FEED 2 i
1t

o2 _@_ —
\“/ [ LIQUID PRODUCT
LCw1

Accident? Hazard@ Safety@onstraintf

Explosionf H1:ETemperature@oothighk Temperature@nustiheverf
violate@naximum@®@aluel

2l H2:@Pressure@oolhighl Pressure@nust@ever¥iolatel
maximum@®aluel

Leakagel@ H3:Aevel®ookhight Level@nustBhever@iolatel
maximum@®aluel
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Source Controller: Open level control valve. Type: Not Provided

1 + + + +  H1,H2,H3
2 + + + - H2, H3
3 + + + N H2
4 + + + D H2, H3
5 + + - + H3 .
6 N N ) - 3 States considered:
7 + + ; N _ e Desired (D)
8 + + - D H3 * More (+)
9 + + N + H3 * Less(-)
10 * * N - H3 * No/none (N)
11 + + N N -
L@ + N D H3
b \ .
\’0(\ 252 D D N D H3
253 D D D ¥ H3
254 D D D - H3
255 D D D N -
256 D D D D H3

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014 31



Open Questions

e STPA explicit step? Be sure that there is at least one control action for every hazard
identified

e A chemical plant has thousands of variables and controllers: How to define the system
limits for the analysis? Physical equipment? Functionally?

 How many states must be considered for the Process Variables (discretize)?

* How many variables have to be considered (pressure, flow, composition, temperature,
etc.)?

e Can STPA cope with hazards like pipe leaks, dust accumulation, static electricity, HTHA
cracking, alarms problems, etc.?

* How to filter relevant contexts to hazards to avoid unneccessary scenarios?
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3. Functional modeling & STPA

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014 33



%@l A functional modeling tool

W FOR FREE!
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Functional Modeling

Methodology used to model any man made system by identifying the overall
goal and the functions needed to achieve it. It uses qualitative reasoning.

E END why
he)
I=
()]
c .
= achieves
©
O
(@)
o
k5 MEANS what
()]
realises
= WHOLE how
N
=
[\o)
[&]
B shows
2
o
D
0
© PART
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Why Functional Modeling?

Integrated Process Design & Operation & Automation

Provide a systematic framework for formalizing inter subjective common sense
knowledge which is shared among participants in design and operation of complex
systems i.e. engineers and operators.

Functional modeling is a systematic approach to applying different perspectives
and degree of abstraction in the description of a system and to represent shifts in
contexts of purpose. This aspect of FM is crucial for its use in handling complexity
in systems design and operation.

Support integrated process and control system design by providing abstractions by
which high level decision opportunities and constraints in process and control system
design can be made explicit. FM can be used to reason about control strategies,

diagnosis and planning problems.

M. Lind.Nuclear Safety and Simulation, Vol. 4, Number 3, September 2013
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LEVELS OF ABSTRACTION LEVELS OF ABSTRACTION
STRUCTURAL HIERARCHY FUNCTIONAL HIERARCHY

ENDS

purpose of

MEANS

PART "
A n"

A\ 2 A
PART OF /m /s 7/ ot ,9/,.,,/ MEANS OF
Y, S,
/[ wemt / ey

ALLTOGETHER:

FUNCTION / STRUCTURE
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g HIGRAPHS / STATECHARTS
N 4 [N

STATECHARTS: A VISUAL FORMALISM FOR &\
COMPLEX SYSTEMS* g ' Y VA
. &Q A DIGITAL WATCH

David HAREL
Department of Applied Mathi ics, The Wei Institute of Science, Rehovot, -~

Communicated by A. Pnueli

Received December 1984 -
e . Qj rrra i

Revised July 1986 ~
main

Abstract. We present a broad extension of the conventional formalism of state machines and
state diagrams, that is relevant to the specification and design of complex discrete-event systems,
such as multi-computer real-time systems, communication protocols and digital control units. Our
diagrams, which we call statecharis, extend conventional state-transition diagrams with essentially
three elements, dealing, respectively, with the notions of hierarchy, concurrency and communica-
tion. These transform the language of state diagrams into 2 highly structured and economical
description language. Statecharts are thus compact and expressive—small diagrams can express
complex behavior—as well as compositional and modular. When coupled with the capabilities
of computerized graphics, statecharts enable viewing the description at different levels of detail,
and make even very large specifications manageable and comprehensible. In fact, we intend to
d ate here that 1 counter many of the objections raised against conventional state
diagrams, and thus appear to render specification by diagrams an attractive and plausible approach.
Statecharts can be used either as a stand-alone behavioral description or as part of a more general
design methodology that deals also with the system's other aspects, such as functional decomposi-
tion and data-flow specification. We also discuss some practical experience that was gained over
the last three years in applying the statechart formalism to the specification of a particularly
complex system.

'rdisﬂlays

1. Introduction

‘The literature on software and systems engineering is almost unanimous in
recognizing the existence of a major problem in the specification and design of large

and complex reactive systems. A reactive system (see [14]), in contrast with a ~

transformational system, is characterized by being, to a large extent, event-driven, o min

continuously having to react to external and internal stimuli. Examples include [not inistopwatch)l

telephones, automobiles, communication networks, computer operating systems,

missile and avionics systems, and the man-machine interface of many kinds of alarm-st -I?hi;-.cs-

ordinary software. The problem is rooted in the difficulty of describing reactive

behavior in ways that are clear and realistic, and at the same time formal and I (cenat

t-hits-hr

* The initial part of this research was carried out while the author was consulting for the Research dtintalarm) l
and Development Division of the Israel Aircraft Industries (IAI), Lod, Israel. Later stages were supported
in part by grants from IAI and AD CAD, Ltd.

0167-6423/87,/83.50 © 1987, Elsevier Science Publishers B.V. (North-Helland)
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D-higraphs: The origin

DUALIZATION

Higraphs Required conditions
* Blobs: states e Blobs: functions
* Edges: transitions * Edges: states
* Exclusion: OR * Exclusion: AND
* Orthogonality: AND e Orthogonality: OR

\] transition state 1 W state 2
state 1 . state 2 function 1 —>
J (function) J

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014




D-higraphs: Elements & Properties

material .
energy State 1 | ACTOR | State 2
S »( Condition
..... info __dependency dependency
> varx Vary(Varx ... ) |Varz(Vary yoee )

SYSTEMS’ VIEW DESCRIPTION

Structural description: variables that

function 5

characterize the system. Flow(F), / ACTOR 5
temperature (T), Level (L),etc. A Lol 1 function 3
Used by D-higraphs ACTOR T ACTOR3 )
Condition 1 Condition 3

function 2
ACTOR 2

Condition 2

Behavioral description: Potential
behavior of the system as a network.

|
I
1
|
I
I
1
|
: function4

: ACTOR 4

! Condition4

I

- =
I

Properties: Inclusion, exclusion

Functional description: Purpose of a and cartesian product
structural component of connections.
Provided by the D-higraph layout.

li
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D-higraphs: Qualitative simulation

Yexp — €y  Yexp  Yeup + Ey Y
i t t -

Y = dec ' Y = std Y = inc

function

State 1 ACTOR State 2 | |
»| Condition w0 R fop  f fop  f
Var dependency @ M (f,9). (©) M™(£,9). © M~ (f,9).
. Vary(Varx ... ) |VarzVary gas:
8
8exp _¥
efﬂugnt store liquid affluent f,,, f f,,, f
ﬂowmg (d) M*°(f.9). () M™(f,g). 0 M~"(f.9).
VE§ 2=k ++ g 8
F1T1 Tv(TT ) Lv(F1™) N
T2(TV"™) s [ s |
for S for
(8) M*~(f.9). (h) M~ (f,9). ) M~ (f.9).
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D-higraphs & STPA

produce polymer |

POLYMER REACTION PROCESS
STPA genel’ates huge tab|eS. - keep cstr temperature
TEMP CTRL LOOP
ContextVars regulate )  measured measure T
Controllers x UCAs x states ‘4./;?3;. ‘ i.
Monomer Initiator /3 |2++

Feed = l Feed :
'control ;
signal /1(Tr++)
v \

change F :
cold CW

flowing | VALVE

> A7(37 \

F1T1 & CL

cold CW flowing ’

A
0

CWR &
F2(AT7 F1™)

cws —%—
] T2(T1™)

/T 'C\ ,,,,,,,, warm CW A —
K21 flowing remove hea - H
- COIL E1(Tc ,Tr )
T3(Tc™) by g [ === s
FaF2™) Te@2:F2 El) Iiheat
transfer
produce homog.

D-higraphs exploits the model to |
. ' é, CSTR |
reduce the analysis o ﬁ TN
owing o N STIRRER ] [R(F4,+.'F5+ﬁr+,) }

7rFa T4 5 5 Bl RS
A A

Initiator Monomer
flowing flowing
E5 TS F4 T4
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D-higraphs & STPA
STEPS:

romerrercronerocess| 1. Associate every hazard with a variable

keep cstr temperature

TEMP CTRL LOOP Hi (Va r_X)

regulate measured measure T
CONTROLLER ‘4--‘-9-”?‘3--‘ SENSOR }.
1. See var_x dependencies in D-higraphs

l3 [2F . .

- . var_x(var_i**,var_j*,var_k**)

signal I1(Tr”)

A ]
cold CW Sl ; . . . . .
foving ~E<|:V3&:E\ .| 3. ldentify which of the variables is a CA ( var_j)
F1T1 e 5

J
cold CW flowing

Clie | 4. Apply UCAs scenarios
warm CW

v !
; — remove heat 4 . .
PLLL coL | Eime ) : CA: va rJ
T3(Tc™) ot L DRI : ]
saN | I | Context var_i, var_k

| transfer
1

: produce homog.

CSTR .
poer 0,  —Ltea——l1| 5 |dentify non hazardous contexts =
owing o STIRRER R(F4".VF5”,TP’) . .
) — potential solutions

7r(F4 T4 F5 5 E1 RS
A A

e s 6. Rank safe contexts

flowing
F5T5 F4 T4

43

M. Rodriguez / Risk Management in the Process Industry / 3 27 2014



D-higraphs & STPA

produce polymer |

POLYMER REACTION PROCESS

regulate
CONTROLLER i<

/3 [2°)

oontrol
S|gnal

keep cstr temperature

TEMP CTRL LOOP
measured measure T
--t-e-"-“-’--‘ SENSOR i<
/1(rr*+)3

— remove heat »
colL E1(Tc ,Tr )
++ - [ —m—————
Te(l2:F2 El ) :heat
| transfer

: produce homog.

i CSTR

v
change F
cold CW
flowing | VALVE \
»| A7(13™
F1T1 L
\ J/
cold CW flowing
F2(AT™,F1*")
T2(T1™)
warm CW A4
flowing
<—.
T3(Tc™™)
F3(F2'")
power
flowing  go

stir
1o STIRRER \

R4 F5 1)

7HF

ﬁ react E
[Lrtm*‘fs ) VESSEL ] :
)

B, = T = g S
4 ,T4 ,F5 ,T5 E1 R

A A
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Initiator
flowing

F5 T5

Monomer
flowing
F4 T4

D-higraphs can also help in STPA step 4:

Determine how each hazardous control action
could occurr.

D-higraphs allows for

root cause & consequence analysis.




Remarks

* Presentation focused on the low level of the architecture

Upper levels are similar to other domains
Functional modeling can represent the architecture (abstraction & hierarchy)

e STPA for the process industry needs knowledge to avoid huge
tables

* D-higraphs (easy) extension to include humans (as controllers)
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achieve company'’s goal

COMPANY
convert |

conversion
sectior

m mana -_ mainten k

N
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Conclusion

You have a very promising futureﬁ. N Dl’b
But you’re still young. QQS
Come back in a few years
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