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ABSTRACT

Flight test is an endeavor inherently imbued with risk. In order to conduct flight testing
safely, hazards of consequence must be identified and mitigated in advance of testing. While
adequate practices are widely in place for the mitigation of hazards that have been identified,
the practices generally used to reveal and identify hazards in the first place rely on brain-
storming and other fragmentary methods that can leave critical gaps in safety preparedness.

Mainstream flight test risk management techniques such as Test Hazard Analysis (THA)
rely on expert brainstorming for the identification of hazards, and lean heavily on experience
and lessons learned from subjectively ‘similar’ past test programs. Frequently for a given new
program, the THA report from a past program is simply duplicated in full, with edits then
made to accommodate perceived di! erences. Such processes have left critical gaps in hazard
identification coverage even where ‘similar’ technologies and test methods are concerned;
moreover, as airborne technologies evolve— with increasingly complex systems interactions,
software, and human/machine interplays— the gaps in hazard coverage are becoming ever
more pronounced, leaving the legacy risk management techniques unable to support a level
of safety that meets industry needs.

With each hazard in a THA documented separately, and mitigations addressed individ-
ually to each hazard, no underlying framework is available to unify hazard identification or
analysis across functionalities or disciplines. Safety reviews and preflight briefings based on
THA become lengthy and disjoint, as well as potentially incomplete.

Systems Theoretic Process Analysis (STPA) is a forward-looking safety analysis method-
ology grounded in systems theory. Based in the System-Theoretic Accident Model and
Processes (STAMP) model, STPA is able to produce meaningful results even where other
methodologies struggle, such as in systems involving software, human interactions, or other
forms of complexity such as exist in aviation and flight test. This thesis proposes to apply
STPA to the problem of hazard identification and management in flight test, specifically
focusing on piloted (‘manned’) aircraft.

The state of the art in THA is examined, and STPA and THA are compared in frame-
works, constructs, and work products in the context of flight test. STPA is applied to an
example flight test campaign to illustrate its use in test hazard identification. A final section
describes more broadly how STPA could be incorporated into flight test organizations now,
and in a future where STPA is more widely used by design and engineering departments as
well.
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a. Hazard - the front end of the test safety process is identifying those
hazards that are unique to a particular flight test activity.

b. Cause(s) — in order to reduce the probability of suffering the hazard,
the potential causes of that specific hazard must first be identified.

c. Effect(s) — the potential effect of the hazard need to be understood in
order to assess the risk level.

d. Mitigation(s) or Minimizing Procedure(s) — this is the part of the
process wherein procedures are established to either eliminate the
cause or reduce its probability of occurring, or to reduce the effect of
the hazard should it occur.

e. Emergency Procedure(s) — procedures planned in the event that the
mitigations do not completely succeed.

f. Residual Risk — once all of the safety planning is in place, this
section estimates the level of risk that remains, which can then be
used to establish the appropriate level of approval for that particular
flight test activity. |
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Hazard — Engine Temperature Exceedence

Cause:

1. Sustained high power operation.

2. Poor ventilation or heat exchanger performance.
3. Engine exhaust gas ingestion into cooling inlets.
4. Engine exhaust gas backflow into compartment.

Effect:
1. Degraded system operation, leading to possible system
failure.

2. Potential for fire.

Precautionary Measures

1.  Ambient temperatures during tests will have margin below
maximum design operating temperatures.

2.  Propulsion Flight Test Engineer(s) (FTE) to perform real-
time telemetry monitoring of engine performance and engine
surface and bay environment temperatures.

3. Progressive envelope expansion.

4. Temperature corrections used for predictions of exceedences.

5. Fire detectors in engine bays and APU fire zone.

Corrective Action(s):

1. Reduce power demand
Terminate maneuver and return to previously cleared flight
condition.

3. If fire, execute ENIGNE FIRE Emergency Procedure as
defined in NATOPS

Residual Hazard Level/Risk Category:
III/C = Category B Test Hazard
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Probability [ pjsy
Hazard Cause Precautionary Measures of Assessment
(POC) RA)
Lateral drift on VL « crosswind/turbulence * buildup in crosswind, lateral Low Mod
causing excessive « jet exhaust impingement on | asymmetry
sideloads on outrigger | wing due to bank angle when | * no excessive lateral inputs when
landing gear close to deck close to deck
« insufficient lateral control » LSO will waveoff any unsafe
authority due to airplane approach
dynamics » FCLP will be accomplished for
« excessive lateral weight pilot proficiency prior to detachment
asymmetries
* poor pilot scan
Legend:

Low POC: The hazard is unlikely to occur.
Moderate POC: The hazard may occur.
High POC: The hazard is likely to occur.

Low RA: Minor damage to aircraft is likely to occur.
Moderate RA: Moderate damage to aircraft is likely to occur.
High RA: Loss of aircraft and aircrew is likely to occur.
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For not being able to secure

confirm "both tanks dumping" via

asymmetric dump: radio. If asymmetric dump is

« after detecting asymmetric detected, LSO will declare "secure
dump, power is lost to the dump, secure dump" via radio. If
"good" tank which would leave | asymmetric dump detected, attempt
the valve in its position at to secure dump immediately and

power loss (open)

« after detecting asymmetric
dump, valve fails (sticks open)
on the "good" tank

BINGO to shore. If asymmetric
dump continues, jettison tanks.

« Jettison circuits will be checked
daily

» Fresh water vice salt water will be
used in the tanks to aid in preventing

corrosion.

Probability Risk
Hazard Cause Precautionary Measures Ow;’,fme Assessment
(POC) RA)
Asymmetric dumping | For asymmetric dump: * Valves are approximately 2 years | Low High
of water tanks creating | * faulty dump valve old and have been reworked for this
asymmetric moment « faulty wiring project.
beyond airborne limits | « "popped" circuit breaker for « All electrical wiring in tanks have
resulting in aircraft one tank and not the other (they | been replaced with new wiring
impact with water are on separate circuit breakers) | « LSO will visually monitor water
tank dump after each launch and

Legend:

Low POC: The hazard is unlikely to occur.
Moderate POC: The hazard may occur.
High POC: The hazard is likely to occur.

Low RA: Minor damage to aircraft is likely to occur.
Moderate RA: Moderate damage to aircraft is likely to occur.
High RA: Loss of aircraft and aircrew is likely to occur.
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Air Traffic Control

Instructions Acknowledgements
Clearance Requests
Flight Crew

A
Manual Instrument
flight readings, etc.
controls

Set mode,

targets, etc. targets, etc.

‘Current mode,

Control, Authority

Fm———————
Automated Sensor
flight controls readings

Physical Aircraft Processes
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Controller

Additional Parts of the ”
System Control || Process | |« Part A Part B
Algorithm | | Model

Control 4
Actions Feedback

Controlled Process |«

Even More Parts of the
System
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Design Decisions

Identify effect

Identify control structure
changes

Il

2 Update safety control
structure

!
3| Check hazards are valid
!

41| Determine impact to STPA

Il

5| Select the items to analyze

I
s

STPA
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Control Structure Modificati Impact to STPA to consider
Element odification UCAs Loss Scenarios
Remove Results can be eliminated E)fch.lswe causal scenarios
Controller eliminated
IAdd Must be performed Must be performed
Control . Check previous and newly
|Algorithm Change Use previous result related scenarios
Process Model |Change Check unsafe control actions Check previous and newly
related scenarios
Change Check unsafe control actions Check previous and newly
Control related scenarios
Input Remove Check unsafe control actions Check previous and newly
related scenarios
IAdd Check unsafe control actions|Must be performed
Change Must be performed Must be performed
Control Action |Remove Results can be eliminated E%Ch.lswe causal scenarios
eliminated
IAdd Must be performed Must be performed
Change ICheck scenarios for safe but
8 not followed
Actuator Remove Excluswfa c.ausal scenarios/
factor eliminated
Check scenarios for safe but
IAdd
not followed
Sensor h Use previous result Check previous and newly
(Feedback), ange related scenarios
Controlled Exclusive causal scenarios
process (Inputs, [Remove eliminated
Outputs),
Disturbances,  |aqq Must be performed
Other controllers
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CMD Display / Envelope Protection

Visual

DISPLAYS :_— AIRCRAFT TRAJECTORY C?NZ'RQL' AIRCRAFT STATE CONTROL
____________ || stick&Throttle [Fmw [ | 1
1 Mechanical (Backdrive) ¢ Iy Manual
i === === - 1 | Longitudinal |« - - - - J—, Mechanical
i Control '
E Ref Set | — | | Pitch/Collective* 1 = I !
pILOT || Mode Outer Loop Control 1 I backdrive
-, |Selection| T} - Alspsed l : T 1
. ! 1
i 1 . ar 3 Infer Loop Pitch Inner | +3 servo [4-s| A
' InnerLoop . GS/VNAV TcoptoicMD | 17| Loop Control ' lsasscast - - >
i cﬁ?’:ﬂﬂ%ﬁ- 1. Envelope Protection | | AFGeS I |
: Control I 'Sd:‘,;, I : backdrive
! Thrust/ Collective* Fek | L[ Engine/ Ie——
! L 11,| Control B I Collective* | i LI R
' + Airspeed LL,] Control
! | . Energy NORMAL | AFGes | c
i | + Collective* Power l o _ _
[N S -—- 1
L [ I I B e [ ————————
v | AIRCRAFT | | | F P—— i | | <. bk R
! SENSORS I irectional Quter > Yaw Inner ' TRIN h
1| «Inertial Data Loop Control | /nerLoop | | ' '
. ¢ ) *Cobtrol D Loop Control [ SERVO [ 4-5 A
1 + Air Data ’_l) + Decrab / Ball Centering* . 2, (yaw damper) L
| Pos f;m's I « Low Speed Heading* T [ T YDIAFGCS| | [sas/scasy - - > E
! *x « Envelope Protection Mode !
E +GNSS I | Sellect | | E(_ o I_)a_ck_dgv_e]
' Inger Loop Roll Inner ! TRIM
H 1 léat’(:traIIOuter Loop lCal trol CMD I Loop Control — T3] SERVO | s T
! > Lontro | | ArGes || foooons
! —p{ - Heading / Track | |SAS/sCAST - -
| + LOC/LNAV I I ] I !
| | Envelope Protection FBW i
P e e e e e - I Manual Lateral I
i ] / Directional [« --- * Mechanical
:_M_egh_arlic_al_ ________ N Whelels & Eedals FBW Ir- -==> Control
! ¢ l - _ _ _ Mechanical ! I I
Airframe Coupling Airframe Coupling
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Total Wing Area

)
)
101.4 sq. ft. (9.4 sq. m)
)
)

Length 170ft. (52m
Height 79ft.(24m
Cockpit Width
Front.._. 42.0in(1.07 m)
Rear.. 38.0in(0.97 m)

Cockpit Height
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