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ISO 26262: Road vehicles — Functional safety
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Example hazard identification

H-1: Gear for wrong direction
H-2: Shift to unsuitable gear for speed

S1

Use STPA
to identify
hazards




Example hazard analysis

Control Not Given or Given Wrong Stopped
Action not Followed Incorrectly Timing or Too Soon
Order
Shift to gear Controller Controller Shift too late —
does not shift shifts despite no so that driver
gear to lever change opens clutch
change : :
Janss Shift despite no
direction utch S2
clute Use STPA
Shift despite to identify
bl causes for
unsuitable hazards
speed
Display gear Controller Sends wrong Not —
does not send gear to display hazardous

new direction
to display




Example hazard avoidance

Shift to gear x Shift controller -« Sh:i;c gp;):;t;on .
Display gear y (Software) Clutch open

Clutch closed

Check
speed
Actuators | speed /e Sensors
A

Process:
> Shift/Gear >

Lever change Gear position
Clutch activation Gear display







A final step in STPA is to consider
how the designed controls could
degrade over time and to build in
protection against it.

—Leveson (201 1)



Example degradation protection

l Speed
Shift to gear x Shift controller - Sh:f; gpgit;on X
Display geary (software) Clutch open
Clutch closed
v S3
Show
Actuators | gear also by Sensors
lever position
A
Process:
Speed . .
»  Shift/Gear >
Lever change Gear position

Clutch activation Gear display
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Process models
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1. Hazard identification and
avoidance

2. Degradation protection
3. Structure
4. Models






