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Early Warning

At KS SELINBAAAZY WS NI ¢
flelds to mean the provision of information on
an emerging dangerous circumstance where
that information can enable action in advance
to reduce the risks involved

6 . I & K S NGlab@leady/warging @ystems foratural hazardssystematic angreople-
O Sy (I Ml Rrans. R. Soc. 364, 24B¥82 doi:10.1098/rsta.2006.1819)



Early Warning Signs and Accident

A Early warningigns precede losses

A dwarning signs almost always occur before
YI22NJ I OOARSY(4&¢é
(LevesorN.H n nTingRble of Software in Recent Aerospac® OA RISHf G & €

International System Safety Conference;1September at Huntsvilldlabama.
ohttp://sunnyday.mit.edu/accidents/issc01.pdf
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The Problem

A Thesafetyfield still lacks the concepts, tools,
and measures toecognise warning signs prior

to major failure events
(Woods D. D. (2008 = & 9 Baflures B2 N aSafdtk Sciérke, 47(4)98-501)



What is Needed

A PERCEIMEe signs
A JUSTIFtheir relations to possible losses

A B L
Causal Factors , Early Warning Signs
. Indicate
Contributes to .
the existance of

A Simple Early Warning Justification Model
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The EWaSAP Justification Model
for Early Warning Signs

Detectable

Non Events as
Causal Factors

B Sound and/or Weak

Indicate \_Early Warning Signs
the existance of

Contributes to

Detectable Events as

\ Gausal Factors ,
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ldeally

A In order to minimize the chance of having
controllers within a system with incomplete
process models, feedback informatishould
contain as many early warning signs as possik
so that to be used for justifying the presence of
contributing factors to a loss



What Usually Happens

A Due to tradeoffs and other constraints, the
Installed services able of providing awareness o
Internal vulnerabilities are less than those neede
to achieve maximum benefit

A False warnings
A Audits
AdG+2fdzy il NBEk{ @y SNHSUAO:




Early Warnings in STPA

Control Input or €xternal Information )
Wrong or Missing

Inadequate Control Algorithm
(Flaws in Creation, Process Changes,
Incorrect Modification or Adaptation)

Inappropriate, Ineffective
or Missing Control Action

Inadequate Operation

Process Model Inconsistent,
Incomplete, or Incorect

Y

CP = Controlled Process

Delayed Operation

CP

Component Failures
Process Input Missing or Wrong Chan Time

Uniden r
QOut - of - Range Disturbance

Feedback Delays
C = Controler
S = Sensor
A = Actuator S

Process Output Contributes to System Hazard

Inadequate or Missing Feedback

brrect or no Information Provided
hisurment Inaccuracies
¢dback Delays

& CS S Renlsaijticah y RSGSOGAy3I SN
own actionsand failures or faults in the controlled systegn
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STPA Loop With

EWaSARwarenesdctions and Warning

Awareness Actions

Inappropriate, Ineffective or Missing

Control Input or External Information
Wrong or Missing

Inadequate Control Algorithm
(Flaws in Creation, Process Changes,
Incorrect Modification or Adaptation)

Process Model Inconsistent,
Incomplete, or Incorect

A

Inadequate Operation

Delayed Operation

Inadequate or Missing Feedback
Feedback Delays

Inappropriate, Ineffective
or Missing Control Action
Inadequate Operation

Delayed Operation \

C = Controler
S = Sensor
A = Actuator S

CP = Controlled Process Inadequate Operation

Incorrect or no Information Provided
P Measurment Inaccuracies

. Feedback Delays
Component Failures

Changes Over Time Warnings to Controllers in Higher Levels

Process Input Missing or Wrong

),orto Environment
Not Perceived or Hard to be Perceived;
Incomprehensible, or False

4) Effectors
Transmiting Warnings %—
Process Output Contributes
to System Hazard

Unidentified or
Out - of - Range Disturbance

EWaSABuidewords
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STPA Loop With

EWaSARwareness Actions and Warnings

Awareness Actions

Inappropriate, Ineffective or Missing

Control Input, External Information
Wrong or Missing

Inadequate Control Algorithm
(Flaws in Creation, Process Changes,
Incorrect Modification or Adaptation)

Process Model Inconsistent,
Incomplete, or Incorect

C

Inappropriate, Ineffective

or Missing Control Action Inadequate or Missing Feedback

Feedback Delays

Inadequate Operation

C = Controler
A S = Sensor
A = Actuator
Inadequate Operation

) Delayed Operation
Control Input, External Information or Warnings

Wrong or Missing
— > C2

Conflicting Controland Awg

CP = Controlled Process Inadequate Operation

Incorrect or no Information Provided

~

Delayed Operation
tions
>

Incorrect or no Information Provided
Measurment Inaccuracies
Feedback Delays

Process Input Missing or Wrong

CP Measurment Inaccuracies
Feedback Delays
reness Ac Component Failures Y
Changes Over Time Warnings to Controllers in Higher Levels
) Effectors

01 to the Environment

Not Perceived or Hard to be Perceived,
Incomprehensible, or False

Transmiting Warnings

Process Output Contributes
to System Hazard

Unidentified or
Out - of - Range Disturbance

A possible version of tHeWaSARdd on in the multiple controllers case of STPA
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Types of Awareness Actions

ACNI yavyYAld a! £t [/ fSIF NE
A Transmit Warnings

A Transmit Alertgi.e. It has been validated that a hazard
occurred)

A Transmit Algedonic signaig. A term originally
introducedby{ @ . SSNXR&a Ay KA& =x{a °
transmissiorto inform the controllers at the highest levels
about a serious condition within their organization)



EWaSABteps

A Two Groups
| 1StEstablish Synergy
I 2" Enforce Internal Awareness Actions



EWaSAP Steps

(STPA steps wilGray- EWaSAP steps with Black and with the EW pr

(1) Identifythe hazards in the system that may allow accidents to
occur. Translate these hazards into igvel safetyconstraints

EW(1) Decidef there is anyon@utside the designed system who
needs to be informed about the internally perceived progress of each
hazard or of its occurrence (i.e. emergency responders)

(2) a) Create the control structure

b) For each hazard determine the inadequate control actions
1 Arequired control action to maintain safety is not provided.
2 Anincorrect or unsafe control action is provided that induces a loss.

3 Apotentially correct or adequate control action is provided too early, too late, or
out of sequence.

4 Acorrect control action is stopped too soon.
c) Restatethe inadequate control actions as safety constraints
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EWaSAP Steps

EW (2) IdentiffJseful Sensory Services Outside of the System and
Establish Synergy

EW (2.1) Requirements for External Sensory Services

For each top level safety constraint identify the signs which indicate
that it has been violated (i.e. identify the signs of the associated
hazardous behaviour)

EW (2.2) Assess the Perception Capabilities of the Systems
In the Surrounding Environment and Attempt to Establish Synergy

Findsysteman the surrounding environmemwhich havesensors

able of perceiving the signs defined in the previetep and

requestto establishsynergy.The objective is to agree on enforcing
the appropriate awareness actions in their systems, enabling them
of transmittingvoluntary/synergetic early warnings about your
system to the appropriateecipients as per EW(1)




EWaSABteps

A (3) Determine houwhe safety constraints determined in
Step (2) could be violated.

A a) Create the process models for each controller .

A b) Examine the parts of the process contompsto
determine if they can contribute to or cause system level
hazards.
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